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Forensics ||

Memory forensics 101
Dumpers and analysers
GNU/Linux and Android

File analysis (short)



Memory forensics |

Physical Storage Media Analysis

Network Analysis

Source: ,File System Forensic Analysis”, Brian Carrier




Memory forensics |

Memory Analysis Branch

N [

String
searches,
file carving

,/ =

PE “analysis”
—» & carving

._\\

[ "--.\ _.-"'_ b r"’"— X
L ---.,\.
Live forensics )
{_,

/.'
.-"/

|R-style
running system
investigation

X

4-..

p

Informed analysis:
state & context
reconstruction

~

II/"

A

N

Controlled run-
time analysis

)

Run-Time Analysis Branch



Memory forensics |l

* Dump physical memory (RAM), why?
— Current running processes and terminated processes
— Open TCP/UDP ports/raw sockets/active connections
— Memory mapped files
* Executable image, shared, objects (modules/drivers), text files
— Caches

* Web addresses, typed commands, passwords, clipboards, SAM
database, edited files

— Hidden data, encryption keys and many more

— Problematic... system is alive
* Page/swap file, new process etc., Locards exchange principle

* Analyze the RAM

— Enumerate different program structures, signature based carving,
find text strings, virus scans, network connections etc. ...



Memory forensics |V

Microsoft Portable Executable and Common Object File Format Specification

* PE format
* PEview

-
tly PEview - Ch\data\asm\cons.exe .

File View Go Help

[BR CONsS. exe

jl@@@&lmmw@l@mf

- IMAGE_DOS_HEADER
- M5-005 Stub Program
= IMAGE_NT_HEADERS

- Signature

. IMAGE_FILE_HEADER

- IMAG E_OPTIONAL HEADER
- IMAGE_SECTION_HEADER .text
- IMAGE _SECTION HEADER .rdata
- IMAGE_SECTION_HEADER .data
- SECTIOMN text
= SECTION rdata

- IMPORT Address Table

- IMPORT Directary Tahle

- IMPORT Name Table

- IMPORT Hints/Names & DLL Names
- SECTION . data

y

File offset

'

Higher
alisels

PE File

Im Memary

—

Section Table

DOS Header

Section Table

DOS Header

VA
A

Higher
afldresses


http://www.microsoft.com/whdc/system/platform/firmware/PECOFF.mspx

Memory
forensics V

* Processors that have a

MMU (Memory
Management Unit)
supports the concept of
virtual memory

— Page tables are set up
by the kernel to map
virtual adresses to
physical adresses

This is a concept image
but the function is
basically the same for
all modern OSes
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EP — EBtack Pointer (the address hold by ZE5F register.
BC — Program counter.




Memorv Layout for Windows (XP)

ll KERNEL ADDRESS SPACE - 0x80000000 —:-ﬂJI:FFFFFFFF

{The addrses varias in
Windows XP 592)

TEB [0x7 FFDEDDOL]

Each Windows process
is represented by an
executive process
(EPROCESS) block

Structure PEB
(Process Enviroment
Block) contains all
User-Mode parameters
associated by system
(kernel) with current
process

Exerpt from
"Windows Memory
Layout, User-Kernel
Address Spaces.pdf”

OpenRCE.org



Memory forensics VI

0=00000000

Physical

' I Address
Linear t_o physical address PEN i
translation % —— T Page:

— Most 32bit PCs got 'na';'i?ﬁiéiiﬂ-‘*alﬂi‘?;lrL-F-DZ'EF.%%' Sl

< 4GB RAM =

— Paging (virtual memory) g
PFN (Page Frame —
Number) DB {EEEE}

— Tracks and describe e | R
pages in physical memory MR
PDE (Page Directory Ent
PTE (P o Tablo Ent ” e ||

Nntr Page
( age 1able y) 12 Bits = 4kB (4 KB)
Each Page-*-entry have | | -l
1024 32 blt entrys | Directory |LiFE'I:.!rb$:rEE!5 Offset |

Byte address to data in a 4kB memory page




Memory forensics VII

PFN Data Base

— Windows Server 2012 x64 R %
« 32bit has a theoretical max mj“" . = == my home pc :)
of 128GB with 37bit PAE S

Meminfo tool

— Meminfo v2.10 - Show PFN 0

database information
_ User Mode

Windows
EEIS

Covering Windows Server 2008
and Windows Vista

Mark Russinovic blog

http://blogs.technet.com/markrussi
novich/archive/2008/07/21/3092 scem -
070.aspx

2GB

GEONE

4GB



http://www.alex-ionescu.com/

Persistence of Data in Memory

* Cold Boot Attacks (encryption)

* Reboot memory left-overs

logaes —

e Factors:

18688

e System activity

1:50/5:22 | «f | 29

l888

pag (log 16
v
L

e Main memory size ;

3 /
¢ Data type o A - TN A r'lllll
e J ‘Y
e Operating system T LT T
Above example*: Long-term verification of DNS server: (OS: Solaris 8,

RAM: 768 MB)
Method: Tracking page state changing over time.

Result: 86 % of the memory never changes.

*Source: ,Forensic Discovery”, Dan Farmer, Wietse Venema


http://citp.princeton.edu/memory/

Anti-forensics |

* Anti-forensic projects focused on data contraception
— Remote Execution of binary without creating a file on disk

— In-Memory Library Injection — a library is loaded into
memory without any disk activity

* Metasploit's Dllinject and Patchupdllinject payload types

— In memory worms/rootkits - their codes exist only in a volatile
memory and they are installed covertly via an exploit

* Witty worm (no file payload)
* Hiding data in memory

— Evidence gathering or incident response tools can be
cheated

— Offline analysis of RAM will defeat almost all methods



Anti-forensics ||

e DKOM (Direct Kernel Object Manipulation)
— Doubly Linked List can be abused

— The FU rootkit by Jamie Butler &
BEFORE | AFTER .u“q@n*"
EPROCESS EPROCESS EPROCESS EPROCESS EPROCESS 1 EPROCESS
—ﬂ— I— —ﬂ-l

— Examples: Rootkit technologies in the wild*

Worms that uses DKOM & Physical Memory:

e W32.Myfip.H

@mm

e W32.Fanbot.A@mm

*Source: ,Virus Bulletin” December, 2005, Symantec Security Response, Elia Florio



Dumping Physical Memory |

* Hardware Devices, JTAG etc. (RAW DATA) %’9
— Not so practical! TRIBBLE etc. Thunderbolt

+ FireWire / IEEE 1394 or Thunderbolt (RAW DATA) = L D=

— Promising but not all computers got FW or TB. System crashes!
— http://computer.forensikblog.de/mt/mt-search.cgi?
search=firewire&IncludeBlogs=2&limit=20

* Crash Dumps
— BSoD, usually mini dumps and if big it will overwrite evidence!
— LiveKd can create dumps and NotMyFault — Sysinternals
* http://technet.microsoft.com/en-us/sysinternals/bb842062

— Any Windows debug tool can analyse images that are converted to crash
dump format
* Kernel Memory Space Analyzer (Kanalyze)
* Dumpchk.exe — dump validator, also good for process dump examination



Dumping Physical Memory ||

* Virtualization
— This is not a system that usually require attention from forensics

— However it is easy to examine the .vmem file (suspended or snapshoted)
— http://www.vmware.com/support/ws55/doc/ws_learning_files in_a_vm.html

* Hibernation File
— Holds computer state and compressed RAM (hiberfil.sys)
* Usually out of date!

— MoonSols Windows Memory Toolkit can convert to a crash dump image
 http://www.moonsols.com/products/

* Software - dd or tools similar to dd (RAW DATA)

— Does not freeze the system
* The tool will cause known data to be written to the source (RAM)
* The tool can overwrite persistent evidence

— It is highly possible to cheat results collected in this way!



Dumping Physical Memory ||

* Windows 2003 SP1, XP SP3 and newer does not allow access to
the \\.\PhysicalMemory pipe, not even from an administrator account!
— Tools commonly use kernel-driver installation routines

* MonSols Dumplt, Mantech MDD, Mandiant Memoryze, KnTDD, Guidance
Winen and FTK Imager etc.

— F-Response and similar distributed live forensics tools — enable remote
read-only access via an agent

* Linux (and Android) physical memory devices

— /dev/imem (physical) or /dev/kmem (virtual, including swap)
* Devices in many Unix/Linux systems (RAW DATA), but only ZONE_NORMAL
« Usually disabled from user-land nowadays

— /dev/fmem (not Android) and LIME (Linux Memory Extractor)
* A kernel-land kernel module is installed without limitations

— /dev/crash or /proc/kcore

« Some pseudo file systems provides access to a physical memory through
/proc. This format may allow us to use gdb to analyze the memory image



Analyze and dumping of Physical Memory

* History
— Sysinternals Strings.exe, Foundstone bintext, AnalogX TextScan, grep
— New research — DFRWS 2005 -> ...

* Subsequent analyze activity
— Mariusz Burdach — WMFT (plus Linux tools)
— Andreas Schuster — PTFinder, PoolFinder
— Harlan Carvey — Focused Perl utilities
— Walters/Petroni — Volatility
— Mandiant Memoryze, Audit Viewer and Redline
— AccessData Forensic Toolkit 3.x and later
— LIME (Linux Memory Extractor), released in 2012

* Lists of dumping tools and analyzers
— http://www.forensicswiki.org/wiki/Tools:Memory_Imaging
— http://www.forensicswiki.org/wiki/Memory_analysis
— http://digital-forensics.sans.org/blog/category/memory-analysis

* Helix Live CD got some of them included



System identification

Knowledge about internal structures are required

* Information about the analyzed memory dump

— The size of a memory page is usually 4096 (0x1000 in hex) bytes

— The total size of the physical memory
* Physical Address Extension (PAE)

32bit Linux, fixed since Ubuntu 6.10

mem_map an

+ Linux HIGHMEM > 896 MB

| ZONE_NORMAL

ZONE_RIGHMEM

— Architecture? 32-bit/64-bit/|A-64/SMP
* Memory layout

— Virtual Address Space/Physical Address Space

— User/Kernel land
* Windows kernel offset at 0x80000000
* Linux kernel offset at 0OxC0000000

Windows) The PFN (Page Frame Number) Database at 0x80C00000

CONFIG_HIGHMEM*G=yes
Check with # free -m

http://archive09.linux.com/fe
ature/119287

igh uppnrt (4GB) ---

Windows) The PTE_BASE is at 0xC0000000 (on a non-PAE systems)

—(
— (Linux) The mem_map array database is at 0xC1000030
—
—(

Windows) Page Directory — each process has only one PD




Virtual — Physical (x86)
PTE = Page Table Entry

PDBR (Page Directory Base Registry) = top 20 bits of CR3 HW req.
e =

N __n
PD il & pages

- B > DATA

1024 PDEs 1024 PTEs

CR3

0000000000 0100101111 100110000000 0x12F980

Directory Table Offset in page
(Windows) PTE address = PTE_BASE + (page directory index) * PAGE_SIZE

+ (page table index) * PTE size
(Linux) PA = VA - PAGE_OFFSET  (PA = Physical Address, VA = Virtual Address)




Important kernel structures

 EPROCESS (executive process) block
— KPROCESS (kernel process) block
— ETHREAD (executive thread) block
— ACCESS_TOKEN and SIDs
— PEB (Process Environment Block)
— VAD (Virtual Address Descriptor)
— Handle table

— CreationTime - a count of 100-nanosecond intervals since
January 1, 1601

— Data Section Control Area
* Page frames
* PFN (Page Frame Number) Database
— PFN entries



Process Basics

DISPATCHER_HEADER

Keeps track of many objects

EProcess Structure
Documented at:

plus all the other kernel structures
and structure members

Process Enviroment Block (PEB)

Ptr to loader data (dlls) used
PPEB_LDR DATA

Ptr to the image base adress where the

executable image begins

Ptr to the process param struct which

holds cmd line and different paths

/[ EPROCESS STRUCT
typedef struct  EPROCESS {
KPROCESS Pcb;
PPEB Peb;
LIST_ENTRY ProcessLinks;
Ptr32 Flink;
Ptr32 Blink;

JEPROCESS, *PEPROCESS:

// PEB STRUCT
typedef struct PEB {

PVOID ImageBaseAddress;

PPEB _LDR DATA Ldr;
PRTL_USER_PROCESS PARAMETERS
ProcessParameters;

} PEB, *PPEB;

LiveKD and Debugging Tools for Windows (WinDbg)



http://www.nirsoft.net/kernel_struct/vista/
http://technet.microsoft.com/en-us/sysinternals/bb897415.aspx

Relations between structures

-

STD
4 x SSTD

ETHREAD || ETHREAD |

e

File Objact

System Service Descriptor Table
Hooking SSDT calls is often used as
a technique in both Windows rootkits
and antivirus software

¥

_EPROCESS

PD

Data Section
Control Area

Subsection <

Subsection

1 t

Handle Table %
Access Token gl
PEB
Section Object
SEGMENT
Page Tables
f
VAD (Virtual
Address

Descriptors)

PEN

PFN

PFN
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Process creation etc.

1.The image file is opened, various checks is performed

2. The EProcess object is created, also KProcess and
PEB and initial address space is set up

3. The initial thread is created

4.The Windows subsystem is notified about the new
process and its characteristics

5. Execution of the initial thread starts, process
environment is set up

6. Initialization of address space is completed

* If RAM or process is dumped now evidence is possible
to analyze



Two Paths to Memory Reconstruction

* Tree and list traversal
— Memparser (C code), Chris Betz

— KnTTools and KnTList (HBGary)

— WMFT (.NET code)

* Object “fingerprint” / pattern searches
— PTFinder / PoolFinder (Perl)

* Both methods (modern tools)

— Volatility (Python) and Mandiant Memoryze
http://code.google.com/p/volatility/


http://sourceforge.net/projects/memparser
http://gmgsystemsinc.com/knttools/
http://forensic.seccure.net/
http://computer.forensikblog.de/en/
https://www.volatilesystems.com/

MANDIANT Memoryze Features
Use with MANDIANT Redline

* image the full range of system memory (not reliant on API calls)

* image a process’ entire address space to disk. This includes a process’ loaded DLLs, EXEs,
heaps, and stacks

* image a specified driver or all drivers loaded in memory to disk
* enumerate all running processes (including those hidden by rootkits). For each process,
Memoryze can:
— report all open handles in a process (for example, all files, registry keys, etc.)

— list the virtual address space of a given process including:
displaying all loaded DLLs
* displaying all allocated portions of the heap and execution stack

— list all network sockets that the process has open, including any hidden by rootkits
— output all strings in memory on a per process base
— identify all drivers loaded in memory, including those hidden by rootkits

— report device and driver layering, which can be used to intercept network packets, keystrokes and
file activity

— identify all loaded kernel modules by walking a linked list

— identify hooks - often used by rootkits - in the System Call Table, the Interrupt Descriptor Tables
(IDTs), and driver function tables (IRP tables)

* MANDIANT Memoryze can perform all these functions on live system memory or memory image
files — whether they were acquired by Memoryze or other memory acquisition tools


http://www.mandiant.com/

List Traversal Basics

* Find index into lists and tables of interesting structure

— Kernel image is needed for offsets and symbols that help find a
number of these

— Addresses can change from one Service Pack to next SP
* Copy of NT kernel part of KnTTools acquisition process
* Other approach is to build hardcoded tool modules for each
 EPROCESS linked list is a common example, with pointers to
— ETHREAD structures
— SID of starting user

— Start time, PID and other metadata in PEB (Process Environment
Block)

— Process virtual memory pages

* These structures allow reconstruction of some familiar IR-style
data



Fingerprint Searching Basics

Brute force pattern search approach

Scan for sufficiently unique structure signatures

— PTFinder works with EPROCESS and ETHREAD structs
* DISPATCHER_HEADER

— PoolFinder parses kernel pool memory
* Pre allocated 4KB memory pool pages
* Undocumented
Perform basic sanity checks on data to weed out corrupt
records, duplicates etc.

PTFinder doesn't perform further analysis but does
provide optional graphical output via .dot file
— Graphviz -


http://www.graphviz.org/

:
ww} (D (D
=,
=
T ===
. nea | [ | [
_ Sl | [ S | |

]
a V I | idiees ===
I Z o, = e =
seeoess | | e | | oo
ensen e wzn | | mew
f— [ f—

PTFinder =

L]
™~
* dfrws2005-physical-memory1.dmp s
eslepmm s cmmexs
=] DOTTY [E=AEER |
228 » T
EJ.ED'& =0 I~ = S0 ol
03202080 P Pt =
] P, v =
FEIVICEE.ENE p— et s
I00S-0505 a0 QLY
& started / s \e\ | oz | s
& 2005-06-05 = o wseie
- 0 =0
o 00:32:43 / 'y \
) = = = .
running == o = = = e I == e = =
OxITaSR IR Lo TG k& E-1E P R Coaka TN TR T TR T eI
ey [ prey [ peg | mrveyy [ gy [ gy [ gy | | sy I preve = = P
=l e T e FoT FoT natal e sanatal st o
s | | marer | | e | || | | mmenes | | wemeses | |3 N | ot | | e e wira oot
P ey e | [ons | | one Py || |t | | oot == = oy
e el B
¥ 296 T exse sean || samo
480 436 464 filz ofs x / ,/’_/
0x6501020 = o e = - = e s - - e o
desdcll s = = | [ e | | prres e [l ey | vy [ prevepeeny (f sy | peevupny [ prmpny [ g [ peray
svchost.exe spoclsv.exs Avsynmer.exne startad T i o | | owsser rarse | | coessse macn | | oowater | | werss | | cowoser | | mweese | | wweser | | cowaess | | mesess | | cowess
e = e ey T T ponen emn | |wm | | wnn | | e | | e | [ | | | | et
started started started 14:0731 PN e == i = e e = = e = = i =
2005-06-05 2005-06-05 2005-06-05 - =t ‘f
00:32:49 00:32:40 00:32:40 exitad *
. . . 2005-06-05 = =
eaning runang fnang 14:08:42 — |2 | 22
code 0 p— [EEEp— g p——
s sovmns | | smeoses
612 628 e I
o [—
file ofs fils ofs =
0x6£2d120 0x7784780 =N | =
1E1ETT s
Peeieat
Valtat.eme Avconsol exe et ema
- P s -
. =%




FATKIt Framework

* Forensic Analysis Toolkit (FATKIt)

— Good home page with lots of (old) resources!

* Modular cross platform analyze
— Got more or less the same functions as MANDIANT Memoryze

Visualization Modules

—————————————————————

Types

VM Modules Profile System | Architecture |
! Types i
High-level Types " Profile

-


http://4tphi.net/fatkit/

'y volatility

An advanced memaory forensics framework

Volatility Framework

http://code.google.com/p/volatility/

Comes from Forensic Analysis Toolkit (FATKit)

At present, most actively developed open tool

— Running processes, DLLs loaded for each, open network sockets,
network connections, open files handles for each process, system
modules, mapping interesting strings to process (physical offset to virtual
address translation)

— Extract executables and much more...

— Reading the Volatility Wiki page is a must! Latest dev. in the field...
Interesting modules/plugins (the lab is more updated with links)

— Cryptscan (find TrueCrypt password)

— Suspicious (find suspicious command lines)

Full List of Volatility Plugins


http://lists.volatilesystems.com/pipermail/vol-users/2008-October/000062.html
http://lists.volatilesystems.com/pipermail/vol-users/2008-October/000062.html
http://lists.volatilesystems.com/pipermail/vol-users/2008-October/000063.html
http://lists.volatilesystems.com/pipermail/vol-users/2008-October/000063.html
http://www.forensicswiki.org/wiki/List_of_Volatility_Plugins

Pros and Cons

* Pros

Pattern search

* Find unlinked, dead
structures (warm reboot)
» Can work with imperfect
dumps

List traversal

 Can stitch together more
related records from
kernel perspective

Cons

Pattern search

* Less context without
following related
structures/objects

» Susceptible to chaff

List traversal

e Can miss unlinked, dead
structures

« Targeted countermeasures



Malware example

* Metasploit attack over network against LSASS (Local Security Subsystem
Service) — manages logins, passwords, access tokens,
Meter preter reflective DLL injection (dll not visible with listdlls.exe etc.)

Victim memory is dumped with win32dd (MoonSols Dumplt)

. [server]\tralnlng forensics _networkanalysis\RAM dumps\lecture- example
il bash _ , |5EI_J"

[ 481

[ 192 -
L swn r79 updated

Warning: This copy of the Metasploit Framewo
We recommend that you update the
For info ion on updating
ev.metasploit. cc

) = exploit

Started reverse handler on port 4444

Binding to 3919286a-bl0c-11d0-9ba8-00c04fd92efs5 :0. 0@ncacn_np:192.168.85.1
Bound to 3919 —blﬂc 11d0-9ba8-00c04fd92efs5 : 0. 0@ncacn_np:192.168. 85.129
Getting 05

Trying to exp

Transmitting - for over-siz stage... (216 bytes)
Sending stage 56

Meterpreter = 0 (192. 2. = 192.168.2.228:63680)
The DCERPC service did not rep]} to our reque~t

meterpreter =
C thQkTHn
XP (Build 2600, ).

Language: en_
meterpreter =




VAD (Virtual Adress Descriptors)

) MMVAD
From “The VAD tree: A process-eye Vad = medium
view of physical memory” DFRWS \<7dd3| =|Sma”
2007 (p62-dolan-gavitt.pdf) a0 = arge
— Balanced tree
The VAD tree is used by the VadRoot
Windows memory manager to ——
. (0 190000 — 001 2000
describe memory ranges used by a 7 N
process as they are allocated rfdwm'; Eﬂ@ﬁwa
When a process allocates memory 00030000 — DOG70000 01000000 - 01013000
with VirutalAlloc, the memory SN SN
manager creates an entry in the f N \
VAD tree //
By Walking the nOdeS in the tree | ControlArea @80d502e0)
. . . i FileObject @&0e170e0
structure one can find injected Flags: Accessed, —
. . . HadUserReference, - . Ame:
libraries and hidden modules Image, File lnorepsdexe

Fig. 1 - A portion of the VAD tree for notepad.exe.


http://vadtools.sourceforge.net/

SIFT Workstation 2.x - Volatility

Fle Edit View Terminal Help

sansforensics@SIFT-Workstation:/mnt/hgfs/Host-Computer-C-Drive/mandiant-volatility$ volatility
-
SIFTWORKSTATION Volatile Systems Volatility Framework v1.3

Copyright (C) 2007,2808 Volatile Systems
Copyright (C) 2087 Komoku, Inc.

m This is free software; see the source for copying conditions.
There is NO warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. SIFT WORKSTATION

sansforensics's README and TOOL
Home usage: volatility cmd [cmd opts] LIST.pdf

For help on a specific command, run 'volatility cmd --help'

-5 Run command cmd with options cmd opts

cases Supported Internel Commands:
a connections Print list of open connections
- connscan Scan for connection objects
5 connscan2 Scan for connection objects (New)
datetime Get date/time information for image
_ dlllist Print list of loaded dlls for each process
dmp2raw Convert a crash dump to a raw dump
5 dmpchk Dump crash dump information
files Print list of open files for each process
hibinfo Convert hibernation file to linear raw image
VMware-Shared- ident Identify image properties
Drive memdmp Dump the addressable memory for a process
memmap Print the memory map
modscan Scan for modules
modscan2 Scan for module objects (New)
modules Print list of loaded modules
procdump Dump a process to an executable sample o X =—
pslist Print list of running processes Q_—* -
: psscan Sscan for EPROCESS objects = ) T
SIFT Workstation psscan2 Scan for process objects (New) L TN
Cheat Sheet 1.5.pdf raw2dmp Convert a raw dump to a crash dump \\."% =%
Dfm.a UuUImIruiILn
and Incident Response with Rob Lee \

[mint - File Br



Malware example - Volatility

Listing dll files with volatility is futile (reflective dll)
* # volatility dlllist -p 616 -f mem.dd

The plugin malfind2 detects hidden code in VAD structures

Even though the dll is not listed in PEB it is loaded in the process virtual
memory

By enumerating the VAD-tree suspected memory pages can be found
based on their VAD pool type and memory protection bits

Segments marked with execution, read and write are suspect and if the
segment is not connected to a dll-file it is marked with [!]

* # volatility malfind2 -d report_dir -f mem.dd R4 We8. E=
Malfind2 gives the following output (excerpted) / ;

# |Isass.exe (Pid: 616)

[!] Range: 0x007b0000 - 0x007dbfff (Tag: VadS, Protection: 0x6)
Dumping to report_dir/malfind.616.7b0000-7dbfff.dmp

PE sections: [.text, .rdata, .data, .rsrc, .reloc, ]



Virustotal *.dmp files

* Upload the *.dmp files with MZ headers to virustotal

3 VirusTotal - Free Online V... =

L C ff | © www.virustotal.com/file-scan/r
mFrepochEmbla- *J iGoogle E ynony

0 VT Community user(s) with a total of 0 reputation credit(s) say(s) this sample is goodware. 0 VT Comn]
user(s) with a total of 0 reputation credit(s) say(s) this sample is malware.

File name:
Submission date
Current status:

maifind.616.7b0000-7dbfff.dmp
2011-01-25 13:24:03 (UTC)
finished

Result 5143 (11.6%)
& Compact
Antivirus Version Last Update  Result
EhnLab-V3 2011.01.18.00 2011.01.17 -
Antivir T7.11.1.242 2011.01.25
Antiy-AVL 2.0.3.7 2011.01.25 -
Avast 4.8.1351.0 2011.01.25 -
Avagtd 5.0.677.0 2011.01.25 -
VG 10.0.0.1180 2011.01.25 -
BitDefender 7.2 2011.01.25 -
CAT-QuickHeal 11.00 2011.01.25 -
ClamiV 0.96.4.0 2011.01.25 -
Commtouch 5.2.11.5 2011.01.25 W32/Inje A.gen!'E
Comodo 7485 2011.01.25 -
DriWeb 5.0.2.03300 2011.01.25 -
Emsisoft 5.1.0.1 2011.01.25 -
eSafe 7.0.17.0 2011.01.24 -
eTrust-Vet 36.1.8117 2011.01.24 -
F-Prot 4.6.2.117 2011.01.24 W32/Inje A.gen!E
F-Secure 9.0.16160.0 2011.01.25 -
Fortinet 4.2.254.0 2011.01.24 -
GData 21 2011.01.25 -
Ikarus T 2011.01.25 -
Jiangmin 13.0.900 2011.01.24 -
E7AntiVirus 9.78.3635 2011.01.24 Riskware
Kaspersky 7.0.0.125 2011.01.25 -
Mchfee 5.400.0.1158 2011.01.25 -
McAfee-GW-Edition 2010.1C 2011.01.25 Heuristic.BehavesLik:

€« C f | © www.virustotal.comy

m Freja och Embla - -" iGoogle m Syncnymer.se - Lexi...

0 VT Community user(s) with a total of 0 reputation credit(s) say(s) this sample is goodware. 0 VT C

Wirus | otal - Free Unline Virus, Malware and UKL Scanner ee Unline Virus, Malware and UKL Scanner

it Sprakradet - Lexin

user(s) with a total of 0 reputation credit(s) say(s) this sample is malware.

File name:
Submission date:
Current status:
Result

£ Compact

Antivirus
ZhnLab-V3
Antivir
Antiy-AVL
Avast
Lvasth

VG
BitDefender
CAT-QuickHeal
ClamhVv
Commtouch
Comodo
Drieb
Emsiscit
eSafe
eTrust-Vet
F-Prot
F-Secure
Fortinet
GData
Ikarus
Jiangmin
KI1AntiVirus
Kaspersky
Mchfee

McAfee-GW-Edition

malfind.616.a00000-a17fff.dmp
2011-01-25 13:26:01 (UTC)

Version

2011.01.18.00

=4

il L ]
2.0.3.7
4.8.1351.0
5.0.677.0
10.0.0.1190

.2

7
11.00
0.96.4.0
G2 135
7434
5.0.2.03300
5.1.0.1
7.0.17.0
36.1.8115
4.6.2.117

9.0.161460.

=)

4.2.254.0
21
T30 0
13.0.900
9.77.3618
7.0.0.125
5.400.0.1158

2010.1C

Last Update
2011.01.17
2011.01.24
2011.01.18
2011.01.24
2011.01.24
2011.01.24
2011.01.24
2011.01.24
2011.01.24
2011.01.24
2011.01.24
2011.01.24
2011.01.24
2011.01.23
2011.01.21
2011.01.23
2011.01.24
2011.01.24
2011.01.24
2011.01.24
2011.01.24
2011.01.22
2011.01.24
2011.01.24

2011.01.24

Result

IR/Unpa

W32/Inj

W32/Injector

not reviewed
Safety score: -

Print resutis &

A.gen!Eldorado

[

-
Bay(s) this sample is goodware. 0 VT C

e is malware.

Last Update
2011.01.17
2011.01.25
2011.01.25
2011.01.25
2011.01.25
2011.01.25
2011.01.25
2011.01.25
2011.01.25
2011.01.25
2011.01.25
2011.01.25
2011.01.25
2011.01.24
2011.01.24
2011.01.24
2011.01.25
2011.01.24
2011.01.25
2011.01.25
2011.01.24
2011.01.24
2011.01.25
2011.01.25

2011.01.25

T Ce

Result

IR/Dropper.Gen2

W32/Inje

W32/Injector

2

not reviewed
Safety score: -

Print resufts &

r.A.gen!Eldorado

A.gen!Eldorado

*  [] Other bockmarks

-

m




MANDIANT Audit Viewer

Processes with injected memory sections are marked in red

* |If the section have no name but despite this have a standard MZ
signature in its PE header

Latest development is to inject code with no PE header!

| Audit Viewer - C:\hjo\mandiant\out?\Audits\HIO-PCLAP\201006151814 - =RAEN X
File Operations
Processes | privers | Hooks |
Enumerated Handles Memary Sections ] Dlis | strings | Ports |
- Isass.exe - -1200 Protection RegionStart | RegionSize Mapped RawFlags Name -
PID: 616
Parent PID: 556 -> winlogon.exe
Path: C:\WINDOWS \system32
Arguments: C\WINDOWS \system32)|sass. exe =
Start Time: 2010-06-15 17:34:33 EXECUTE_WRITECOPY ImageMap 0x01000000  0x00005000 0x07100001  \WINDOWS\system32)sass. exe
[ cmd. exe - 400 READWRITE PrivateMemory 0x00970000  0x00040000  false 0x84000007
B ctfmon. exe - -400 READWRITE PrivateMemory 0x00720000  0x00040000  false 0x84000003
- VMnareService.exe READWRITE PrivateMemory 0x005c0000  0x00040000  false 0x84000007 -
' EXECUTE_READ NoChange 0x00280000  0x000c8000  false 0x03400000
B svchost.exe READWRITE 0x00190000  0x00010000  false 0x04000000
[ svchost.exe READWRITE PrivateMemory MemCommit 0x00020000  0x00001000  false Oxc4000001
[#- services.exe READWRITE PrivateMemory MemCommit 0x00010000  0x00001000  false Oxc4000001
[#- svchost.exe READWRITE PrivateMemory 0x00080000 000100000 false 0x84000051
B- Explorer EXE READONLY NoChange 0x00070000  Ox00001000  false 0x01400000
B smss.exe READWRITE PrivateMemory 0x00030000  0x00040000  false 0x8400000b
A READWRITE PrivateMemory 0x00180000  0x00010000  false 0x84000006
' READONLY 0x00250000  0x00006000  false 0x01000000  \WINDOWS\system32'sarttbls.nls
B YMwareUser.exe READONLY 0x001c0000  0x00034000  false 0x01000000  \WINDOWS\system32Yocale.nls
- ¥MwareTray.exe READOMLY 0x00120000  Ox00016000  false 0x01000000  \WINDOWS\system32\unicode.nls
[+ spoolsv.exe READOMLY 0x00200000  0x00041000  false 0x01000000  WINDOWS\system32'sortkey.nls
[ winlogon, exe READONLY 0x00270000  0x00003000  false 0x01000000  \WINDOWS\system32\ctype.nls
[ svchost. exe READWRITE PrivateMemory 0x00260000  0x00010000  false 0x84000006
B vmacthip.exe READWRITE PrivateMemary 0x00500000  0x00040000  false 0x84000007
5 mmsgs, exe EXECUTE_READ NoChange 0x00470000  0x00080000  false 0x03400000
) ' READOMLY NoChange 0x00350000  0x00103000  false 001400000
El-win32dd.exe READWRITE PrivateMemory NoChange MemCommit  0x00460000  0x00001000  false Oxc4400001
READWRITE PrivateMemory MoChange MemCommit  0x004f0000 0x00001000  false Oxc4400001
READWRITE PrivateMemory 0x00530000  0x00040000  false 0x84000007
READWRITE PrivateMemory 0x00540000  0x00040000  false 0x84000007
Arguments: win32dd.exe /f mem.dmp READWRITE PrivateMemory 0x00660000  0x00040000  false Ox84000007
Start Time: 2010-06-15 17:51: 18 READWRITE PrivateMemory 0x00610000  0x00040000  false 0x84000007
5 System READWRITE 0x00600000  0x00001000  false 0x04000000
READWRITE 0x00650000  0x00010000  false 0x04000000
Expand Tree READWRITE PrivateMemory 0x006a0000  0x00100000  false 0x84000007 <
MANDIANT Audit Viewer




MANDIANT Redline

* A more advanced tool than Audit Viewer which it replaces

-
E Mandiant Redline™ - Di\ca

ses\mem-lecture\AnalysisSession.mans
. -

-

4 Progcesses
Handles
Memory Sections
Strings
Parts
Hierarchical Processes

Driver Maodules

I Device Tree
Hooks
i Tirneline
I Tags and Comments

Acquisition History

Host

I0C Reports

Not Collected

Review Memory Sections / DLLs

These views shaw the mamory
sections that each running process is
comprised of. Named memory
sections are those that are mapped to
files, primarily DLLs. For thase
unfamiliar with malware analysis, the
best view to start with is "Least
Frequency of Cceurrence (Untrusted
Only): unlike system DLLs, malware
DLLs normally are not signed and are
usually loaded by a single process,
and thus will often appear in this
view.

Least Frequency of Occurrence
Untrusted Only)

Shows only Namead Sections that
occur less than 4 times across all
processes and are untrusted.

Least Frequency of Occurrence
Shows only Named Sections that
oocur less than 4 times across all
processes.

Named Sections Only
Show only Named Sections.

Injected Memory Sections

Show only Injected Memory
Sections.

All Memory Sections
Show all Memory Sections,

Beg
P =
In All Fields  ~ @ Y
Trust Status SectionMa... Count | MD5 MemD5  SHA1 SHA256 ‘
B njected 0
B injected 0
B njected 0
B 1jected 0
L) m 1]
Hide Whitelisted Items 3= 4ltems 42

:@g

m 'tj‘? Home » Host » Processes » Memary Sections

Selected Item Details X

o B
Section Name:

Injected:
True

Region Start:
0x007b0000
Region Size: |-
176 Kilobytes

Raw Flags:

Oxc00002c

Mapped:

False

Protection:
EXECUTE_READWRITE
PrivateMemory MemCommit

Process:
|sass.exe
Pid:
616

o
i

MD5:

SHA1L:

SHAZ56:

MemD5:

PE Type: b

Details | Exports | Imports | Found In




SIFT Workstation 2.1 - PTK

PTK |4 v
ﬁm Case: lecture | Image: lecture -
RAM analysis K Bookmark Reports

Choose analysis type: | psscan | @ 9§ scansthe fat physical address space for EPROCESS objects. -

Start offset: | |

End offset: | |

Slow scan: [ yes

(=St ]

—
-~
No. PID PPID Time created Time exited Offset PDB Remarks
1 ] ] Bx08544640 0x00039008 Idle
2 1836 604 Tue Jun 15 17:34:54 2810 8x01cdb8b8 0xBb482008 VMwareService.e
3 864 604 Tue Jun 15 17:34:34 2018 Avflrafdat AvATh2 000 curhact ave
1 W
4 1220 1356 Tue Jun 15 17:36:37 2018 FTK F
- -~
5 1028 604 Tue Jun 15 17:34:34 2010 SETI|  case: lecture | Image: lecture
6 604 556 Tue Jun 15 17:34:33 2010 RAM analysis Ke L Bookmark Reports
# Find: | eaffff | <JdPrevious C»Next - H -
Dol Choose analysis type: |Vadir|f0 V| ® * Print detalled Information about each object found In the virtual Address
- ne Offset |l] 0222600 | Descriptors (VAD) tree assoclated with a particular process.
set: X a
| o —

VAD node @81cl1258 Start 00e00880 End 00e3ffff Tag Vads
Flags: PrivateMemory
Commit Charge: 7 Protection: 4 D

VAD node @81lc@%ed8 Start 00e40080 End 00:LRRAI Tag Vads
Flags: PrivateMemory

Commit Charge: 2 Protection: 18

VAD node @818cf798 Start 08e50080 End eefeefff Tag Vads
Flags: MemCommit, PrivateMemory ~ i~

® Find: | eaffff | <JPrevious E»Next - Highlightall [ Match case

Done JSESSIONID=undefined  FoxyProxy: Disabled & Si 8 1337 [r «#



Examine the Volatility
*.dmp files with PEview

e —— -
PEview - C:\hjo\mandiant-volatility\lecture\malfind.616,500000-a1Fft.dmp o i T = | B S
— - -

File View Go Help

Yoooeo Euk|([@= =

= malfind.616. a00000-217 4. drmp pFile Description “alue
- IMAGE_DOS_HEADER 00011728 Function Ordinal 0001 DeinitServerExtension
- MS-D05 Stub Program 00011724, Function Ordinal 0002 InitServerExtension
- IMAGE_NT_HEADERS 0001172C Function Ordinal 0003 _Reflectiveloadend@0
- IMAGE_SECTION_HEADER .text Qoo172E Function Ordinal 0004 control

- IMAGE_SECTION_HEADER .rdata
- IMAGE_SECTION_HEADER .data

- IMAGE_SECTION_HEADER reloc Peview - CahiomenEn iy\lecture\malfind 616.500000-217ffdmp T
- SECTION text —
o SECTION _rdata Fle_View Go _Help
- IMPORT Address Table Yooco | Enru/[E==
- DELAY IMPORT DLL Mames =- malfind.616.200000-a17f. drmp pFile Data Description Yalue
- IMAGE_LOAD_CONFIG_DIRECTORY - IMAGE_DOS_HEADER 00010C54 00000001  Adtributes
-~ DELAY IMPORT Descriptors - M5-DOS Stub Program 00010C58  ODOOFS80  RWAto DLL Name metsrdll
- DELAY IMPORT Name Tahle - IMAGE_NT_HEADERS 00010CAC 00013484 RAto HMODULE
- DELAY IMPORT Hints/Mames - IMAGE_SECTION_HEADER text OO0MOCED 00013440 RVAto Import Address Table
- IMPQORT Directory Table - IMAGE_SECTION_HEADER .rdata O00M0CE4  00010CO4  RvAta Import Narme Table
- IMPORT Name Table - IMAGE_SECTION_HEADER .data O0010CES  00010DE4 RV ta Bound IAT
- IMPORT Hints/Mames & DLL Names - IMAGE_SECTION_HEADER .reloc 00010CEC 00000000  RvAto Unload IAT
- IMAGE_EXPORT DIRECTORY - SECTION text 00010C70 00000000 Time Date Stamp
--EXPORT Address Table - SECTIOM .rdata OO0 0C74 Donoo000
- EXPORT Name Pointer Tahle - IMPORT Address Table 00070C78 00000000
ORT Ordinal Table - DELAY IMPORT DLL Names 00010C7C 00000000
- EXPORT Names

- IMAGE_LOAD_CONFIG _DIRECTORY 0o010cs0 00000000
5 00010Ca4 00000000
DELAY IMF'ORT Marre Tahle 0oo10cas 000ooooo

(- SECTION .data

#- SECTION reloc N
. .. DELAY IMPORT Hints/Narmes 00010CBC 00000000
1ewing ranal abe - IMPORT Directory Table 00010C90 00000000

- IMFPORT Marne Table

- IMFPORT HintsiMames & DLL Names
- IMAGE_EXFORT_DIRECTORY

- EXPORT Address Table

- EXPORT Marme Pointer Table

- EXPORT Ordinal Table

- EXPORT Marmes

- SECTION .data

- SECTION reloc a I

Viewing DELAY IMPORT Descriptors




Memory Analysis with FTK 3 and above

* To import a memory dump

In FTK Examiner, click Evidence > Import Memory Dump.

Select the system from the dropdown list. If the system is not
listed, select the <Add new Agent> item from the list, and enter a
name, hostname or an IP Address.

Click the Browse button to locate the memory dump file you want
to add to your case and click Open.

Click OK to add the memory dump to your case.

The memory dump data appears in the Volatile tab in the
Examlner WIndOW rImp-:urt Memory Dump File [—J_ﬁ_ﬁ
=

Agent: |vicﬁm -Hmage

Memory Dump File: | D:'casesmem-ecture\mem. dd

Memary Swap File: |




Memory Analysis with FTK 3 and above

* FTK manual got some volatile investigation information
* There is no more suspect to find than the open TCP 4444 port
* Intro to SDT and SSDT: http://www.honeynet.org/node/438

r |
ﬂ AccessData Forensic Toolkit Version: 5.0.0.84 Database: localhost Case: lecturecase -Education- = | B
File Edit View Evidence Fiter Tools Manage Help
Filter: - unfiltered - - Filter Manager... B @
Explore Overview Email Graphics Video Internet/Chat Bookmarks Live Search Index Search Volatile 1k
snapshot Find 4 »  Detail List
Eoe @ @0 & | FE
— = Mame Path Start Time Working Directory | Command Line PID Has Searc... | Parent PID User MD5 -
=I-fig] Process List
E|® 2010-06-15 18:51:53 (UTC) Dk SMSs, Exe Ci\Windows\System32\em,.,  2010-06-15 17:34...  C:AWINDOWSY \systemRootS... 368 M 0 00000000000000
victim-image {dum, Dk CSM55,EXE C:\WINDOWS\system32\c... 2010-06-15 17:34:...  CWINDOWS\s... C:\WINDOWS\s... 484 M 4] 00000000000000
e D,
l; DLL List Dk VMwarelser,exe C:\Program Files\WMware\,., 2010-06-15 17:34:... C:'\Documents... "C:\ProgramFil... 1568 M 0 00000000000000
i @ 2010-06-15 18:51:53 (UTC) Dk VMwareTray.exe C:\Program Files\WMware\,.. 2010-06-15 17:34:... C:'\Documents... "C:\ProgramFil... 15860 M 0 00000000000000
EC. Sockets g spoolsv.exe C:WINDOWS\system32ls... 2010-06-15 17:34:...  C:\WINDOWS\s... C:WINDOWS\s... 1444 N 0 00000000000000
'l E@ 2010-06-15 18:51:53 (UTC)  [[]§g winlogon.exe C:\WINDOWS\system32),..  2010-06-15 17:34:...  C:\WINDOWS\s... winlogon.exe 556 N 0 0000000000000
ﬁ victim-image (dump) [lg svchost.exe C:\WINDOWS\System32Y...  2010-06-15 17:34:... C:\WINDOWS\s... C:\WINDOWS\.. 954 N 0 00000000000000
i H&& Driver List [l vmacthip.exe C:\Program Files\WMwarel,.. 2010-06-15 17:34:...  C:\Program File... C:\Program Fil... 780 N 0 0000000000000
E‘&@) alﬂﬁﬁ—l_ﬁ 18:51:3 fure [JlE msmsgs.exe C:\Program Files\Messeng... 2010-06-15 17:34:... C:\Documents... “C:Program Fil... 1580 N 0 00000000000000| =
o= o‘i\H dl‘”c"m*mage( ume) |l ctfnon.exe C:\WINDOWS\System32), .. 2010-06-15 17:34:... C:\Documents... “C:\WINDOWSY.. 1588 N 0 0000000000000
E---@pegmgljuseis 85153 UTO) [l win32dd.exe C:\mplwin32dd. exe 2010-06-15 17:51...  Ci\tmp) win32dd.exe ff... 1698 N 0 0000000000000
| "B victm-mage (dump) O C:\WINDOWS\system32Y...  2010-06-15 17:34:... . N 0
B4 Processors [Jlg system Invalid DateTime {U. .. 4 N 0 0000000000000 _
i | B-@ 2010-06-15 18:5:53 (UTC) | « | m roN
L victim-mage (dump)
Total: 20 Highlighted: 1 Checked: 0 KFF: Unlisted, I tant,Uni tant
4 Eli System Descriptor Table | o | ER | = | LEEh LB R L Lt B
E|® 2010-06-15 18:51:53 (UTC)  Detailed Information
s Dﬁ victim-image (dump) Dlls  TCPfIP ]Handles] Fuzzy Hash | Search Hits | soT | vap | I
- evices
E|® 2010-06-15 18:51:53 (UTC) Port | Protocel | Local Add... | Remot... | Remote Port | State | Process Name PID Machine Agent 05 Acquisition Time Source |
k il N
e victim-image (dump) O o TCP 0.0.0.0 0 Unknaown lsass.exe 616 vicim-mage  ? 2010-05-15 18:51:...  Memory I
D 1055 TCP 0.0.0.0 1] Unknown |sass.exe 516 victim-mage  ? 2010-06-15 18:51:...  Memory
D 500 upp 0.0.0.0 1] Unknown |sass.exe 516 victim-mage  ? 2010-06-15 18:51:...  Memory
D 1055 TCP 192,168.... 192.1... +4 Unknown |sass.exe 516 victim-mage  ? 2010-06-15 18:51:...  Memory
] T 3 L
Ready |anatile Tab Fitter: [None]



http://computer.forensikblog.de/en/2009/10/memory_analysis_with_ftk_3.html

EnCase memory analysis

Takahiro Haruyama ported Volatility to EnCase
From Encase v7 it is available as a plugin

— http://encase-forensic-blog.guidancesoftware.com/2013/08/volatility-

reporting-plugin-for-encase.htmi

HEnCase Forenzic

File Edt View Tools Help

Ihew _JiOpen gl Save _dPrint <w AddDevice ‘A Search [ =

AFnd

L—_)E] X L"ﬂfﬂk Z]report i) Galery <) Timeine If Code
23 Home [ Entnes] ()2 — — = = — =
4&,;;3 &Records [JDevices - .‘J o [=] Text SilHex . Doc % Transcript [ Picture =|Report m
“Pseare Storage ** Keywords nable to read PEB for task. Name:Svstem pid:4
& Home “0oFie Extents @ Permissions Unable to read PEB for task. Mame:afisicx.exe pid:796
B ik o Unable to read PEB for task. Name:tdctxte.exe pid:472
zljévau lInable to read PEB for task. Name:sopidkc.exe pid: 1656
{ .,E 3 Sngle Fles
Fntropy of running processes in DEMOZ2 _Dropper.vmen
flame Pid Entropy
Al kinlogon.exe B12  2.1457743078260685
] Text @Hex L SDoc % Transcriot 4 “lresefxp lorer.exe 1928 2.1535112717683584
rable to read PEB for task, Nawe:System pid:4 = CSrss.exe 588 2.2087730623899673
Lo v T SO 154 pscntfy.exe 1048  3.6914012276424297
Jrsble to resd PEB for task. id:165% pychost . exe 8808  3.0455395144737082
) - Evchost ., exe 1020 3.84687075312113602
intropy of ruming processes in [EMR Procoer.vees by chngt , exe 1232  3.8704733644651141
Evchost . exe 1304 3.8727100163263808
Evchost ., exe 984  3.873334815371555
Hxonoo |32, sys 1056 3.0383?14918508888

81?403?5333?215?

5.4673224307103828

miprvse.exe
Eervices.exe E56

L5260327043008802
.5534978925586698
.5934953604936943
.6730531637863267
.8033605500167573

=181 %

Is Last
| Deleted | Accessed | c
Na 2010706111 17:10:00 2010:061

=
A tits T Fiters (= Conditions
A Display ) Quenes /A, Text Styles
44 EnScrpt
@+ aashdump_analyzer_ver0.42
s () Examples
B0 Forense
S haru
2+ Indude
810 Man
=3 MemoryForensicTookit_Ver1.81
- E Windows 7
$1-L0) Windows Server 2003
=0 Windows XP
“g Connlist
*$ ConnScan
%3 DiList
43 KeList
g KMScan
“¢ Openfiles
“$ ProcdDump
*3 PsEntropyPEB



Enhanced Techniques

Page/swap file incorporation (pagefile.sys)
— Buffalo tool - Jesse Kornblum
— Using Every Part of the Buffalo in Windows Memory Analysis

Combining “naive” pattern searches with list techniques
— Cross-view analysis
— Defense against chaff methods

Highlighting potentially interesting situations
— Orphaned threads still referenced in other structures

— Executable segments not mapped into shared sections (VAD nodes can
be unlinked but still found via the Page Directory and PT by process)

DFRWS 2008 (2006, 2007 data carving)

— Automatic correlation of evidence from disk, network, and RAM with
Linux as proof of concept

— FACE: Forensics Automated Correlation Engine


http://www.dfrws.org/2008/proceedings/p65-case.pdf

PyFlag (Forensic and Log Analysis GUI)"

* Michael Cohen and David Collett

— Tutorials, papers, video, etc.

* Open source Web-based analysis software:
— Network Forensics
— Log Analysis
— Disk Forensics
* Carving on the way
— Memory Forensics (using Volatility)
— Generates HTML reports
* Used by 2 of the top 5 submissions at DFRWS 2008 including the
winning one!


http://www.pyflag.net/
http://mirror.linux.org.au/linux.conf.au/2008/Thu/indexogg.htm
http://sandbox.dfrws.org/2008/Cohen_Collet_Walters/

Collect process memory

* Processens allokerade minne (virtuella minne) i page/swap filen
kommer aven med (med ratt verktyg)

— Pmdump.exe

* Fryser inte exekveringen, ej MS crash dump format
— Process dumper (pd.exe)

* Memparser tool (for processer)
— Microsoft / Sysinternals
* Userdump.exe eller usermodedumper (< Win Vista) samt kraver driver
* ProcDump ett nyare Sysinternals verktyg som skall klara nya Windows OS

* Adplus.vbs script och cdb.exe — ingar i "Debugging Tools for Windows
package” (WinDbg)

 Handle.exe, Listdlls.exe
— MANDIANT Memoryze

* In GNU/Linux via ptrace (process trace) and core dumps


http://ntsecurity.nu/
http://www.trapkit.de/
http://support.microsoft.com/default.aspx?scid=kb;en-us;286350

LIME GNU/Linux and Android |

LIME or DMD (Droid Memory Dumper) was first announced at
ShmooCon 2012

LIME is a Loadable Kernel Module (LKM) that allows the
acquisition of volatile memory from Linux-based devices

The tool supports acquiring memory either to the file system of
the device or over the network (in Android via ADB)

To obtain and use LIME read the manual (Android example)
— http://code.google.com/p/lime-forensics

$ adb push 1lgg2.ko /sdcard/1lgg2.ko

$ adb forward tcp:4444 tcp:4444

$ adb shell

$ su

# insmod /sdcard/lgg2.ko path=tcp:4444
// Then on host:

$ nc localhost 4444 > 1lgg2ram.lime

// to put the image on sdcard

# insmod /sdcard/lgg2.ko path=/sdcard




LIME GNU/Linux and Android ||

The memory dump can be analyzed with Volatility if the correct
profile is loaded (kernels symbol file and module dwarf file)

— May not be the most simple thing in forensics :(
* https://code.google.com/p/volatility/wiki/AndroidMemoryForensics
— Most of the Volatility investigating commands are available

 Listing processes, memory maps, open files, various network information,
kernel/file system information and historical (cache and structures)
information

Android example case demo, (project work? Cont. on Niklas work)
— [server]\embedded_forensics\DFRWS.org\2012 - Rodeo

A video of the ShmooCon 2012 presentation can be found here
— http://www.youtube.com/watch?v=0WkOyphImM8

The slides are available for download here
— http://digitalforensicssolutions.com/Android_Mind_Reading.pdf



What's next

* Specialized tools will bridge the investigative gap

— Focus now centers on malware, execution state analysis
* The investigative mission is however much broader

— Recovery of cryptographic material to defeat disk encryption

* Forensic platform vendors making friendlier analysis tools
— Bring some analysis tasks into mainstream
— Provide momentum to adoption of memory analysis
— Automate extraction of typically interesting data
— Provide better anomaly detection

* Court cases and working groups will hammer out
standards



File analysis
XP System restore points

System Volume Information\_restore{GUID} \ RP[xxx] folders
Created when unsigned drivers and applications are installed
Rp.log file

— Contain a value indicating type of restore point

— Can be examined to check installation or removal of software

— Check RP[number] and date time for alterations and inconsitency
Change.log.x files

— Make it possible to revert to original state

— Preserves files according to A[sequence_number].orginal_ext
Fifo.log

— Maintain the size of system restore



File analysis
Prefetch files

C:\Windows\Prefetch
— XP have a limit of 128 files
Cache manager monitor page faults during start
— Boot prefetching
— Application prefetching
— Put common file data read into one file
Are named according to
— Appname-hash of the path to app.pf
— FIREFOX.EXE-EG60COAAT .pf
— Existence of a .pf file but no app can indicate anti-forensic use
.pf files can contain very useful data as
— Number of times the application have been launched
— Last time the application was run



Volume Shadow Service / Previous Version

Windows 8 have a crippled File History instead but VSS may
be enabled?

Windows Vista/7 and > 2003 if enabled

Recycle bin on steroids! tmp Properties =)

| General | Sharing | Securty | Previous Versions | Customize |

Shadow Copy ﬁ Previnusdversicuns u:u:unl'lefn:um shadow cupie'i.mhéchk
L are saved automatically to your computer's hard disk,
- BUSIHGSS and Ultlmate i Srefrﬁgl-l'ﬁ??ckupCDpiesr?rH-:-Ex'-:IDIusgpre-f'i-:nus
— Automatically creates —
. . ame ate modifie
restore points in what Today 2 N
tm 2008-05-23 16:29
Ch a n g ed tms 2008-05-23 01:13
— Only save incremental info SR .
tmp 2008-05-21 22:43
tm 2008-05-21 22:42
Saves tmE 2008-05-20 22:12
— Deleted and to big data ol i
. Overwrltten data tmp 2008-05-19 18:41
| Cpen ][ Copy... J I Restore. ..
— Corrupted data

— Shift-deleted data L ok ][ Concdd ][ aoni




Volume Shadow Service / Previous Version

* The block level changes that are saved by the “previous version”
feature are stored in the System Volume Information folder as part of
a restore point

* This data is not encrypted (absent bitlocker) and can be easily
searched. In the root of the “System Volume Information” folder,
several files can be seen with GUIDs as the filename

£, AccessData FTK Imager - - " e B |
File View Mode Help
aaoag d-Eae B OE wwE e,
Evidence Tree <
@ Symbeols “  Mame Size  Type Date Modified i
: Elui'] System Volume Information . |
T sPp  usep 1KB Directory 2009-04-28 21:45:55
5D Systemsav LA [smo 28KB NTFSindexall.. 2009-04-28 21:45:52
ui'] Tel = || MountPointManagerRemoteDatabase 0 KB Regularfile 2008-04-17 01:05:11
Properties w | [ tracking.leg 20 KB Regular file 2009-03-2913:29:34
.| L f38088T76b-c176-4ed48-bTae-04046e6cc752) 64 KB Regular file 2008-04-16 22:16:41 1
Name System Volume Infol | [0 T30"00 00 00 01 00 00 00-00 10 00 00 01 00 00 00|Q- -~~~ -~~~ »
File Class Directory 10|10 00 00 00 28 00 00 00-28 00 00 00 01 00 00 Q0| ----(---{-------
File Size 56 - ||20|00 00 00 OO OO0 DO OO 0O-18 OO0 00 OO O3 00 00 DO ----------------

30|03 00 00 Q0 Q0 QO 0O Q0O0- e

Properties Cursor pos =10

For Help, press F1




Volume Shadow Service / Previous Version

* To see VSS data in an ordered way you must view it live

* Browse earlier snapshots of the disk with ShadowExplorer

_— e
ShadowExplore .- . - ) =
- [

File

Help

C: - ‘21]1 1-01-28 17:44:34 v'
m 2011-01-28 17:44:34 ]

| 2011-01-30 0%:57-35
 2011-01-31 13:40:57
20110201 10:17:36
20110201 10:25:32
120110202 13:09:28
120110203 13:23:52

Lo drv
. eclipse

, hjo

| masm3Z2

, M50Cache
;02

, openc

. Oracle

, Perflogs

, Ped

, Program Files

. ProgramData

, Python26

, Python3d

, Recovery

| skypedogs

, System Volume Information

, temp

, tmp

. TokensBackup

, urpatils

, Users

J utils

, Windows

—

:Eg

-
MName Date Modiied Type Size  Date Created Date Accessed
| map 2010-08-28 21:36:17  File folder 2010-08-1215:01:08  2010-08-28 21:36:117
| part_dsh 2010:12-01 15:1%:28  File folder 2010:12-01 15:1%:28  2010-12-01 15:159:28
J pyhton 20100510 15:33:4%  File folder 2010-08-27 18:25:56  2010-05-10 1533459
J tur 2010-08-14 22:5%:55  Filz folder 2010-08-14 18:00:22  2010-08-14 22:55:55
(M1 72914 exe 2010-06-18 13:51:11  Application 1054 KB 2010-06-1813:51:03  2010-06-18 13.50:54
[m*] antidebug 1 exs 2008-05-30 16:44:23  Application 12KB  2010-01-09 14:58:01  2010-01-09 14:58:01
(" antidebugl_dmp fix_exe 20100105 15:08:54  Application 5KE  2010-01-05 15:06:47  2010-01-05 15:06:47
[m" antidebug1_dmp_fix_pat exe 2010-01-0915:20:36 Application 5KB  2010-01-05 15:20:36  2010-01-09 15:20:36
‘E_{.challenge 2010-06-11 15:52:12  File 12KB  2010-02-06 20:01:41  2010-02-06 20:01:41
|| challenge idb 2010-03-15 22:58:517  VCBepressidb 50 8265 KB 2010-02-06 22:56:26  2010-02-06 22:56:26
fonder pdf 2010-08-28 22:38:4%  Fouit PDF Docu... 1573 KB 2010-08-28 22:3917  2010-08-28 22:39:17
[ hello exe 2010-02-17 14:09:38  Application 47KB  2010-02-22 16:04:27  2010-02-22 16:04:27
[miat fix.exe 2008-05-25 18:46:22  Application IKE  2010-02-06 23:.07:42  2010-02-06 23.07:42
[ iat_wipe exe 2008-05-31 174716 Application IKB 2010-05-14 13:46:55  2010-05-14 13:46:55
[ lecture exe 2005-02-28 12:05:50  Application 68 KB 2010-03-14 16:28:36  2010-03-14 16:28:36
| |lectureidb 2010-03-14 16:34:20  VCExpressidb 50 10689 .. 2010-03-14 16:28:36  2010-03-14 16:28:36
msf pdf 2010-05-20 00:07:58  Fouit PDF Docu... KB 20100517 21:31:11 20100817 224716
[m=Imsf_met bind top exe 2010-09-17 22:41:55  Application G0 KB 2010-05-17 22:41:26 20100917 22:41:26
(85 maf_shell rev top.exe 2010:09-17 22.37:50  Application G0 KB 2010-05-17 21:56:15 20100817 223717
|| Platform class 2005-03-23 23:3226  CLASS File 1KB 2009-12-16 15:29:32  2005-12-16 15:25:32
[ protected exe 2008-05-29 18:24:28  Application KB 2010-1-07 01:27:30 20100107 01:27:30
|| protected.idb 2010-01-08 16:55:3%  VCEspressidb 5.0 11681 .. 2010:01-0719:16:38  2010-01-07 19:16:38
=18 2010-1107 14:53:55  Test Document IKE 2010-11-07 14:53:55  2010-11-07 14:53:55




Volume Shadow Copies

* List volume shadow copies with with > vssadmin.exe list shadows

* Create symbolic link to a volume shadow copy with mklink.exe or
mount it like a network share as

— net share testshadow=\\.\HarddiskVVolumeShadowCopy4\

* Create dd image with dd.exe if=\\.\HarddiskVVolumeShadowCopy4 ...

Bl Administrator Ci\Windows\system32\emd.exe |ﬂl-'a_hj

———— Commands Supported

Delete Shadous
Lizt Providers
List Shadouws

List ShadowStorage
List Uu}umes

Hesize ShadowStorage

Delete volume shadow copies

List registered volume shadow copy providers
List existing volume shadow copies

List volume shadow copy storage associations
List volumes eligihle for shadow copies

List subscribed volume shadow copy writers
RHesize a volume shadow copy storage association

C:sJussadmin list shadows
vssadmin 1.1 — Uolume Shadow Copy Service administrative command—-line tool

CC» Copyright 2081-20685

Contents of shadow copy

Microszoft Corp.

set ID: {958effV3-7f1bh—4bbB-hid3-Bfh73ffe2Bad>

Contained 1 shadow copies at creation time: 2811-81-28 17:-44:34
Shadow Copy ID: {B19h3bhd2—FfPdd-47Ff-a334-141A7d12c2223

Original Uolume: {C:2>~?\Uolume{BB2h?2fc—8124-11de—-abad-8B6ebfbeb?632
Shadow Copy Uolume: *~?GLOBALROOT-Device~HarddizkUolumeShadowCopyd
Originating Machine: hjo-PCLAP
Service Machine: hjo—PCLAP
Provider: 'Microsoft Software Shadow Copy provider 1.8°
Type: ClientAccessiblelriters
Attributes: Persistent,. Client—accessible, Ho auto release, Differential. Auto recovered

Contents of shadow copy

set ID: {Febbf?85-5hbh—4c?1-9dce—Tee?81677277>

Contained 1 shadow copies at creation time: 2811-81-3680 A9:57:3%
Shadow Copy ID: {48b45ad48-25ef-—daf6-—ho4f—-3d8fc?85%ebc??
Original Uolume: (C:>\?\Uolume{BB2h?2fc-8124-11de—-aSad-886ebfbebT63 3
Shadow Copy Uolume: “S?S\GLOBALROOT“Device“HarddizklUolumeShadowCopus
Originating Machine: hjo—PCLAP
Service Machine: hjo—PCLAFP
Provider: 'Microsoft Software Shadow Copy provider 1._8°'




File analysis
Metadata

OLE
— Object Linking and Embedding

— “A file system within a file”

— Files are called streams
— Related to ADS

FTK

[ OLE Subitems: 45 |

Items or pieces of information that are embedded
in a file, such as text, graphics, or an entire file.
This includes file summary information (also
known as metadata) included in documents,
spreadsheets, and presentations.

E: Lists all items, including Zip contents,
e-mail messages, and OLE streams.

MS Office files lists loads of metadata

— Wmd.pl, Oledmp.pl

It is a good idea to remove
metadata from documents!!!

Merge streams from CF1?

C:\code\ch5>perl oledmp.pl blair.doc
ListStreams

Stream

Stream :
Stream :
Stream :
Stream :
Stream :

: © CompOb;

WordDocument
#DocumentSummarylnformation
ObjectPool

1Table

«Summarylnformation


http://www.computerbytesman.com/privacy/blair.htm

File analysis
PDF and shortcut files

C:\code\ch5>perl pdfmeta.pl blair.pdf

* As with office documents PDF Author  hjo

contains metadata
— Name of the author

CreationDate D:20090201003107
Creator PScript5.dll Version 5.2.2
ModDate D:20090201003107
Producer GPL Ghostscript 8.15

— The date that the file was created Title Microsoft Word - blair.doc
— The application used to create the

PDF file
— Pdfmeta.pl, pdfdmp.pl

* Shortcut files contains
— MAC times for target file

— Various flag and attribute
settings

— Local volume information

C:\ch5>perl IsInk.pl "Digitalbrott_och_eSakerhet - Shortcut.Ink"
Access Time =Thu Jan 1 12:07:14 2009 (UTC)
Creation Date = ThuJan 1 12:07:14 2009 (UTC)
Modification Time = Thu Jan 1 12:07:14 2009 (UTC)
Flags:

The shortcut has a relative path string

Shell Item ID List exists

Shortcut points to a file or directory

Attributes:

Target is a directory

MAC Times:

Creation Time = Fri Jun 13 20:12:25 2008 (UTC)
Modification Time = Wed Dec 31 14:29:40 2008 (UTC)
Access Time = Wed Dec 31 14:29:40 2008 (UTC)
Shortcut file is on a local volume.

Volume Name = Local Disk

Volume Type = Fixed

Volume SN = 0x3dacOaee

Base = C:\data\HDA\Digitalbrott_och_eSdkerhet



File analysis

New Office formats and EXIF data

T B Oplew  Teh

» MS Office Visualization Tool

(Offvis)
— For forensic and malware use

» OleFilelO PL

— Python module
— Parses MS OLE2 files

— MS .***x formats
— Outlook messages
— efc.

* EXIF editors and JPEGsnoop decoder

— Modify everything, decoding of inner details etc.

CHTIET] CwrEAAsRad



http://www.impulseadventure.com/photo/jpeg-snoop.html
http://www.digital-photo-software-guide.com/exif-editor.html

More file analysis

* Extracting VB Macro Code from Malicious MS Office
Documents

http://blogs.sans.org/computer-forensics/2009/11/23/extracting-vb-
macros-from-malicious-documents/

* Facebook Memory Forensics

http://blogs.sans.org/computer-forensics/2009/11/20/facebook-memory-
forensics/

* Didier Stevens — PDF Tools
— http://blog.didierstevens.com/programs/pdf-tools/

* Analyzing Malicious Documents Cheat Sheet
— Very good!

http://zeltser.com/reverse-malware/analyzing-malicious-documents.html



Process and full memory dumps

* Volatility Memory Samples (project suggestion?)
— http://code.google.com/p/volatility/wiki/SampleMemorylmages

* In the “[server]\training_forensics networkanalysis” folder
— \DFRWS.org\2005 - memory analysis
* Win2K
— \Real.Digital.Forensics\Cases - DVD\jbr_bank\live_memory_ dumps
* Win2K
— \www.cfreds.nist.gov\Memory Images
* Vista, XP, 2003 server, Win2K etc.
— \DFRWS.org\2008 — memory, net and file analysis
* Linux
— \Windows.Forensics.Analysis\ch3

* Vmware — win2000.vmem
— \RAM dumps
* Lecture example and many memory challenges and samples (volatility)



Readings

Larobokens notes/lankar (chapter about RAM analysis)
Readings och lankar till bloggar i fronter

Memory Analysis Cheat Sheet for Microsoft Windows
Sans Forensic Blog

— http://computer-forensics.sans.org/blog/

The VAD tree: A process-eye view of physical memory
— http://vadtools.sourceforge.net/

Examensarbete 2013

— IT-Forensisk undersokning av flyktigt minne Pa Linux och
Android enheter - Niklas Hedlund - thesis-master-8561493-
2013-09-24 .pdf

Reconstructing a Binary

— http://computer.forensikblog.de/en/2006/04/reconstructing_a_bin
ary.html
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