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THE WALL STREET JOURNAL.

TECHHOLOGY

Symantec Develops New Attack on Cyberhac

Declaring Antivirus Software Dead, Firm Turns to Minimizing Damage Frc

By DANNY YADREOMN | CONNECT

Jpdated Ma 20 0:41 pm. E
Symantec Corp. iInvented commercial antivirus software to protect computers from
hackers a quarter-century ago. Now the company says such tactics are doomed to

fallure.

Antivirus "Is dead,” says Brian Dye, Symantec's senior vice president for information
security. "We don't think of antivirus as a moneymaker in any way."
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About this Talk

¢ Learn about Sysinternals tools and techniques for analyzing and cleaning
malware

¢ Professional antimalware analysis requires years of deep training
¢ But even for professionals, Sysinternals tools can prove useful

¢ Analyzing:
¢ Understanding the impact of malware
¢ Can be used to understand malware operation
¢ Generates road map for cleaning infestations

¢ Cleaning:
¢ Removing an infestation of a compromised system
¢ Attempting a clean can also reveal more information about malware’s operatien_

‘_“.4
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Malware Cleaning Steps

Disconnect from network

|dentify malicious processes and drivers
Terminate identified processes

dentify and delete malware autostarts

Delete malware files

e cHREE R A R

Reboot and repeat

#
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What Are You Looking For?

Investigate processes that...

..have no icon

..have no description or company name
...unsigned Microsoft images

..live In Windows directory or user profile
...are packed

...Include strange URLSs in their strings

..have open TCP/IP endpoints

e o e R A e

..host suspicious DLLs or services

#
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What About Task Manager?

¢ Task Manager provides little information about images that are
running

. ‘2 Windows Task Manager e | S | S| .

File Options View Help
| Applications | Processes | Seryices I FPerformance I Metworking I Users |

=
Image Mame User Mame CPU Mermory (... Descripton ar
POWERPMT.EXE... markruss oo 16,616 K Microsoft Office PowerFPoint
PPA.exe markruss ao 309,576 K PPA.exe I
PresentationFon... LOCAL ... aa 8,228 K PresentationFontCache.exe
procexp.exe =32 markruss aa 1,388 K Sysinternals Process Explorer
Drocexpsd, exe markruss 02 568,812 K Sysinternals Process Explorer

l Realmon.exe markruss a0 1,472 K Realmon
EnagitEdit-::r.ex. - markruss ao 15,?14 K §nagit Editor |I|
SnagPriv.exe *32  markruss aa 1,524 K Snagit RPC Helper
splwowas. exe markruss aa 11,956 K Print driver host for 32bit applic. ..
spoolsy, exe SYSTEM oo 11,716 K  Spooler SubSystem App
svchost.exe LOCAL ... oo 14,432 K Host Process for Windows Servi...
svchost.exe SYSTEM aa 5,292 K Host Process for Windows Servi. .. -

Show processes from all users [ End Process ]
Processes: 83 CPU Usage: 5% Physical Memorny: 50% |I|
L EE——

== Microsoft
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Process Explorer

¢ Process Explorer is “Super Task Manager”

¢ Has lots of general troubleshooting capabilities:
¢ DLL versioning problems
¢ Handle leaks and locked files
¢ Performance troubleshooting
¢ Hung processes

¢ We're going to focus on its malware cleaning capabilities

B Microsoft RSAConference2015 - #
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The Process View
¢ The process tree shows parent-child relationships

¢ lcon, description, and company name are pulled from
Image version information

¢ Most malware doesn’t have version information
¢ What about malware pretending to be from Microsoft?
¢ We'll deal with that shortly...

¢ Use the Window Finder (in the toolbar) to associate a
window with Its owning process

¢ Use the Search Online menu entry to lookup unknown
processes

¢ But malware often uses totally random or pseudo-random names

P = N
R
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Refresh Highlighting

¢ Refresh highlighting highlights changes
¢ Red: process exited
¢ Green: new process

¢ Change duration (default 1 second) in Options
¢ Press space bar to pause and F5 to refresh

¢ Cause display to scroll to make new processes visible with Show New
Processes option

¢ We’'ll see how to spot short-lived processes later...

== Microsoft
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Process-type Highlights

¢ Blue processes are running in the same security context as Process
Explorer

¢ Pink processes host Windows services

¢ Purple highlighting indicates an image Is “packed”
¢ Packed can mean compressed or encrypted

¢ Malware commonly uses packing (e.g. UPX) to make antivirus signature
matching more difficult

¢ Packing and encryption also hide strings from view

¢ There are a few other colors, but they're not important for malware
hunting

Microsoft RSAConference2015 - #
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Tooltips

¢ Process tooltips show the full path to the process image

¢ Malware more often hides behind Svchost, Rundll32, Dllhost and
WMIPrsve

¢ Tooltip for Rundll32 processes shows hosted DLL

¢ Dllhost tooltip shows hosted COM server

¢ WMI provider tooltip shows WMI servers

¢ Tooltip for service processes shows hosted services

P~
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Detailed Process Information

_ Py POWERPNT.EXE:7128 Properties - T
‘ D O u b I e = C I I C k O n a. p ro Ce SS to S e e GPU Graph | Threads | TCP/IP | Security | Enwvironment | Job Strings
Image Performance Performance Graph Disk and Metwark

more information
QE oot

¢ Pages relevant to malware Vrson: 150,445,100

Build Time: Wed Mov 07 02:37:45 2012
Path:

a n a I yS I S - C:'\Program Files\Microsoft Office 15Yrootoffice 15\POWERFPN| |Explore

Command line:

‘ I m a.g e : S i g n i n g Status y Start ti m e y "C:\Program Files\Microsoft Office 15\Root\Office 15\POWERPNT.EXE™ "

Current directory:

version, autostart location C:\sersmarouss Documens|

¢ TCP/IP: open endpoints Pnfa -
arent: explorer.exe(3300 Jerify

ser: MTDEVYmarkruss

- Strlngs prlntable Strlngs In maln Started:  12:45:36PM 1/19/2014  Image: 32-bit g o rront
exeCUtable Comment: || Kill Process

VirusTotal: | 0/47 Submit
Data Execution Prevention (DEP) Status: DEP (permanent)

Address Space Load Randomization: Enabled, Force

Cancel i~
m Microsoft RSAConference2015 - 9%
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Image Verification

+ All (well, most) Microsoft code is digitally signed
¢ Hash of file is signhed with Microsoft’s private key
¢ Signature is checked by decrypting signed hash with the public key

¢ You can selectively check for signatures with the Verify button on the
process image tab

¢ Select the Verify Image Signatures option to check all
¢ Add the Verified Signer column to see all

¢ Note that verification will connect to the Internet to check Certificate
Revocation List (CRL) servers

P~
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VirusTotal Integration

¢ VirusTotal.com is Antivirus-as-a- M virustotal
Service (AaasS) e .
Descin ato: 0147 @00
¢ You can have Process Explorer
'Y = Analysis @, File detail ® Additional infarmation @ Comments o ) Votes
check file hashes
¢ Check all displayed files with Options->Check VirusTotal - = = | 0/49
¢ Results reported in VirusTotal column as well as DLL and m | NisSrv exe Unkniown
process properties B |svchost exe 048
B || CcmExec exe 1/47
¢ Uploads hashes _ o -
T [ K parent: ProcExp.exe(7154) Verify
¢ Reports results as positive detection rate or “Unknown” User:  NTDEV\markruss .
Started:  12:48:20PM 1/19/2014  Image: 64bit  Dng o Front
" " . Kill P
¢ You can submit unknown files for B
- VirusTotal: | Scanning file... Submit
Scan n I n g Data Execution Prevention (DEF) Status: DEP (permanent)
Address Space Load Randomization: Enabled

¢ Options->Submit Unknown Executables submits all portable
executable (PE) images < 32 MB in size

L EVT Can ﬁ:ubmit on-demand with context menu or properties dialog -
mm 'VICIoso RSAConference2015
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Sigcheck

¢ Scan the system for suspicious executable images

¢ Use —v to check VirusTotal:

¢ -V to submit hashes (-vs to submit files for scanning)
¢ -vr to open the VirusTotal report

¢ Look for same characteristics as sSuspicious processes

¢ Be especially wary of items in the \Windows directory and the \Users\<username>\Appdata
directories

¢ Investigate all unsigned images
¢ Examine images with high entropy (> 7)

P~
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The DLL View

¢ Malware can hide as a DLL inside a legitimate process

¢ We've already seen this with Rundll32 and Svchost
¢ Typically loads via an autostart

¢ Can load through “dll injection”

¢ Packing highlight shows in DLL view as well

¢ Open the DLL view by clicking on the DLL icon In the
toolbar

¢ Shows more than just loaded DLLs
¢ Includes .EXE and any “memory mapped files”

¢ Can search for a DLL with the Find dialog
¢ DLL strings are also viewable on the DLL properties

.
| i ‘-_
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Terminating Malicious Processes

¢ Don’t kill the processes
¢ Malware processes are often restarted by watchdogs

¢ Instead, suspend them
¢ Note that this might cause a system hang for Svchost processes
¢ Record the full path to each malicious EXE and DLL

¢ After they are all asleep then kill them
¢ \Watch for restarts with new names...

#
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Investigating Autostarts

¢ Windows Msconfig (Start->Run->Msconfig) falls short
+ It knows about few locations
¢ It provides little information

i L1 System Configuratio

| General I Boot I Services | Startup |T:m|5 |

Startup Item Manufacturer Command Location

Microsoft® ... Microsoft Corp... SRWINDIR 3 \system 32\ FveMotify.exe HECUNSOFTWAREN. ..
Live Mesh Microsoft Corp... “Ci\Usersymarkruss\appDataiLocalyMicr... HECUSOFTWARE...
Windows Liv... Microsoft Corp... “C:\Program Files (x8a8)\Windows Livel... HECUNSOFTWAREN. ..
7] o P A A= il AT ke kTa] = UE T4y A

IEHost Linknown C:\VWindows\System32\lechedk. exe

4 | [[1] | t

" HKCU\SOFTWAREY, ..

Enable all [ Disable all ]

o Coc I [ oo ][ oo
m= Microsoft RSAConference2015

T
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Autoruns

+ Shows every place in the system that can be configured to run
something at boot & logon

o O T

) 2

Standard Run keys and Startup folders

Shell, userinit

Services and drivers

Tasks

Winlogon notifications

Explorer and |IE addins (toolbars, Browser Helper Objects, ...)
More and ever growing...

¢ Each startup category has its own tab and all items display on the
Everything tab

N4

Startup name, image description, company and path -

Microsoft RSAConference2015 - w95
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ldentifying Malware Autostarts

¢ Zoom-in on add-ons (including malware) by selecting these filter
options:
+ Verify Code Signatures
¢ Hide Microsoft Entries

¢ Select an item to see more In the lower window

¢ Online search unknown images
¢ Double-click on an item to look at where its configured in the Registry or

file system
¢ Has other features:
¢ Can also show empty locations (informational only)
¢ Includes compare functionality
_ ¢:..ncludes equivalent command-line version, AutorunscReg;\%(mference2015
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Alternate Profiles and Offline Scanning

¢ If a specific account is infected, you can use Autoruns from another:
- [User] Help

NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL SERVICE i

MNT AUTHORITY\NETWORK SERVICE h:
v mr-win7x86\abby B

mr-win7x86\toby

mr-win7x86\fred riE

e |

o m

ic

¢ If the system can t be cleaned online, Autoruns can be used offline:

1 & Intemet Fyminrer
5+

Select the Windows directory of the offline system:

System Root: I e windows J

| Liser Profile: IE:‘quers‘n,abby III i

7= Browse for Directory

Loal in: I | Users

inDefend
"MPMetwo Mame -
ystem',Cu i abby

.. H Default o i
m Microsoft ot | Bl RSAConference?2015




New: Autoruns v13

¢ Dynamic filtering

¢ More detalled progress updates
¢ Full scan save-to-file

¢ File compare deleted/new

#RSAC

Options | User Help
y| « | Hide Empty Locations
Hide Microsoft Entries 1
il # | Hide Windows Entries !
; Hide VirusTotal Clean Entries 4
i Scan Options... F

Font...

Autoruns Scan Options

[ ] Scan only per-user locations
[ ] verify code signatures
Chedk VirusTotal.com

[ ] Submit Unknown Images

¢ VirusTotal Integration
¢ You can have Autoruns check 1
A =] Autoruns [NTDEV\markruss] - Sysinternals: www.sysinternals.com =
VirusTotal for hashes S ——
= B - = .
¢ Option to submit files (D@ BDXE e | |
for Scannlng |% AppInit | |% KnownDLLs n Winlogon | &% Winsodk Providers ‘21 Print Monitors | ) LSA Providers | & Network Providers ﬂ% WML | B Sidebar Gadgets
& Everything ﬁ Logon d Explorer | @ Internet Explorer _E Scheduled Tasks % Services Drivers Codecs | [ Boot Execute | [ Image Hijacks
Autorun Entry Description Publisher Image Fath Timestamp ViusTotal ™
ﬁ’ HKLM“SOFTWARE"Classes"Protocols Handler 12A12/2014 11:48 PM
|%| skypec2c Skype Click to Call IE Add-on  Microsoft Corporation c:program files (<BE)\skype'toolbarstintem... 7/14/2014 5:16 AM 0/56
ﬁ HELM\Software\Clagses ™ Shel Ex\Context MenuHandlers 12/28/2014 6:03 FM
%] 7-dp 7-Zip Shell Btension Igar Paviow c:\program files7-zip“\7-zip.dll 111872010 8.08 AM 086
|%| AMNotepad++84 ShellHandler for Notepad++... c:\program files c86)\notepad++‘\nppshell_... 51272014 1:49 AM
|%| EPP Microsoft Securty Client Sh... Microsoft Comporation c\program files‘microsoft securty client'sh. . 3/11/2014 11:33 AM
W |z SnhankMainSh Snanit Shell Fensginn T TerhSmith Camnratinn rovmmioram files HRERVachemith\enant 110 22112 1-1R PM
BE \jicrosoft
mm VIICroso RSAConference2015
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Deleting Autostarts

¢ Delete suspicious autostarts
¢ You can disable them if you're not sure

¢ After you're done do a full refresh

¢ If they come back, run Process Monitor to see who's putting them
back

¢ You might have misidentified a malware process
¢ It might be a hidden, system, or legitimate process

B Microsoft RSAConference2015 - #




Tracing Malware
Activity

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN



#RSAC

Tracing Malware

¢ Tracing activity can reveal the system impact of malware
¢ Tracing shows Initial infection, before cloaking is applied

¢ Can reveal the internals of “buddy system” and other infection-protection
mechanisms

¢ Process Monitor makes tracing easy
¢ A simple filter can identify all system modifications

¢ Investigating stacks can distinguish legitimate activity from malicious
activity

+ It will often show you the cause for error messages
¢ It many times tells you what is causing sluggish performance

When in doubt, run Process Monitor!

B Microsoft RSAConference2015 -
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Event Classes

=) Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help

2l AaBE A& B #5  |[HZELLYNSE

Process Name PID  Operation Path Result Detail A
.. i=BExplorer EXE 4780 gcloseﬁle C:h\Users‘marcruss \App Data'Local\Microsoft\Windows ... SUCCESS

aBExplorer EXE - 4780 gnOueryStandar\:llnfor 3 3 “Local'\Microsoft'Windows... SUCCESS
=bBwplorer EXE - 4780 gnOueryStandar\:llnfor “Local'Microsoft'Windows... SUCCESS

¢ File system (Filemon)

. Includes 1/O command input and output details

AlocationSize: 364,544, EndCfFile: 362,088, NumberOfLin. ..
AlocationSize: 6,251,456, EndCfFile: 6,251,456, Number(f ..

¢

Registry (Regmon)

.= Explorer EXE
.= Explorer EXE
.. iz Explorer EXE

=1 Explorer EXE

=bEwplorer EXE - 4780 B.OueryStandardlnfor

4780 BhQueryStandardinfor
4780 BhQueryStandardinfor
4780 BhCreateFie

4780 b File SystemControl

“Local\Microsoft'\Windows... SUCCESS
“\Local\Microsoft\Windows... SUCCESS
“Local\Microsoft\Windows... SUCCESS
C:h\Users‘mancruss \App Data®
C:h\Users‘\markruss \App Data'.

\FRoaming“Microsoft'Wind... SUCCESS
\Roaming"Microsoft'Wind... CANCELLED

AllocationSize: 364,544, EndOfFile: 362,088, NumberOfLin. ..
AlocationSize: 6,231,456, EndOfFile: 6,231,456, Number(f ..
AllocationSize: 6,291,456, EndOfFile: 6,291,456, Number(f ...
Desired Access: Generic Read, Disposition: Open, Options:...
Control: FSCTL_REQUEST_OPLOCK

= Explorer EXE 4780 ﬁRegOuewK&y HKCLM Software' Classes SUCCESS Query: Name
* Includes all data Eplorer EXE 4780 @FegluenKey  HKCU\Software\Classes SUCCESS Query: HandleTags, HandleTags: (0
bEplorer EXE - 4780 ﬁRegOuewKey HKC L Software'Classes SUCCESS Query: HandleTags, HandleTags: (k0

Process

.= Explorer EXE
.= Explorer EXE
.. iz Explorer EXE
=1 Explorer EXE

4780 @ RegOpenKkey
4780 @ ReqOpenkey
4780 @ RegQueryKey
4780 @%ReqlueryKey
4780 @¥ReqOpenkey
4780 ﬁRegOuew‘u’alue

HKC U Software'Classes\CLSID{00021401-0000-0000... NAME NOT FOUND
HKCRMCLSID{00021401-0000-0000-C000-000000000... SUCCESS
HKCRMCLSID{00021401-0000-0000-C000-000000000... SUCCESS
HKCRMCLSID{00021401-0000-0000-C000-000000000... SUCCESS
HKC ' Software'Classes \CLSID{00021401-0000-0000... NAME NOT FOUND
HKCRAVCLSIDW{00021401-0000-0000-C000-000000000.... NAME NOT FOUND

Desired Access: Read

Desired Access: Read

Query: Name

Query: Handle Tags, Handle Tags: &0
Desired Access: Madmum Allowed

Length: 144

1 4780 g&eateﬁle .. SUCCESS Desired Access: Generic Read, Disposition: Open, Options:...
‘ Process Create and eXIt 4780 BQuewStandardlnfor ... SUCCESS AllocationSize: 408, EndCfFile: 407, NumberOfLinks: 1, Del...
4780 BGBateFileMapping ... FILE LOCKED WITH ONLY ... SyncType: SyncTypeCreateSection, PageProtection:
’ Th read Create and eXIt 7 ﬂ@ueryStandar\:llnfor Users'markruss AppData Roaming Microsoft\Wind... SUCCESS AllocationSize: 408, EndOfFile: 407, NumberOfLinks: 1, Del...
C:\Users'\markruss\AppData'\Roaming\Microsoft \Wind... 3
& :-g‘CloseFiIe C:A\Users‘markruss \App Data'.Roaming Microsoft \Wind... SUCCESS
s 5 5 snagiteditor exe 6844 = NotifyChangeDirect SUCCESS Fitter: FILE_NOTIFY_CHANGE_FILE_NAME
L 2 Im age loads, includin g drivers ExplorerEXE 4730 @%ReqOuenKey  HKCU\Software\Classes SUCCESS Query: Name
abBmlorer EXE - 4780 ﬁHegQuewKey HKC LM Software'Classes SUCCESS Query: Handle Tags, HandleTags: (x0
aBEwplorer EXE - 4780 ﬁHegQuewKey HKC U Software \Classes SUCCESS Query: HandleTags, HandleTags: (x0
.. = Explorer EXE - 4780 ﬁRegOpenKey HKC LI\ Software"Classes \CLSID{031E4825-7B34-4D0C... NAME NOT FOUND Desired Access: Read
‘ N etWO r k - aExplorer EXE 4780 @%ReqOpenKey HKCR\CLSID'{031E4825-7TE94-4DC3-B131-E946B44C . SUCCESS Desired Access: Read
. Exlorer EXE 4780 #@%RegQueryKey HKCR\CLSID'{031E4825-7B34-4DC3-B131-E946B44C .. SUCCESS Query: Name

= Searchindexe...

5348 [ File SystemControl

C:

SUCCESS

Control: FSCTL_READ_USN_JOURNAL

i .bBEplorer EXE - 4780 ﬁRegOuewKey H.KCR"-._CLSID"-._{DE‘I E4825-7B94-4DC3-B131-E546B44C. . SUCCESS Query: Handle Tags, HandleTags: (k0
L 3 ETW netWO rk traC| ng = Bwlorer EXE 4780 @ ReaOpenkey HKCU'Software'\Classes\CLSIDN{031E4825-7894-4DC... NAME NOT FOUND Desired Access: Maxdmum Allowed
Ewplorer EXE - 4780 #% RegQuenyValue HKCRVWCLSID{031E4825-7B94-4DC 3-B131-E946B44C. . NAME NOT FOUND Length: 144

.. g Searchindexe. ..

5348 2k FileSystemControl

C:

SUCCESS

Control: FSCTL_READ_USN_JOURNAL

S . Explorer EXE 4780 @%RegClosekey HKCR\CLSID'{031E4825-7B34-4DC3-B131-E946B44C .. SUCCESS
= Explorer EXE 4780 ﬁRegOuewK&y HKCLM Software' Classes SUCCESS Query: Name
‘ ro I I n g aBExplorer EXE - 4780 % RegQueryKey HKC U Software'Classes SUCCESS Query: Handle Tags, HandleTags: B0
.bBEplorer EXE - 4780 ﬂ;RegOuewKey HKC U Software'Classes SUCCESS Query: Handle Tags, Handle Tags: B0

*

Thread stack snapshots

== Microsoft

Showing 200,545 of 469,829 events (42%)

Backed by virtual memory

RSAConference?015
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Event Properties

F Event #729 Properties Y - E@li—hj
— il
Process | Stack

Image

‘ Eve nt d etai IS @ Host Process for Windows Services

bicrozoft Corporation

M arme: svchost. exd

’ Duratlon’ prOCeSS, thread, Yersion: 500600016336
details, etc.

CvwfindowshSystem32hevchost exe

Cormrand Line:
C:\windowshSystem32hevchost exe -k LocalSystemM ebwark R estricted

¢ Process information

i FID: 1108 Type: 32-bit
Parent PID: E42 Wirtualized: Falze
2 ommana line
Sezzion [D: 0 Integrity:  System
Uszer: MNT AUTHORITY\SYSTEM
‘ U S e r Auth 1D 00000000 000003e7
L g Started: 11/17 /2006 31439 PM Ended: [Running]
¢ Session and logon session
FPath Address Size e
1 1 Coiwindoweshs A2hsvchast, 0x740000 08000
’ I m ag e I n fo rm atl O n EI:HW::dzEzHSﬁz:::32hf:;.u:lEIIISt = DHBEC?DDDD DHDHD oao
Cvwfindowsheystem32Wupnp. dil CBE 300000 33000 =

¢ Start time

7] Mest Highlighted

¢ Thread stack at time of event

Microsoft RSAConference?015 i
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Filtering

¢ To filter on a value, right-click on the line and select the attribute
from the Include, Exclude or Highlight submenus

Properties... Cirl - ™

¢ When you set a highlight Process Name

I Path
Jump To... Ctr mage ra

filter you Can move Command Line

Include Lrrrer

through highlighted event Exclude Descriptior

Highlight Version

properties

Cperation
Result

|E| |E| I Nest Highlighted Event Class
Dretail
PID
TID

Llzser

Session P = iz oa

= Microsoft RSAConference2015 - #
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Advanced Filters

¢ Multiple-filter behavior:

¢ Values from different attributes are AND’d
¢ Values for the same attribute are OR’d

¢ Use Edit Filter context menu for quick configuration
¢ More complex filtering is available in the Filter dialog

¢  Outlook-style rule definition £ Process Moni tﬂ_ ==
Dizplay entries matching theze conditions
¢ You can save and restore o ] v (e
ComExec.exe
-1ttt —t——t——r———t———t—r——t -ttt | T s I e ene
fl Ite rS Explorer EXE j Remove
InaT ask.exe
Column Relat :SaSS'EHE e
zm.exe
. . @ Process Mame  is mzpaint exe
; OUTLOOK.EXE =
¢ Filter for watching malware Qoo VIR :
8 Operatio begins with FProcmon. exe
" . @Op ration begins with SearchFilerHost.
I I I Path ds with Searchlnd eeeeeeee
I p aCt ] 8 Path ends “.- h SearchProtocolHost exe
. . at ends wit FEMVICES. BMe
(1 1) €I Path ends with sidebar.exe
a. e g O ry I S r I e @ Path ends with swchost exe
f‘.‘ Path ande with S_I.JSlEITI ik

= Microsoft RSAConference?015 ’
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The Process Tree

¢ Tools->Process Tree T =

Only zhow processzes stll running at end of current trace

¢ Shows all processes that have been ¥ Diifost exe 268) =

—EI svchost exe (1144)

seen In the trace (including parents) B P e

¢ Can toggle on and off terminated B pocradng 8
processes TE vt e 0 }

Dezcrption:  |P Configuration Lltiliky

0
3
o
P
£
I
m

Company: Microzo ft Carporation

¢ The process tree provides an easy ot Cwrdonsugseni2Spoorti or

Command:  ipconfig Aall

Way to See proceSS relationShipS EISI;E ?éf;ugl\-regt Started:  11/171/2006 5:38:04 Pk
¢ Short-lived processes o Eeteteen) [ S
¢ Command lines

¢ User names

= Microsoft RSAConference2015 - o
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System Monitor (Sysmon)

¢ Background system monitoring utility

¢ Record system events to the Windows event log

¢ Can be used for system anomaly detection

¢ Forensics can trace intruder activity across the network

¢ Written for use in Microsoft corporate network

¢ To understand attacker behavior and tools
¢ Significant contributions by Thomas Garnier
¢ Public version has reduced functionality

Installs as service/driver

¢ No reboot required

¢ Captures events from early in
the boot process

m= Microsoft

C:~sysint“\Sysmon~Public_Release’sysmon -c

Sysinternals Sésmon vl.® - System activity monitor
Copyright (C)

14 Mark Russinovich and Thomas Garnier
Sysinternals - www.sysinternals.com

Current configuration:
- Service name: Sysmon
- Driver name: SysmonDrv
- HashlnEAlgorithm: SHA1

- Network connection: enabled

RSAConference?015 ,
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SyS I I I O | I EV el I tS Operational Mumber of events: 965 (1) New events available
Level Date and Time Source Event D Task Category
@Information 72724 72147 PM Sysmon 1101
. Process create (new: process terminate process): @ nformation  7/27/2014721:47PM  Sysmon T m
@Informatlon 7272014 721147 PM Sysmon 1 (1
. . . @Information 7272014 721147 PM Sysmon 1 (1
* Image flle and Image flle haSh @Information T27/2014 T:21: 47 PM Sysmon 1 (1
i @Information T2T2N4 72147 PM Sysmon 1 (M
* Command Ilne 1 Information  7/27/2014 T:21:47 PM Sysmon 1 (1)
¥ . @Information TR2N2N4 72141 PM Sysmon 31
¢ Parent image and command line (i) Information  7/27/2014 721:41PM  Sysmon 1
i | @Information 727204 7214 PM Sysmon 301
. GUID for process ID-independent tracking (@) Information  7/27/20147:21:26 PM  Sysmon 3
@Information 7272014 T:20:45 PM Sysmon I M
ml £ £ TATOAN A T AGLEE Ok . b ] £1%
. Driver load and unload: Event 1, Sysmon
. Image file and image file hash General | Details
(O} Friendly View () XML View
. Network connections:
+ System
. Process name - EventData
¢ 1P addresses and ports UtcTime 7/28/2014 2:21 AM
ProcessGuid {00502001-B3BB-53D5-0000-001020B81A63}
* Host and port names Processid 15060
Image CAWINDOWS\system32\eventvwr.exe
* File create timestamp Change CommandLine "C\WINDOWS\system32\eventvwr.exe”
User NTDEV\markruss
. Process responsible Logonid Oxae2d0
=il ; TerminalSessionid 1
* Original and new timestamp Integritylevel  Medium
HashType SHA1
7S New: CreateRemoteThread Hash TCBCCBABSA152EC2F64E910797CEDO89880F6670
ParentProcessGuid {00502001-53F7-53C0-0000-00107DCDOEQ0D}
* Source process ParentProcessid 5508
T Parentimage C:\WINDOWS\EXpIorer.EXE
1 arget process ParentCommandLine C\WINDOWS\Explorer.EXE

== Microsoft
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Sysmon Configuration

¢ Supports filters on the command-line

-1<Sysmon schemaversion="2.8">

1 <!-- Capture all hashes -->
¢ Processes to include or exclude cHashAlgorithms>*</HashAlgorithms>
-] <EventFiltering>
- <ProcessCreate onmatch="include™>
‘ Process network aCtIVIty <Image condition="contains">»notepad</Image>
</ProcessCreate’
‘ HaSh typeS tO CO”eCt <FileCreateTime onmatch="include" />

<ImagelLoad onmatch="include"/>
<CreateRemoteThread onmatch="include" />

‘ Conflguratlon flle Oﬁers fUII fllterlng - <ProcessTerminate onmatch="include™:

<Image condition="contains">»notepad</Image>

¢ Include/exclude on any event type pkiitbdi gl ..
I <DriverlLoad onmatch= Exclede Fe .
¢ Conditionals on any event field ettty -~ SN

</Sysmon?|

¢ Default:
¢ Process create and terminate, file timestamp change

= Microsoft RSAConference2015 - #ikase
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The Case of the Unwanted Software

¢+ Mom complained about two symptoms:
¢ Her IE home page was hijacked
¢ She got toast from a backup program

‘lj Reminder
\.-

| m
‘ ‘ Your Computer Is Not Backed Up,
Backup Your Files Online Today

FREE Computer Backup Available

You — ' e )
n Tube Y-' = & ebay Backup Mow
Facebook YouTube Yahoo! ESPN Badoo Windows Live
W
w g oo I B
1:42 PM
Twitte Pinterest Flickr AOL CNN Netflix Ghi = o |
| [ | t : all 703

A B EBEd . © H =
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The Case of the Unwanted Software (Cont)

¢ | went after the backup toast first

¢ Launched Process Explorer and used window finder to identify
offending process:

@ PrivacylconClient exe 55492 K 21,728 K 3552 Intel(R) Management and Se... Intel Corporation

© DBRUpd exe 13532 K 8.5596 K 136 Dell Backup And Recovery ... Soft Thinks - Dell
-Eielnm_rtil.exe 1,320 K 1136 K 6EB0 Intemet Low-Mic Lkility Tool  Microsoft Comporation
E‘ chrome exe H2 980 K F2830 K 9772 Google Chrome zoogle Inc.

MyPC Backup .exe . 45,068 K 12364 MyPC Backup MyPCBackup.com

CPU Usage: 6.33%  Commit Charge: 28.36% Processes: 99 Physical Usage: 40.25%

=. Microsoft RSAConference?015 - »#
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The Case of the Unwanted Software (Cont)

¢ Launched Autoruns and disabled related processes:

LT = sl sty (RN L= Y LR L RRLE [ LN P S T R LRUN [ () | R (R T RS [ J R [N UL [N RLR [ LR iy LAY LR |

ﬁ HELMMSyztemCurentControlSethServices 10/25/2013 5:51 Ak
] AdobedRMszer.. Adobe Acrobat Updater ke... [Werified) Adobe Systems c:hprogram files [#86]common fileshadobeharmh . Dharmeve. . 442013 1:05 P
(=7 Apple Mobile D... Provides the interface to Ap... Merfied) &pple Inc. c:hprogram files [#86]zommon fileshappletmobile device sup... 51772012 706 P
(27 AtherosSve Atheraz BT Stack Service .. MWerfied) Qualzcomm Atheros c:wprogram filez [x8E6]Ndell wirelezzhbluetooth suiteadminzer.. 8472012 10:05 P
(Bl BackupStack  Backup Stack [Werified] JOI BACKLIP LIMITED :wprogran files [#BENmype backuphbackupstack. exe 3/19/2015 257 PM
(w77 Bomjour Service  Enables hardware devices ... [Werified) Apple Inc. :hprogram filez\bonjoursmdinzresponder. exe 8/30/2011 252 PM
[m7 CarboniteS ervice Carbonite Backup Service Menfied] Carborite c:sprogram files\carbonitehcarbonite backuphcarbornteservic... 107042013 7:07 &AM
77 Dell Wl Servi.. : wprogram files [x86]Ndelhdellozdhdellosdzervice. exe FA31A2012 803 P
e ' - -~ 0 o ma e ol 1 . P - e ' e A A e e
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The Case of the Unwanted Software (Cont)

¢ To find home page hijack, first looked at home page setting
¢ Saw that it was Bing:

General Security | Privacy | Content | Connections | Programs | Advanced

Home page
l/? To create home page tabs, type each address on its own line.
=
~ ¥ k=
1 http:.-",fbing.mm|

Use current Ise default Use new tab

Startup

¢ But IE launched a different page, so captured an IE startup trace with
Procmon...

m= Microsoft RSAConference2015 - #5 S
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The Case of the Unwanted Software: Solved

¢ Looked at I[E command line and saw parameter:

2F Procmon &4 exe (13868)| Process Monitor ChlUsers Danyd A, . Sysintemals -ww... KITCHEM\Dany "CollsershDand'... 1172013 1:31:.. n/

= @ explore exe (11344) Intemet Explorer C:MProgram Fileshl... Microsoft Corporat... KITCHENDaryl "C:A\Program Files... 11/17/2013 1:35:... n/
@IEXF‘L@HE.E’XE (86592) | Intemet Explorer C:%Program Files (... Microsoft Corporat... KITCHEMDany "C:A\Program Files .. 111772013 1:35:... nf

B ightray exe (4944) igfx Tray Module C:Windows™Syst. .. Intel Comporation KITCHEMNDany "CoWindows'Sys... 107282013 5:34:... n/

.| hkcmd exe (4552) hlcemd Madule C:MWindows™Syst. .. Intel Corporation KITCHEMN"Daryl "CAWindows Sys... 1072872013 534 n/
B | ighpers.exe (F016) persistence Module  C:\Windows' Syst... [N |rtel Comoration KITCHENDary "CAWindows\Sys... 10728201353 n/
£ > £

Description:  Intermet Explorer
Company:  Microsoft Corporation

Path: C:Program Files\Internet Explorerjexplore.exe

Command:  “C:\Program Files\Internet Explorerjexplore. exe” http: {faartemis. com?type =sciits = 13847 230448 from =tugs&uid =5T 20000M00 1- 1CH164 7 1E3MALRXNXXZ 1E3MELR.
Iser: KITCHEM\Daryl

PID: 11344 Started: 11172013 1:35:30 FM

¢ Opened IE shortcut link and deleted command line: problem solved
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% Sysinternals Antivirus E]_E]

|

' 3 fr i ® ) Windows
e Sysinternals Antivirus  Helps Protect your PC @ hbetracdid
m System Scan . & Scanning for viruses

Eile Help

Property Value
Foced Information |
o X File O3 The file was designed for 32-bit Windows
DOS Stub (120 bytes) File Type The file is an Application
- D05 Header (64 bytes) )
- File Header (20 bytes) e e
_ Directories (4/15) Language 1033 (en-U5)
Sections Headers Code page 1200
Version Information |
CompanyMName EZB Systems, Inc.
galCopyright Copyright © 1998-2005 Mark Russinovich.
LegalTrademarks Copyright © 1998-2005 Mark Russinovich,
ProductMame Slopier pompal hainberr garbe's
FileWersion 1.00.0003
- Thread Local ProductVersion 1.00.0008
- Resources ( InternalName

OriginalFilename

Version information (1/12)

a)

Images (1 of 1)




Analyzing FakeRean

http://www.microsoft.com/security/portal/threat/encyclopedia/Entry.aspx?Name=Win32/fakerean

MICROSOFT CONFIDENTIAL — INTERNAL ONLY
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Detonation Chambers
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SONAR

¢ Microsoft’'s operating system group runs an IE zero-day sandbox
detection detonation chamber

¢ Sysmon logs detect malware escape from IE’s low-integrity sandbox
¢ Sysmon log analysis can lead researchers to escape vulnerabllity

¢ Previous zero-day RDP Active-X sandbox escape with UAC
bypass:

Image Command Line Parent IL
C:\Windows\System32\TSWhbPrxy.exe C:\Windows\system32\TSWbPrxy.exe -Embedding C:\Windows\System32\svchost.exe Medium
C:\Windows\System32\regsvr32.exe -i:fhhefkjdhenkceklildhe -s "C:\Users\Abby\AppData\LocalLow\{55F7E274-C610-4FAE-95AA-59612F07CF73\api-ms-win-system-secproc-11-1-0.dIl" C:\Windows\System32\TSWbPrxy.exe Medium
C:\Windows\explorer.exe C:\Windows\explorer.exe C:\Windows\System32\regsvr32.exe Medium
Bypass UAC
C:\Windows\System32\migwiz\migwiz.exe [|'C:\Windows\System32\migwiz\migwiz.exe" C:\Windows\explorer.exe High
B - =
- g = =3
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The Future of Malware

¢ We've seen the trends:
¢ Malware that pretends to be from Microsoft or other legitimate companies
¢ Malware protected by sophisticated rootkits
¢ Malware that has stolen certificates

¢ Cleaning is going to get much, much harder
¢ Targeted and polymorphic malware won't get AV/AS signatures
¢ Malware can directly manipulate Windows structures to cause misdirection
¢ All standard tools will be directly attacked by malware
¢ There will be more un-cleanable malware

¢ You can’t know you'’re infected unless you find a symptom

| Prevent and Detect
Microsoft RSAConference2015 " '
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The Sysinternals Administrator’s

Reference

¢ The official guide to the Sysinternals tools

¢ Covers every tool, every feature, with tips

¢ Written by Mark Russinovich and J
Aaron Margosis , 28 Microsoft

¢ Full chapters on the major tools: A)(/jr Troubleshooting
¢ Process Explorer Refe¢ with the Windows
¢ Process Monitor | Sysinternals Tools

¢ Autoruns

¢ Other chapters by tool group

¢ Security, process, AD, desktop, ...

Microsoft
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My Cyberthrillers: WWW.russinovich.com
¢ Zero Day: cyberterrorism

¢ Trojan Horse: state-sponsored cyberwarfare

¢ Rogue Code: financial cybercrime and insider
threats

ST L S

Microsoft



http://www.zerodaythebook.com/

#RSAC

Rogue Code book giveaway and signing at the Microsoft Boot @ 3:00pm
Book signing at the RSA bookstore @ 1:00pm tomorrow

@markrussinovich

#
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