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Preface

The purpose of this book is to address a need. One thing that many computer
forensic examiners have noticed is an overreliance by investigators on what
forensic analysis tools are telling them, without really understanding where this
information is coming from or how it is being created or derived. The age of
“Nintendo forensics” (i.e., loading an acquired image into a forensic analysis
application and pushing a button) is over. As analysts and examiners, we can no
longer expect to investigate a case in such a manner. Cybercrime has increased
in sophistication, and investigators need to understand what artifacts are avail-
able on a system, as well as how those artifacts are created and modified. With
this level of knowledge, we come to understand that the absence of an artifact
1s itself an artifact. In addition, more and more presentations and material are
available regarding anti-forensics, or techniques used to make forensic analysis
more difficult. Moreover, there have been presentations at major conferences
that discuss the anti-forensic technique of using the forensic analysts’ training
and tools against them. This book is intended to address the need for a more
detailed, granular level of understanding. It attempts not only to demonstrate
what information is available to the investigator on both a live Windows system
and in an acquired image but also to provide information on how to locate
additional artifacts that may be of interest.

My primary reason for writing this book has been so that I can give back
to a community and field of endeavor that has given so much to me. Since I
started in the information security field over 10 years ago (prior to that, I was
in the military and involved in physical and communications security), I've met
a lot of great people and done a lot of really interesting things. Over time,
people have shared things with me that have been extremely helpful, and some
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of those things have served as stepping stones into further research. Some of
that research has found its way into presentations I've given at various confer-
ences, and from there, others have asked questions and provided insight and
answers that have helped push that research forward. The repeated exchanging
of information and engaging in discussion have moved the interest and the
level of knowledge forward, thus advancing the field.

This book is intended to address the technical aspects of collecting and ana-
lyzing data during both live and post-mortem investigations of Windows sys-
tems. It does not cover everything that could possibly be addressed. There is still
considerable room for research in several areas, and a great deal of information
needs to be catalogued. My hope is that this book will awaken the reader to the
possibilities and opportunities that exist within Windows systems for a more
comprehensive investigation and analysis.

Intended Audience

This book focuses on a fairly narrow technical area, Windows forensic analysis,
but it’s intended for anyone who does, might do, or is thinking about per-
forming forensic analysis of Windows systems. This book will be a useful refer-
ence for many, and my hope is that any readers who initially feel that the book
is over their heads or beyond their technical reach will use the material they
find as a starting point and a basis for questions and further study. When I
started writing this book, it was not intended to be a second or follow-on edi-
tion to my first book, Windows Forensics and Incident Recovery, which was pub-
lished by Addison-Wesley in July 2004. Rather, my intention was to move away
from a more general focus and provide a resource not only for myself but also
for others working in the computer forensic analysis field.

In writing this book, my goal was to provide a resource for forensic ana-
lysts, investigators, and incident responders. My hope is to provide not only
useful material for those currently performing forensic investigations but also
insight to system administrators who have been faced with incident response
activities and have been left wondering, “What should I have done?” On that
front, my hope is that we can eventually move away from the misconception
that wiping the hard drive and reinstalling the operating system from clean
media are acceptable resolutions to an incident. Even updating the patches on
the system does not address configuration issues and in many cases will result in
reinfection or the system being compromised all over again.
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This book is intended for anyone performing forensic analysis of Windows
systems—Dbe they corporate or government investigators, law enforcement ofti-
cers, or consultants. My hope is that this book will also serve as a useful refer-
ence for those developing or attending computer forensic programs at colleges
and universities.

Throughout this book, the terms investigator, first responder, examiner, and
administrator are used interchangeably because the same person often may be
wearing all of these hats. In other cases, the investigator may come into the cor-
porate infrastructure and work very closely with the administrator, even to the
point of obtaining an administrator-level account within the domain in order
to perform data collection. In some cases, the administrator may escort the
investigator or first responder to a compromised system, and the user account
may have administrator privileges on that system. Please don’t be confused by
the use of the terms; they are synonymous in most cases.

Reading through this book, you’ll likely notice a couple of things. First,
there is a heavy reliance on Perl as a scripting language. There’s nothing magical
about this choice: Perl is simply a very flexible and powerful scripting language
that I like to use because I can make changes to the code and run it immedi-
ately without having to recompile the program. And with regard to compiling,
if youre not familiar with Perl and have never used it, you have nothing to
worry about. With only a few exceptions, the Perl scripts presented in the book
and provided on the accompanying DVD have been “compiled” into stand-
alone Windows executable files using Perl2Exe. These executable files enable
you to run the Perl scripts without having to install Perl (the version of Perl
used throughout this book is freely available from ActiveState.com) or anything
else. Simply extract the necessary files from the archive on the DVD and run
them. Another useful feature of Perl is that, with some care, Perl scripts can be
written to be platform independent. Many of the Perl scripts included on the
DVD perform data extraction (and to some degree, analysis) from binary files,
and where possible, I have tried to make them as platform independent as pos-
sible. What this means is that the Perl script (and the accompanying Windows
executable) will run on the Windows platform, but the Perl script itself can be
run on Linux or even Mac OS X. Many of the Perl scripts on the DVD
(although admittedly not all) have been tested and run successfully within the
Perl environment on Linux. Therefore, the examiner is not restricted to any
particular analysis platform. Some of the scripts will require the installation of
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additional modules. You can install these modules by using the Perl Package
Manager (PPM) application. PPM is part of the ActiveState distribution of Perl,
which is available for Windows, Linux, Mac OS X, and a number of other plat-
forms. Another very useful aspect of using Perl is to meet the needs of automa-
tion. I often find myself doing the same sorts of things (data extraction,
translation of binary data into something human-readable, etc.) over and over
again, and like most folks, I'm bound to make mistakes at some point. However,
if I can take a task and automate it in Perl, I can write the code once and not
have to be concerned with making a mistake regardless of how many times I
perform that same task. It’s easy to correct a process if you actually have a pro-
cess—I find it extremely difficult to correct what I did if I don’t know what it
was that I did!

You’ll notice that the forensic analysis application used throughout this
book is ProDiscover Incident Response Edition, from Technology Pathways.
Thanks to Chris Brown’s generosity, I have worked with ProDiscover since
Version 3, and I have found the interface to be extremely intuitive and easy to
navigate. When it comes to examining images acquired from Windows systems,
ProDiscover is an excellent tool to use. It has many useful and powerful fea-
tures. Chris and Alex Augustin have been extremely responsive to questions and
updates, and Ted Augustin has been an excellent resource when I've met him at
conferences and had a chance to speak with him (Chris, Alex, and Ted are with
Technology Pathways). ProDiscover itself is an excellent analysis platform, and
the Incident Response Edition has made great strides into the live response
arena, providing an easy, effective means for collecting volatile data. Also, in my
opinion, Chris made an excellent decision in choosing Perl as the scripting lan-
guage for ProDiscover because Perl enables the investigator to perform func-
tions (e.g., searches, data extraction, a modicum of data analysis, etc.) within the
image via Perl “ProScripts.” The accompanying DVD contains several
ProScripts that I've written and used quite regularly during examinations
(please note that though the ProScripts are Perl scripts, they are not “compiled”
with Perl2Exe, as the ProScripts must be scripts to be used with ProDiscover).

Organization of This Book

This book is organized into seven chapters.
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Chapter 1: Live Response: Data Collection

This chapter addresses the basic issues of collecting volatile data from live sys-
tems. Because of several factors (an increase in sophistication of cybercrime,
increases in storage capacity, etc.), live response has gained a great deal of
interest. This increase in interest has not been restricted to consultants (such as
myself) either; law enforcement professionals are also beginning to see the need
for collecting volatile information from live systems in order to support an
investigation. This chapter lists tools and methodologies that you can use to col-
lect volatile information. It also presents the current incarnation of the Forensic
Server Project.

Chapter 2: Live Response: Data Analysis

I've separated data collection and data analysis as I see them as two separate
issues. In many cases, the data that you want to collect doesn’t change, as you
want to get a snapshot of the activity on the system at a point in time.
However, how you interpret that data is what may be important to your case.
Also, it’s not unusual to approach a scene and find that the initial incident
report is only a symptom of what is really happening on the system or has
nothing to do with the real issue at all. During live response, how you analyze
the data you’ve collected, and what you look for, can depend on whether
you’re investigating a fraud case, an intrusion, or a malware infection. This
chapter presents a framework for correlating and analyzing the data collected
during live response in order to develop a cohesive picture of activity on the
system and make analysis and identification of the root cause a bit easier and
more understandable.

Chapter 3: Windows Memory Analysis

Windows memory analysis is an area of study that has really taken off since its
formal introduction to the community during the summer of 2005. In the past,
if the contents of physical memory (i.e., RAM) were collected from a live
system, they were searched for strings (i.e., passwords), IP addresses, and e-mail
addresses. The contents were then archived. Unfortunately, any information
found in this manner had little context. Thanks to research that has been done
since the DFRWS 2005 Memory Challenge, methods of obtaining RAM dumps
have been investigated, and data within those RAM dumps can be identified and
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extracted on a much more granular level, even to the point of pulling an exe-
cutable image out of the dump file. This chapter discusses the issues of collecting
and parsing RAM dumps, as well as extracting the memory used by a specific
process from a live system.

Chapter 4: Registry Analysis

The Windows Registry maintains a veritable plethora of information regarding
the state of the system, and in many cases, the Registry itself can be treated like
a log file because the information that it maintains has a time stamp associated
with it in some manner. However, because of the nature of how the data is
stored, searches for ASCII or even Unicode strings do not reveal some of the
most important and useful pieces of information. This chapter presents the struc-
ture of the Registry to the readers so that they’ll be able to recognize Registry
artifacts in binary data and unallocated space within an acquired image. The
chapter then discusses various artifacts (Registry keys and values) at great length,
describing their usefulness and value to an investigation, as well as presenting a
number of tools for extracting that information from an acquired image.

Chapter 5: File Analysis

Windows systems maintain a number of log files that many examiners simply
are not aware of, and those log files often maintain time-stamp information on
the entries that are recorded. In addition, there are a number of files on
Windows systems that maintain time-stamp information within the files them-
selves that can be incorporated into your timeline analysis of an event. Many of
these time stamps are maintained by the application and are not immediately
obvious. Various files, file formats, and file metadata are discussed in detail, and
tools are presented for extracting much of the information that is discussed.

Chapter 6: Executable File Analysis

Executable files represent a special case when it comes to file analysis. For the
most part, executable files follow a known and documented structure because
they need to be launched and run on various versions of Windows. However,
malware authors have discovered ways to obfuscate the structure in order to
make their malware more difticult (albeit not impossible) to analyze. By under-
standing the format of these files and what they should look like, examiners can
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go further in their investigations in determining which files are legitimate, in
addition to what effect the suspicious files have on a Windows system. Using
the techniques and information presented in this chapter, the examiners can

determine which files are legitimate, as well as what artifacts to attribute to a
particular piece of malware.

Chapter 7: Rootkits and Rootkit Detection

The final chapter of this book addresses the topic of rootkits in the hopes of
piercing the veil of mystery surrounding this type of malware and presenting
the administrator, first responder, and forensic analyst (remember, these could all
be the same person) with the necessary information to be able to locate and
recognize a rootkit. Rootkits are being used increasingly not only in cyber-
crime but also in “legitimate” commercial applications. An understanding of
rootkits and rootkit detection technologies is paramount for anyone working
with Windows systems, and this chapter presents a great deal of the information
that an investigator will need.

DVD Contents

The DVD that accompanies this book contains a great deal of useful informa-
tion and tools. (An icon appears before sections in the book that contain refer-
ences to material that is on the DVD.) All the tools provided are grouped into
the appropriate directory based on the chapter in which they were presented.
There is a directory on the DVD for each of the chapters that contain code or
sample files for that chapter (with the exception of Chapter 7). In addition,
there is a bonus directory containing several tools that were not specifically dis-
cussed in any chapter, but I developed them to meet a need that I had, and I
thought that others might find them useful.

All the tools available on the DVD are Perl scripts. However, almost all the
Perl scripts have been “compiled” into stand-alone Windows executables for
ease of use. The Perl scripts themselves are, for the most part, platform indepen-
dent and can be run on Windows, Linux, and even Mac OS X (note that there
are some exceptions), and providing Windows executables simply makes them
easier for those without Perl installed to use. Several of the chapters also contain
ProScripts, which are Perl scripts specifically written to be used with the
ProDiscover forensic analysis application from Technology Pathways

www.syngress.com



Xxvi

Preface

(www.techpathways.com). These Perl scripts are launched via ProDiscover and
are not “compiled.”

In addition, several of the chapter directories contain sample files that the
reader can use to gain a familiarity with the tools. This is particularly the case for
Chapter 5, “File Analysis.” It’s one thing to have a tool or utility and an explana-
tion of its use, but it’s quite another thing to actually use that tool to derive infor-
mation. Having something immediately available to practice with means that the
readers can try out the tools anywhere they have a laptop, such as on a plane, and
not have to wait until theyre able to get copies of those files themselves.

Finally, I have included several movie files on the DVD that I use to explain
certain topics. These video (.wmv) files describe the use of some of the tools
presented and discussed in the book. These tools are also available on the DVD
itself. In the past, I wrote an appendix to explain the setup and use of the
Forensic Server Project, but I've found that listening to podcasts and watching
movies can be much more educational than reading something in a book.

All the tools provided on the DVD are provided “as is,” with no warrantee
or guarantee of their use. All the tools, with the exception of those located in
the bonus directory, were mentioned or described in the book. Therefore, you
will have some idea of how the tools are used. In all cases, the Perl scripts from
which the EXEs were derived are also provided. All the tools are command-
line-based (CLI) tools. Double-clicking the icon won’t produce any interesting
results. Most of the tools require at least a file name (including the full path) to
be entered at the command line. If you have any questions or concerns about
the tools, start by looking at the Perl script. Or try typing either the command
or the command followed by “-h” at the command line. If you're still having
issues, e-mail me at keydet89@yahoo.com with a concise, complete description
of the issue, and we’ll see if we can work it out.

Because of licensing issues, third-party tools produced by others are not
provided on the DVD. Instead, I've provided links to the tools in the text of the
book itself.

Thanks, and I hope you enjoy and find some use from the book. Please feel
free to drop me a line with any comments you might have.

—Harlan Carvey, keydet89@yahoo.com
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Chapter 1 ¢ Live Response: Collecting Volatile Data

Introduction

More and more, investigators are faced with situations in which the traditional,
accepted computer forensics methodology of unplugging the power from a com-
puter and then acquiring a bit-stream image of the system hard drive is, quite simply,
not a viable option. Investigators and incident responders are also seeing instances in
which the questions they have (or are asked) cannot be answered using the contents
of an imaged hard drive alone. For example, I've spoken with law enforcement ofti-
cers regarding how best to handle situations involving missing children who were
lured from their homes or school via instant messages (IMs).

These questions are not limited to law enforcement. In many cases, the best
source of information or evidence is available in computer memory (network con-
nections, contents of the IM client window, memory used by the IM client process,
and so on), since an IM client does not automatically create a log of the conversa-
tion, for example. In other cases, investigators are asked if there was a Trojan or some
other malware active on the system and whether sensitive information was copied
off the system. First responders and investigators are being asked questions about
what activity was going on while the system was live. Members of IT staffs are
finding anomalous or troubling traffic in their firewall and IDS logs and are shutting
off the system from which the traffic is originating before determining which pro-
cess was responsible for the traffic. Situations like these require that the investigator
perform live response—collecting data from a system while it is still running. This in
itself raises some issues, which we will address throughout this chapter.

Live Response

There are a number of issues facing investigators today where unplugging a system (or
several systems) and acquiring an image of the hard drive(s) might not be an option. As
the use of e-commerce continues to grow, system downtime is measured in hundreds or
thousands of dollars per minute, based on lost transactions. Therefore, taking a system
down to acquire a hard drive image has a serious effect on the bottom line. Also, some
companies have service-level agreements (SLAs) guaranteeing “five nines” of uptime—
that is, the company guarantees to its customers that the systems will be up and opera-
tional 99.999 percent of the time (outside of maintenance windows, of course). Taking a
system with a single hard drive offline to perform imaging can take several hours,
depending on the configuration of the system.

The Information Superhighway is no longer just a place for joy riders and
pranksters. A great deal of serious crime takes place in cyberspace, and criminal
activities are becoming more and more sophisticated. There are software programs
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that can get into your computer system and steal your personal information (pass-
words, personal files, income tax returns, and the like), yet the code for some of
these programs is never written to the hard drive; the programs exist only in
memory. When the system is shut down, all evidence of the program disappears.

In April 2006, Seagate introduced the first 750GB hard drives. (For more infor-
mation go to www.seagate.com/cda/newsinfo/newsroom/releases/
article/0,1121,3153,00.html.) Imagine a RAID system with five or eight such hard
drives, topping out at 6 terabytes (TB) of storage. How long would it take you to
image those hard drives? With certain configurations, it can take investigators four or
more hours to acquire and verify a single 80GB hard drive. And would you need to
image the entire system if you were interested in only the activities of a single pro-
cess and not in the thousands of files resident on the system?

In some cases, before stepping off into a more traditional computer forensics
investigation, we might want to collect some information about the live system
before shutting it down and acquiring a bit-stream image of the hard drive or drives.
The information you would be most interested in is volatile in nature, meaning that
it ceases to exist when power is removed from the system. This volatile information
usually exists in physical memory, or RAM, and consists of such things as informa-
tion about processes, network connections, the contents of the clipboard, and so on.
This information describes the state of the system at the time you are standing in
front of it or sitting at the console. As an investigator, you could be faced with a situ-
ation in which you must quickly capture and analyze data (covered in the next
chapter) to make a determination of the nature and scope of the incident. When
power is removed from the system in preparation for imaging the hard drive in the
traditional manner, this information simply disappears.

We do have options available to us—tools and techniques we can use to collect
this volatile information from a live system, giving us a better overall picture of the
state of the system as well as providing us with a greater scope of information. This is
what “live response” entails: accessing a live, running system and collecting volatile
(and in some cases, nonvolatile) information.

There is another term you might hear that is often confused with live response:
live acquisition. Live response deals with collecting volatile information from a system;
live acquisition describes acquiring the hard drive while the system is still running
and creating an image of that hard drive. In this chapter, we start by discussing tools,
techniques, and methodologies for performing live response. When we talk about
performing live response, we need to understand what information we want to col-
lect from the system and how we should go about collecting it. In this chapter, we
will walk through the what and how of collecting volatile information from a system;
in the next chapter, we will discuss how to analyze this data. Following that, we will
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examine some solutions for performing a live acquisition. Analysis of the image col-
lected during live acquisition will be covered in the remaining chapters of this book.

Before we start discussing live response tools and activities, we need to address
two important topics: Locard’s Exchange Principle and the order of volatility. These
concepts are the cornerstones of this chapter and live response in general, and we
will discuss them in detail.

Locard’s Exchange Principle

In performing live response, investigators and first responders need to keep a very
important principle in mind. When we interact with a live system, whether as a user
or as an investigator, changes will occur on that system. On a live system, changes
will occur simply due to the passage of time, as processes work, as data is saved and
deleted, as network connections time out or are created, and so on. Some changes
happen when the system just sits there and runs. Changes also occur as the investi-
gator runs programs on the system to collect information, volatile or otherwise.
Running a program causes information to be loaded into physical memory, and in
doing so, physical memory used by other, already running processes may be written
to the page file. As the investigator collects information and sends it off the system,
new network connections will be created. All these changes can be collectively
explained by Locard’s Exchange Principle.

In the early 20th century, Dr. Edmond Locard’s work in the area of forensic sci-
ence and crime scene reconstruction became known as Locard’s Exchange Principle.
This principle states, in essence, that when two objects come into contact, material is
exchanged or transferred between them. If you watch the popular CSI crime show
on TV, you'll invariably hear one of the crime scene investigators refer to possible
transfer. This usually occurs after a car hits something or when an investigator exam-
ines a body and locates material that seems out of place.

This same principle applies to the digital realm. For example, when two com-
puters communicate via a network, information 1s exchanged between them.
Information about one computer will appear in process memory and/or log files on
the other (see the “Locard and Netcat” sidebar for a really cool demonstration of this
concept). When a peripheral such as removable storage device (a thumb drive, an
iPod, or the like) is attached to a Windows computer system, information about the
device will remain resident on the computer. When an investigator interacts with a
live system, changes will occur to that system as programs are executed and data is
copied from the system. These changes might be transient (process memory, network
connections) or permanent (log files, Registry entries).
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Tools & Traps...

Locard and Netcat

Simple tools such as netcat can be used to demonstrate Locard’s Exchange
Principle™ If you're not familiar with netcat (nc.exe on Windows systems), suf-
fice it to say that netcat is an extremely versatile tool that allows you to read
and write information across network connections.

For this example, you will need three tools: netcat (nc.exe), pmdump.exe*
and strings.exe* or BinText (once available from the Foundstone.com We