Ethical Hacking and
Countermeasures

Version 6

Module VIII

Trojans and Backdoors

Cartified | Ethical Hacker




C EH Scenario
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Zechariah works for an Insurance firm. Though being a top
performer for his branch, he never got credit from his Manager,
Ron. Ron was biased to a particular sect of employees. On Ron’s
birthday all employees including Zechariah greeted him.

Zechariah personally went to greet Ron and asked him to check his
email as a birthday surprise was awaiting him! Zechariah had
planned something for Ron.

Unknown of Zechariah'’s evil intention Ron opens the bday.zip file.
Ron extracts the contents of the file and runs the bday.exe and
enjoys the flash greeting card.

Zechariah had Ron infect his own computer by a Remote Control
Trojan.

What harm can Zechariah do to Ron?
Is Zechariah's intention justified?
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C EH News
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B9 canada.com

WHERE PERSPECTIVES COMMECT

MNeww Trojan can drain vour bank accounts
'Silentbanker' lurks on various websites

Gillian Shaws
Canvwest News Service

Thorsday, January 317, 2008

In what is being billed as one of the
most sophisticated cyber attacks to
hit the Internet, 2 Trojan Horse
program has been issued that gets
between computer users and their
banking websites, giving thieves free
rein tao drain accounts and wreak
financial hawvoc on their victims.

Dubbed the "silentbanker,” it is a
Trojan that computer users can
unknowingly download onto their
computers by simply browsing
wehsites, It operates undetected,
with the first sign that it is at work “REDIT: Calgary Herald

the possible notification from a bank A man uses an ATM cash machine at
that a client has been a victim of Sunridge Mall in Calgary.

fraud.

FMore than 400 banks - including some in Canada - hawve been targeted
worldwide by the wirus, which operates across sewveral countries and in
many languages, according ta Symantec, 3 computer security campany
that has been tracking the progress of the Trojan.

"I'd hawve to =say it 1= one of the most sophisticated we hawve seen. What
makes it more dangerous is it seems to be staffed by professional software
develapers," said Al Huger, wice-president aof security response and
services for Symantec.
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C EH Module Objective
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4 N
This module will familiarize you
with:

N\ J
e Trojans

e Overt & Covert Channels

e Types of Trojans and how Trojan works
 Indications of Trojan attack

 Different Trojans used in the wild

» Tools for sending Trojan

* Wrappers

 ICMP Tunneling

e Constructing a Trojan horse using Construction Kit
» Tools for detecting Trojan

e Anti-Trojans

» Avoiding Trojan Infection
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C EH Module Flow
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Introduction to Overt & Covert Types and
- —’ - -
Trojans Channels Working of a Trojan

Tools to Send Trojan «————  Different Trojans «——  \ndications of

Trojan Attack
Wrappers — ICMP Tunneling — Trojan Construction Kit
Countermeasures <+——— Anti-Trojan <— Tools to detect Trojan
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C EH Introduction
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Malicious users are always on the prowl to sneak into
networks and create trouble

Trojan attacks have affected several businesses around the
globe

In most cases, it is the absent-minded user who invites
trouble by downloading files or being careless about security
aspects

This module covers different Trojans, the way they attack,
and the tools used to send them across the network

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




CIEH whnatisa Trojan
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A Trojan is a small program that runs hidden on an infected
computer

With the help of a Trojan, an attacker gets access to stored
passwords in the Trojaned computer and would be able to
read personal documents, delete files and display pictures,
and/or show messages on the screen
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C E H Overt and Covert Channels
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Overt Channel Covert Channel

A legitimate communication path within A channel that transfers information
a computer system, or network, for within a computer system, or network, in
transfer of data a way that violates security policy

An overt channel can be exploited to
create the presence of a covert channel
by choosing components of the overt
channels with care that are idle or not
related

The simplest form of covert channel is a

Trojan
/| /| /| /|
47
/ V4 / /

Keylogger.exe

Chess.exe
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C EH Working of Trojans
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Attacker m Trojaned System
//7 =

,<§/\ — Internet
1 \\\\\\\

An attacker gets access to the Trojaned system as the system goes
online

By the access provided by the Trojan, the attacker can stage
different types of attacks
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C EH Dpifferent Types of Trojans
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Remote Access Trojans

Data-Sending Trojans

Destructive Trojans

" Denial-of-Service (DoS) Attack

_Trojans )
Proxy Trojans
FTP Trojans
Security Software Disablers
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c [ H What Do Trojan Creators Look
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Credit card information

Account data (email addresses, passwords, user names, and so on)

Confidential documents

Financial data (bank account numbers, social security numbers, insurance information, and so on)

Calendar information concerning the victim’s whereabouts

Using the victim’s computer for illegal purposes, such as to hack, scan, flood, or infiltrate other machines on
the network or Internet

V]

AT

Hacker
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c E H Different Ways a Trojan Can Get
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Instant Messenger applications
IRC (Internet Relay Chat)
Attachments

Physical access

Browser and email software bugs
NetBIOS (FileSharing)

Fake programs

Untrusted sites and freeware software

Downloading files, games, and screensavers from Internet
sites

Legitimate "shrink-wrapped" software packaged by a
disgruntled employee
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C EH Indications of a Trojan Attack
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CD-ROM drawer opens and closes by itself

Computer screen flips upside down or inverts

Wallpaper or background settings change by themselves

Documents or messages print from the printer by themselves

Computer browser goes to a strange or unknown web page by itself

Windows color settings change by themselves

Screensaver settings change by themselves
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c [ H Indications of a Trojan Attack

| e (CONT')

Right and left mouse buttons reverse their functions

Mouse pointer disappears

Mouse pointer moves and functions by itself

Windows Start button disappears

Strange chat boxes appear on the victim’s computer

The ISP complains to the victim that his/her computer is

IP scanning

EC-Council
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dl: H Indications of a Trojan Attack

| e (CONT')

People chatting with the victim know too much personal information
about him or his computer

The computer shuts down and powers off by itself

The taskbar disappears

The account passwords are changed or unauthorized persons can
access legitimate accounts

Strange purchase statements appear in the credit card bills
The computer monitor turns itself off and on

Modem dials and connects to the Internet by itself

Ctrl+Alt+Del stops working

While rebooting the computer, a message flashes that there are other

users still connected _
Copyright © by EC-Council
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CEH PrortsUsed by Trojans
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Trojan Protocol Ports

Back Orifice UDP 31337 or 31338
Deep Throat UDP 2140 and 3150
NetBus TCP 12345 and 12346
Whack-a-mole TCP 12361 and 12362
NetBus 2 Pro TCP 20034

GirlFriend TCP 21544

Masters Paradise TCP 3129, 40421, 40422,

40423 and 40426

EC-Council
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are “Listening”

Go to Start 2> Run - cmd

Type netstat —an

How to Determine which Ports

Type netstat —an | findstr <port number>

C:WWINNT  s¥ystem32 cmd.exe

Active Connections

Local Address
Aa:z7?

Proto
TGP
TCP
TCP
ICP
TGP
TCP
TCP
TCP
ICP
TGP
TCP
TCP
ICP
TGP
TCP
TCP
TCP
ICP
TCP

=]

SAEAEEEGEREEE IGEEEEE
1=}
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Trojans
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C EH Trojan: ICmd
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ICmd works like tini.exe but accepts multiple connections and you can set a
password

o L WINDOWS  system32', cmd.exe - icmd jason 54

C:xDocuments and Settings“Administrator UINDOWE“Dezktop~iCmd.exeXicmd jason 54
<17:46:53 B5,13-86> iCmd Server Started.

<17:46:53 B5-13-86> Waiting For Connections On Port 54

<17:47:-880 B5-13-86> 127.8.8.1 Accepted Connection

<17:47:03 ©5/13/86> 127.8.8.1 User Login. Windowl: Type icmd.exe 54
jason

c+ Telnet localhost

iCmd Server vi_ B
Maceo <maceo @ dogmile.com>
CG> Copyright 1997-20801 dogmile.com

Window?2: Type telnet <IP add>

54
At the colon prompt : type the Microsoft Windous [ersion 5.2.37901 .
password jason

C:xDocuments and Settings“Administrator UINDOWES-Dezktop~iCmd.exeX
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CIEH Mosucker Trojan
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EC-Council

MoSucker is a Trojan that
enables an attacker to get
nearly complete control
over an infected PC

When this program is

executed, get remote

access on the infected
machine

Copyright © by EC-Council
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c EH MoSucker Trojan: Screeenshot
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Mosuckar - 3.0
10.0,0.1 23

b1z stLff
| rfarmation
File related
Sustem
Spy related
Fur stuff |
Fun stuff |l
Live capture

EC-Council

REEE

zbout -

Connect Optiohz  =m ):’ _:t Kkl

v MoSucKar

\

50

YBE REMOTE ADMIW TOOL

CODED BY SUPERCHALCHI

BUILT OM 2.2 BY ERUSTY
PUMISHER SKIM BY SC

HAYE FLM!
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CEH Proxy Server Trojan
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Thousands of machines on the
Internet are infected with the
proxy servers using this
technique

This tool, when infected, starts
a hidden proxy server on the
victim’s computer

WINDOWS', system32',cmd.exe - mcafee 8080 Local Area Metwork (LAN) Setti 2=

C:~Documents and Settingsz“Administrator UINDOWS:\Desktop Proxy Server Trojan )mcafﬁ Aukomatic configuration
ee BBBO : : : : :

H . ) g3 . Autamnatic configuration may override manual settings. To ensure the
Tiny HITP Proxy V1.8(0ICQ Supported) By WinEggDrop use of manual settings, disable automatic configuration,
fAccepting New Requests [ Automatically detect settings

The HTTP Proxy Thread Is Created Successfully

The HTTP Proxy Port: 8880
The HTTP Proxy AllowedIP: =_x=

[ Use automatic configuration script

mﬂ-ﬂ-mm“ﬂ-ﬂ-ﬂ-“ﬂ‘-’ait ing FD » Request*ﬂ-ﬂ-ﬂmﬂmﬂ-ﬁmﬂm

Proxy server

7 Use a proxy server for vour LAN (These settings will not apply to
dial-up ar YFM conneckions),

Address: | 127.0.0.1 Pork: | 20a0] Advanced. ..

[ Bypass proxy server for local addresses

oK | Cancel |
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C EH Proxy Server Trojan (cont’d)
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Type mcaftee 8080 on the victim
machine (you can specify any port you
like). You can also wrap this trojan using
OneFileExe maker

Set the IP address of the proxy server
and portin IE

e ——— W

INTERNET

EC-Council

ATTACKER

Copyright © by EC-Council
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C E H SARS Trojan Notification
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SARS Trojan notification sends the location of the victim’s IP , w']’
address to the attacker a5

Notification types:

» SIN Notication

« Directly notifies the attacker's server
¢ ICQ Notification

 Notifies the attacker using ICQ channels
e PHP Notification

» Sends the data by connecting to PHP server on
the attacker's server

» E-Mail Notification

« Sends the notification through email
* Net Send

 Notification is sent through net send command
* CGI Notification

 Sends the data by connecting to PHP server on
the attacker's server

* IRC notification
« Notifies the attacker using IRC channels

EC-Council

Whenever the victim’s computer connects to the Internet, the
attacker receives the notification

Attacker

Victims infected with Trojans

\

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




CE

Certified | Ethical

™

Hacker

(cont’d)

A S.A.RS ~by Princeali~

Statusz: Clozed

A S5.A.R.S ~by Princedli~

.:m IRC Sermver

Ewvents

Liztening o Park: 34
Clozed

|

Puart

|
Channel

EC-Council

i About :ll

Chan Pazsword

Mizk Form

Enable [re: Motification

LGl

¢ IRC_J

SARS Trojan Notification

¥ S.ARS ~by Princeali~

m “t'our Ermail

File

Iceh@iuggybuy.cnm

Fram Email

Ihaia-hacker@iuggybuy.mm
Subject

o @
=
|

I About ) I“fclu are hacked manl

v| Enable bail Motification

bd ail
et Send

CGI
IRC

All Rights Reserved
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CIEH wrappers

Certified = Ethical Hacker

How does an attacker get a Trojan installed on the a BEETE
victim's computer? Answer: Using wrappers i
P g Y 08 +
B==]—

A wrapper attaches a given EXE application (such as Chess.exe 90k Trojan.exe 20k
games or office applications) to the Trojan executable | 1 |

The two programs are wrapped together into a single @

file. When the user runs the wrapped EXE, it first —

installs the Trojan in the background and then runs the %
wrapped application in the foreground e

Chess.exe 110k

The user only sees the latter application

Attackers might send a birthday greeting that will install a Trojan as the user watches,
for example, a birthday cake dancing across the screen

) Copyright © by EC-Council
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C EH wrapper Covert Program
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Graffiti.exe is an example of a legitimate file that can be used to drop the
Trojan into the target system

This program runs as soon as Windows boots up and, on execution, keeps the
user distracted for a given period of time by running on the desktop

) Copyright © by EC-Council
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C EH Wrapping Tools
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One file EXE Maker

e Combines two or more files into a single file

e Compiles the selected list of files into one host file
e You can provide command line arguments

e It decompresses and executes the source program

Yet Another Binder

e Customizable options
e Supports Windows platforms
e Also known as YAB

Pretator Wrapper

* Wraps many files into a single executable

EC-Council
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CEH
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Senna Spy One EXE Maker 2000 - 2.0a

Official Website: http:/fsennaspy.tsx.org

e-mail: senna_spy@hotmail.com

Join many filez and make a unique EXE file
This program allow join all kind of files: exe, dll, ocx, txt, jpg. bmp ...
Automatic OCX file register and Pack files support
Windows 9x, NT and 2000 compatible !

Senna Spy One EXE Maker 2000 - 2.

ICQ UIN:

Oa

3973

927

" One Exe Maker / YAB / Pretator
Wrappers

Add Bind File Command:

Select command to sdd; |Elind File

=l

Bind File:

Saurce File Path: || Brovwrse...

Target Path: [(Absoite)

=

Iv Force path to exist.

Random characters info...

——— |Pammetms |l:lpen = |l:op_l,l — |Actiun Creation Aftributes: I Read-only [ Archive [ Hidden [ System
STLTRACE.LOG Mormal System Open/Execute Execution Method |E ” " I J
xecution ol -
NTUSER.DAT _ Mormmal Syztem Open/Execute Delete HECULE SSYNEAroNaLSty
@ Pretator ¥1.6 (:} (‘E‘} @
Filename : ! Runlevel : File Size : Copy:
p C:\Documents an... Execution 144.00 KB WinDir . .
Cmmag L (FEremeers: %pen Iz E'}Documents an Execution 211 KB WinDir this process failz. Shaw Advancad == |
+ Mormal : :
| " taximized
" Minimized o Cancel ‘
Copyright (C). 1998-2000, By Senna Spy | { Hide o G
Stub Filename :
" Load |
Copy Functions : Main Functions :
() WirDir ) TempDir Fake Msg Bind
) SysDir 4 Current ~about " Cancel
Fake Msg Function : TIcon Functions :
F Changer-' F Stealer 3
Bind Status :
| . .
Copyright © by EC-Council
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C EH Packaging Tool: WordPad
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You can insert OLE object
(example: EXE files) into a
Wordpad document and
change the following using
the built-in package editor:

e File name text
e |con
e Execution commands

Command:

|fu:urmat o A

EC-Council

JRT=TET i
File Edit View Insert Format Help File | Edit View Insert Format Help
) Undo Cirl+2 =
D Sz o 0= & O
— - —  Cut Ctrl+X
|.—na| ﬂ |1.. j |..-es-tem ﬂ B IH o —— Z| VWestem | B
g ------- T I E_Paste Ctrl+v 3
—=—  Paste Spedal...
John Jo Clear Del
. Select All Cirl+A .
Take a look at the company evaluation report [ ation report
Find... Ctrl+F
Petel Pe
Replace... Ctrl+H
—
| Object Properties  Alt+Enter
Tini.exe P Package Object ]  Activate Contents
Edit Package
”
»
For Help, press F1 ML Activates embedded of linked object. ML
4" Object Packager - Package in Document -0l =l
File | Edit Help
--Ap | View: (¥ Description
\ 4
Delete Del . 3
Paste Ctrl+v Object Packager - Package in Document i =] ﬂ
e Edit Help
Copy Package 1 f Insert Icon... l--Content-- View: (= Description {~
el P S—
4 Copy f tniexe
| o 515

All Rights Reserved. Reproduction is Strictly Prohibited
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C EH RemoteByMaill
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Remote Control a computer by
sending email messages

It can retrieve files or folders by
sending commands through email

It is an easier and more secure way of
accessing files or executing programs

Send me c:\creditcard.txt file

L

B File sent to the attacker

\

<=f

-

EC-Council

Email

<

Start server
Statistic

RemoteByMail =) [

Emails received: Command gueue

Running since:  [Stopped] @ Date From Date From
Emails received: 0
Crnds executed: 0 -
Emails sent: ] =T Accounts
Mest email check: nla Accounts: FPOP & SMTP settings ACCESS
Mow checking: Account name: g de: v Active Served clients:
Last responge: @ I de
From name: [Peter |
State: From email: I g, de |
Last emor:
Progress: POP server: |pup.gmx net |
[~ Encrypted logon
Listening to accounts POP user:
. de [ o ]
> —— IFElP e Awallable commands:
SMTP server: |mail. gz net | g‘ .
it
Authertication: SameasPOF - send *
zend *
SMTP user: [ ]| lenscute
SMTP passward: | |
Password:

-

Default reply subject:
[Runtime's RemateByMail |

[ Delete Messages after El daps

ar when mailbox size is lager than [0 | bytes.

+
New Delete:

' 0K | ? Hel |

: x B

Any commands for me?

_ Here is the file attached.

Victim

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




CEH Tool: IconPlus
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Icon Plus is a conversion
program for translating
icons between various
formats

An attacker can use this
kind of application to
disguise his malicious code
or Trojan so that users are
tricked into executing it

et Icon Plus! - Coded by The th X

OpE 5 E Q=

Onginal File

- — —
i o Current lcor: {0 Tatal lcons: |1

lzon Files

v Replace 32432 icons
|

v Feplace 16216 icons

Resuling File

|

Lazt Operation [Compression ¢ Compilation)

| H

Classic tool presented here as proof of concept

EC-Council
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C EH Defacing Application: Restorator
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Res R estorator 2.50 - C:\Restorator\T estfiles\ImageT est.res

Restorator iS a Versatile Skin editor for any File BResources “iewer Browser Bookmarks Toolz Option: Help Debug
Win32 program that changes images, icons, A-Br 3QAPIEP e o @ g & - i || vew H Rre -4 ([T
text, sounds, videos, dialogs, menus, and other Location JCrestoraonTeties

. H- = AcroFddZ exe -
parts of the user interface : %
+-4d COOLIEEXE
+]-{@ Copia di Rehith exe
+]- 3¢ Copy_sessions.exe

Restorator

@ dialer.exe

# fprpress.eve
gaviewdl.exe

User-styled Custom Applications (UCA) can be 2 g
created by using this software ; gﬁiﬁiﬂiifi‘ie A a—

] gvwgsdd ene
+ g] hhupd.exe

MName Size+ | Type bdodified Attrib... -

=1 HYPERTRM EXE . Cartella di file 04/08/33 18.22.44
+ g] iehzetup.ane 1 Dialogs Cartella di file 04/08/9918.23.34
+-[m] IEBATCH.EXE [ Exes Cartella di file 04/08/39 18.23.16
+ é IEXPLORE.EXE 3 FindTest Cartella di file 04/08/39 18.23.26
-l ImageTest res £ leoCur Cartella di file 04/08/39 18.23.28
1lt-i -] loan £ MenuExe Cartella di file 04/08/39 18.23.30
REStO rato r has many bu I It In tOOIS =[] Bitmap ] ResPatcher Cartella di file 04/08/9918.23.30
] SR [ Userz2 Cartella di file 04/03/99 18.23.32
B impont32. exe Ed ImageTest Backup.res OKE PResource File 014/08/99 18.39.24 &

-4 KrutschPad exe

i logegenters oy B e IS ] A
Bitmap SPLASH\Neutral Bl YO ARE HACKEDHTITETTTENNNINTT gy 5 apenlilss
_ . Help  (Patched with Restorakor 2006 Trial)
Powerful find-and-grab functions let the user | 0
retrieve resources from all files on their disks
’7 Backspace CE | C
MC 7 a 3 4 zqrk
> R 4 5 5 %
Defaced calc.exe using Restorator ms| 1| 2| 3| - |
I+ 0 +- . + =

) Copyright © by EC-Council
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CEH Tetris
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HE -
Lazaris

Games like Tetris, chess, and
solitaire are perfect carriers
for Trojans

It is easy to send by email

It is easy to trick the
“Ignorant” users

i

Copyright © by EC-Council
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CIEH HTTP Trojans
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The attacker must install a simple Trojan program on a machine in the
internal network, the Reverse WWW shell server

Reverse WWW shell allows an attacker to access a machine on the
internal network from the outside

On a regular basis, usually 60 seconds, the internal server will try to
access the external master system to pick up commands

If the attacker has typed something into the master system, this command
is retrieved and executed on the internal system

Reverse WWW shell uses standard http protocol

It looks like an internal agent is browsing the web

HTTP

) Copyright © by EC-Council
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C EH Trojan Attack through Http
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Victim

EC-Council

Clicks a file to download

Server

Copyright © by EC-Council
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CEH
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NHTTP RAT

i Bbackdoor webserver
#."8 o by z0mbie
W e g _,.-/

HTTP Trojan (HTTP RAT)

Infect victim’s computer with
server.exe and plant HTTP Trojan

| latest version here: |[htt|:u:.fa‘freenet.ama‘”znmbie]l |

zettings
¥ send notification with ip address to mail

SMTF zerver 4 zending mail
u can specify several servers delimited with ;

Ismtp.certiﬁedhacker. ol

your email addrezs;

Iceh-haia@iuggyboy.cnm

|7 cloze Firgla'alls SEMWET port:IBD
_| Create I— E it I_

Generate server.exe

EC-Council

Ele Edt Vew Fvortss Took Help |

2] 3| search ¢ Favories 2 [ (-

2

[ [ | [qmtemet

Victim

The Trojan sends
an email to the
attacker with the
location of an IP
address

Copyright © by EC-Council
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C E H Shttpd Trojan - HTTP Server
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SHTTPD is a small HTTP Server that can easily be embedded inside any program

C++ Source code is provided

Even though shttpd is NOT a trojan,

it can easily be wrapped with a chess.exe and turn a

computer into an invisible Web Server

shttpd Trojan from http://www.eccouncil.org/cehtools/shttpd.zip id dowmloaded

Infect the Victim computer with JOUST.EXE
Shttpd should be running in the background
listening on port 443 (SSL)

N

Attacker

Normally Firewall allows
you through port 443

Connect to the victim using
Web Browser

IP:10.0.0.5:443

EC-Council

http://10.0.0.5:443

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




C E H Reverse Connecting Trojans

Certified = Ethical Hacker

Infect (Rebecca’s) computer with
server.exe and plant Reverse 1
Connecting Trojan

The Trojan connects to Port 80 to the

rH -
Hacker in Russia establishing a reverse 2

Yuri, the Hacker connection
sitting in Russia,
listening for clients

to connect
Yuri, the Hacker, has complete control 3 Rebecca
He usually r%’”s the over Rebecca’s machine .
listener service on R Victim
port 80
INTERNET Copyright © by EC-Council
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c EH Nuclear RAT Trojan (Reverse

Certified | Ethical Hacker C O n n e Ct i n g)

1

Mar Juick Mer : s About & Fil, er = ol x|
IP:Port! 127.0.0.1:150 'i Connect 2 ~., Connection Manager | ' Create Servel =) Bookmarks =
—Log —Connections | A\ [Removable] & Fi [ Size | Type | Last Madified |

[22:01:18] Processes retrieved Al socket [P | con c3] -5 i\ [Fiveed] | jezyk polski. txt 0B TextDocument 2007-08-13 00:55:07

ESE??E} Eﬁfﬁﬁﬁ'r?t;'ﬂbéﬁiﬁt Bs76  192.168.1.100 Con | b D:\ [Fixed] | norsk. bt 0B TextDomment 2007-08-1301:00:40

[22:03: 16] Setting cipboard. .. | E:4 [CD-ROM] | portugués. txt 0B TextDomwment 2007-08-1300:58:50

[22:03:16] Clipboard text set b Fi\ [CD-ROM] /] tigng Viet. tet 0B TextDocument 2007-08-13 00:59:57

Eggi g;} 523:33325 :}Eg’;g - 7| Ttirkge. bt 0B TextDocument 2007-08-13 00:56:11

[22:05:06] Retrieving computer infarmation | Eestina txt 0B TextDocument 2007-08-13 00:58:30

[22:05:06] Info received = | pycexuit, txt 0B TextDocument 2007-08-13 00:40:35

3 | i :J:- A varn.xt 0B TextDocument 2007-08-13 00:51:44

liigs s, os iyt 0B TextDoument 2007-08-13 00:35:31
~Open Windows | & Keylogger 1Bl %]| 05 TextDooument 2007-08-13 D0:59:41

@File Manager -

4 Screen Capture [22:03:496:46 Norwegian - Wikipedia, the free encydopedia - Mozilla Firefox]
mprocess Mariager Super revamped keylogger!

0B in 10 files
-
rk Manager I o | v
£ Network M [m] [ » -
VWCOMPLUTERDSY fture Clicks .
] W8 Microsoft Windows Network _:I Mame I Size | ‘I
=44 MSHOME I narsk.tet 0B
-5 #® \WCOMPUTER portugués, trt 0B
3 apmins tiSng Vit tet 0B
£3 allegro |Tiirkge. txt o8
| pycokmii, txt 0B
] _f| Llvmnaod 0B : i
ES_’I—I WUES IUE pnsh txt 0B B Fd States) z
At o0 tm) XP 1700+
Remote Path I Local Path I Complete | Typ
B
4| | (¥ s
: /INDOWS. D\Testing\NR \example.exe
[Network resources received v 0\Testing R \example.nr
- — = ST s i pating \NR e xample. exe
*¥ process (Ol
Processes =conds fiol
| oduies | ard Time GMT (-03:00) PN
Process MName i FID I Path I Threads I Memor... i CPU Time I ‘J
bds.exe 3964 D:'BDS\bin'bds.exe 10 45,46MB 005:03:52
firefox.exe 1436  C:'Program Files\Mozilla Firefox\firefox. exe 25 68.79MB  002:07:11
FlashF¥P.exe 4032 C:\Program Files\FlashFXP\FlashFXP.exe 4 3.62MB 000:39:156
dient.exe 3828 D:'\DelphifNew Mudear RAT\dient.exe 5 6.62MB 000:24:12 Ej

) Copyright © by EC-Council
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c EH Tool: BadLuck Destructive

Certified = Ethical Hacker T rOj an

This is a dangerous and destructive tool

When executed, this tool destroys the operating system

The user will not be able to use the operating system after the
machine has been infected by the Trojan

DO NOT OPEN THIS FILE! —

\Eﬂdluck.exe WARNIMG! DO
MOT OPEM THIS

EXE FILE. TXT

) Copyright © by EC-Council
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C E H ICMP Tunneling

Certified = Ethical Hacker

Covert channels are methods in which an attacker can hide the data in a protocol that
is undetectable

Covert channels rely on techniques called tunneling, which allow one protocol to be
carried over another protocol

ICMP tunneling is a method of using ICMP echo-request and echo-reply as a carrier of
any payload an attacker may wish to use in an attempt to stealthily access, or control, a
compromised system

) Copyright © by EC-Council
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C EH 1cmP Backdoor Trojan

Certified = Ethical Hacker

WINDOWS" system32' . cmnd.exe

C:“\Documents and Settings“Administrator.UINDOWS\Desktop~ICHP Backdoor '.-Jin32)icmp=
srv —install l

=Welcome to wuw._hackerxfiles.net======

———[ IGMP-Cmd vl_.8 bheta. by gxisone
———[ E-mail: gxisoneBhotmail.com
—-—I 2883815 1-—

Uzage:= icmpsrv —install (to install sewrvicel
icmpsrv —remove (to remove servicel

Transmitting File ..
Creating Service ...
Btarting Service .... Pending ... Success ?

C:sDocuments and Settings“Administrator.UVINDOWS-Desktop~ICMP Backdoor Win3i2>

ICMP Server

Command: 1cmpsrv -install

ICMP Client

Command: icmpsend <victim IP>

System32',cmd.exe - icnpsend 127,

C:sDocuments and Settings“idministrator UINDOWS“DesktopsICHP BackiGor '.-J:i.n32)it:m1)u
send 127.8.8.1 l
=====Uelcome to wuw.hackerxfiles.net==

———[ ICHP-Cmd vi.B@ heta. by gxisone
——[ E-mail: gxizonelBhotmail.com
—-—L 2883817

Eiﬁié gimgizngoﬂzﬂgggll’ Hsh for help Commands are
ICMP-CMD>H

[http: 127 .8.8.1/hack.exe —admin.expd <(Download Files. Part} Sent USIng
[pslist] {List the Process)
[pzkill ID] (Kill the Process)

Command {run the command> - I C M P prOtOCOI

ICHMP-CHD>

Copyright © by EC-Council
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C/EH Backdoor.Theef (AVP)

Certified = Ethical Hacker

Using this Trojan, the server opens various ports on the victim’s
machine (eg. ports 69, 4700, 13500 and 2800)

Once compromised, the hacker can perform many functions on the
victim’s machine, rendering it completely vulnerable

( A brief list of the functions available:

.

\—

 File system: upload/download, execute, etc
e Regsitry: full editing
» System: force shutdown, disable mouse/keyboard, shutdown
firewalls/AV software, set user name etc. (plus lots more)
e Spy: start/stop keylogger, grab logged data
. ]Ic\/lacr|1line Info: Email/dialup/user details - options to retrieve or set
ora

) Copyright © by EC-Council
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Certified = Ethical Hacker

Backdoor.Theef (AVP):

Screenshot

&2 Theef Client w1 .37, =erver -

00:00:00 =L

FTF commands

k
Dovvnlozd } f.gll Wallpaper

-

Upload | 2\ Empty Dir

oL RN @ Delete File
_ -

Bitmap '_":‘JI Fecycle
= [& 2]

= Fead mize

- (2 &

’ Matme of file to weork weith Size of Faolder -

t‘l_-,.f} Fename

E? Hide File
fJ Creste Dir

(ﬁ Plary Waigwy

-
2

Prirt File

Dizconnected

(w2 @

EC-Council
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CEH 2w (TrojanToWorm)

Certified = Ethical Hacker

Use any file with the stub transforming it into worm

' Karcrack T2W 1.0

Crear Woarm

|E:HD acuments: and SettingzshkKobayashihDeskiophT 2 1.00 ™~
Mombre de USE intocable:

| T2w/-NH7754U _Fandom_

Fecha en la que el zerver deja de infectar [dd/mm/aal:

9/10/2007 ™~
Iniciar con el sistemna. mj

) Copyright © by EC-Council
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C EH Biorante RAT

Certified = Ethical Hacker

Features:

EC-Council

Highlighted connection list if webcam is detected
Online Keylogger

Screen Capture - PNG compression

Webcam Capture - PNG compression

Computer information with customizable script
Uses only 1 port

Each server assigns own download folder\profile

Copyright © by EC-Council
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C EH Biorante RAT: Screenshots

Certified = Ethical Hacker

:'I_' Biorante Client ¥1.0 - 1 Users Connected
ﬁSeﬂinga - l'j]‘v"ariables I windowes ﬂTransfers

Socket | Idertification | Computer - User . | Femate Addres. .. | Yersion | Webhcam |
€54 pew User (United States ... SECURITY-CRHI.. 127.00.1 - 1957 0.1 Pre Rele... Mot Detected

b, Connections L) Creste Server

.!'I. Create Server

|4 Load Settings Sawe Settings ﬁ B ild Change |con

W ariable | alue

.~ Hostname 127.0.0.1
= Port 13957
- Password

- File Name TEMVE EME

1 Users Connected Accepted Connection

- Reqizty Bun Current user Falze
- Beoigty Bun Local Mac...  True
Megistiye Eey Dhartkey
= Reqgisty Bun Active ¥ Falze
- Reqistry Achive & Kep {091C0915-47CC-47EB-CCCO-A9456F81 7006}
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C EH pownTroj

Certified = Ethical Hacker

DownTroj is a Trojan horse with the following
features:

Remote messagebox

Remote info

Remote file browser (+ download, upload, delete, make/del dir)
Remote shell

Remote task manager (+ start/kill)

Remote keylogger

Remotely reboot or shutdown system

Coded in C/C++ and also has:

» Reverse connection (bypasses routers)

More victims at the same time

Unlimited number of hosts/ports to connect to

Installing into location where it is impossible to access with windows
explorer

Task manager process hidder

Windows firewall bypass

] Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




C EH DownTroj: Screenshot

Certified = Ethical Hacker

Settings

Fart ta lizten: sl

T

Exit | Continue

DownTroj Master Client demo

Fuart 5555 binded. Wwaiting for victimz to connect. About E xit

Place [ Mame Address k.eplogger
1]

) Copyright © by EC-Council
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CIEH Turkojan

Certified = Ethical Hacker

[ Aktif PC .deneme ] Turkojan C |I|-'r|f 4.0 [Online: 0] _

Turkojan can get [Engish  [-][ " Editer |[ sEtt.ngs||J About - Order | Port: [15363 | [55 stan |

remote passwords via y Qonimn
advancepd password ; s . T I-I R K J A N
manager w ek -

= e keyboard -

b comrmunication
manage files
a commands

ﬁﬂh server properties

(L8 spstem infarmation

) fun manager
=5 contact us TURKOJAN

local toolz Copyright CigiCigi Online
1997 - 2008 All rights reserved.
Made in Turkey

Connection 1D : IP Addrezsz : Computer Mame : s
deneme 85109.45170/192.168.159.120 DEG-BR4DASEREF2 i P

Feady Statusz : Pazzsive I
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C EH Trojan.Satellite-RAT

Certified = Ethical Hacker

Elevated risks are typically installed without adequate notice and
consent and may make unwanted changes to your system, such as
reconfiguring your browser's homepage and search settings

& Satellite RAT v.2.00 Port : 12345
Settings  Builder Status  About
Server D | B AN

192.168.1.122 [ 192168

05 Rk CPU Anti Yz Statuz Fing

I T 0 ! I —

Lzer Manme

Frivieges Cornp. Mame
22 | Kobayashi

SECURITY-C... | ‘in =P

Filzname Size S peed Time Left Trangfered Total Status Percen t

Copyright © by EC-Council
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CEH Yakoza

Certified = Ethical Hacker

Added to Registry:

HKEY_ LOCAL_MACHINE\NSOFTWARE\
Microsoft\Windows
NT\CurrentVersion\Winlogon "Shell"

Old data: Explorer.exe

Email Options: “

Delphi_Developer 2005@ry ahoo, cor

example : myemail@yahoo.com

i Brop icon
'. Girl4 icon

New data: explorer.exe svshost.exe

) Copyright © by EC-Council
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C EH DarkLabel B4

Certified = Ethical Hacker

DarkLabel is a firewall bypass reverse connection remote administration tool,
that allows you to remotely control computers that are behind firewalls and
routers

% DarkLabel 1.0 B4 by dLinside
Socket  Notification [ File Transfer 1 [ Server Builder ] [ About ]
Log zers

[15:50] DarkLabel 1.0 54 Loaded socket [ Lacal 1P /1D [ user @ Host [ 1ime [ Location Satus [Png  [Tries |
[15:51] Administrator@pe : Connect:

Administration 3

4 T » Information
File Manager
fere D Shel

1186 1087 Process Manager

Key Manager 3
Dowrloader

Screen Manager

Window Manager

Passwords
Windows HTTF Server

Connection Bouncer

o)\

TCP Tunnel
Others

Plugin Manager
Fower

v | v v

Eroadcaster

Socket: Enabled
Users: 1
Outgoing Data: 461 bytes
Incoming Data: 11,3 KB
Ping Countet: 25

Traffic

) Copyright © by EC-Council
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C EH Trojan.Hav-Rat

Certified = Ethical Hacker

= Hav-Rat 1.3.2 BETA
File About

Server Settingz

Hav-Rat uses reverse connection, Morer [17 ] Adninoomend [

S0, no need for opening ports on Tiansierpat 200
target/user

Hide the password [ requires pazsward for review |
On Connection settings

Show Meszengerstple nofitication when a connection appears

Mudge thiz Windows Live Mezsenger contact when a uzer connects
hawalite@hatmail. com

Play sound when a connection appears

(B

If varong password iz detected pleaze notifp me and show pazsword frazse

This tool can mess with people
and steal information

¢zbConnections | “Build Server | | |Settings | i0ptions | (EAbout
Status: Mew conneckion from 192.168.1,122

Conneckions: 1 Port: 00

EC-Council
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C EH Poison lvy

Certified = Ethical Hacker

Pl is a reverse connection, forward remote
administration tool, written in masm (server) and
Delphi (client)

Pl does not use any plugins/dlls or any other files
besides the server and does not drop any other files on
the target system

) Copyright © by EC-Council
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C EH Poison lvy: Screenshot 1

Certified = Ethical Hacker

EC-Council

Poison Ivy
0] AN LAk ComnpLiker
Ly 127.0.0.1 127.001 SECURITY-..
<

Version 2.1.0 ‘\Connections ABuild A Settings A Stats Adbout /

Izer Mame
K.obayazhi

bAoe T,
Admir

EOX]

05 CFU RAM Y
WirsP 2337 MHz 12748 MiB 2

Port: 3460 | Connectionds): 1
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Certified | Ethical

EC-Council
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C EH Poison lvy: Screenshot 2

Hacker

Poison Ivy

Mew Server

Connection
DMEPart: 127.0.0.1:3460, o Add
10 m
Pazzword: e
[(]50cksd
DMS/Port:

[ 5tartup

Actives Kew

Inztallation

Filename:

[ Copy file to:

[Itdeh
[1key logger
[ Persistence

Advanced &
Process bMutex: Pogh. 14
K.ep Logger Mutex: [VLCA032Ca

Version 2.1.0 "'-lEu:unnectiu:unS }\B uild ,-{S ettings ,-{Stats ,-{.fl'n.l:u:uut,-"'

Port: 3460 | Connectiongs): O

Copyright © by EC-Council
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C EH Rapid Hacker

Certified = Ethical Hacker

Rapid Hacker can hack / crack / bypass waiting limit at
Rapidshare.com and Rapidshare.de

_ X9
RAEID HACKER
- version 2.7 Final
Ahout Rapid Hacker:
Welcorne to Rapid Hacker,

g s0 that you can und

this edition of Rapid H

€ Play the Musict @ kil the music!
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C EH SharK

Certified = Ethical Hacker

SharK uses the RC4 cipher to encrypt the traffic

Keylogger works with WH_KEYBOARD _LL hooks

Manipulate running processes, windows, and services
from the remote console

Interactive Process blacklisting, which alerts the
attacker if the blacklisted process is found on the
victim’s machine and prompts the attacker to take
action

Code injection into a hidden Internet Explorer window
Is an attempt to bypass firewalls

] Copyright © by EC-Council
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C EH Shark: Screenshot 1

Certified = Ethical Hacker

EC-Council

“% sharK 3.0.0 fwb++

shark, Desktop Preview IRC-Chat  Website

D | IP Counktry Lsername PC Mame | o5 | CFU
B ohark 3 192.168.1.122 [ 192.168.1.122 United St...  Kobawashi SECURITY-CR...  ‘WinxP 2992 M
£ >
[5:02:50 PM] Initializing Client, .. A

[5:02:51 PM] Listening in Pork: 60123

[5:02:51 PM] shark 3.0.0 fwb++, Last Compiled: 17.01.200¢
[5:02:51 PM] Updatecheck. ..

[5:02:55 PM] Mo Update available,

[5:31:02 PM] * Mew Server; 192,168.1,122 -- sharkl 3 (Kobar

< b

shark 3.0.0 fub++

Welcorne to shark 2.0.0, Kobayashi

Thiz iz an information box refreshing its content
every 24 hours, Here vou will get information
about new shark developrnent states and other
releazes of BoredCoders sometirmes,

King Regards,
sMiperl09 and rock?

Copyright 2007-2008 (<) BoredCoders.com

Pork: 60123 Servers: 1
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C EH Shark: Screenshot 2

Certified = Ethical Hacker

~&4 Basic Settings

V- Server Installation Terminate server, i it is being started on...
B2, Start Up
j Install Events W WM
'+ Bind Files ] 0L R
3 Blacklist v Morman Sandbox
finti Debugging
? Stalt b v Debugged mode
i Firewall Bypass W Sandboxie
i Advanced
é p— W Wirtual PC
Compile v Swmankec Altivis SYS

[v innatek YirtualBox

Load Settings l [ Save Settings Cancel
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EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




™

C EH Shark: Screenshot 3

Certified = Ethical Hacker

*"5 Mew Server
—&1 Basic Setkings
[ Server Installation ¥ Enable Firewall Bypass
B2 Start Up
] Install Events
* Ri il .
W Eind F_"ES Inject Inko:  |agdefaultbrowserd
€3 Blacklist
[=5 Anti Debugging Yoo can wee Fecafawthronsar s, Seminci- e, Serpadirds, feorogramsd ¥ and Yefemodl- e
in Ehe path ar varabfas.
Shealth
% A rirewall Bypass Example: %oroqramsci-as (M Masranger i manmage, axa
(¥ Advanced
O Summary
w Compile
[v Try to Unhook Userland APT Hooks
[w Stark Server manually if injection Fails
Load Settings l [ Save Jettings Zancel
) Copyright © by EC-Council
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C EH HackerzRat

Certified = Ethical Hacker
Aw&
Yalo¥,

Dizconect

1921681122 "IN

7\ =

CEEE |
= |

' Give my Curent |

W=
P |
1] 1] B (W] )=

Frint Sreen _

- = - =

Wi Ke_l,llu::gger S'I'F' I

Thn—- file: Tr: ::h-rlrhug. 1] -_H 3 N
L]

l IF List_JJ Make 1?BMI:| iPr l

rMake 100 Folders l Geta Buzzl l

b atrise Chat:

[4]
“our Mick

- =
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CEH 1o

Certified = Ethical Hacker

Itis a FTP keylogger and compatible with windows vista

TYO 1.1.0

| FTP/Logg Settings | FTP Test | Build Server | About X

FTP SERVER |12?.D.D. 1

FTP USERMAME |Ha'u'a|i1:|::|

FTP PASSWORD  |Pass

FTP PORT 21

| LOGGFILENAME [loga.kg

UPLOAD WHEN BIGGEFR. THAM (BYTE) |1I]I]I]
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EC-Council

Ethical

™

C E H 1337 Fun Trojan

Hacker

About 1337 Fun Bat

1337 Fun Rat - Client

Quit 1337 Fun Rat _'

Connection
Status: Orline 127,001 I EET
Mezzage Functions Browser Functions Fill Functions
| Title
:Message :http:.-’a’ Kill Browsers | :e:-:plcurer.e:-:e
Send Messggn_a Send Emar 1 I:I!:uen Eru:uwser_' Fill ICE Fill Frocess
Windows Functions Dizable/Lock/0Open EnableUnlock/Open
Logout User R eboot “Windows | Disable CMt Enadic Ml
Shutdovn ‘wWindows I Send a Beep Bl BN HosetDL i
Dizable T azkmanager | Enable Taszkmanager |
Chat with “ictim
[ e
Send Connect | Quit Chat .

.Hade.i:uy mam, Swritten in YEE. Thanks to vl:;-:-:.nrg. Yisit: Baci{yard-énurce.net

All Rights Reserved
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c EH Criminal Rat Beta

Certified = Ethical Hacker

4. [#Criminal-Rat#]

Capturar Desktop
Capturar WebCam

Explorar Arguivos
Explorar Registro
Processos Ativos
Keylogger

Ativar SIN Mos=strar Poplp

Classicos

Executar Comando
Bate Papo
Dowload Web

Dpcdes Servidar

Modificar DMS in EXE
Abowt
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CEH vicspy

Certified = Ethical Hacker

EC-Council

1:

% VicSpy Keylogger 2008 95/98/NT/2K/2K3/VISTA

SEFVErS

Status: Please enkter one or more ftp servers

IFI:|:|:,l',l'user:pass@Ftp.example.cum,l'lngs,l' Zheck. |

2 Check |
3 Check
4 | iZheck
L Check
File:
Cal Save ko
@j ﬁeylngger.exe Browse |

Creake |

Bind with an other file{Optional)

Cankrol

Reconneck: | m mins

| Melt
| Local cornmands

-

Browse |

E12008 VicSpy Soft
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CIEH optixPRO

Certified = Ethical Hacker

Optix Pro w1.33 Builder
= = 3

BuildjCreate Server: 0%

y

r Fireswall and Anki-virus Killing

about Optix Pro | Enable Kiling of in-built firewall's
Cliert Settings r Remote IP Scanner

Server Options Start TP 0 Enable Killing of in-built Anki-viruses

Power Cptions Stop IP: o Enable Killing of in-built packages that are both Firewall & AYS
Server Infarmatio ' : . :

Managers Bt 133 Specific .EXE's

File Manager MTIZEf %P Services
Process Manager Current IP:  0.0.0.0 | == Get Curent [P |
Windows Manager,
Feqistry Manager
FTF Manager
SIOCKS Server

Port Redirect

Application Redire
Zomrnunicakions

Message Box Start Scan Stop Scan

Get Curent Reszults:

Language “hanged!

Language hanged!
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C EH ProAgent

Certified = Ethical Hacker

a! ProAgent v2.1.9 Special Edition

EC-Council

Select Language
Send Menu

v| Send Pazswords

v| Send CD-Keys

v | Send Keylog

Send Yirtual Kevboard Logs

| Send Spstem |nfarmation

v| Send Addresz Book

v | Send URL Hizton

v| Send Processes Log

Server Extenszion
#: ExE [Haz icon suppart]

SCR [Haz icon support]

Server lcon
'ou can choose any ican far server

M atification

E-tail: | bombermani@yahoon, corm

ProAgent - Professional Agent
E

Advanced Settings

Optionz
Give afake eror meszage

kel zerver ot install
v | Dizable Antivinuz Programs
v | Clear wWindows #F Bestore Points

Fratection for rermoving Local Server

@ *5 Choose lcon

PIF [Haz no icon support]
COM [Haz noicon support]

Eind with File
Bind with File

£
-—

Your e-mail address which pou will to receive information from
Frodgent.

Test

Aot

Caopyright € 2005 515-Team

Decryphor

Translation by MAA

BAT [Haz no icon suppart]
ChD [Haz no icon support and Only w2k)

'ou can bind server with any filez pou
wamk

Create Server
Remove Server

Licence Info Help

L
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C E H OD Client

Certified = Ethical Hacker

Features :-

 Remote Web Downloader (Main Function)

» Downloads and executes a file from the Internet remotely
Windows XP & Windows Server Rooting (Remote desktop)

e Adds a admin user to the host and allows for remote desktop
connection
e Username:- xplorer
» Password:- I3vel69
* Remove Server

e Uninstalls the server from the host
Shutdown Server

e Shutdowns the server but does not uninstall

<. Xplorer_eX's OD Client v1.0

Server Port | Socket [ Listen |
127.0.0.1 13320 1 [ Toat ]
| Send LIAL |
[ Server Options |
[ Create Server |
[ About _]
Listening... Servers- [ 1 Copyright © by EC-Council
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C EH AceRat

Certified = Ethical Hacker

Features:

Shutoff, Log Off Victimes PC

Full functioning and
interactive File Manager

Send Error Msg's
System Info

Change Wallpaper, System
Colors

EC-Council

[ [Ace RAT v1.0]- Public Version o 4 ¢

| Open cD Tray || Close CD-ROM Tray |

| Fix Mouse Buttons |

show || Restart || Show |
Taskbar ———
| Shutdown |

Hide | | |
Taskbar || Logoff |

| Swap Mouse Buttons |

I | Show Start Button || Show System Clock |

| Hide Start Button | Hide System Clock |

Take Desktop Pic || Send Error Message |
| Change Wallpaper |

| Get System Information |

| Get System Colors || Set System Colors |
I

Restore System Colors |

8.1.100
Disconnect

All Rights Reserved. Reproduction is Strictly Prohibited

| WP

Get Drive List

Enumerate Visible
Windows
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C EH Mhacker-PS

Certified = Ethical Hacker

MHacker-PS version 1%

Fake Picture

o NN

EEEEEEEEEEEQARAQIAE =

Send Infarmation Ta ...

vour v

er inztall |

ServerName
Mhacker?S | AboutUs |yl

Xray-Programer
Tak Virus

) Copyright © by EC-Council
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C/EH RubyRAT Public

Certified = Ethical Hacker

4[ Features :

)

)

output!)

e Terminal Server (Remote
Desktop) enabler/disabler

* File Browser with File
Upload/Download/Execute/File
Info List/Kill Processes

« Active or Offline keylogger

» Get Basic Computer Information
e Execute Command (Sends back

EC-Council

RubyRAT PRO

Listen on port :  |27047

Listen | Coded by xT-Dart-Tx - LeeBB.org

Connected IF"s

Computer Mame

erzion IP Location

CANADA,

f& Send to zelected

Client O ptions

Abaout

Infarmation
Power Options
Server Dptions
Execute Command
Terminal Server
File Browveser
Fegiztry Editor
Froceszes
Kevlogger

Firefox Pazzwords
[D)0as

Send Ralw Data

Chat with wictim
Build Server

Send Keystrokes
EETER A | |~ os/Mo

™ Sendto all ﬁ
Fur Stuff
MeszageB ox
Tite: i bk ‘ Sl |
|RubyRaT
(Eantiart Hide Desktop ‘ Show Desklop |
[T-Dart-Tx OwhZ 001 _
Hide Start Button ‘ Show Start Button |
Buttons/lcon:
f+ Critical Hide Tazkbar ‘ Show T askar |
™ Infarmation
" Exclamation Hide Tray ‘ Show Tray |
Send

Copyright © by EC-Council
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C E H SINner

Certified = Ethical Hacker

Coded By Xplorer_eX

Xplorer_eX

Copyright © by EC-Council
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C EH ConsoleDevil

Certified = Ethical Hacker

ConsoleDevil is a small RAT (Remote Administration Tool)
that allows you to take control over a remote computers
windows console (command prompt) from where you can do
almost everything such as pinging servers, browse
directories

| ConsoleDevil

M ame |F
SECURITY-CRHIZR AKobay... 192.168.1.102

[P:3000] SECURITY-CRHI2R /Kobayashi Connected..

) Copyright © by EC-Council
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C EH ZombieRat

Certified = Ethical Hacker

ZombieRat is made in Delphi 2005

. software Tools Connections _'-J;n,, Help:
Features: S—
Language: IEngIlsh L]

Internet ] Mezzage J b atris Chat 1 b crmbar Stuff I Other

d O pe nS Wi n d OWS About I Connect -] PL ko ] Spy ]— Control ] Fun
P rog ram - M SC_O nfl g ' :Ef;T:?.JIII;idljﬁizs;:gger;?is;iezzzkﬁi?ahcuturﬁj,j:nd donate & lot of money
Calculator, Paint, hitp: /v

http: fhac
ftp: /7861

Click he

Narrator,
NotePade,WordPad, -
RegEdit, Clock pu —

Z0mbieRat:.

) . The Bo$s

e Enables/ Disables Special thanks:

TaskManager and ! |

Hides Shutdown i) Spaciol fonks iorkansieRan |

button Ztm AT

- ; 2 AN
hd KI I IS prOCeSSES Frogram made by The Bods ¥ F X il
Mok Connected! Program Coded by The Bo$$

) Copyright © by EC-Council
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CIEH FTP Trojan - TinyFTPD

Certified = Ethical Hacker

TinyFTPD is a simple FTP Trojan which supports most of the standard FTPD Commands
IP can login 8 times simultaneously

Usage:
e Tinyftpd [ControlPort] [BindPort] [UserName] [Password] [HomeDir] [AllowedIP] [Access] [-Hide]

Tiny FTP Daemon FE:Z2 >

b
Q AT LEREDNEESNELI.
IE%EEM’F'&J@%?“_&)MI M_O‘E:?TEI”FZ'
7&—*5%7 . BEREL TS
Bl Gl vasZIR g S WIRE i
ﬁ:li.:zgﬂ'b\ [EEITEMEL7SL el gBE DD
. FET s FEEL L

) Copyright © by EC-Council
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CIEH vNC Trojan

Certified = Ethical Hacker

VNC Trojan starts VNC Server daemon in the
background when infected

It connects to the victim using any VNC viewer
with the password “secret”

Since VNC program is considered a utility - this
Trojan will never be detected by Anti Virus

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited
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C EH VNC Trojan: Screenshots

Certified = Ethical Hacker

WinVNC: Current User Properties

Connection details

Incoming Conneclions 0K

W Accept Socket Connections

w Ok
WHC : -
— i | J Dizplay Humber : | v Ao S

Cancel

Iz hozt:display
£.0. snoopy; 2 Pazzword : |

[Dizplay defaults to 0 if nat given) Options...

Apply

r
| Disable Remate Keyboard & Pointer

[ Disable Local Keyboard & Paointer

Ilpdate Handling

Foll Console
[ Pall Full Screen 7 e

~— Foll On Event

v Paoll Foreground YWindow S e

[ Pall window Under Curzar

) Copyright © by EC-Council
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CIEH webcam Trojan

Certified = Ethical Hacker

Webcam Trojan provides an attacker with the capability
of remotely controlling a machine via a client in the
attackers machine and a server In the victims machine

A Cli3nt =] =]
1P |12?.|1|11 Fort : |285 Connect | |

YWebcam Capture

MAIN OFTIONS :

Compression : |5|:|

Download From :

M A

Start Capture
Stop Capture

Ciriver Options ;

Get Driver List

Set Selected Diriver

Abot

Statuz ;| R3ady bo r3ak zom3 Havol:

) Copyright © by EC-Council
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C EH DJIRAT

Certified = Ethical Hacker

r.
& DjiRAT - the trojan of the holy war

) Copyright © by EC-Council
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C EH skiddie Rat

Certified = Ethical Hacker

e nd il [ | Pestruction

M Condrof

Messanes oo o . - =

£ amer Ny

Chat {{=

. Destruction

fformation e z : 2

Change Skir Exit

Skiddie Rat 1

Server Options Server Builder |

nASdEss | ro0 yo0 f 100

12345 | Melt?  Change fcon? ||

Browse fcons

Exit
I S . o by EC-Council
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C EH Biohazard RAT

Certified = Ethical Hacker

=

ks Bichazard RAT v 0.0.1.1 Alpha

J."E
Manager's und Spionage About

- L;.; H s 00O @
Downloader DuEkt SLM Direkt | Schliessen Meustart Deinstalliern

EEl-.El

Erstellen Verbindung Server Optionen

waiting

EC-Council

[=f il =]

S

Optionen

Opti...
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C EH Troya

Certified = Ethical Hacker

Troya is a remote Trojan without Client,
for controlling another PC from your PC

It is a web-based Trojan

After sending and running server in the
Remote PC, you can put the IP Address
of that PC in your web browser and

connect to that PC and take control of it

EC-Council

Email Mokify:

Ernail: krova, brojan@Grnail, conn
SMTP Server: | gemtpl &3.google.com bk
Heaw to Send Email: SMTP Web-Based

Server Setkings
FileMame a&fter Install: WinLoaderxP exe

Server Port: a0n b
fow

AntiCrash . Disable Windows ¥P Firgwall

Server Icon
“f:_f'N-:n Icon If:'_i'll|:uE:-;|Il:l:un f:"Setup Icon '@,"Custnm Icon

Icon FileMame: l:]

Fake Error Message
Zapkion: |Egror

Copyright © by EC-Council
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C EH ProRat

Certified = Ethical Hacker

Activation Key :

e User : mohdjasel
» Key : 66618e869accfc4f96

EC-Council

ProRat ¥1.9 Connected[192.168.0.3]

Hide Dezktop lcons Show Lok Chrl+élt+Del
Hide Start Eutton Show Open Cri+alt+Del
Hide T askbar Show
Open CO-ROM Cloze Cloze Monitor
Crazy Kevboard Lightz Fis it Open Monitor
Yialate Dizplay Fis it
Addaabtaouse Fisi Bl e
Lock Mouse Fi it Elasg
b ake Mouse Go Crazy Fis it
Flip5creen Fix it | ) Help

Englsh |~
PC Infa Applicatiohs
bezzage Windows
Chat &dmin-FTP
Funny Stuff | File kanager
|Explorer Search Filez
Contral Panel Registy
Shut Down PC) Screen Shot
Clipboard F.eploager
Give Damage | Passwords
R. Downloder Run
Fririker Services
Online Editor |ProConnective

Create

Services are refrezhed.

Copyright © by EC-Council
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C E H Dark Girl

Certified = Ethical Hacker

Remote Access

Works as a keylogger

-
@ park Girl Cliente v9.0 Final

Arguivo Comandos  MSM Avangados  Atuslizagdo  Sobre
- . ; v,

W"‘ -
3 & F (.
b L, N T T

Internet F'rotoc:o_l

E sconder Iniciar

Ezconder barra de tarefas

Mostrar |niciar S

= ., &

Mostrar barra de tarefas §

Desligar E zconder Relogio
Fieiniciar Mostrar Relogic | 8
i L}
Logoff | - et
AT
Telalo
[ i Wy
Abrir CO

Fechar CD |68
[ e

(—

) Copyright © by EC-Council
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C EH DaCryptic

Certified = Ethical Hacker

Functions:

e Registry access

e File
upload/download

e Keylogger

EC-Council

Configuration  Function  Remote computer

Local directory:  |CHTEMPY

Hoszt

Part E nker E xit

Remote directory: [T

<_| |12?.|1c|.1

|11?4 5 | .:=.|
-

Microzaft weock32.dll, ver2 2, 32bit of Apr 28 1998, &t 13:33:24.
whferzion: 267 wHigherzion: 514 Soztem O winga.
Maw Sockets: 32767 Max Udp: BB4E7

| -]

| Size |

Directony / Files [Remote]

| Size |

Directory / Files [Local]
[ A

== C:h (5

Mo

HEN

2098832

|Stant

|Buffer size: O

|Total bytes: 0 o

All Rights Reserved. Reproduction is Strictly Prohibited
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CEH Net-Devil

Certified = Ethical Hacker

M

NET-PEVIL 1.4

ip:[127.001

[=]fee]

| pu:ur‘t: conhect | @

fmare. ..

net-dewil 1.4 coded by nile=
awaiting commands. ..

ECPIT-SERVER 1.4 £

| ﬂ read zettings

EC-Council

File-name after *inztallation™

kd ain port: K.eplog port; Transfer port:

[T Pazsword protect server
Fazzword: Hetype password:

rrail niotify
ico notify

about

=ave 2AVE 3%, | zave and COMpress server | it |

Copyright © by EC-Council
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c EH Trojan: PokerStealer.A

Certified = Ethical Hacker

PokerStealer.A is a Trojan that heavily relies on social engineering

It comes with the filename PokerGame.app as 65 KB Zip archive; unzipped, it is
180 KB

When it runs, activates ssh on the infected machine, then sends the user name
and password hash, along with the IP address of the Mac, to a specified e-mail
address with a subject “Howdy”

It asks for an administrator’s password after displaying a dialog saying, “A
corrupt preference file has been detected and must be repaired

After obtaining the password the attacker can take control on the machine and
delete all the necessary files

) Copyright © by EC-Council
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Certified | Ethical

EC-Council

Hacker

PokerStealer.A: Screenshot

A N O oy PokerGame Info

. PokerGame

¥ Spotlight Comments:

¥ Ceneral:

Kind:
Size:

Where

Creared:

Maodified

Label:

: fUisers}

Application (Unilversal)
180 KB on disk (159,843 bytes)

Downloads/untitled
folder

Sunday, june B, 2008 12:50 AM

. Sunday, june 8, 2008 12:50 AM
Version:

PokerGame version 1.0 Copyright
2008 Andrew

*

Open using Rosetta
Locked

* Maore Info

¥ Mame & Extension

PokerGame.app

¥ Hide extension

¥ Preview:

* Languages:

» Sharing & Permissions:

Copyright © by EC-Council
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CIEH Trojan:Hovdy.a

Certified = Ethical Hacker

Hovdy.a, is an exploit for the recently revealed and unpatched privilege
escalation bug in Apple Remote Desktop

It asks for an administrator’s password by displaying a dialog saying, “A
corrupt preference file has been detected and must be repaired

It gathers the username, password and IP address from the infected system and
send it to the server

After obtaining the password the attacker can take control on the machine and
delete all the files from the hard disk

) Copyright © by EC-Council
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C EH Hovdy.a: Screenshot

Certified = Ethical Hacker

Password

A corrupt preference file has been

. . detected and must be repaired. Enter
the password for the user account

. . gulmne= to continue:

) Copyright © by EC-Council
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EC-Council

™

CEH

Certified = Ethical Hacker

Classic Trojans

Copyright © by EC-Council
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c [ H Classic Trojans Found In the

Certified = Ethical Hacker WI Id

Warning

These are classic outdated tools and is presented here for proof of
concept ( You will not be able to find the source code for these tools on
the Internet). It is presented in this module so that you are encouraged to
view the source code of these tools to understand the attack engineering

behind them.

Beast

Phatbot

Amitis

QAZ

Back Orifice

Back Oriffice 2000
Tini

EC-Council

NetBus

SubSeven

Netcat

Donald Dick

Let me rule

RECUB

Copyright © by EC-Council
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C E H Trojan: Tini

Certified = Ethical Hacker

Tini is a tiny Trojan program that is only 3 kb and
programmed in assembly language. It takes minimal
bandwidth to get on a victim's computer and it takes a
small amount of disk space

Tini only listens on port 7777 and runs a command
prompt when someone attaches to this port. The port
number is fixed and cannot be customized. This makes it
easier for a victim system to detect by scanning for port
7777

From a tini client, the attacker can telnet to tini server at
port 7777

source: http://ntsecurity.nu/toolbox/tini

) Copyright © by EC-Council
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C EH Tini: Screenshot

Certified = Ethical Hacker

lrootPLinuxborkstation datal#
[rootPLinuxkborkstation datalt nec -1 -p 44449 > tinilnfo.txt
[rootPLinuxWorkstation datals ls

pslistText . txt tiniInfo.txt
lrootlPLinuxkorkstation datali cat tiniiInfo.txt

ListhLLs UZ2.23 - DLL lister for Win9x/HT
Copyright ( 1997 -2808 Hark Ru Jich
http:s7www.sysinternals.com

tini.exe pid: 1196
Commaind line: tini.exe

Hase Dlze Jersion Fath
HxHH48HHHE Hx1HHHH Ciswindowsssystemdsstini . exe
[FootPLinixorkstation datals

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




CIEH Trojan: NetBus

Certified = Ethical Hacker

#t MetBus 1.60, by cf |0

. Serveradmin | oo oo, pucamum lJ Connect!

NetBus is a Win32-based Trojan program

Open CD-ROM [ ininterval: Iﬁ Cmd delay: ]“_ __About |

Like Back Orifice, NetBus allows a L [TT———
remote user to access and control the Show image e
victim’s machine by way of its Internet Text to send: I
link SWap mouse

Start program Play sound 0 0 Control mouse
It was written by a Swedish programmer i
named Carl-Fredrik Neikter, in March st St Wdise pos S
1998

Screendump Send text Listen Key manager

Get info Active wnds Sound system File manager
This virus is also known as
'Ho connection

Backdoor.Netbus

Source: http://www.jcw.cc/netbus-download.html

Classic Trojan presented here as proof of concept _ _
Copyright © by EC-Council
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C EH Trojan: Netcat

Certified = Ethical Hacker

Netcat is called the “swiss-army” knife of networking tools

Provides a basic TCP/UDP networking subsystem that allows users to interact manually or via

script with network applications

€

)

) Copyright © by EC-Council
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Outbound or inbound connections, TCP or UDP, to or from any ports

Built-in port-scanning capabilities with randomizer

Built-in loose source-routing capability

\)

\J

Cryptcat tool: Netcat with encryption




C EH Netcat: Screenshot

Certified = Ethical Hacker

er CIAWINDOWS\System32icmd. exe

visane .exe —h
[vl1.11 HT www.wolnwatch.orgsSnetcats ]
connect to sonewheres: ne [—options] hostname portls] [ports] ...
listen for inbownd: nec —1 —p port [options] [hostnamel [port]d
pptions =

—d detach from console. background mode

g inhound program to exec [dangerousz??]
gateway source—routing hop pointlz]l. up to &
NF gource—routing pointer: 4, H, 12, ...
thisz cruft
EECE delay intewrval for lines sent,. ports scanned
lizten mode,. fFor imbound connects
listen hapder,. re-lizten on zocket cloze
numeric-only IF addresses. no DHS
file hex dump of traffic
port local port number
o o randomize local and remote ports
= local souece addeessns
-t answer [TELMET negotiation
11 UDP node
—ii vephoze [uze twice to he move verbone]
-} EBCE timeout for connects and final net reads
= zero—[-0 mode [used for scanning)
port numbers can be individwal or wrangez: m—n [inclusive]

L

) Copyright © by EC-Council
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C EH Netcat Client/Server

Certified = Ethical Hacker

Netcat client

C:> nc <ip> <port>

EC-Council

Connect to the Netcat server

N
—
Server pushes a “shell” to the client

Netcat server

C:> nc -L —p <port> -t —e cmd.exe

Copyright © by EC-Council
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Description

-d Allows netcat to detach from the conscle on Windows MNT.

-e Executes a program i netcat is compiled with the
—DGAFING_SECURITY_HOLE.

i Sets the interval time. Metcat uses large 8K reads and writes. This basically sends data ane ling at a time. This is normally used when data is read from files
or pipes.

-0 Lsed to construct a loose-source-routed path for vour connection. This is modeled after traceroute™.

-G Faositions the "hop pointar within the list.

-l Forces netcat to listen for an inbound coennection. An example "'nc - —p 1234 =filename™ tells netcat to listen for a connection on port 1234 and once a
connection is made to send the file named filename. The file is sent whether the connecting svstem wants it or not. If vou specifv a target host netcat will only
accept an bound connection only from that host and if wou specify cne, onlyfrom the specified foreign source port.

-L Festarts retcat with the same command line that was used when the connection was started.. This way you can coennect over and over to the same Metcat
process.

-Nn Forces netcat to only accept numeric IF addresses and to not do any DS lockups for anvthing

-0 Used to cbtain a hex dump file of the data sent either wav, use "o logfile”. The dump lines begin with "<" or "=" to respectively indicate "from the net” or "o the
net”, and contain the total count per direction, and hex or ascii representations of the traffic.

-p Requirad for cuthound connections. The parameater can be numeanc or a name as listed in the servicas file_ If —p is not used netcat will bind to whatever
unused port the systems gives it, unless the —r option is used.

-r Causes port scanning to be done randomly. Momally it is done highest to lowest.

-5 LUsed to spedfy local network source address. Usage "-5 ip-addr” ar "-s name".

-t Enahbles netcat to respond to telnet option negotiation if netcat is compiled with —=DTELMET parameter. Telnet daemons will get no useful answers, as they
would from a telnet program.

-l Tells netcat to use UDP instead of TCF.

- Controls the level of verbosity.

«  (without —} netcat will do afull forward and reverse name and address lookup for the host, and warn vou about the allto-common problem of
mismatched names in the DMNS.
» LUsually wantto use the —w 3, which limits the time spent tryving to make a conneclion.
+ [f multiple ports are given = must be specified twice.
W Limits the time spent trving to make a connection.

Prevents sending any data to a TCP connection and very limited probe data to a UDP connectien. Use —j to insert a delay between each port probe. This is
useful as afast scanning mode just to see what ports the target is listening on.




CIEH Trojan: Beast

Certified = Ethical Hacker

Beast is a powerful Remote Administration
Tool (AKA Trojan) built with Delphi 7

One of the distinct features of the Beast is
that it is an all-in-one Trojan (client, server,
and server editor are stored in the same
application)

An important feature of the server is that it
uses injecting technology

New version has system time management

EC-Council

= T

= iy

B
Server| |Fluging | 55
Olultur| | Binder | JH

—— 1

| voneticiler |—{(_ Dosyalar_|
| Pencereler | L_Hegsty )
| |__Ekran |
|Lamer F'anelll webCam |
| Ellence || | Uygulama |
[ Sever | [ Wemler |
= | Servisler |
[ Gérevier )| |~ Fphoard )
| Beast Panel || ([ fifeler |

B allanamad|
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Certified = Ethical Hacker

Hacking Tools

) Copyright © by EC-Council
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c EH Hacking Tool: Loki

Certified = Ethical Hacker

(www.phrack.com)

Loki was written by daemon9 to provide shell access over ICMP, making it much more difficult
to detect than TCP- or UDP-based backdoors

As far as the network is concerned, a series of ICMP packets are shot back and forth: a ping,
pong response. As far as the attacker is concerned, commands can be typed into the Loki client
and executed on the server

. JCMPE. | ICMP

Lokl Client

Classic tool presented here as proof of concept

) Copyright © by EC-Council
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c EH Lokl Countermeasures

Certified = Ethical Hacker

Configure firewall to block ICMP or limit the
allowable IP’s incoming and outgoing echo packets

Blocking ICMP will disable the ping request and may
cause an inconvenience to users

Be careful while deciding on security versus
convenience

Loki also has the option to run over UDP port 53
(DNS queries and responses)

) Copyright © by EC-Council
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C E H Atelier Web Remote Commander

Certified = Ethical Hacker

Access to the remote computer desktop

Local files can be uploaded to the remote
system

Files can be remotely zipped or unzipped

Allows sending or receiving the Clipboard
contents like text, pictures, and Windows
Clipboard formats

EC-Council

-
A
&

.~ Atelier Weh Remote Commander 6

Desktop | Sysinfo | Networkinfo | File Syste

snapfiles

g L)L) |8y Computer » B
e |
Computer Wy Organize ~ &= g
Mame Type ’ Total Size Free Space
R Hard Disk Drives (3)

2| Docum

BB Pictures System (Vista) (C:) TestFiles (D:)

¥ i 7 = =

iR Music w £ 683 E e
4 i

Refresh rate: Fastest 'v:| Scale: 100% IEI = == B EHHP™ s

Remote Host User Name
snapfiles
Password
’( Disconnect:  sessses
= L Clear on disconnect x

Copyright © by EC-Council
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C E H Trojan Horse Construction Kit

Certified = Ethical Hacker

Trojan Horse construction Kits help hackers to
construct Trojan horses of their choice

The tools in these kits can be dangerous and can
backfire if not executed properly

Some of the Trojan Kits available in W

the wild are as follows:

* The Trojan Horse Construction Kit v2.0
e The Progenic Mail Trojan Construction Kit - PMT
e Pandora’s Box

EC-Council
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CEH

Certified = Ethical Hacker

X

Trojan Detecting Tools

) Copyright © by EC-Council
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C EH How to Detect Trojans

Certified = Ethical Hacker

Scan for suspicious open ports using tools such as:

e Netstat
* Fport
e TCPView

Scan for suspicious running processes using :

* Process Viewer
 What’s on my computer
e Insider

Scan for suspicious registry entries using the following tools:

« What's running on my computer
* MS Config

Scan for suspicious network activities:
e Ethereal

Run Trojan scanner to detect Trojans

) Copyright © by EC-Council
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C EH T1ool:Netstat

Certified = Ethical Hacker

Netstat is used to display active TCP connections, IP routing tables,
and ports on which the computer is listening

E:"-.,WINNT"-.,systenﬂ2"-.,|:n1|:|.E:H:E
.

C

C:wrnetstat —an

Active Connections

Address State

LISTENIHNG
LISTEMING
LISTENING
LISTENING
LISTEHIHNG
LISTENING
LISTEMING
LISTENIHNG
LISTEMING
LISTENING
LISTENING
LISTEHIHNG
LISTENING
LISTEMING
LISTENIHNG
LISTEMING
LISTENING
LISTENING
LISTENIHNG

Proto Local Address
H =7

TCP
TCP
TCP
M
TCP
M
H
TCP
TCP
TCP
M
TCP
M
H
TCP
TCP
TCP
TCP

(-]

R RE"T
'

()

EEEEEEEEEEEEEEEEEEEE-

QIR REEEE @@
QIR REEEE @@
QIR REEEE @@
SRR IEELREEEE&E
QIR REEEEERET
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C EH Tool: fPort

Certified = Ethical Hacker

fport reports all open TCP/IP fport can be used to quickly
and UDP ports, and maps iIdentify unknown open ports
them to the owning and their associated
application applications

C:W WINNT  system32% crnd.exe

E:“Hew Sharesfport-~Fport—2.8>fport

FPort v2.8 — TCP-IP Process to Port Mapper
Copyright 2008 by Foundstone, Inc.
http:/-www.foundstone.com

Pid Proceszs Port Proto
tcpsvucs -» 7 TCP
tocpsues - 9 TCP
tcpsucs -» 13 TGP
tcpsves -» 17 TCP
tcpsves -» 19 TCP
tlntzsur -» 23 TGP
suchost —» 135% TCP
Sustem —-» 139 TCP
Suystem —» 445 TGP
medtc -» 1825 TCP
M&Taszk —-» 1826 TCP
mgsuc —-» 1829 TCP
inetinfo -» 1838 TCP ssystem32sinetsrusinetinfo.exe
msnms g —» 1224 rogram Filesz“MHS5H Messenger-msnmsgr.exe
mEnms g —» 1681 »FProgram Files“M3M Messzenger-msnmsgr.exe
mEnms g —» 1683 C:~Program Files“MS5H Meszengermznmsgr.exe
mEnNms g —» 1685 C:s»Program Files“M5H Hessenger-mzsnmsgr.exe

—>» 1881 CasWINNT~zystem3d2~ngsvc .exe

“System32-tcpsvcs.exe
“Sustemd2ntocpsvcs.exe
“ByztemiZ-tcpsucs _exe
“Bystem32-tcpsvcs.exe
“Sustem3d2ntocpsucs . exe
“gyztem3i2stlntsur_exe
ssystem32ssuchost.exe

xIriyir il iyia-l

iromm omm ownoEmoEmonn QY

Pl

“Bystem3d2snzdtc.exe
~spztemd2~MSTazk.exe
sgystemd2wngsvc .exe

(T lalaly
A
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C EH Tool: TCPView

Certified = Ethical Hacker

TCPView is a Windows program
that will show the detailed listings
of all TCP and UDP endpoints on
the system, including the local
and remote addresses and state of
TCP connections

When TCPView is run, it will
enumerate all active TCP and
UDP endpoints, resolving all IP
addresses to their domain name
versions

EC-Council

File Options Process View Help

EH s —

Proc... # Protocal Local Address Remote Address State
Skype.eres?... TCP laptop: http laptop:0 LISTENIMG
Skype.eres?... TCP laptop: hitps laptop:0 LISTENIMG
Skype.exed?.. TCP laptop: 24434 laptop:0 LISTEMIMG
Skype. exe:2? . TCP laptop: 1532 chella0301097106... ESTABLISHED
Skype.exe2?.. UDF laptop: 24494 o
Skype.ere:22.. UDF laptop: 1046 e

1 svehostexe:1... UDP laptop:ntp o

[ svchostexe:1.. UDP laptop:ntp o

(1 svchostexe:1... UDP laptop: 1058 o

1 svchostexe1.. UDP laptop: 1026 e

(1 svehostexe:1.. UDP laptop: 3069 o

(1 svchostexe1... TCP laptop: 2869 laptop:0 LISTEMIMG

£ svchost.exed... UDP |aptop: 1300 o

laptop: 1300

(1 svchost exe:9.. TCP laptop:epmap laptop:0 LISTEMIMG

| Spster 4 TCF laptop:microzoft-de  laptop:0 LISTENIMG

| Spstern 4 TCF laptop:netbiogs-zzn  laptop:0 LISTENIMG

— Systern 4 IDP laptop:microsoft-ds =F

— System:4 IDP laptop:nethiog-ne  =*

— Spstern4 (il laptop: netbiog-dam =%

0 utorent. exe: 3. TCP laptop: 16386 laptop:0 LISTENIMNG

M utorent.exe:d... TCP laptop:1242 [-69-160-10-122 hed1 . ga.comcast. net: 43430]

M utarent exe: 3. TCP laptop:2903 cpe-72-224-173-1.. ESTABLISHED

0 utorent. exe: 3. TCP laptop: 16386 ip5453a420 spee... ESTABLISHED

Y utorent.exe: 3. UDP laptop: 16386 o

M utoment.exe: 3. TCP laptop: 3926 cpel00c7Ebedbd... ESTABLISHED

) utarent exe: 3. TCP laptop: 3927 84-255-206-203.d... ESTABLISHED

0 utoment. exe; 3. TCP laptop: 3928 cpo3-nthch-0-0-cu... ESTABLISHED
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C EH CurrPorts Tool

Certified = Ethical Hacker

File Edit View Options Help

CurrPorts allows you to view N IEE YT YoE |

a list of ports that are

0 Process Mame | Proces... | Protocol | Local Port Local Por... | Local Address | Remote P... | Remate P... | &
Currently In use and the Dcc.ﬂ.pp.exe 404 TCP 1030 127.0.0.1 53272
app"cation that is using it MR ELWATCHDOG.... 1136 TCP 1032 0.0.0,0 45278
 CJELWATCHDOG. .. co 2 2

& iexplore. exe 3520 Cloze Selected TCP Connections i
ﬂl;ass.exe a3z Kill Processes OF Selected Ports
You can close a selected Brmsgs.exe 2964 e solecred ems s prion 228
connection and also Brmsgsexe 24| copy Seleced ems Crl+c
t ) t th ) .'%msmsgs.exe 2964 e1.101
erminate tne process using L rsmsgs, exe 2964 HTML Report - All Ttems 1,101
- [ ' HTML Report - Selected Items
it, and export all or selected g;ﬁi:‘::f i cresn
- . Choose Colurnns
items to an HTML or text %ngmeper.em ;ii Auto Stze Cobumns thPhs i z;ﬂa i
Oy SIMEEDET , B8 L1101 i {a]
report Fsvehost exe 1116 Process Properties 45198
[Mswehost.exe 1216 Properties Alk+Enker 2064
Frnce ime | e & ot
SWCnosk, &xe
) M svehost.exe 1420 TCP S000 0,0.0.0 2096
It IS a Valuable tOOI fOI’ [Msvwchost.exe 1364 ey 1026
i [ swchost.exe 1364 LD 2431 h
checklng your open ports 2 .

34 Opened Ports, 1 Selected
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c EH Tool: Process Viewer

Certified = Ethical Hacker

File Miew Process Help

) ) . - AR ERHEE| X &R "R M
PrcView is a process viewer ut_lllty that i (IoFoeE el e I =
displays the detailed information e T —CYCTE ; 2B CIPROGRAN F

- E: Ihreads ; orma -Bu : ]
about pProcesses running under EXPLORER .EXE  Hodules = (Mormald 5 32-Bit  COVWINDOWSAE
i STARTURPMONIL o 5 (Mormall 2 32-Bit CAWINDOWSAS
Windows ATIPTAXS EXE ﬁ:;:w & (Maormal) 1 A2-Bit CAWINDOW SN
DOHELP.EXE |2l es b4 (Real Time) 2 Az-Bit  CAWINDOW SN
KERNEL32.DLLEEElE o re 13 (High) 4 Z2-Bit  CAWINDOW SN
MMTASK L & (Maormal) 1 16-Bit  CAWINDOWSAS
MPREXE.EXE & (Maormal) 1 A2-Bit  CAWINDOW SN

Copy Path .

: : . MSGERYI2 & (Maormal) 1 16-Bit  CWINDOW SN
PrcView comes with a command line spooL32 xe | L fnormal 2 S2-Bt CAWINDOWS\:
version that allows the user to write WINOLDAP  gring o Front [ (NoFmall 2 16-Bit  CAWINDOWS!S

. . h ; WINOLDAP S 5 (Narmal) 1 16-Bit  CWINDOW S,
SCrlptS to check if a Process IS running BPACHE EXE = 5 (Maormall 3 32-Bit  E:\PROGRAM FI
to kill it. and so on APACHE.EXE | 00 Sl TEEE 5 (Normal) 52 32-Bit  E:\PROGRAM FI

) APMGR EXE Lebug 5 (Mormal) 1 32-Bit  E:\PROGRAM FI
CACHESENTRY & (Maormal) 1 3z-Bit  E:NPROGRAM FI
CPAL.EXE 7 . & (Marmall z Az-Bit  ENPROGRAM FI
CPBRWTCH.EXE 42866,.. 8 (Mormal) 1 32-Bit  E:\PROGRAM FI
CRAZY BROWSER.EXE  42865... & (Mormal) 7 3z-Bit  E:\PROGRAM FI
DK =SERWICE.EXE g249449,,, o (Mormal) d A2-Bit EVHHOGHAM L
MPITAGTOOLS EXE 42868,.. 8 (Mormal) 2 32-Bit  E:\PROGRAM FI
MAYAPWS2 EXE 42867... & (Marmal) g 3z-Bit  E:\PROGRAM FI
T_he Process Tree ShOWS the Process PSP .EXE 42866, & (Marmal) 2 3z-Bit  E:NPROGRAM FI
h|erarchy for all running processes F‘IRC'-.-'IEW.EHE 42869.. & (Normal) | 2 32-Bit E:_\PROGRAM?
4 *
|Netscape Mavigator application file 4. 75, Copyright Metzzape Cammunicationz. 2000 o
] Copyright © by EC-Council
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C E H Delete Suspicious Device Drivers

Certified = Ethical Hacker

Check for kernel-based device
drivers and remove the suspicious
“sys” files

Sometimes, the file is locked when
the system is running; boot the
system in safe mode and delete the
file

If still “access denied,” then boot the
system in console mode and delete
them

View the loaded drivers by going to
Start 2 All Programs->
Accessories = System Tools 2
System Information

EC-Council

~lof x|
File Edit View Tools Help
System Summary Name | Description -
+]- Hardware Resounces ahinzdsk; Abinzdsk
+- Componerts abp480in5 abp430n5
=) Software Environment acpi Microsoft ACP| Diver
acpiec Microsoft Embedded Controller Driver,
- " adpu160m adpu160m
Signed Dn'-f'er*:-. aec Microsoft Kemel Acoustic Echo Canc
Erwironment Variables afd AFD Metworking Support Environmer
Print Jobs zfadk AFS 2k
Metwane Connections ageresoftmodem Agere Systems Soft Modem
Runring Tasks ahalie Ahal3d
Loaded Modules aic7iuZ aicauZ
e &ic 7 aic T
Serviess . aloowdm Service for Realtele ACS7 Audio (WD
Program Groups lide Hilde
Startup Programs amsirt amairt
OLE Registration ar5211 Atheros ARED0T Wirsless Network A

VWindows Emor Heporting
+]- Imtemet Settings

~Ene

asyncmac
atapi
atdisk:
atrmarpc
audstub
bomd Ba
beep
chidf 2k
cbtndis5
ccdecode

e

13594 ARF Cliert Frotocol

RAS Asynchronous Media Driver
Standard IDE/ESDI Hard Disk Cortre
Atdisk

ATM ARP Client Protocol

Audio Stub Driver

Wirgless-G Motebook Adapter with 5
Beep

chidf 2k

CBTNDISS MDIS Protocol Driver

Closed Caption Decoder Jﬂ
3

Find what: |

|~ Search selected category anby

| Close Find |

I~ Search categony names only
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c E H Check for Running Processes:

e wo e VVHat's on My Computer

? what's On My Computer? =0l x|

It provides additional information ‘e roones 5
about any file, folder, or program ¢ U d U D a vl #

-
All Documents Recycle Bin - Others Programs ~ Running  Auto-start Files Registry

running on your computer  Dokts

Folders Mame | Size | Type Modified =
:—ﬁ Desktop Z3My Documents Systerm Folder
-4 My Documents Ty Computer Systemn Falder
+ : My Computer My Metwork Places Systern Folder
- - 4 ‘ My Netwgrk Places ﬂr<;,]Recycle Bin Syskerm Folder
Allows search of information on 3 e on. Srere ol Sptan e
‘\9 ntemet Explorer (o Microsaft Cutlook Syskermn Folder
t h e We b B adobe Reader 6.0 2KB Sharkout 3029/2005 1;08 PM
_,7. AYGE Free 2KE Shortcut 442912005 12:41 PM b
}ﬁ:anack ZKB Shaorkout 2§1/2005 12:32 PM
@ WinZip 1KB Shorbout 21172005 3:10 PM
X8 ahnnl M ? KR Sharkeit 2412005 541 PM ﬂ

10 O © ¥ 2

Search | EMEEENTANR

To find information about the selected item on the Internet,
Kee ps Out Vi ruses and Troj ans use the Search field and the Go button above,
Name: Desktop

Full Name: Desktop

Path: C:\Documents and SettingsitestiDesktop

C:\Documents and SettingsitestiDeskiop

Keeps your computer secure
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C EH Super System Helper Tool

Certified = Ethical Hacker

The key features of the
tool are as follows:

« It takes complete control over
all running processes

e It shows all open ports and
maps them to running
processes

e It shows all DLLs loaded or
Windows opened by each
process

e It terminates or blocks any
process, and manages start-up
applications and Browser
Helper Objects(BHO)

* It tweaks and optimizes
Windows

e It schedules a computer to
shut down at a specified time

This tool does a good job
protecting systems from
viruses, Trojans and Sypware

EC-Council

"

)| € M=IECIECIENCIR
¢ - o ‘"_-, =7 & | LEp D =
Refresh | Terminate Block DLLs Windows | Property | Retwork | Auba Run IE Fix Tweak | Shut down| Update
MHame E secutable Fricrity Threads MER Usage(k) Compary
s%[System Procefs : (= | =
% alg.exe rin b [ UL glglg} tion é
5‘% CEITE. e iy Ly . Lion é
By dfsave exe + tion S
Wdewplorerexe | Refresh |Terminate | Block Clase tion
%:EXPLDHE'E = @ My Netwark Remate P Remate Part State | t!on %
EEERIEE =-#9 IEXPLORE.EXE 7 64.233.189.104 &0 Established -
% msdhc. exe --gs TCP tiok é
_[;;Jmsiexec.exe B L-Um on S
B rvsvod2 ene -] ’f—'];;; UoF b 5
| rundl32. exe £ 3021 ton S
% SEMVICES.BXE = % :]vchost.exe tion é
5%smss.eme Sl TCR é
Sa SOUNDMAN. 4] €62 1025 Huct.. 2)
% svchost. exe £e 3005 tiok é
% zvchost exe e S Lion é
' -85 UDP
% svohost exe 2 on S
123 .
% svchost exe tion S
- % SYSTEM .
% svchost. exe B TCP tior é
-F5
% Syztem [ 445 é
i‘@ SyztemT ool ex gl 139 é
% winlogon, exe £ ’f_.]zé! szl tiok é
% WIMIPrvEe, Bxe ] % lsass. exe tion é
% WIIPIEE, BXE + % swchost exe tion é
¥ % SYSTEM
+ % SYSTER
Fiunning Processes: 24 2HMB/2005 4:27 AM HUM
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All Rights Reserved. Reproduction is Strictly Prohibited




dl: H Inzider - Tracks Processes and

Certified = Ethical Hacker PO rtS

http://ntsecurity.nu/cgi-
bin/download/inzider.exe.pl

This is a useful tool that lists processes in the

Windows system and the ports each one listens on

Task Manager as a separate process

EC-Council

For instance, under Windows 2000, Beast injects
itself into other processes, so it is not visible in the
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C EH Tool: What's Running

Certified = Ethical Hacker

It gives the complete information about processes, services, IP connections,
modules, and drivers, running on your computer

: What's Running? 2.2
File View Startup Help
Frocesses - 53 | [4] Services-135 | [ Modules - 713 | @ IP Connections - 23| % Drivers- 238 | [ Stanup- 18 System Info

\‘;QJ Snapshot ¥ Display Ma... Driver W...  Product Mame Curren...  Driver Tupe Depend.. LU D'i\"Ef Infarmatian .
- File Informatio...  Filelnfo Microsoft® Windows...  Funni..  File systern Driver  fltmar - 18042 Kepboard and PS/2 Mouse Port Driver
Filetrace Filetrace  Microsoft® wWindows... Stopp...  File system Driver  FltMar Property Value
Processes Floppy Disk C...  fde Microzoft® Windows... Runni.. Kemel Diver =[] Driver Proper...
Floppy Disk. D...  flppdisk Microzoft® Windows...  Runni.. Kemel Diver Process 1D 1

Fltkdgr Fltkdgr Microzoft® Windows...  Runni..  File system Driver
ﬁ Services High-Capacity...  sfloppy Microzoft® Windows...  Stopp...  Kemel Diiver Cunent State Stopped
HpCISSs HpCl55:  Smart Array Storport ... Stopp...  Kemel Diiver File Name Cwindows\spstem,..
. HTTP HTTF Microsoft® Windows...  Runni..  Kemel Diiver Display Name 18042 Keyboard and P
' | Modules i iZomp i20mp_ Mic_:r_osoft® Wlndows ) Sto_p L Femel Dli\_fer Driver Mame {a042pit

Diriver Tupe Kemel Driver

" " " - " Drriver Flags Mon-System Service ...
IDE Channel atapi Microzoft® wWindows Runni Kemel Diiver Start Type Boot Stat

ﬁ‘j_‘“ IP-Conn... iitsp iirsp Intel/ICP Raid Starp...  Stopp...  Kemel Diiver Error Severity Normal

—_— Intel 4GP Bus...  agpd40 Microzoft® wWindows...  Stopp...  Kemel Diiver Load Order .. Keyboard Port
Intel Proceszo..  intelppm Microsoft® Windows...  Stopp..  Kemel Diiver
7 Drivers Intel BAID Ca...  iaStan Intel Matrix Storage ... Stopp...  Kemel Diiver
B Intel[R)PROY..  E1GED Intel[R)PROA000...  Stopp... Kemel Diiver

Start Accoun
Dependencies

. o . . _ Drescription
intelide intelide Microsoft® Windows...  Stopp...  Kemel Diiver TaglD 5

B3] IPinIP Tunne... Iplnlp Stopp...  Kemel Diiver Tcpip File Checksum 00019770
IP Metwork & [PMAT Microzoft® Windows...  Stopp...  Kemel Diiver Tepip Subsystem N ative

IP Traffic Filter IpFilter Micrazoft® windows Stapp Kemel Diiver Tepip Mirimum 05 . E.00
Startup IPMIDRY IPMIDRY  Microsoft® windows...  Stopp..  Kemel Diiver

IP Traffic Filt...  MNuwlnkFlt Stopp...  Kemel Driver MHwlnkF...
|F Traffic For...  MwlinkF.. Stopp...  Kemel Diiver

IR Buz Erume... IREMUM  Microsoft® Windows...  Stopp..  Kemel Driver

1S&/EISACla..  msizadry  Microsoft® Windows...  Runni..  Kemel Diiver

iScsiPort Driver iScsiP'rt Microsoft® windows...  Runni..  Kemel Diver

ITEATAP| Se...  iteatapi Microzoft® Windows...  Stopp...  Kemel Diiver

ITERAID Ser... iteraid Microzoft® Windows...  Stopp...  Kemel Diiver

Kaspersky Ant KLIME Kaspersky Antitirus Runni Kemel Diiver

Kemel Mode ... WdilM0..  Microsoft® Windows...  Funni..  Kemel Diiver

Keyboard Clas...  kbdclass  Microsoft® Windows...  Runni..  Kemel Driver

Keyboard HID...  kbdhid Microzoft® Windows...  Runni..  Kemel Diiver

kI kit Kaspersky Antitfius — Runni..  Kemel Diver

KLIF KLIF Kaspersky Antitirus Runni...  File system Driver  Flthdgr
KSecDD KSecDD  Microsoft® Windows...  Funni..  Kemel Diiver

Language English - Urited States
+- File Version

< 1

Update intervall seconds
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CIEH Tool: MSConfig

Certified = Ethical Hacker

Microsoft System Configuration
Utility or MSCONFIG is a tool used
to troubleshoot problems with your

computer

Check for Trojan startup entries and
disable them

25 System Configuration Utility
File View Help

General! S_I,l'stern:'rnil "»-'-.-"in.in'ri StaticWaDs  Startup Envit’u:rnrrrent‘ Internati-:urfall

Select the check boy to enable-a startup item, orclear the check: box to'dizable & statup

EC-Council

item

Nare | Loaded hom | Command =
I (4=t CuickDiesk Reaiztry [Per-Uzer Fun] C:AProgram Files
[w]  ScanFegisty Reaigtry [Machire Run] CAWINDOWShs
[w]  SustemTray Regiztry [Maching Fun) SpsTray Exe

[¥|  Paragon CD Ermulator Registry [Machine Run) "C:AFrograrn Files
[w]  TaskManitar Regizty [k aching Run) CNaIMDOW AL
[w]  FealTray Reaiztn (Maching Ruk) C:M\Pragram Files!
[ Matrox Control Center Regizty [Machineg Fun) C:AProgram Files
[ Matrox Caolor Control Feaigty [Machine Run] C:AProgram Files!
[ Matox Diagnostic Regizty [Machine Fun] C:AProgram Files";!
ki | 2

Cleanup

o]

Cancel J Al
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C EH Tool: Registry-What's Running

Certified = Ethical Hacker

Check the registry and remove Trojan startup entries

T

D efinitions of programs automatically run at wser login:

1 HEEY_LOCAL _MACHIMENSOFTWARE \Mizrasoftywindows MTACurentersiontWwinlogonh U serinit
HEEY _LOCAL_MACHIMEASOFTWARE SMicrosoftwindows\Curenty ersionh R und nceh,

HEEY _LOCAL_MACHIMEASOFTWARE SMicrosoftiwindows\Currenty ersionh R unl nceE wh
HKEY _CURREMT_USERMSoftwarehMicrosofthhwindows HTSCurenfersiontwindows\Fun
HEEY _LOCAL_MACHIMEANSOFTWARE SMicrozoftiywindows \Currenty ersionhB un',

HKEY _CURREMT_USERAS cftwarehMicrozofthwindows \CurrenterzsionsB un'

C:\Documentz and Settingz'Aall UzershStart MenuProgramsStartup

C:ADocuments and SettingzhHajahStart MenusPrograms\Startup

HKEY_CURREMT_USERAS oftwarehMicrosofthWindows M TSCurenfersions\Windows\Load
HEEY _LOCAL_MACHIMEASOFTWARE SMicrosoft\Windows \Currenty ersionh A uns ervices',
HEEY _LOCAL_MACHIMEA\SOFTWARE \Microzoft\\windmas \Currenty erzsionh B unS ervices0 nceh,
HEEY _CURRBEMT_USERAS oftwarehMicrosofthwindowssCurentersionh B unS ervices'

HKEY _CURREMT_USERMS aftwarshMicrozoftbwindomas\Currenfferzsionh B unS ervicesO nceh,
HKEY _CURREMT_USERMSoftwarehMicrosofthwindowssCurentersiontRundnceh,

HKEY _CURREMT_USERASoftwarehMicrosofthwindowssCurentersiontRundnceE «\
CAWAMD OWS Swir i

- [H-[F

Copyright & 2000 Bryce Cogawell

Systemsz Internalzs - wanw zpzinternalz. com Copy Refresh Ok
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C EH Tool: Autoruns

Certified = Ethical Hacker

This utility shows you what programs are configured to run during system bootup or login,
and shows the entries in the order Windows processes them. These programs include those in
your startup folder, Run, RunOnce, and other Registry keys

= Autoruns [¥INDOWS' Administrator] - Sysinternals: i | ﬂ
File Enkry Help
33
& |nternet Explarer l j Scheduled Tasks l [T Boot Execute l [ Image Hijacks I | Applnit I
% KnownDLLz l ﬁ! YWinlogon l i-.'t Winzock Providers l iz Print Monitars I
&4 Evenpthing I M_&f-, Lagaon l 8 Services l E Explarer l
Autarun Entry Dezcrphion FPublizher Image Path i‘
ﬁ’ HELkYS pztemCurrentControlS et Contrals T erminal ServerywfderdpwdStartupPrograms
[ rdpelip ROP Clip Moritar icrozoft Corporation o windowsaystem 32 rdpal. .
_ﬁ' HELMYSOF TWARE WMicrozoft\Windows MTSCurrentersiontWinlogonhU zernit
[T CawAMDOWS. .. Userinit Logon Application Microgzoft Carporation chwindowzhapstem32huser. .
_ﬂ" HELM4SOF TWAARE YWMicrozoftWindows MTACurrentyerzsionywinlogonhShell
j' Explorer.exe Windows Explarer Microzoft Carparation o windowshexplorer. exe
ﬂ HELM4SOF TWAARE SMicrozoftWindowsh Currentersionh B un
[T MoSucker Ser.. Mulimedia background tas... Microsoft Corporation o wnindowshmosucker. exe
y tcactive The Cleaner Active Process... MooSaft Development c:hprogram fleshthe cleaner. ..
B tcrmonitar The Cleaner Regiztry and Fi... MooSaft Development c:hprogram fleshthe cleaner. ..
[T WPCUszerServi... “Wirtual Machine User Servic... Micrasaft Corpaoration c:wwindowshwrnaddhymusry. . ﬂ
B STAR
[Ezcape to cancel) Scanning...
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c EH Tool: Hijack This (System

Certified | Ethical Hacker C h e C ke r)

=1o] |

Below are the results of the scan, Be careful what wou delete, HijackThis cannaok
determine what is bad and what merely customized by wou, The best thing to do [FEAFEL
i= save a log file and show it ko knowledgable Folks, DOLAEE

IR0 - HECIL Sofbwared Microsoft) Internet ExploreriMain, Start Page = http:/fportal. plus.net)

1R.1 - HECIUYSofbware Microsaft Internet Connection wizard, shellMext = http: [ o, tiscali,co,.uk/broadband)

|22 - BHD: {no name) - {53707962-6F 74-2D53-2644-2060794 2454F F - @ \PROGRA~1SPYBOT~14S0Helper dll

103 - Toolbar: @msdxmLC.dll,-1@1033,&Radio - {SE718388-423F-1 1D2-876E-00A0CI0S246 7 - G W IMMTY Sywske

104 - HELMYL A\RUn: [F-Skop't'] G:Program Files!FSIVF-ProkthF-Stopiiy', EXE

|2 - HELMY, A\ Run: [C2-Media Mixer] Mixer.exe [startup

] - HELMY,ARun: [WinPatrol] "G PROGR A D BILLP S~ 1YW INPAT ~ 1 WinPatrol, exe"

] - HKCUY, ARune [Log Monitor] G iProgram FilesiLog Monitortlogrmon . exe

14 - Global Startup: DALMON, Ink = G:4Program Files) SaGEMSAGEM Fi@st 300-340dsimon, exe

|24 - Global Startup: Microsoft Office, Ink = G \Program FilesiMicrosoft Office) Officel0SA9,EXE o

| O& - Extra conkext menu item: 28CF Lookup - G:Program Files)Avant Browser|Extensions| uaCF . htm

b |[]O6 - Extra conkext menu item; &Create sRL - &:YProgram Files'awvant Browser\Extensions'lusJRL. htm

[ - Extra conkext menu item; &Dicktionary Lookup - G:\Program Files\&want BrowseriExtensionsiubickionary bt
& - Extra conkext menu item; #Encarta Lookup - G:\Program Files\Awvant Browser\Extensions\uEncarka.htm
| 0& - Extra conkext menu itermn: &Google Lookup - GiProgram FilesAvant Browser|ExtensionsiiuGoogle. htm
] & - Extra conkext menu item; &Hyperdictionary Lookup - G:\Program Files\&wvant Browser| Extensions|luHyvperdic
|8 - Extra conkext menu item; &Merriam-Webster Lookup - G:\Program Files!&want Browser\Extensionsiukiteb,
| 0& - Extra conkext menu itern: &0pen Selected URL's - GriProgram Filesiwvank Browser ExtensionsiMultiCopenl IR,
] & - Exkra conkext menu item: #Open URL - G:\Program Files\&vant Browser\ExtensionsiopenJRL . hkm

[0 - Extra conkext reenu itern: &5end To Motepad - G:\Program Files)avant Browser\Extensions), SendToMNatepad
| & - Extra conkext menu item; &Translate with Google - G:\Program Files\&wvant Browser\Extensionsitaoogle, bt
| O& - Extra conkext menu item: &wikipedia Lookup - GriProgram Filesiawant BrowserExtensionsilusikipedia. htm

[T108 - Extra conkext menu item: Create sURL - GiProaram FilestAvant Browser i ExtensionsilusURL bexk, htm _:.j
Save log ! Info... Config...
Info on selected item. .. Add checked to ignorelist
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C EH Tool: Startup List
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] StartupList 2.01 1 StartupList 2.01

File Find Yew Options Help File Find Yiew Options Help
Elﬂl ‘Bdrministrator’ on WIKNDOWS', Windows 2003 Small Busineszs Server SP1 Pafink N @ IJser screensaver = COAMWINDOWSYSysternm3 2 ogon, sor ;I
G- Running processes (21) - {Z] Autostarting batch files
= Autostart folders &%) autosxec.nt
| Initdapping values -- config. nk
-- Autoztarting batch fles B- M On-reboat actions
=B Orreboot actions L i ™ BootExecute = autocheck autochk *
i< Shell commands == Shell commands
E Services = bat - Windows Batch File - "1 &=
-] Driver filers -7 .emd - Windows Command Script - %1 %
- Print monitors (5] = zom - Application - 1" &
L2 WinLogan autoruns [T e - Application - "1 2
- B3 Policies -5 hta - HTML Application - C:AwINDOWS spstern32imshta exe "%1" &7 —
% Activel objects [13] <= iz - JScript Script File - C:AWIND DWS S ystern 325/ Soript exe 51" %=
ﬁ |ntermet Explorer toolbars E & - JScnpt Encoded Script File - C:NWINDOWS\Sestem 328w S criptexe 51"
@ Intemet Explorer Bands () = .pif - Shorteut to Program - %1 &
ﬁ Diownloaded Program Files [1) <= scr- Scresn Saver - %1 /5
ﬁ URL search hooks 7 bt - Tewt Document - C:NWINDOWS vapstern32WWOTERAD EXE 31
@ Explarer clones = whbe - ¥BScrpt Encoded Seript File - C:3WINDOWSAS pstem 325 S cript exe "%
-3 Image File Execution Options (1] = whs - WBScript Seript File - C:wWINDOWSAS pstem 328w/ S oript exe 51" &
@ ContexttdenuH andlers E Awisf - Windows Script File - C:WwWARDOWS\System32Ww S onpt exe 51" &
@ ColurmnH andlers [4] E agh - Windows Script Hogt Settings File - C:AWIRNDOWShASpstem32NwS cript. e
®-{@) ShelExecuteHooks [1] w7 Services
@ Approved Shell Extensions -] Driver filters
- Registry Fun' keys w3 Prirt maritors (5)
[Fl.. Pratarnls =1L 5] Wikl Ao ankanas il
l | 1l | _>I_|
|Ready. | &
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Anti-Trojan Software
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C EH Anti-Trojan Software
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There are many anti-Trojan software programs available with many vendors

Below is the list of some of the anti-Trojan softwares that are
available for trial:

 Trojan Guard

e Trojan Hunter

» ZoneAlarm f Win98&up, 4.530
e WinPatrol f WinAll, 6.0

e LeakTest, 1.2

e Kerio Personal Firewall, 2.1.5
e Sub-Net

* TAVScan

» SpyBot Search & Destroy

e Anti Trojan

 Cleaner
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C EH TrojanHunter
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TrojanHunter iIs an advanced trojan scanner
and toolbox, that searches for and removes
Trojans from your system

It uses several proven methods to find a
wide variety of Trojans such as file
scanning, port scanning, memory scanning,
and registry scanning

It also allows you to add custom trojan
definitions and detection rules

Copyright © by EC-Council
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C EH TrojanHunter: Screenshot
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24 TrojanHunter =NACIHL X
File VWiew Scan Tools Help

A.\ \ Q .;1 Buy TrojanHunter Online - Clidk Here!

Full Scan Quick Scan Update

Select Folders to Scan

= [m] B Desktop
+-[] |ﬂ snapfiles
+- [ ] 1 Public
=[] g
[ &, system (vista) (C:)
iy TestFiles (D:)
[ g Data (E:)
[] (=] DvD RW Drive {F:) Photos
[] o System (XP) (G:)
[] .y Storage (H:)
] CD Drive (I:) U3 System
[] o CRUZER (1)
[ 488, My Sharing Folders
(] & Metwork

+
.,.- + ] |_—J Contral Panel

Schedule

Trojans

g O O O O O O O

Quarantine

@) Regisiry key exists: HKEY_CLASSES_ROOT\CLSID\{SE13DDE1-E013-47ec-0C4C-27C2F 78EDD 26} (matches ...
@ Registry key exists: HKEY_CLASSES_ROOT\CLSID\{S8E 13DDE1-E013-47ec-9C4C-27C2F 78EDD 26} (matches ...
# ﬁ Removed registry key HKEY _CLASSES_ROCTYCLSIDVSE 13DDE1-E0153-47ec-9C4C-27C 2F 78B0D 26 \Inproc. ..,
@) Removed registry key HKEY_CLASSES_ROOTYCLSID\{S8E 13DDE1-E013-47ec-9C4C-27C2F 78600 26)
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c EH Comodo BOClean
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Comodo BOClean protects your computer against trojans, malware, and other
threats

It constantly scans your system in the background and intercepts any
recognized trojan activity

The program can ask the user what to do, or run in the unattended mode and
automatically shutdowns and removes any suspected Trojan application

——  Features:

Destroys malware and removes registry entries

Does not require a reboot to remove all traces

Disconnects the threat without disconnecting you

Generates optional report and safe copy of evidence

Automatically sweeps and detects INSTANTLY in the background
Configurable "Stealth mode" completely hides BOClean from users
Updates automatically from a network file share
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C EH Comodo BOClean: Screenshot
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(Z__l BOClean anm-mawware

Autoupdate optiong

v Automatically start BOClean at bootup Iv Do MNOT show automatic update screen
v Check for update every IE hours, beqginhing |4_ mirtes after bootup, Roll back |

v Location of BOClean databaze file: |E:"»F'rngramData'xElElEdEEHBDEdEE.WU

Configuration optiohs

W Monibar spstem continuousy [ DoMNOT shut doven File Shares

W Keep copy of trojan as evidence | Automatic rezet of security zones

[ Unattended cleanup and remowal [ Autornatic cleanup of HOSTS file

[ Prevent &MY changes to configuration v Autornatic cleanup of TEMP folder

[ Permanently hide traybar icon and alerts W Automatic cleanup of Actives downloads

v DaoMNOT show startup scan screen v Automatic cleanup of winzock connectivity

[ Disable Aazhing of travbar icom W Automatic cleanup of IE uzer styleshests

v Create report when trojan found: |E:"»F'rngramData"»th425H

[ Show custom warning located at: |[Mu$t be =et by vour administrator iF wzed)

HELP! [Online documentation and support] ‘ E =cluder Finizhed Cancel

L™ A
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C EH T1rojan Remover: XoftspySE
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Xoftspy detects and removes all the spyware trying to install on your PC

It scans for more than 42,000 different Spyware and Adware parasites

It finds and removes threats including: Spyware, worms, hijackers, Adware,
Malware, keyloggers, hacker tools, PC parasites, Trojan Horses, spy
programs, and trackware

It gets alerts about potentially harmful websites
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c EH XoftspySE: Screenshot
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B XoftSpySE

-~
XoftS y‘wE

ﬁntl -Spyware

Start -

General Setkings

Scan Setkings

scheduling

Backup Lisk

Ignore Lisk

Scan Results

Intarnet.

B stat

Frotecting Against 43883 Definitions. Last Definition Update: 22 FEB 2006 DB-1452.
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C EH Trojan Remover: Spyware
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utility that detects and cleans thousands of potential

spyware, adware, trojans, keyloggers, spyware, cookies,

Spyware Doctor is an adware and spyware removal Nrheses
NV
trackware, spybots, and other malware from your PC tL '

This tool allows you to remove, ignore, or quarantine
identified Spyware

It also has an OnGuard system to immunize and protect
your system against privacy threats as you work

By performing a fast detection at Windows start-up, you
will be alerted with a list of the identified potential

threats
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C EH Spyware Doctor: Screenshot
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EC-Council

PC Tools
'ﬂ Spyware Doctor

Start Scan

OnGuard

Settings

Register

Tools Software

Euserithal iools bod you PC

Select an action

Click here to scan your computer for infections nowl

& Smart Update ® Help

@ Scan Computer Now
"

r/*' Computer Immunization is ON

Click to mmunize computer against all known threats

Click to turn OnGuard real-time protection OM or OFF

@ OnGuard Protection is ON

System Status: Attention Required

@ Versionis Current
(@ Last Scan was today

(@ Last Update was today

ﬂ] Trial Subscription

£ AntiVirus: Hot Installed

W
]

3

P

3

Product Version: 5.0.0.145
Database Version 506580
Irteli-Sianatures: 162,916
Last Scan Result: interrupted

Antivirus Engine: Not Available
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C/EH spYwAREfighter
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SPYWAREfighter is a powerful and reliable software that allows you to
protect your PC against Spyware, Malware, and other unwanted software

It uses a security technology that protects Windows users from spyware
and other potentially unwanted software

It reduces negative effects caused by spyware, including slow PC
performance, annoying pop-ups, unwanted changes to Internet settings,
and unauthorized use of your private information

Its continuous protection improves Internet browsing safety by scanning
for more than 220.000 known threads
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C EH screenshot: SPYWAREfighter
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@ Your system is recently scanned, and without Spyware,

- = |
L5t scan 11495 AM
-

| Scanning ﬁ

2 SCcanning your system
File: CoiDocurrenis snd sellings ol uters'irun e
Scanned Rles: 126496
Tinnd: L1 miifi 13 26,

Fau=a | " Cancel Scan

) |
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C E H Evading Anti-Virus Techniques
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Never use Trojans from the wild (anti-virus can detect these easily)

Write your own Trojan and embed it into an application

e Convert an EXE to VB script
Change Trojan’s syntax « Convert an EXE to a DOC file
» Convert an EXE to a PPT file

Change the checksum

Change the content of the Trojan using hex editor

Break the Trojan file into multiple pieces
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c [ H Sample Code for Trojan
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.g TrojanClient.java - Notepad

Client/Server

=lnix =lolx]
File Edt Format Help File Edit Format Help
/aeae = /aeae -
* TrojanClient executes remote commands on server * Trojan horse server
* Requires TrojanServer to be running * Accepts Remote command from client
%mportj:ava.io.*; import java.net.*;
import java.net.®; import java.io.*;
import javax.swing.*;
" |public class TrojanServer {
public class TrojanClient { J This is my SPE
e place all the code in the SPE public static void main(String[] args) throws I0Exception
public static void main(String[] args) throws IOException { {
I//check if ‘port’ and "host’ are passed //check if 'port number' is passed
if (*(args.length > 2)) if (/(args.length »= 1))
{ {
System.out.println(“Usage: java TrojanServer <port>");
System.out.println("Usage: java TrojanClient <hostname: <) System. exit(0);
System.out.println("Example: java TrojanClient Omegasvr 21 ! ’
System. exit(0); String port,
¥ port = args[o];
TrojanServer b = new TrojanServer(port);
String host = args[o]; : : (port);
String port = args[1]; . \ //end main
4 I D A ‘I I D ;

Trojanclient.java

EC-Council

Trojanserver.java
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c E H Evading Anti-Trojan/Anti-Virus Using

Stealth Tools

Certified = Ethical Hacker

= =181 %]

It is a program that helps to send T =

‘P Back ~ [£] | Dlsearch YFolders 4

Trojans or suspicious files that are BB o \ o ew
undetectable to anti-virus e I T T — Al

Arnitis Amitis Aritis 1.4.3
1.4.3.000 1.4,3.001

SOftW& re New Folder Select File [Ciiamitis 1.4.3.exe | -]

Select an item ko view its description,
Clal Split / Join

See also:

My Documents

My Mebwork Places
My Computer

add Bytes Take a large file and divide it into equal parts. This is EXTREMELY
handy when it comes 1o hexing a file, as opening a large (S00k) server
Bind into a hex editor can be quite a daunting task to those relativly new to
editing, You only need to add a small section, a5 a viral signature is
generally 8-32 bytes long.

Change String

Split a file until only a single unit (*.00X) is detected by your anti virus,
this is the section of the file that containg its signature and this is the

Create VBS
reate part that should then be loaded into the hex editor, changed, saved and
reassembled back ino & now undetectable sarver,
Hex Edit
Pack/Scramble | | Please select size for individual 720 Kb -
file sections

Patch

Split/lain [ Re-Join l l Split l

Its features include adding bytes,
bind, changing strings, creating
VBS, scramble/pack files,

split/join files S SRR
Hstart ||| ) & 5 w2 ®sc...| Caro..| Eseen | €37 | B 3R | st [File 5. Castn | e | | WA 115am
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C EH Backdoor Countermeasures
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Most commercial anti-virus products can
automatically scan and detect backdoor
programs before they can cause damage (for
example, before accessing a floppy, running exe,
or downloading mail)

An inexpensive tool called Cleaner
(http://www.moosoft.com/cleaner.html) can
iIdentify and eradicate 1,000 types of backdoor
programs and Trojans

Educate users not to install applications
downloaded from the Internet and email
attachments

EC-Council

& The Cleaner Professional 4.1 BUILD 42 -0l

Flle Options TrojanLlist  Quarantine Manager  Help

Database w3540, dated April 09, 2004, 14857 trojan definitions.

&, System Information

.

© @ Ready.
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C EH Tool: Tripwire
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Tripwire is a System Integrity Verifier (SI1V)

It will automatically calculate cryptographic hashes of all key system files or
any file that is to be monitored for modifications

TDIDWIDI
INITWINE
Itworks by creating a baseline “snapshot” of the system
It will periodically scan those files, recalculate the information, and see if any
of the information has changed and, if there is a change, an alarm is raised
] Copyright © by EC-Council
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C EH Tripwire: Screenshot
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Eule Neame

Invariant Directories

(|

Temporary directories
Tripwire Data Files

0O =

Critical devices 100

Us binaries 66

Tripwire Binaries 100
Critical configuration files 100

o
o

1]

OO0 OoO 00
o O |

Libraries 66

]
1]
]

Operating System Utilities 100

system boot files 100

o

and Disk Admwinistraton Programs
100
Kernel Administration Programs 100
Necworking Programs 100

Oo0o0o0o

System Administration Programs 100
Hardware and Device

Control Programs

100

Information Programs 100
ication Information Programs

100

Lec rograms 100

oo

]

]

i v Sym-Links 100
ies 100

=i
[

m hoot changes 100

executables and libraries 100
Security Control 100
Login Scripts 100

* Root config files

-

OO0 OO0 OO0 0O
(] o0

o

_ Total ochjects scanned: 16616 Copyright © by EC-Council
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C E H System File Verification
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B File Signature Yerification i x|

Tao help maintain the integrity of your system, critical files
have been digitally signed so that any changes to these
fles can be quickly detected.

Windows 2000 introduced Windows File
Protection (WFP), which protects system
files that were installed by the Windows
2000 setup program from being
overwritten

Click Advanced to customize verfication options.
Click Start to check for any system files that are not

digitally signed.

The hashes in this file could be compared
with the SHA-1 hashes of the current
system files to verify their integrity

Scanning files...

against the factory originals Stop

The sigverif.exe utility can perform this
verification process
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CEH MD5ssum.exe
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MD5sum.exe is an MD5 checksum utility
It takes an MD5 digital snapshot of system files
If you suspect a file is Trojaned, then compare the MD5 signature with the snapshot checksum

Command: md5sum *.* > md5sum.txt

C\WINDOWS\System32 \cmd.exe

J:%Ethical Hacking and Countermeazures uvSModule B6 — Trojans and Ba-::kduurs)des.
wm

mdSsum:= . Permission denied

mdSzum: ..: Permiszion denied
163184e5clede@?7?f?3h8e55eea??783? *#intiTrojan.exe
adle?d4628ca?6?8%6cecdbB8c2142fa *cleaner.exe
ce?@3aTclbbhZ4ib5269c148f Adaba%ad =CHDget . exe
6f25alcBBbb?3a%e215bhb5achbbhalbab® *#Create Custom Extensions.zip
e22cddab46837d?04dAd6f B8 7d?c692c =*exehinder2 . 5.zip
23dcB88h?f31824h7550006541 89205272 =*Fearless Snapshot.zip
A37356668chdaYebaldf cc3B5dh?Peaff =GRAFFITI .exe
16dd48a?c3h5aaz4?df hf 44d6ed?dedf1l =hackereliminator.exe
TE8Ad?dbdbad P 5cldliBbled?f1377c?Pe #=ICHP Tunneling.doc
2a2f276h883f186d?cB7A8784240eea? =*[conChanger3l.exe
Bd46638e?bhacalalfd88dcal8251d120 =inzider.exe
Foaddceddf M1df24icheBaldli7?41bA8 =liztdlls.exe
f?ddaalBh?e?hB227?6f6a55ed61ealBbc =*loki—source.txt
J365c3633d24a437ab?35h7?e5707501 *makevhs . exe
4e3a?5?5faaacc?2chfd?f4c82edfcde =*nethee.exe
4737a?2a25746c6aB0cPcl131laecd?h2B *netraiderB.B.z1ip
ccfebhZBf 8939ccS5c31ebld3?3calBdas *netspoof .exe
476f213d2057aB?4bif 3efblid?a?4f8h =*peBundle.exe
cA826b7A41 7T 49902220h33e8a%83f f6 *PestPatrol.exe
1?chdefeabdichebc?h1183daa?elf2 *Process Monitor.exe
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Tool: Microsoft Windows
CEH

Defender
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Windows Defender is a free B Windows Defender SE==)
program that helps protect your EL) o time 2 semie B oy & 1 DI {J
computer against pop-ups, slow " -

performance, and security threats gt L | ELE

S _,_) Scanning your computer...

=
{Quick scan)
Start time: 6:53 AM

caused by spyware and other
unwanted software

Time elapsed: 00:00:07
Objects scanned: 72

Al

It features Real-Time Protection, a
monitoring system that
recommends actions against
spyware when it is detected
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c E H Microsoft Windows Defender:

- e Screenshot

4] Windows Defender — El._
'\g‘kgj Q’ Home /7 ‘Sean |+ '@ Histary Q Tools @ |-

Protection against malicious and unwanted software

Tools and Settings

i | ::Eticnz - Microsoft vilet
A kG ) |
% J Choose how you want Windows Join the online community
e —J

Defender to run that helps identify and stop
spyware infections

Settings

= Quarantined items | Software Explorer
Y : 2
o Remowve or restore software that = Yiew or monitor all software
= \Windows Defender has 7 % that is running on your
prevented from running computer

—'"F Allowed items Y Windows Defender website
‘. ‘ View software that you have Get more tools and the latest
= chosen not to monitor with security informaticn online

Windows Defender
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C EH HowtoAvoida Trojan Infection
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Do not download blindly from people or sites that you are not 100%
sure about

Even if the file comes from a friend, be sure what the file is before
opening it

Do not use features in programs that automatically get or preview files

Do not blindly type commands that others tell you to type; go to web
addresses mentioned by strangers, or run pre-fabricated programs or
scripts
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dl: H How to Avoid a Trojan Infection

s | o e (CONT')

One should not be lulled into a false sense of security just because an anti-virus program
IS running in the system

Ensure that the corporate perimeter defenses are kept continuously up to date

Filter and scan all content at the perimeter defenses that could contain malicious content

Run local versions of anti-virus, firewall, and intrusion detection software on the
desktop
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CE H How to Avoid a Trojan Infection

| o e (CONT')

Rigorously control user permissions within the desktop environment to prevent the
installation of malicious applications

Manage local workstation file integrity through checksums, auditing, and port scanning
Monitor internal network traffic for odd ports or encrypted traffic

Use multiple virus scanners

Installing software for identifying and removing ad-ware/malware/spyware
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c E H What happened next
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As Ron never cared for desktop security he did not have the latest
update of antivirus. Neither did he have a Trojan scanner nor a file
Integrity checker.

Zechariah had infected Ron’s computer and was ready to do all kinds
of assault which the Infected Trojan supported.

Zechariah can do any of the following:

EC-Council

Run a keylogger on Ron’s systems and retrieve all sensitive
iInformation

Delete confidential files
Rename files and change file extensions

Use Ron’s computer to carry out illegal activities
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C EH Summary
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Trojans are malicious pieces of code that carry cracker software to a target
system

They are used primarily to gain and retain access on the target system

They often reside deep in the system and make registry changes that allow it to
meet its purpose as a remote administration tool

Popular Trojans include back orifice, netbus, subseven, and beast

Awareness and preventive measures are the best defense against Trojans
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Appendix
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C EH Trojan: Phatbot
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Phatbot Trojan allows the attacker to have
control over computers and link them into
P2P networks that can be used to send large
amounts of spam email messages or to flood
websites with data in an attempt to knock
them offline

It can steal Windows Product Keys, AOL
logins and passwords, as well as CD keys of
some famous games

It tries to disable anti-virus software and
firewalls

EC-Council

Classic Trojan presented here as proof of concept

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




C EH Trojan: Amitis

Certified = Ethical Hacker

Amitis has more than 400 ready-to-use
options

_C:: Connect

o)ic)ich

It is the only Trojan that has a live update

) (chichich(ch

The server copies itself to the Windows
directory, so, even if the main file is deleted,
the victim’s computer is still infected

JORRENER

Connecting to 152,16

The server automatically sends the requested
notification as soon as the victim gets online
Source: http://www.immortal-hackers.com

Classic Trojan presented here as proof of concept

EDiscunnect E|Suspe.nd ﬂ -
- |
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CIEH Trojan: Senna Spy
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Senna Spy Generator 2.0 is a Trojan generator
that is able to create Visual Basic source code for
a Trojan based on a few options

This Trojan is compiled from generated source
code; anything could be changed in it

Source: http://sennaspy.cjb.net/

Classic Trojan presented here as proof of concept

EC-Council

Senna Spy Internet Worm Generator 2000 - 2.0

Senna Spy Internet Worm Generator 2000 - 2.0

“whorm name: |
Subject; |
E-Mail meszzage: 4
[~ Outlook zelf spread [ Aligh code 7
[ Crypt code 2 [~ Reagistry auto-start 7
Join file Clear
Make Waorm Exit
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C EH Trojan: QAZ
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QAZ is a companion virus that can spread over the network

It also has a "backdoor" that will enable a remote user to connect to and

control the victim’s computer using port 7597

It may have originally been sent out by email

It renames Notepad to note.com

It modifies the registry key:

e HKLM\software\Microsoft\Windows\Current
e Version\Run

Classic Trojan presented here as proof of concept

EC-Council
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C EH Trojan: Back Orifice
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Back Orifice (BO) is a remote Administration
system that allows a user to control a computer
across a TCP/IP connection using a simple

.. ‘4 cDc Back Orifice Win32 GUI Client
console or GUI application

}‘Targethnstpnrt e e Cotrirahed 5

Fase .i'“ [ Bing B i = -“' I
.l|12?nn1 : 31337 |
. —_— :.'.E-' 5 *F‘Iugm execute
On a local LAN or across the Internet, BO gives h‘“nugeqM o NSNS £
its user more control of the remote Windows N uﬂ | m|
machine than the person at the keyboard of the I"--'“"— —— —
remote machine

Back Orifice was created by a group of well- i |
known hackers who call themselves the CULT OF
THE DEAD COW

. E?.E_EE“_DI‘*

BO is small and entirely self-installing

Source: http://www.cultdeadcow.com/

Classic Trojan is presented here as proof of concept
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C E H Trojan: Back Oriffice 2000
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I BO 2K CONFIGURATION WIZARD

Exit'wizard [+ Show this wizard on startup Ment »>

BO2K has stealth capabilities; it will not show
up on the task list and runs completely in the
hidden mode

Wwelcome to the BOZK, Configuration 'wizard!

Thiz wizard will help you install components into
your BOZK server and configure them. First, you'l
be azked to chooze a BOZK server, then we'll
walk pou through the procesz of configuing the
zerver with a new password.

When pou're done, your BOZE, zerver will be ready
for installation. Mote that this wizard does not allow
for full configuration flesibility. 1t iz meant anly bo
gimplify the procesz of configuration.

Back Orifice accounts for the highest number of
infestations on Microsoft computers

The BO2K server code is only 100KB. The client program
iIs 500KB

Log to file:

. T . Clear | Copy |Ping..{|
Once installed on a victim’s PC or server machine, BO2K sl BB

gives the attacker complete control over the system

Copyright © by EC-Council
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C EH Back Oriffice Plug-ins
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BO2K’s functionality can be extended using BO plug-ins

BOPeep (Complete remote control snap in)

Encryption (Encrypts the data sent between the BO2K GUI and the server)

BOSOCK32 (Provides stealth capabilities by using ICMP instead of TCP UDP)

STCPIO (Provides encrypted flow control between the GUI and the server, making

the traffic more difficult to detect on the network)

Copyright © by EC-Council

EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




c EH Trojan: SubSeven
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SubSeven is a Win32 Trojan

|:| get cached pa
The credited author of this Trojan is ftphittp
Mobman

req edit

. . app redirect
Its symptoms include slowing down the
victim’s computer and a constant stream
of error messages

port redirect

SubSeven is a Trojan virus most geticy passwords | | getaim passwords
commonly spread through file

attachments in email messages and the finished refreshing.

ICQ program

Classic Trojan presented here as proof of concept
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C E H Trojan: CyberSpy Telnet Trojan
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CyberSpy is a telnet Trojan, which means a client terminal is
not necessary to get connected

It is written in VB and a little bit of C programming

It supports multiple clients

It has about 47 commands

It has ICQ, email, and IRC bot notification

Other things, such as fake error/port/pw, can be configured

with the editor

Classic Trojan presented here as proof of concept

EC-Council
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C EH Trojan: Subroot Telnet Trojan
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Subroot Telnet Trojan is a telnet
RAT (Remote Administration Tool) | g

subroot server [v1.3] on port 7u10...

username :

It was written and tested in the
Republic of South Africa

It has variants as
follows:

e SubRoot 1.0
e SubRoot 1.3

Connected 127.0.01 127.001

Connection accepted by remate host

Classic Trojan presented here as proof of concept
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C EH Trojan: Let Me Rule! 2.0 BETA 9
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Let Me Rule! 2.0 BETA 9 was written in
Delphi

It was released in January 2004

Getentries  Get DUMNA  Getp id Dial et active connections

It haS a remote access Trojan Hangup Delete Edit uzermamepazsword Dial a phore number

It has a DOS prompt that allows control of
the victim’s command.com

It deletes all files in a specific directory

Enable perfformance stats

All types of files can be executed at the
remote host

The new version has an enhanced registry
explorer

Classic Trojan presented here as proof of concept
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c EH Trojan: Donald Dick
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Ef] Donald Dick 1.53 _[5] x|
File Syst Regist P Wind Kevhoard | ; ;
— L — L Donald Dick is a tool that enables a user to

control another computer over a network.

99 RBAIMAN FOReVeRL ) ) )
Q1999 It uses a client server architecture with the

& YAWORSKY server residing on the victim's computer
E]Donald Dick 1.53 =07 =
ornection Miscellaneous | | Passwords | Syskem I Server I About I
’—h =7.0.0 jl I I Ping | File Systern Reqistry I Processes I YWindaows I Kevboard I
E“ j F‘ath:l'l, Elr'-’lask: I**
The attacker uses the client to send — [see  Joste  [ime |
commands through TCP or SPX to the
victim listening on a pre-defined port
Donald Dick uses default port 23476 or
23477 “;F‘D;nei‘fﬁn ;” I I Ping |

Classic Trojan is presented here as proof of concept .
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C EH Trojan: RECUB
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RECUB (Remote Encrypted Callback Unix Backdoor) is a
Windows port for a remote administration tool that can be
also used as a backdoor on a Windows system

It bypasses a firewall by opening a new window of IE and
then injecting code into it

It uses Netcat for remote shell

It empties all event logs after exiting the shell
Source: http://www.hirosh.net

Classic Trojan presented here as proof of concept
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Copyright 2003 by Randy Glasbergen.
whww.glasbergen.com
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“I found a solution to your spam problem.
I’ve set up your e-mail to automatically
delete any message with a vowel in it.”
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Copyright 2005 by Randy Glasbergen.
www.glasbergen.com

O

GLASBERGEN

“While I was thinking outside of the box, someone
changed the password and now I can’t get back in!”
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