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Introduction

The Cisco Systems series of certifications provide you with ameans of validating your expertisein certain core
areas of study to current or prospective employers and to your peers. More network professionals are pursu-
ing the Cisco Certified Security Professional (CCSP) certification because network security has become a
critical element in the overall security plan of 21st-century businesses. This book is designed to help you
attain this prestigious certification.

Goals and Methods

The primary goal of this book isto help you prepare to pass either the 9E0-121 or 642-511 Cisco Secure
VPN (CSVPN) exams as you strive to attain the CCSP certification or afocused VPN certification. Adhering
to the premisethat, asindividuals, we each retain information better through different media, this book provides
avariety of formats to help you succeed in passing this exam. Questions make up a significant portion of
this book, because they are what you are confronted with on the exam and because they are a useful way

to gauge your understanding of the material. The accompanying CD-ROM provides additional questionsto
help you with your exam preparation.

Along with the extensive and comprehensive questions within this book and on the CD, this book also cov-
ers all the published topics for the exam in detail, using charts, diagrams, and screenshots as appropriate to
help you understand the concepts. The book assumesthat you have a moderate understanding of networking
(Cisco's prerequisite for CCSP certification is that you possess the CCNA certification and pass five addi-
tional exams), and does not attempt to bore you with material that you should already know. Some pub-
lished topics are stated with the assumption that you possess certain knowledge that the CCNA certification
did not bestow upon you. In those cases, this book attempts to fill in the missing material to catch you up to
the material covered by the exam topic. Because thisis an exam certification guide, the goal is to provide
you with enough information to understand the published topics and to pass the exam, in effect right-sizing
the material to the topics of the exam.

This book can help you pass the Cisco Secure VPN exam using the following methods:

® Self-assessment questions at the beginning of each chapter help you discover what you need to study.

® Detailed topic material is provided to clarify points that you might not already understand.

® End-of-chapter exercises and scenarios help you determine what you learned from the chapter’s material.
® Additional questions on the CD give you a chance to look at the material from different perspectives.

Who Should Read This Book?

This book was designed as an aid to help you pass the CCSP Cisco Secure VPN exam. Because that isthe
primary goal of thisbook, it stands to reason that the CCSP candidate will derive the most benefit from this
book. Everyone who attempts to obtain the CCSP certification must take the Cisco Secure VPN exam, mak-
ing every CCSP candidate a potentia beneficiary of the material in this book.
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That doesn't mean that thisisjust another one of those cramming aids that you use to pass the test and then
place on your shelf to collect dust. The material covered in this book provides practical solutions to 80-90%
of the VPN configuration challenges that you can encounter in your day-to-day networking experiences.
This book can become a valuable reference tool for the security-conscious network manager. Designers can
also find the foundation material and foundation summaries valuable aids for network design projects.

The Organization of This Book

Although this book could be read cover to cover, it is designed to be flexible and allows you to easily move
between chapters and sections of chapters to cover just the material that you need more work with. Chapter
1 provides an overview of the CCSP certification and offers some strategies for how to prepare for the
exams. Chapters 2 through 11 are the core chapters and can be covered in any order. If you intend to read
all the chapters, their order in this book is an excellent sequence to use.

The core chapters—Chapters 2 through 11—cover the following topics:

® Chapter 2, “Overview of VPN and | PSec Technologies’—This chapter discusses VPN protocols and
concepts, concentrating on the |PSec protocol. Exam objectives covered in this chapter include the
following:

— 1 Cisco products enable a secure VPN
— 2 |PSecoverview

— 3 IPSec protocol framework

— 4 How IPSec works

® Chapter 3, “Cisco VPN 3000 Concentrator Series Hardware Overview” —This chapter looks at the
Cisco VPN 3000 Concentrator Series and describes the capabilities of each VPN concentrator model.
Exam objectives covered in this chapter include the following:

— 5 Overview of the Cisco VPN 3000 Concentrator Series

— 6 Cisco VPN 3000 Concentrator Series models

— 7 Benefits and features of the Cisco VPN 3000 Concentrator Series
— 8 Cisco VPN 3000 Concentrator Series Client support

® Chapter 4, “ Configuring Cisco VPN 3000 for Remote Access Using Preshared Keys’—This chapter
describesthe process of configuringVV PN concentratorsfor remote accesswith preshared keys. Initial CLI
and browser configuration of the concentrator are covered. Advanced configuration issues are discussed.
Installation and configuration of the Cisco VPN Client for Windows is also discussed in this chapter.
Exam objectives covered in this chapter include the following:

— 9 Overview of remote access using preshared keys

— 10 Initial configuration of the Cisco VPN 3000 Concentrator Series for remote access
— 11 Browser configuration of the Cisco VPN 3000 Concentrator Series

— 12 Configuring users and groups

— 13 Advanced configuration of the Cisco VPN 3000 Series Concentrator

— 14 Configuring the IPSec Windows Client



XiX

Chapter 5, “Configuring Cisco VPN 3000 for Remote Access Using Digital Certificates’—This
chapter discusses digital certificates and Certificate Authority (CA) support. Enrolling and installing
certificates, generating public/private key pairs, and validating certificates are also discussed. The VPN
concentrator and VPN Client are configured to use digital certificates in this chapter. Exam objectives
covered in this chapter include the following:

— 15 CA support overview
— 16 Certificate generation
— 17 Vadidating certificates
— 18 Configuring the Cisco VPN 3000 Concentrator Seriesfor CA support

Chapter 6, “Configuring the Cisco VPN Client Firewall Feature’—This chapter discusses the VPN
Client’s firewall feature set, including the Are You There feature, central policy protection, and
monitoring firewall statistics. Exam objectives covered in this chapter include the following:

— 19 Overview of software client’s firewall feature

— 20 Software client’sAreYou There feature

— 21 Softwareclient’s Stateful Firewall feature

— 22 Software client’s Central Policy Protection feature
— 23 Client firewall statistics

— 24 Customizing firewall policy

Chapter 7, “Monitoring and Administering the Cisco VPN 3000 Series Concentrator” —Earlier
chapters in this book work with the Configuration menus of the VPN Manager. This chapter works with
the remaining sections of the VPN Manager, the Monitoring and Administration sections. Exam
objectives covered in this chapter include the following:

— 25 Monitoring the Cisco VPN 3000 Series Concentrator
— 26 Administering the Cisco VPN 3000 Series Concentrator

Chapter 8, “Configuring Cisco 3002 Hardwar e Client for Remote Access’—The Cisco VPN 3002
Hardware Client is thoroughly discussed in this chapter. Interactive and integrated hardware and client
authentication are discussed. Client statistics monitoring is also covered in this chapter. Exam objectives
covered in this chapter include the following:

— 27 Cisco VPN 3002 Hardware Client remote access with preshared keys
— 28 Overview of VPN 3002 interactive unit and user authentication feature
— 29 Configuring VPN 3002 integrated unit authentication feature

— 30 Configuring VPN 3002 user authentication

— 31 Monitoring VPN 3002 user statistics
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Chapter 9, “ Configuring Scalability Features of the VPN 3002 Har dware Client”—The Cisco VPN
3002 Hardware Client iswell suited to large organi zations. This chapter discussesthe scalability features
of load balancing, PAT, auto-update, and backup server. Exam objectives covered in this chapter include
the following:

— 32 Overview of the VPN 3002 Reverse Route Injection feature
— 33 Configuring the VPN 3002 backup server feature

— 34 Configuring the VPN 3002 load-balancing feature

— 35 Overview of the VPN 3002 Auto-Update feature

— 36 Configuring the VPN 3002 Auto-Update feature

— 37 Monitoring VPN 3002 Auto-Update events

— 38 Overview of Port Address Translation

— 39 Configuring IPSec over UDP

— 40 Configuring |PSec over TCP

Chapter 10, “ Cisco VPN 3000 L AN-to-L AN with Preshared Keys’—While ideal for remote access
implementations, the Cisco VPN 3000 Concentrator Seriesisalso an excellent platformfor LAN-to-LAN
VPN connections. This chapter discusses the LAN-to-LAN concept and shows you how to configure the
VPN concentrator for that role. Exam objectives covered in this chapter include the following:

— 41 Cisco VPN 3000 IPSec LAN-to-LAN
— 42 LAN-to-LAN configuration

— 43 SCEP support overview

— 44 Root certificate installation

— 45 |dentity certificate installation

Chapter 11, “ Scenarios’—This chapter presents scenarios that test your ability to analyze variousV PN
situations and to apply your knowledge to solving problems and implementing solutions.
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Icons and Symbols Used in This Book

Cisco uses the following standard icons to represent different networking devices.

You will encounter several of these icons within this book.
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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions used in the |OS Command
Reference. The Command Reference describes these conventions as follows:

Vertical bars () separate aternative, mutually exclusive elements.

Square brackets[ ] indicate optiona el ements.
Braces{ } indicate arequired choice.

Braces within brackets [( )] indicate a required choice within an optiona element.
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® Boldfaceindicates commands and keywords that are entered literally as shown. In actual configuration
examples and output (not general command syntax), boldface indicates commands that are manually
input by the user (such as a show command).

® [talicsindicate arguments for which you supply actual values.

Features of Each Chapter

Exampletest questions allow simulated examsfor final practice. Each of these chapters uses several features
to help you make the best use of your time in that chapter. The features are as follows:

® “Dol Know ThisAlready?” Quiz and Quizlets—Each chapter begins with a quiz that helps you
determine the amount of time you need to spend studying that chapter. The quiz is broken into
subdivisions, called “quizlets,” that correspond to a section of the chapter. Following the directions at the
beginning of each chapter, the “Do | Know ThisAlready?’ quiz directs you to study all or parts of the
chapter.

® Foundation Topics—Thisisthe core section of each chapter that explains the protocols, concepts, and
configuration for the topics in the chapter.

® Foundation Summary—Near the end of each chapter, asummary collects the most important tables and
figures from the chapter. This section helps you review the key concepts in the chapter if you score well
onthe“Do | Know ThisAlready?’ quiz, and these concepts are excellent tools for |ast-minute review.

® Q& A—Theseend-of-the-chapter questionsfocus on recall, covering subjectsin the “ Foundation Topics”
section by using several types of questions. Because the “Do | Know ThisAlready?’ quiz questions
can help increase your recall as well, these questions are restated in the Q& A section. Restating these
questions, along with presenting new questions, providesalarger set of practice questionsfor testing your
knowledge when you finish a chapter and for final review when your exam date is approaching.

® Scenarios—Located at the end of most chapters, the scenarios allow amore in-depth examination of a
network implementation. Rather than posing a simple question asking for asingle fact, the scenarios et
you design and build networks (at least on paper) without the inherent clues of a multiple-choice quiz
format.

About the CD-ROM

The companion CD-ROM contains more than 200 questions that are not included in this book. You can
answer these questions by using the simulated exam feature or by using the topical review feature. Thisis
the best tool to help you prepare for the test-taking process.









CHAPTER 1

All About the Cisco Certified
Security Professional

Network security is a hot topic, and network security specialists are hot commoditiesin
today’s job market. It's no surprise, then, that the Cisco Certified Security Professional
(CCSP) distinguishes itself as one of the most sought-after networking certifications
available today.

The CCSP was promoted in late 2002 from a Cisco Qualified Specialist program to a full-
fledged track, paralleling Cisco Certified Network Professional (CCNP), Cisco Certified
Design Professional (CCDP), and Cisco Certified Internetworking Professional (CCIP).
Like the other three primary certification tracks, the CCSP has the CCNA exam asa
prerequisite.

Accomplishing the CCSP certification requires you to pass five challenging exams, which
cover awide range of Cisco hardware and application software. You work with routers and
firewalls at your network perimeter or in your demilitarized zone (DMZ). You establish
Virtual Private Network (VPN) concentrators for your remote access users. Intrusion
detection systems can covertly keep tabs on your network, and you learn how to configure
and administer those systems. You work with Cisco Works components, such as Cisco
Secure Policy Manager (CSPM) and Cisco Secure Access Control Server (CSACS). You
use web browser applications to configure the hardware devices that protect your network.
You ensure secure connectivity in small and medium networks, based on the SAFE
blueprint.

Some of theinformation contained in thisbook overlaps material from the other four topics
covered by the CCSP series of exams. VPN technology isan important el ement in network
security, and it is no accident that more than one CCSP course includes additional informa-
tion on Internet Protocol Security (IPSec) VPNs.

The exam is a computer-based exam that has multiple-choice, fill-in-the-blank, and drag-
and-drop matching and ordering questions. The CCSP series of exams are some of the most
interesting exams to take because of the variety of presentation methods used during the
guestioning. When you are required to enter acommand, you must be precise in your
syntax, and you must not use abbreviations.
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NOTE

You can take the exam at any Thompson Prometric or VUE testing center. Both of thesetesting
organi zations have websites that allow you to find atesting center and register for tests online.
You can also call them to accomplish the same thing. Cisco’s website has information about
registering for the exams, including links and telephone numbers for Prometric and VUE. Go
to Cisco'swebsite and search for “registering for exams.” Thefirst search result should contain
the most recent information regarding exam registration.

Both organizations have an official registration process that you need to complete thefirst time
you work with them. When you arrive at the testing facility to take your exam, be absolutely
surethat you have aphoto | D on hand. You will not be allowed to take an exam without positive
identification. Also, be aware that you will not be permitted to take materials into the testing
booth—instead, the test proctor provides you with a pencil and supply of scratch paper.

Asyou take the exam, remember to read each question carefully before selecting your answer.
Understand what the question is asking before attempting to answer it. Some electronic
certification tests allow you to review and modify your answers if you finish before time
expires. Cisco examsare not of that variety. You have one opportunity to answer each question.
Take your time, and be sure to supply an answer for each question. If you don’t understand the
question, try restating it to see if you can figure out what is being asked. If a question stumps
you, try to eliminate obviously false answers and make an educated guess from the remaining
choices. Be sure to jot down “stumper” topics on your scratch paper.

You will most likely be given little more than an hour to complete the exam. Passing scores
vary—typically, somewhere in the range of 790 or 800 on a scale of 300 to 1000 pointsis
considered passing. If you turn that into a percentage, you need to answer slightly more than 70
percent of the questions correctly to pass the exam.

Certification candidates should check the Cisco Systems certification website frequently
(www.cisco.com/goltraining) as exam criteria such as time allotted, number of questions, and
passing scores are subject to change without notice.

You might not pass the exam thefirst time. If that is the case, use the experience as alearning
tool. Now you know what the test looks like, and you don’t need to worry about the mechanics
of the test. Make notes to yourself of the questions that were asked, especialy the ones that
stumped you. You can make notes on your scratch paper during the exam.

At the end of the exam, you don’t have to leave the testing booth immediately, and you can
review your notes several times to remember them. (Remember that the proctor collects your
scratch paper before you leave.) After you leave the test facility, try to write down as many
guestions and topics as you can remember from the exam. Be prepared by bringing a notebook
tojot down your answers. Use these brain dumps as your study guidein preparation for the next
time you take the exam. Although you will not get exactly the same questions each time you
take the exam, the questions are pulled from a pool, and you will most likely see some of the
same questions each time you take the test. You will certainly see similar questions.
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Stick with it if you don’t succeed the first time. You can do it, and you will find the CCSP
material interesting and on target for the needs of most businesses. Also, the exams are a
refreshing change from those you might have taken in the past.

How This Book Can Help You Pass the CCSP Cisco

Secure VPN Exam

The primary focus of this book isto crystallize knowledge that you might have gained from
instructor-led or on-the-job training into the facts and procedures you need to know to pass the
CCSP Cisco Secure VPN exam. Material is not covered to the depth that you might seein an
instructor-led class. This book concentrates on the core material and does not delve too deeply
into the more esoteric aspects of this topic.

The audience for this book includes candidates who have successfully completed the Cisco
SecureVirtual Private Networks (CSVPN) class or those who gained some experiencein VPNs
through other means. If you have taken the CSVPN class, you will find that much of the material
isfamiliar, and you can benefit most from the prechapter and postchapter questions and from
the scenarios that you find throughout thisbook. If you have not taken the CSV PN class, you are
going to find those questions and scenarios especially beneficial asyou prepare for the exam.

The most recent version of the CSVPN exam has been greatly modified from the original. You
no longer need to be ableto configureVPNs on routers and firewalls; this exam concentrates on
remote access V PNs through VPN Concentrators, including the Cisco VPN 3002 Hardware
Client, which was not covered on the origina exam.

Overview of CCSP Certification and Required Exams

The CCSP certification isamain certification track, beginning at the CCNA and ending at the
CCIE level, as do the CCNP and CCIP certifications.

The CCSP certification requires you to pass five exams. The prerequisite for being awarded
your CCSP certification upon completion of these examsisthat you hold a current CCNA
certification. Table 1-1 contains alist of the examsin the CCSP certification series. Because all
exam information is managed by Cisco Systems and is therefore subject to change, candidates
should continually monitor the Cisco Systems website for course and exam updates at
WWW.Cisco.com/go/training.

The CCSP certification is valid for 3 years, after which you must perform the requirements for
recertification. Currently, the requirement isthat you retake the current version of the appropriate
exams. You can find out more about the Cisco Certified Security Professional track at the Cisco
website, www.cisco.com, where you can search for “Career Certifications.”
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Table 1-1

CCSP Certification Exams

Exam Number | Exam Name

Comments on Upcoming Exam Changes

640-100 MCNS 3.0, Managing Cisco

Network Security

In Summer 2003, a new exam, SECUR 642-501,
will become available. This exam will eventually
replace the 640-100 exam. If recertification
candidates passthisexam, they will be considered
recertified at the CCNA or CCDA level.

9EO0-111 CSPFA 3.0, Cisco Secure PIX

Firewall Advanced Exam

By Summer 2003, anew exam will be available
to certification candidates taking the PI X exam:
642-521. Note that the renumbering signifies
that those that pass this exam will be considered
recertified at the CCNA or CCDA level. There
are no significant changes between the 9E0-111
exam and the 642-521 exam.

9E0-100 CSIDS 3.0, Cisco Secure

Intrusion Detection Systems

There are no anticipated changesto thisexam as
of thetime that this book was printed. Be sureto
refer to the Cisco Systems website for current
information regarding exam numbers and
content.

9E0-121 CSVPN 3.0, Cisco Secure

Virtual Private Networks

By Summer 2003, a new exam will be available
to certification candidates taking the VPN
exam: 642-511. Note that the renumbering
signifies that those that pass this exam will be
considered recertified at the CCNA or CCDA
level. There are no significant changes between
the 9E0-121 exam and the 642-511 exam.

9E0-131 CSl 1.0, Cisco SAFE

Implementation

There are no anticipated changesto this exam as
of thetime that this book was printed. Be sureto
refer to the Cisco Systems website for current
information regarding exam numbers and
content.

The Cisco Secure VPN Exam

The Cisco Secure VPN exam was designed to test your knowledge of configuring, monitoring,
and administering Cisco’s purpose-built VPN 3000 Series Concentrators. Because | PSec isthe
VPN tunneling protocol of choice for these products, the exam deals mostly with the |PSec
protocol on these devices. The CSVPN exam coversthe concentrators, software clients, and the
Cisco VPN 3002 Hardware Client.

You will mogt likely be given little more than an hour to complete the exam. Passing scores vary—
typically, somewherein the range of 790 or 800 on a scale of 300 to 1000 pointsis considered
passing. The exam isamixture of multiple-choice questions with asingle answer, multiple-choice
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guestions with multiple answers, drag-and-drop questions, simulation questions, and fill-in-the-
blank questions. All CCSP exams now contain asimulation lab item. For thisexam, thismeansthat
you may haveto actually configure aVPN 3000 Concentrator for remote access. This exam item
isworth multiple pointsand you may qualify for partial credit. Thereare no true-or-false questions.
(Remember that exam criteria such astime dlotted, number of questions, and passing scores, are
subject to change without notice. Test takers should frequently refer to the Cisco Systems
certification site for the latest information at www.cisco.com/go/training.)

Onceyou arein the testing booth in front of the workstation, you are asked to log in. Next, you
are asked to complete a short survey about how you prepared for the exam and what you consider
your expertise level to be. Thetime you take for the survey is not deducted from the time allotted
for the exam. After you complete the survey, you are asked to accept the terms of Cisco’'s non-
disclosure agreement (which is the reason that the authors cannot tell you about actual test
questions). If you decline to accept the agreement, you are not permitted to take the exam. Upon
accepting the nondisclosure agreement, the exam begins.

You are presented with one question at atime. A timer and a counter are running to show you
how many minutesyou have remaining for the exam and how many questionsyou have attempted.
The questions in Cisco examstend to be straightforward, for example, “How do you configure
the...,” “What do you cdl the. . .,” “What isthe command to. . .,” and so on. The questions are
comprehensive, however, so you need to know your material. A multiple-choice question might
encompass two or three topics. Some of the trickier questions tend to be the drag-and-drop
guestions. However, you can undo your answers to those questions and reposition your choices
if you find you've made a mistake before committing your answer.

Alwaystake a couple of secondsto review your answer before moving on to the next question.
You are not permitted to review your answers or to change them once you go to the next
question. If you get to the end before time runs out, click the Finish button to end the exam. If
time expires, the testing software does that for you.

At the end of the exam, you are allowed to make commentsto Cisco about any of the questions
in the exam. If you find questions that don’'t work properly, are poorly worded, seem unfair, or
arewrong, thisis your opportunity to tell Cisco about them. Be sure to keep notes as you take
the exam if you want to make comments at the end.

Once you finish the comments section, the software presents a“thank you for taking the exam”
screen. When you clear that, the system displays your score and declares whether you have
passed the exam. When you have spent many hours preparing for an exam, you can’t believe
therelief you feel when the word PASS is shown on the screen!

At the sametimeyou seetheresultsof your exam, acopy of theresultsisprinted at the proctor’s
desk. When you leave the testing booth, the proctor presses a seal onto the exam results and
stamps them DO NOT LOSE THIS REPORT. You also receive a printed copy of the non-
disclosure agreement that you consented to prior to taking the exam.

A few weeks after you have completed all the requirementsfor agiven certification, you receive
your certification through the mail. You also receive alaminated card that you can carry with
you attesting to the fact that you are, indeed, a Cisco Certified Security Professional.
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Topics on the Cisco Secure VPN Exam

Although you might not know what questions you are going to see on the exam, you do have
accessto the exam topics. If you study these topic areas, you should do well on thisexam. The
design of this book is based on the exam topics. Each chapter in this book correspondsto a
major topic area and contains the information that you need to study to thoroughly cover the
exam topic material. Table 1-2 shows the topics for the Cisco Secure VPN exam.

Table 1-2

CSVPN Exam Topics

Chapter and Chapter Title

Exam Topics

Chapter 2
Overview of VPN and IPSec Technologies

1 Cisco products enable a secure VPN

2 |PSec overview

3 1PSec protocol framework

4 How IPSec works

Chapter 3

Cisco VPN 3000 Concentrator Series Hardware
Overview

5 Overview of the Cisco VPN 3000 Concentrator
Series

6 Cisco VPN 3000 Concentrator Series models

7 Benefits and features of the Cisco VPN 3000
Concentrator Series

8 Cisco VPN 3000 Concentrator Series Client
support

Chapter 4

Configuring Cisco VPN 3000 for Remote Access
Using Preshared Keys

9 Overview of remote access using preshared keys

10 Initia configuration of the Cisco VPN 3000
Concentrator Series for remote access

11 Browser configuration of the Cisco VPN 3000
Concentrator Series

12 Configure users and groups

13 Advanced configuration of the Cisco VPN
3000 Series Concentrator

14 Configure the IPSec Windows Client

Chapter 5

Configuring Cisco VPN 3000 for Remote Access
Using Digital Certificates

15 CA support overview

16 Certificate generation

17 Validating certificates

18 Configuring the Cisco VPN 3000 Concentrator
Seriesfor CA support
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CSVPN Exam Topics (Continued)

Chapter and Chapter Title

Exam Topics

Chapter 6

Configuring the Cisco VPN Client Firewall
Feature

19 Overview of software client’s firewall feature

20 Software client’'s Are You There feature

21 Software client’s Stateful Firewall feature

22 Software client’s Central Policy Protection
feature

23 Client firewall statistics

24 Customizing firewall policy

Chapter 7

Monitoring and Administering the Cisco VPN
3000 Series Concentrator

25 Monitoring the Cisco VPN 3000 Series
Concentrator

26 Administering the Cisco VPN 3000 Series
Concentrator

Chapter 8

Configuring Cisco 3002 Hardware Client for
Remote Access

27 Cisco VPN 3002 Hardware Client remote
access with preshared keys

28 Overview of VPN 3002 interactive unit and
user authentication feature

29 Configuring VPN 3002 integrated unit
authentication feature

30 Configuring VPN 3002 user authentication

31 Monitoring VPN 3002 user statistics

Chapter 9

Configuring Scalability Features of the VPN 3002
Hardware Client

32 Overview of the VPN 3002 Reverse Route
Injection feature

33 Configuring the VPN 3002 backup server
feature

34 Configuring the VPN 3002 |oad balancing
feature

35 Overview of the VPN 3002 Auto-Update
feature

36 Configuring the VPN 3002 Auto-Update
feature

37 Monitoring VPN 3002 Auto-Update events

38 Overview of Port Address Trandlation

39 Configuring IPSec over UDP

40 Configuring IPSec over TCP

continues
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Table 1-2 ~ CSVPN Exam Topics (Continued)

Chapter and Chapter Title Exam Topics

Chapter 10 41 Cisco VPN 3000 |PSec LAN-to-LAN
Cisco VPN 3000 LAN-to-LAN with Preshared 42 LAN-to-LAN configuration

Keys 43 SCEP support overview

44 Root certificate installation

45 |dentity certificate installation

Recommended Training Path for the CCSP Certification

The Cisco recommended training path for the CCSP certification isto attend the instructor-led
training courses offered by Cisco Learning Partner. The following courses are designed around
lots of lab work so that you can get practical experience configuring or managing the devices
that you are studying:

Securing Ciscol OSNetwor ks(SECUR)—Thisfive-day courseisan updatetoVersion 3.0
of the Managing Cisco Network Security (MCNS) course. This task-oriented course
teaches the knowledge and skills needed to secure Cisco | OS router networks.

Cisco SecurePI X Firewall Advanced (CSPFA)—Thisfour-day courseteachesyou how
to describe, configure, verify, and manage all aspects of the PIX Firewall product.

Cisco Securelntrusion Detection System (CSI DS)—Thisthree-day courseteachesyou
how to use the Cisco I ntrusion Detection System to detect and respond to network attacks.
Additionally, you learn how to manage, administer, and monitor your intrusion detection
systems.

Cisco Secure VPN (CSVPN)—This four-day course teaches you how to describe,
configure, verify, and manage the Cisco VPN 3000 Concentrator, the Cisco VPN 3.1
Software Client, and the Cisco VPN 3002 Hardware Client.

Cisco SAFE Implementation (CSI)—This four-day course teaches you how to
understand and apply the axioms described in the SAFE blueprint as applied to small,
medium, and remote user networks.

Many students find the labs an invaluable learning aid. That fact, coupled with knowledgeable
instructors, helps to make these courses popular and effective. You can couple these training
classeswith the associated Cisco Press Exam Certification Guide or Self-Study Guideto obtain
broad knowledge and experience with the subject material in the class and then target that
knowledge and experience toward the specific topics of the exam.
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Using This Book to Pass the Exam

Each of the following chaptersin this book contains four components, and many contain afifth
optional component. The four main components within each chapter and the optional
component are as follows:

® A short preassessment quiz titled “Do | Know ThisAlready?’.

® A “Foundation Topics’ section that contains the major topics of the chapter.

® A “Foundation Summary” section that summarizes the key points of the chapter.
® A longer postassessment quiz entitled “Q&A”.

® The optional section includes scenarios and scenario-related questions and exercises.
Scenarios are included in chapters where the content lends itself to hands-on, critical-
thinking exercises. The scenarios section is not included in chaptersthat are conceptual in
nature; these chapters do not lend themselves to scenario-based questions and exercises.

You should begin each chapter by honestly taking the “Do | Know ThisAlready?’ quiz at the
beginning. The questions are al fill-in-the-blank types that ask for objective—rather than
subjective—answers. You can find the answersto the questionsin Appendix A. If you missonly
one or two of the questions, you already have a good understanding of the chapter’'s material,
and you can opt to skip the chapter and move on to the next.

If you only miss afew questions on the prechapter test, you should plan on studying the
Foundation Summary and completing the Q& A and the Scenarios sections at the end of the
chapter. These three areas should provide the extrainformation that would allow you to master
the chapter’'s material. If you miss any morethan four or five questionsinthe“Do | Know This
Already?’ quiz, plan on devoting time to study the entire chapter.

Do not skip the chapter quizzes! You are preparing for an exam that consists of questions about
the subject of VPNs and VPN concentrators. The more questions you attempt that cover the
same topics, the better the odds that you will have seen most of the questions that are on the
exam. Just as abaseball hitter gains confidence by taking batting practice before stepping up to
the plate to face apitcher, you too can gain confidence by attempting the chapter quizzes before
taking the exam.

Final Exam Preparation Tips

This book contains most of the material that you need to pass the Cisco Secure VPN exam.
Remember, you do not need to know all the answersto pass the exam. Few individuals become
certified having received 100 percent on any of the required exams. For therecord, thetestsare
only graded Pass or Fail. Passing by one point isjust as good as passing with 100 percent asfar
as the certification process is concerned.

Although you do not need to answer 100 percent of the questions correctly, you should study
all thematerial in thisbook because you do not know what areaswill be covered by thetest you
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are given. The questions that you get for your exam are drawn from alarge pool. The tests
attempt to cover most of the published objectives, but agiven test might skip questionsfor some
objectives.

Take the chapter quizzes. If you do poorly on these quizzes, review the material and take the
quizzes again. Once you can answer 85-90 percent of the questions correctly, move on to the
next chapter. The questions in the chapters are representative of the questions that you encounter
on the exam, but they probably do not cover everything that you will see on the exam. If you
can accept the notion that it's okay not to ace the CSVPN exam, you will most likely do well.

Try to spend no more than a few days on each chapter, and keep a consistent study schedule.
Information is volatile, and the shorter you can keep your preparation period, the fresher the
informationiswhen you take the exam. If you get off schedule, review the summariesfrom each
chapter you have compl eted thusfar, retake the end-of -chapter Q& A quizzesfor those chapters,
and then move on. When you are within two weeks of completing your study, schedule your
exam so that you have a fixed date to keep you motivated and on target. Before you take the
exam, spend aday reviewing the Foundation Summary material from each chapter and retaking
the“Do | Know ThisAlready?’ tests at the beginning of each chapter.

If you can do consistently well on the chapter quizzes, you will pass the CSVPN exam. The
authors wish you good luck in achieving your career certification goals.






Exam Topics Discussed in This Chapter

This chapter covers the following topics, which you need to master in your pursuit of
certification as a Cisco Certified Security Professional:

1 Cisco products enable a secure VPN
2 IPSec overview
3 IPSec protocol framework

4  How IPSec works



CHAPTER 2

Overview of VPN and IPSec
Technologies

The Internet is an integral part of business communications today. Corporations useit as
an inexpensive extension of their local- or wide-area networks. A local connection to an
Internet service provider (1SP) enables far-reaching communications for e-commerce,
mobile users, sales personnel, and global business partners. The Internet is cheap, easily
enabled, stable, resilient, and omnipresent. But it isnot secure, at least not in its native state.

Asacorporate user, you want to shield your communications from misdirection, misappro-
priation, and misuse, especialy if you are discussing trade secrets, personnel issues, or
financial information. Ideally, you want to be able to establish a pipeline through the Inter-
net cloud that goes from point A to point B and shields your data from prying eyes along
the way. TCP/IP is the foundation of the Internet and provides little in the way of security.

That iswhereVirtual Private Networks (VPNs) cometo the rescue. This clever concept can
provide the security that you need with a variety of features. VPNSs can provide security
through point-to-point encryption of data, data integrity by ensuring that the data packets
have not been altered en route, and authentication to ensure that the packets are coming
from the right source. VPNs enable an efficient and cost-effective method for secure
communicationsacrossthe Internet’s publicinfrastructure. I nternet Protocol Security (IPSec)
isthe Cisco protocol of choice for establishing VPNSs. This chapter provides an overview
of VPNs and IPSec and discusses the technol ogies that Cisco products bring to this useful
technology.

How to Best Use This Chapter

By taking the following steps, you can make better use of your time;

® Keep your notes and answers for all your work with this book in one place for easy
reference.

® Takethe“Do | Know ThisAlready?’ quiz, and write down your answers. Studies
show that retention is significantly increased through writing facts and concepts
down, even if you never look at the information again.

® Usethediagram in Figure 2-1 to guide you to the next step.
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Figure 2-1 How to Use This Chapter

Take
"Do | Know This Already?"
Quiz

v

Low High
Score?

lMedium

Review
Chapter
Using
Charts and Tables

l v
Review Want

—_— Foundation More
Summary Review?

l No

Perform
End-of-Chapter
Q&A and Scenarios

!

Go To
Next
Chapter

Read
Foundation
Topics

Yes

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide what parts of the
chapter to use. If you already intend to read the entire chapter, you do not need to answer these
guestions now.

This 16-question quiz hel ps you determine how to spend your limited study time. The quiz is
sectioned into four smaller “quizlets,” which correspond to the four major topic headingsin the
chapter. Figure 2-1 outlines suggestions on how to spend your timein this chapter based on your
quiz score. Use Table 2-1 to record your scores.
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Table 2-1 Score Sheet for Quiz and Quizets
Foundations Topics Section
Quizlet Number Covering These Questions Questions Score
1 Cisco products enable a secure VPN 14
2 IPSec overview 58
3 IPSec protocol framework 9-12
4 How IPSec works 13-16
All questions 1-16

1 Which Cisco hardware product families support IPSec VPN technology?

2 What are the two | PSec protocols?

3 Which type of VPNs use a combination of the same infrastructures that are used by the
other two types of VPNSs?

4 Which of the Cisco VPN 3000 Series Concentrators is a fixed-configuration device?

5 What key element is contained in the AH or ESP packet header?
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6 What are the two modes of operation for AH and ESP?

7 How many Security Associations (SAs) doesit take to establish bidirectional 1PSec
communications between two peers?

8 What is amessage digest?

9 Which current RFCs define the |PSec protocol s?

10 What message integrity protocols does | PSec use?

11 What isthe triplet of information that uniquely identifies a security association?
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13

14

15

16

You can select to use both authentication and encryption when using the ESP protocol.
Which is performed first when you do this?

What five parameters are required by IKE Phase 1?

What is the difference between the deny keyword in a crypto Access Control List (ACL)
and the deny keyword in an accessACL?

What transform set would allow SHA-1 authentication of both AH and ESP packets and
would also provide Triple Data Encryption Standard (3DES) encryption for ESP?

What are the five steps of the |PSec process?
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Theanswersto thisquiz arelisted in Appendix A, “Answersto the“Do | Know ThisAlready?’
Quizzesand Q& A Sections.” The suggestions for your next steps, based on quiz results, are as
follows:

® 2 or lessscoreon any quizlet—Review the appropriate portions of the “Foundation
Topics’ section of this chapter, based on Table 2-1. Proceed to the “ Foundation Summary”
section and the “ Q&A™ section.

® 8or lessoverall score—Read the entire chapter, including the “ Foundation Topics,”
“Foundation Summary” sections, and the “Q& A" section.

® 9to 12 overall score—Read the “ Foundation Summary” section and the“ Q& A” section.
If you are having difficulty with a particular subject area, read the appropriate portion of
the “Foundation Topics” section.

® 13 or moreoverall score—If you feel that you need more review on these topics, go to
the “Foundation Summary” section, then to the “Q&A” section. Otherwise, skip this
chapter and go to the next chapter.
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Foundation Topics

Cisco VPN Product Line

1 Cisco products enable a secure VPN

VPNsaretypically deployed to provideimproved accessto corporate resourceswhile providing
tighter control over security at areduced cost for WAN infrastructure services. Telecommuters,
mobile users, remote offices, business partners, clients, and customers all benefit because
corporations see VPNSs as a secure and affordable method of opening access to corporate
information.

Surveys have shown that most corporations implementing VPNs do so to provide access for
telecommuters to access the corporate network from home. They cite security and reduced cost
asthe primary reasonsfor choosing VPN technology and single out monthly service chargesas
the cost justification for the decision.

VPN technology was developed to provide private communication wherever and whenever
needed, securely, while behaving as much like atraditional private WAN connection as
possible. Cisco offers avariety of platforms and applications that are designed to implement
VPNs. The next section |ooks at these various products and Cisco’s recommended usage in the
deployment of VPNSs.

Enabling VPN Applications Through Cisco Products

Through product devel opment and acquisitions, Cisco has a variety of hardware and software
components available that enable businesses of all sizesto quickly and easily implement secure
VPNSs using | PSec or other protocols. The types of hardware and software components you
choose to deploy depend on the infrastructure you aready have in place and on the types of
applications that you are planning to use across the VPN.

This section covers the following topics:
® Typical VPN applications
® Using Cisco VPN products

Typical VPN Applications

The business applications that you choose to run on your VPNs go hand in hand with the type
of VPN that you need to deploy. Remote access and extranet users can use interactive applica
tions such as e-mail, web browsers, or client/server programs. Intranet VPN deployments are
designed to support data streams between business locations.
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The benefits most often cited for deploying VPNs include the following:

® Cost savings—Elimination of expensive dedicated WAN circuits or banks of dedicated
modems can provide significant cost savings. Third-party Internet service providers (1SPs)
provide Internet connectivity from anywhere at any time. Coupling | SP connectivity with
the use of broadband technologies, such as digital subscriber line (DSL) and cable, not
only cuts the cost of connectivity but can also deliver high-speed circuits.

® Security—The cost savingsfrom the use of publicinfrastructures could not be recognized
if not for the security provided by VPNs. Encryption and authentication protocols keep
corporate information private on public networks.

® Scalability—With VPN technologies, new users can be easily added to the network.
Corporate network availability can be scaled quickly with minimal cost. A single VPN
implementation can provide secure communications for a variety of applications on
diverse operating systems.

VPNsfall into three basic categories:
® Remote access
® |ntranet
® Extranet
The following sections cover these three areas in more detail.

Remote Access VPNs

Telecommuters, mobile workers, and remote offices with minimal WAN bandwidth can all
benefit from remote accessVPNs. Remote access V PNs extend the corporate network to these
usersover publicly shared infrastructures, while maintaining corporate network policiesall the
way to the user. Remote access VPNs are the primary type of VPN in use today. They provide
secure access to corporate applications for telecommuters, mobile users, branch offices, and
business partners. These VPNs are implemented over common public infrastructures using
ISDN, dial, analog, mabile P, DSL, and cable technology. TheseVV PNs are considered ubiquitous
because they can be established any time from practically anywhere over the Internet. E-mail
isthe primary application used by these connections, with database and office automation appli-
cations following close behind.

Some of the advantages that might be gained by converting from privately managed networks
to remote accessVPNs are as follows:

® Modems and terminal servers, and their associated capital costs, can be eliminated.

® Long-distance and 1-800 number expenses can be dramatically reduced asVPN usersdial
intolocal ISP numbers, or connect directly through their always-on broadband connections.

® Deployments of new users are simplified, and the increased scalability of VPNs alows
new users to be added without increased infrastructure expenses.
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Table 2-2

® Turning over the management and maintenance of the dial-up network to third parties
allows acorporation to focus on its business objectives rather than on circuit maintenance.

Although there are many advantages, be aware of the following disadvantages when imple-
menting aV PN solution:

® |PSec hasasdlight overhead because it has to encrypt data as they |eave the machine and
decrypt data as they enter the machine viathe tunnel. Though the overhead islow, it can
impact some applications.

® For users with analog modem connections to the Internet at 40 kbps or less, VPNs can
cause a dlight reduction to throughput speed because the overhead of |PSec takes time to
process the data.

® |PSecissensitiveto delays. Because the public Internet infrastructure is used, thereisno
guarantee of the amount of delay that might be encountered on each connection leg asthe
tunneled data traverse the Internet. This should not cause major problems, but it is some-
thing to keep in mind. Users might need to periodically reestablish connections if delay
thresholds are exceeded.

Remote accessVPNs can initiate tunneling and encryption either on the dial-up client or on the
network access server (NAS). Table 2-2 outlines some of the differences between the two
approaches.

Remote Access Models

Model Type Characteristics

Client-initiated | Uses|PSec, Layer 2 Tunnel Protocol (L2TP), or Point-to-Point Tunneling Protocol
model (PPTP) for establishing the encrypted tunnel at the client.

Ubiquitous. | SP network is used only as a transport vehicle for the encrypted data,
permitting the use of multiple | SPs.

Datais secured end to end from the point of origin (client) to the destination,
permitting the establishment of VPNs over any infrastructure without fear of
compromise.

Third-party security software packages, such as Cisco's VPN Client, can be used to
provide more enhanced security than system-embedded security software like PPTP.

A drawback isthat you must install aVPN Client onto every remote user’s system.
Theinitial configuration and subsequent maintenance require additional resources
from an organization.

NAS-initiated VPNs areinitiated at the service provider’s point of presence (POP) using L2TP or
model Layer 2 Forwarding (L2F).

Eliminates the need for client-based VPN software, simplifying installation and
reducing administrative cost.

A drawback isthat the data circuits from the POP to the client remain unprotected.

Another drawback is that you must use the same service provider end to end,
eliminating the Internet as a transport vehicle.
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Figure 2-2 depicts the two types of remote accessVPNs that can be accommodated by Cisco
equipment and software.

Figure 2-2 Remote Access VPNs
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Site-to-Site Intranet VPNs

You can use site-to-site intranet VPNs to connect remote offices and branch offices to the
headquarters internal network over a shared infrastructure. These connections typically use
dedicated circuits to provide access to employees only. These VPNs still provide the WAN
characteristics of scalability, reliability, and support for avariety of protocols at areduced cost
in aflexible manner.

Intranet VPNs are typically built across service provider-shared network infrastructures like
Frame Relay, Asynchronous Transfer Mode (ATM), or point-to-point circuits. Some of the
benefits of using intranet VPNs include the following:

® Reduction of WAN costs, especially when used across the Internet.

® Partiadly or fully meshed networks can be established, providing network redundancy
across one or more service providers.

® Ease of connecting new sitesto the existing infrastructure.
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Figure 2-3 shows a diagram of atypical intranet VPN network. The corporation manages the
edge routers, providing flexible management and maintenance opportunities over intranet
VPNSs.

Figure 2-3 Intranet VPNs
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Business-to-Business Extranet VPNs
Business-to-business extranet VPNs are the VPNs that give corporate network accessto
customers, suppliers, business partners, or other interested communitieswho are not employees
of the corporation. Extranet VVPNs use a combination of the same infrastructures that are used
by remote access and intranet VPNs. The differenceisfound in the privileges that are extended
to the extranet users. Security policies can limit access by protocol, ports, user identity, time of
day, source or destination address, or other controllable factors.

Fixed, business-to-business connections and ubiquitous dial-up or broadband Internet
connections are depicted in Figure 2-4.
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Figure 2-4  Extranet VPNs
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Using Cisco VPN Products

Cisco can supply hardware and software to cover amost every possible VPN requirement.
From routers and firewalls for intranet applications to VPN concentrators and clients for

remote access applications, this section introduces you to some of the key features of Cisco
VPN products.
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Cisco VPN Routers

Cisco VPN routers are the best choice for constructing intranet or extranet site-to-site VPNSs.
These routers use Cisco | OS Software and can be used to deliver multicast, routing, and multi-

Table 2-3

protocol across the VPN. You can enable quality of service (QoS) on these devices, and the

firewall feature option can turn these routers into robust firewalls. Some routers also haveinte-
grated DSL and cable modems to provide VPN access to small offices’/home offices (SOHOs).

Some VPN routers can be equipped with special modules to handle encryption processing for
VPN tunnels. These modules free memory and CPU cycles that can then be used for switching
packets, which isthe routers primary function.

These VPN routers offer the full range of VPN protocols and services. Table 2-3 shows some
of the Cisco routersthat are available for VPN service and identifies the application where they
would most likely be applied.

Cisco VPN Routers

Site Model VPN Performance | Features
SOHO Cisco 827H ADSL 384 kbps Fixed configuration
Remote access VPN | ROUter Up to 50 tunnels Integrated DSL modem
Extranet VPN 4-port 10BaseT hub
Support for EzZVPN Remote
SOHO Cisco uBR905 Cable | 6 Mbps Fixed configuration
Remote access VPN | ROUter Up to 50 tunnels Integrated cable modem
Extranet VPN 4-port 10BaseT hub
Support for EzVPN Remote
and Server
SOHO Cisco 806 Broadband | 384 kbps Fixed configuration
Remote access VPN | ROUter Up to 50 tunnels Installed behind broadband
Extranet VPN modem
10BaseT Ethernet WAN
interface
4-port 10BaseT LAN hub
Support for EZVPN Remote
SOHO Cisco 1710 Router 3 Mbps Fixed configuration
Remote access VPN Up to 100 tunnels 10/100 Fast Ethernet port
Extranet VPN 10BaseT Ethernet port

Support for EzZVPN Remote
and Server

continues
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Table 2-3

Cisco VPN Routers (Continued)

Site Model VPN Performance | Features
Small remote office | Cisco 1700 Router 4 Mbps Modular configuration
Remote access VPN Series Up to 100 tunnels Support for VPN Module
Intranet VPN with VPN Module | g 5001t for E2VPN Remote
Extranet VPN and Server
Branch office Cisco 2600 Router 14 Mbps Modular configuration
Intranet VPN Series Upto 800 tunnels | Support for VPN Module
Extranet VPN with VPN Module | g 5001t for E2VPN Server
Large branch office | Cisco 3600 Router 40 Mbps Modular configuration
Intranet VPN Series Up to 1800 tunnels | Support for VPN Module
Extranet VPN with VPN Module | g nn0rt for E2VPN Server
Central hub site Cisco 7100 Router 145 Mbps Modular configuration
Intranet VPN Series Up to 5000 tunnels | Supports VAM
Extranet VPN with VPN_ Support for EzZVPN Server
AccelerationModule
(VAM)
Central hub site Cisco 7200 Router 145 Mbps Modular configuration
Intranet VPN Series Up to 5000 tunnels | Supports VAM
Extranet VPN with VAM Support for EzZVPN Server

Cisco PIX Firewalls

The next set of major hardware components that support VPNs are the series of Cisco PIX Fire-
walls. The PIX Firewallsfeature ahardened, purpose-built operating system and provide awide
range of security and networking services. Along with IPSec VPN support, the PIX Firewalls
also support PPTP and L2TP VPNs from Microsoft Windows clients. Network Address Trans-
lation (NAT), Port Address Translation (PAT), content and URL filtering, Remote Authentica-
tion Dial-In User Service (RADIUS) and Terminal Access Controller Access Control System
Plus (TACACS+) AAA support, Dynamic Host Configuration Protocol (DHCP), and X.509
Public Key Infrastructure (PKI1) are some of the features that are supported on these devices.

Some of the PIX Firewalls can accept special VPN modules to handle the CPU- and memory-
intensive | PSec encryption process. Cisco PIX Firewalls support arange of operating systems
asVPN Clients aswell as Cisco’'s hardware VPN 3002 Client. Table 2-4 depicts the current
seriesof PIX Firewalls, identifiestheir VPN capabilities, and shows some of the features of the
devices.
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Cisco PIX Firewalls

Site Model VPN Performance | Features

SOHO Cisco PIX 501 3 Mbps Fixed configuration

Remote access VPN Firewall Upto5 Up to 10 Mbps of firewall

Intranet VPN simultaneous VPN throughput

Extranet VPN peers Ideal for securing a_\lways-on
broadband connections
10BaseT outside interface
Integrated 4-port 10/100 switch
Support for EzZVPN Client

Remote Cisco PIX 506E 16 Mbps Fixed configuration

office/branch office | Firewall Upto 25 Up to 20 Mbps of firewall

(ROBO) simultaneous VPN throughput

Remote access VPN peers 10BaseT outside and inside

Intranet VPN interfaces

Extranet VPN

Small- to medium- | Cisco PIX 515E 63 Mbps Modular configuration

size business Firewall Up to 2000 tunnels | Support for up to 125,000

Intranet VPN with VPN concurrent connections

Extranet VPN Accelerator Card Capacity for up to 6 10/100

(VAC) Fast Ethernet (FE) interfaces

Support for 2 single-port FE

modules or one 4-port FE
module

Failover port for high
availability
Support for VAC

continues
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Table 2-4  Cisco PIX Firewalls (Continued)
Site Model VPN Performance | Features
Enterprise and Cisco PIX 525 70 Mbps Modular configuration
service provider Firewall Up to 2000 tunnels | Support for up to 280,000
Intranet VPN with VAC concurrent connections
Extranet VPN Support for single-port or four-
port 10/100 Fast Ethernet
interfaces
Support for Gigabit Ethernet
interfaces
Failover port for high
availability
Support for VAC
Enterprise and Cisco PIX 535 95 Mbps Modular configuration
service provider Firewall Up to 2000 tunnels | Support for up to 500,000
Intranet VPN withVAC concurrent connections
Extranet VPN Support for single-port or four-

port 10/100 Fast Ethernet
interfaces

Support for 66-MHz Gigabit
Ethernet interface

Failover port for high
availability
Support for VAC

Cisco VPN 3000 Concentrators

Cisco identified the need for a purpose-built, remote access VPN device and developed the
Cisco VPN 3000 Series Concentrator family of products. While much of the rest of this book
deals with these devices, this section introduces them along with the other VPN products.

The Cisco VPN 3000 Series Concentrator was designed to be a high-performance, scalable
solution offering high availability and state-of-the-art encryption and authentication techniques.
Scalable Encryption Processor (SEP) modules can be easily used to add capacity and

throughput.

The Cisco VPN 3000 Series Concentrator comes in avariety of models that can support small

offices of 100 or fewer VPN connections to large enterprises of 10,000 or more simultaneous

VPN connections. Redundant and nonredundant configurations are available to help ensure the
high reliability of these devices. Cisco VPN 3000 Concentrators also support wireless clients

such as Personal Digital Assistants (PDAS) and Smart Phones. Mobile professionals using
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Cisco Mobile Office can quickly and securely connect to the Cisco VPN 3000 Series
Concentrator from airports, hotels, client offices, or other remote locations.

Table 2-5 describes the current Cisco VPN 3000 Series Concentrator line.
Table 2-5 Cisco VPN 3000 Series Concentrators

Concentrator

Features

Cisco VPN 3005 Concentrator

Fixed configuration
Supports up to 100 simultaneous sessions

Cisco VPN 3015 Concentrator

Upgradeable to 3030 Concentrator
Supports up to 100 simultaneous sessions

Cisco VPN 3030 Concentrator

Accepts SEP modules

Upgradeable to 3060 Concentrator

Supports up to 1500 simultaneous sessions
Redundant and nonredundant configurations available

Cisco VPN 3060 Concentrator

Accepts SEP modules

Upgradeable to 3080 Concentrator

Supports up to 5000 simultaneous sessions
Redundant and nonredundant configurations available

Cisco VPN 3080 Concentrator

Accepts SEP modules
Supports up to 10,000 simultaneous sessions
Fully redundant configuration only

VPN Clients

Cisco has severa VPN Clients available that can simplify the administration and maintenance
of VPN connections. This section covers the software and hardware VPN Clients offered by

Cisco.

Cisco VPN Client

Sometimes called the Unity Client, the Cisco VPN Client is the current iteration of the Cisco

VPN 3000 Client. This software comes bundled as ano-cost extrawith Cisco VPN 3000 Series
Concentratorsand allows end stationsto establish IPSec VPNsto any Cisco remote accessVPN
product at a central site. Although relatively easy to configure, the client can be preconfigured
for mass deployments, making theinitial configuration even easier. This method of installation
isperformed by pushing the client to the user’s system uponinitial login to the network, making
the application of the Cisco VPN Client scalable. The Cisco VPN Client supports an assortment
of operating systems, including versions of Linux, Solaris, MAC OS, and Windows 95, 98, Me,
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Table 2-6

NT 4.0, 2000, and XP. This client is covered more extensively in Chapter 3, “ Cisco VPN 3000
Concentrator Series Hardware Overview,” and Chapter 4, “ Configuring Cisco VPN 3000 for
Remote Access Using Preshared Keys.”

Cisco VPN 3002 Hardware Client

An alternative solution to deploying software clients on every connecting workstation isto use
the Cisco VPN 3002 Hardware Client. These devicesare deployed at remote officefacilitiesand
can provide aVPN tunnel for the entire facility and any operating system that communicatesin
IR, including Windows, Solaris, MAC, and Linux.

The Cisco VPN 3002 Hardware Client supports Easy VPN (EzVPN) Remote, allowing the
device to establish IPSec VPN connections with any EzZVPN Server system. These hardware
clients can be configured to operate like a software client or to establish a permanent, secure
VPN connection with the central site. The Cisco VPN 3002 Hardware Client can be configured
with or without an integrated 8-port 10/100 Ethernet switch.

Cisco Easy VPN

In the past, configuring VVPNs between devices was a chore. Both ends of the VPN connection
had to be configured identically, or the VPN tunnel could not be established. With the introduc-
tion of Easy VPN (EzVPN), Cisco has changed that. EzZVPN has two components: Cisco Easy
VPN Remote and Cisco Easy VPN Server. Once you have configured EzZVPN Server on a
device, you can configure an EzZVPN Remote device to establish IPSec with it by simply sup-
plying the correct password. Table 2-6 identifies the devices that support each of the EzZVPN
components.

Cisco Easy VPN

Component Cisco Model

Cisco Easy VPN Remote | Cisco 800 Series Routers

Cisco 1700 Series Routers

Cisco UBR900 Series Routers
Cisco PIX 501 Firewalls

Cisco VPN 3002 Hardware Clients

Cisco Easy VPN Server Cisco |0S Software version 12.2(8) T Routers, including 1700 Series,
7100 Series, 7200 Series, as well as other Cisco 10S Routers.

Cisco PIX Firewadlls
Cisco VPN 3000 Series Concentrators

Because the EzZVPN Remote and Server are built upon the Cisco Unified Client Framework, a
Cisco Easy VPN Server can terminate Cisco VPN Client connectionsthat originate with mobile
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users or telecommuters. EzZVPN isan ideal solution for businesses with many remote facilities
and little or no IT support at those facilities. EzZVPNs are a highly scalable and secure method
of deploying VPNs across widely dispersed organizations.

Wireless Client Support

Also bundled with Cisco VPN 3000 Series Concentratorsis atrial copy of Certicom Corpora
tion's Movian VPN Client. This client is an Elliptic Curve Cryptosystem (ECC)—compliant

VPN client for use with | P-enabled wirel ess devices such as PDAs and Smart Phones. All Cisco
VPN 3000 Series Concentrators support ECC, whichisanew Diffie-HelIman group that allows
faster processing of keying information. Ideal for devices with limited processing power, these
ECC-compliant VPN clients open theworld of secureVPN connectivity to anew class of users.

Cisco Internet Mobile Office

The Cisco Internet Mobile Officeis a program that aimsto bring secure, flexible, manageable,
and scalable VPN support to users on the road, at home, and at work. In fact, the three phases
of Cisco Mobile Office are called On The Road, At Home, and At Work.

Cisco Mobile Office On The Road is a global collaborative effort designed to provide secure,
high-speed Internet and intranet access from public facilities such as airports and hotels. Using
wireless LANs and many of the routers, firewalls, and concentrators that have been discussed
in this chapter, accompanied by similar Cisco Mobile Office At Work networks and remote
access devices for at-home connectivity, the Cisco Mobile Office provides a seamless
networking environment for mobile professionals.

Management Software
Cisco provides arobust selection of management tools to help manage and maintain Cisco
devices and supported protocols, including VPNSs. There is some overlap in the capabilities of
these tools, and you might want to choose one product over another. Many of these tools are
web based, using standard web browsers and simplifying their admini stration and mai ntenance.
The following sections discuss several of those tools.

Cisco VPN Device Manager

The Cisco VPN Device Manager (VDM) is an embedded device manager that isinstalled
directly into a supporting router’s flash memory. VDM then allows management of that router
from aweb browser using wizards to simplify the management process. VDM is currently
supported on Cisco 7100, 7200, and 7400 Series Routers, allowing the simplified configuration
of VPNs. A monitoring and graphing capability allows an administrator to view and graph
statistics on VPN tunnel throughput, traffic volume, system utilization, tunnel counts, and
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errors. VDM is ano-cost option for these routers and can either be ordered with the router or
downloaded from Cisco.com.

CiscoWorks 2000

CiscoWorks 2000 is afamily of network management tools that enable you to manage the
protocols and Cisco productsin your network. This comprehensive set of toolsismodular, with
overlapping components in some areas. The following list identifies some of the components
found in the CiscoWorks family:

® Cisco Catalyst 6500 Network Analysis Module (NAM)

® Cisco Hosting Solution Engine

® Cisco Secure Access Control Server (ACS)

® Cisco User Registration Tool (URT)

® CiscoWorks for Windows

® CiscoWorks LAN Management Solution (LMS)

® CiscoWorks QoS Policy Manager (QPM)

® CiscoWorks Routed WAN (RWAN) Management Solution
® CiscoWorks Small Network Management Solution (SNMS)
® CiscoWorks Voice Manager (CVM)

® CiscoWorksVolP Health Monitor (VolP-HM)

® CiscoWorksVPN/Security Management Solution (VMS)
® Ciscoworks Wireless LAN Solution Engine (WL SE)

These products provide extensive monitoring and management capabilities for your Cisco
network. Two of these product families have more direct tiesto VPN control than the others:
Cisco Secure Access Control Server (ACS) and CiscoWorksVMS.

Part of the CiscoWorks product line, the Cisco Secure ACS is Cisco’s Authentication,
Authorization, and Accounting (AAA) server. This device supports both TACACS+ and
RADIUS. Sporting aweb-based, graphical interface, this product is easy to install and
administer.

AAA issupported on amany products and services, including routers, firewalls, concentrators,
VPNSs, switches, DSL and cable solutions, voice over IP (VolP), and wireless solutions. You
can team up Cisco Secure ACS servers to provide failover support with automatic database
synchronization between servers. Cisco Secure ACS allows you to establish groups for easy
application of restrictions, such astime of day and day of week.
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Cisco Secure ACS comes in the following configurations:

Cisco Securefor NT—Cisco Secure ACSfor NT version 3.0 requires either a Microsoft
Windows NT 4.0 Server or a Microsoft Windows 2000 Server. Cisco Secure ACS for
NT version 3.1 operates only on the Windows 2000 platform.

Cisco Securefor UNIX—Cisco Secure ACSfor UNIX runson the Sun Solaris operating
system, versions 2.51, 2.6, 7, and 8.

CiscoWorks VPN/Security Management Solution (VMS) is a highly scalable solution for
configuring, monitoring, and troubleshooting remote access, intranet, and extranet VPNs for
small- and large-scale VPN deployments. VM S can also be used to configure network perimeter
security. This CiscoWorks bundled solution consists of CiscoWorks VPN Monitor, Cisco IDS
Host Sensor, CiscoWorks Auto Update Server Software, CiscoWorks CiscoView, CiscoWorks
CD One, CiscoWorks Common Services Software, CiscoWorks Management Center for IDS
Sensors, CiscoWorks Management Center for PIX Firewalls, CiscoWorks Management Center
for VPN Routers, CiscoWorks Monitoring Center for Security, and CiscoWorks Resource
Manager Essentials. Some of these products are discussed in more depth in the following list:

CiscoWorksVPN Monitor—Thisis a web-based management tool that supports Cisco
VPN 3000 Series Concentrators as well as the 1700, 2600, 3600, 7100, and 7200 VPN
Routers. VPN Monitor collects, stores, and presents information on 1PSec VPN connec-
tions used in remote access or site-to-site configurations. Graphical monitoring lets
administrators view IPSec VPN status at a glance and hel ps troubleshoot problems
through drill-down and graphing capabilities.

Cisco IDS Host Sensor—Thisis asystem of agent and console components that turn
critical Windows or Sun servers into intrusion detection sensors. Cisco IDS Host Sensor
detects and prevents attacks before unauthorized transactions can occur.

IDS Host Sensor agents are available for Microsoft Windows NT or 2000 Server, and for
Sun Solaris Ultrasparc systems running Solaris versions 2.6, 7, and 8. IDS Host Sensor
consoles are available for Microsoft Windows NT or 2000 Server.

The agent software running on acritical server obtains configuration and attack signatures
from the console systems. If an attack occurs, the agent takes appropriate action to thwart
the attack and reports the attempt to the console for immediate alerts or subsequent
reporting.

CiscoView—Thisisaweb-based management tool that displaysaphysical representation
of each managed device. Modules, ports, and indicators are depicted with color coding to
indicate the current, dynamically updated status of the element. Performance and other
statistics can be viewed through comprehensive monitoring capabilities. Administrators
with the appropriate security privileges can also modify configurations on monitored
devices.
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® CiscoWorks Resource M anagement Essentials (RM E)—Cisco switches, access
servers, and routers can be managed through this product. RME is a suite of applications
designed to provide central management of these devices. RME includes Inventory
Manager, Change Audit, Device Configuration Manager, Software |mage Manager,
Availability Manager, Syslog Analyzer, and Cisco Management Connection.

An Overview of IPSec Protocols

Table 2-7

2 IPSec overview

3 IPSec protocol framework

I P Security Protocol (1PSec) is a collection of open standards that work together to establish
data confidentiality, data integrity, and data authentication between peer devices. These peers
can be pairs of hosts or pairs of security gateways (routers, firewalls, VPN concentrators, and
so on), or they can be between a host and a security gateway, as in the case of remote access
VPNs. |PSec can protect multiple data flows between peers, and a single gateway can support
many simultaneous, secure |PSec tunnels between different pair partners.

IPSec works at the I P layer and can use the Internet Key Exchange (IKE) protocol to negotiate
protocols between peers and generate encryption and authentication keys to be used by 1PSec.
I PSec wasfirst described in aseries of Requests for Comment (RFCs) from RFC 1825 through
RFC 1829. RFCs 1825, 1826, and 1827 have since been updated by subsequent RFCs. Table 2-7
presents alist of the |PSec-related RFCs.

IPSec RFCs

RFC Title Topic Author Date

1825 Security Architecture for the Internet IPSec R. Atkinson Aug. 1995

(obsolete) | Protocol

1826 IP Authentication Header AH R. Atkinson Aug. 1995

(obsolete)

1827 IP Encapsulating Security Payload (ESP) | ESP R. Atkinson Aug. 1995

(obsolete)

1828 IP Authentication Using Keyed MD5 MD5 P. Metzger Aug. 1995
W. Simpson

1829 The ESP DES-CBC Transform DES P. Karn Aug. 1995
P. Metzger
W. Simpson
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Table 2-7

IPSec RFCs (Continued)

RFC Title Topic Author Date
2104 HMAC: Keyed-Hashing for Message HMAC K. Krawczyk | Feb. 1997
Authentication M. Bellare
R. Canetti
2202 Test Cases for HMAC-MD5 and HMAC-MD5 | P.Cheng Sep. 1997
HMAC-SHA-1 HMAC-SHA-1 | R. Glenn
2401 Security Architecture for the Internet IPSec S. Kent Nov. 1998
Protocol R. Atkinson
2402 IP Authentication Header AH S. Kent Nov. 1998
R. Atkinson
2403 The Use of HMAC-MD5-96 within ESP | HMAC-MD5 | C. Madson Nov. 1998
and AH R. Glenn
2404 The Use of HMAC-SHA-1-96 within HMAC-SHA-1 | C. Madson Nov. 1998
ESP and AH R. Glenn
2405 The ESP DES-CBC Cipher Algorithm DES C. Madson Nov. 1998
With Explicit IV N. Doraswamy
2406 IP Encapsulating Security Payload (ESP) | ESP S. Kent Nov. 1998
R. Atkinson
2407 The Internet | P Security Domain of ISAKMP D. Piper Nov. 1998
Interpretation for ISAKMP
2408 Internet Security Association and Key ISAKMP D. Maughan Nov. 1998
Management Protocol M. Schertler
M. Schneider
J. Turner
2409 The Internet Key Exchange (IKE) IKE D. Harkins Nov. 1998
D. Carrel
2410 The NULL Encryption Algorithm and Its | NULL R. Glenn Nov. 1998
Use With IPSec S, Kent
2451 The ESP CBC-Mode Cipher Algorithms | CBC R. Periera Nov. 1998

R. Adams
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Thisis not an exhaustive list of IPSec-related RFCs, but you can find these RFCs and others at
the Internet Engineering Task Force (IETF) website:

www.ietf.org/rfc.html

Specific RFCs that relate to |PSec can be found at the following website:

www.ietf.org/html.charters/ipsec-charter.html

Notice that just three years after IPSec was introduced, a veritable army of |PSec tools was
developed and quickly accepted by the networking industry.

Some things to remember when you are planning an 1PSec deployment are as follows:

| PSec supports High-Level Data-Link Control (HDLC), ATM, Point-to-Point Protocol
(PPP), and Frame Relay serial encapsulation.

I PSec also works with Generic Routing Encapsulation (GRE) and | P-in-IP (1Pinl P)
Encapsulation Layer 3tunneling protocols. | PSec does not support the data-link switching
(DLSw) standard, source-route bridging (SRB), or other Layer 3 tunneling protocoals.

I PSec does not support multipoint tunnels.

I PSec works strictly with unicast |P datagrams only. It does not work with multicast or
broadcast |P datagrams.

IPSec is dlower than Cisco Encryption Technology (CET) because |PSec provides per-
packet data authentication.

I PSec provides packet expansion that can cause fragmentation and reassembly of 1PSec
packets, creating another reason that |PSec is slower than CET.

When using NAT, be sure that NAT occurs before |PSec encapsulation so that |PSec has
global addresses to work with.

Table 2-7 shows the major protocols that you can encounter when working with |PSec. The
following isaquick review of these standard protocols:

I P Security Protocol (1PSec)
— Authentication Header (AH)
— Encapsulating Security Payload (ESP)
Message Encryption
— Data Encryption Standard (DES)
— Triple DES (3DES)
Message Integrity (Hash) Functions
— Hash-based Message A uthentication Code (HMAC)
— Message Digest 5 (MD5)
— Secure Hash Algorithm-1 (SHA-1)
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®  Peer Authentication
— Rivest, Shamir, and Adelman (RSA) Digital Signatures
— RSA Encrypted Nonces
® Key Management
— Diffie-Hellman (D-H)
— Caertificate Authority (CA)
® Security Association
— Internet Key Exchange (IKE)
— Internet Security Association and Key Management Protocol (ISAKMP)

NOTE IKE and ISAKMP are interchangeable in Cisco implementations.

These protocols are examined in more detail in the following sections.

The IPSec Protocols

The protocols that | PSec uses to provide traffic security are Authentication Header (AH)

and Encapsulating Security Payload (ESP). These two protocols are considered purely |PSec
protocols and were developed strictly for IPSec. Each protocol is described in its own RFC,
which was identified in Table 2-7. You can use AH and ESP independently on an |PSec
connection, or you can combine their use.

I KE and | PSec negotiate encryption and authenti cation services between pairs. Thisnegotiation
process culminates in establishing Security Associations (SAs) between security pairs. IKE
SAs are hidirectional, but |PSec SAs are unidirectional and must be established by each
member of theV PN pair to establish bidirectional traffic. There must beanidentical SA oneach
pair to establish secure communications between pairs. The information associated with each
SA isstored in aSecurity Association Database, and each SA isassigned a Security Parameters
Index (SPI) number that, when combined with the destination IP address and the security
protocol (AH or ESP), uniquely identifies the SA.

The key to IPSec is the establishment of these SAs. SAs are negotiated once at the beginning

of an IPSec session and periodically throughout a session when certain conditions are met. To
avoid having to negotiate security for each packet, there had to be away to communicate the

use of an already agreed upon SA between security pairs.

That iswherethe AH and ESP protocols comeinto use. Thesetwo protocolsare simply ameans
of identifying which prenegotiated security features to use for a packet going from one peer to
another. Both of these protocols add an extra header to the | P datagram between the Layer 3
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(IP) and Layer 4 (usually TCP or UDP) protocol headers. A key element contained in each
protocol’s header isthe SPI, giving the destination peer the information it needs to authenticate
and decrypt the packet.

Authentication Header
The Authentication Header (AH) protocol is defined in RFCs 1826 and 2402 and provides for
dataintegrity, data origin authentication, and an optional antireplay service. AH does not
provide encryption, which means that the packets are sent as clear text. AH is dlightly quicker
than ESP, so you might choose to use AH when you need to be certain of the source and integrity
of the packet but confidentiality is not a concern.

Devices configured to use AH insert an extra header into the I P datagrams of “interesting
traffic,” between the |P header and the Layer 4 header. Because a processing cost is associated
with IPSec, VPNs can be configured to choose which traffic to secure, and | PSec and non-1PSec
traffic can coexist between security pairs. You might choose to secure e-mail traffic but not web
traffic, for example. The process of inserting the AH header is shown in Figure 2-5.

Figure 2-5 AH Header in IPSec Datagram

Original IP Original Layer 4
Header Header 2l
Original IP ] Original Layer 4
Header IPSec AH Header Data
Next Header Payload Length Reserved

Security Parameters Index (SPI)

Sequence Number Field

Authentication Data (Variable Length - Integral Multiple of 32 Bits)

32 Bits
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NOTE

Thefieldsincluded in the AH are as follows:

Next Header (8 bits)—Thisfield containsthe protocol number of the Layer 4 header that
follows the IPSec header. If the Layer 4 protocol were TCP, this field would contain the
number 6. For UDP, it would contain the number 17.

The Next Header or Protocol value within the | P header preceding the | PSec header
contains the value of 51 when AH is used as the |PSec protocol.

Payload L ength (8 bits)—Thisfield contains the length of the IPSec header in 32-hit
words, minus 2. The fixed portion of the header is 96 bitslong, or 3 words. The
Authentication Data portion is of variable length but has a standard length of 96 bits,
also 3 words. That makes atotal of six 32-bit words. Deduct 2 and the value entered in
the Payload Length field would be 4.

Reserved (16 bits)—Currently unused, this portion of the header must be filled with Os.

Security Parameters|ndex (SPI) (32 bits)—The destination IP address, the IPSec
protocol, and this number uniquely identify the SA for this packet.

Sequence Number Field (32 bits)—Thisis an unsigned, monotonically increasing
counter that enables antireplay servicesfor a specific SA. Thisinformation does not have
to be used by the receiving peer, but it must be included by the sender. This number is
initialized to O when an SA is established. If antireplay is used, this number can never be
allowed to repeat. Because the sender does not know if the receiver isusing the antireplay
function, the fact that this number cannot be repeated requires that the SA be terminated
and a new one established prior to transmitting the 232 packet.

Authentication Data (Variable)—Thisfield containsthe Integrity Check Value (ICV) for
the packet. The field must be an integral multiple of 32 bits and can contain padding tofill
it out to the next 32-bit increment.

TheICV is computed using authentication algorithms, including keyed M essage Authen-
tication Codes (MACs). MACs are based on symmetric encryption algorithms, such as
DES and 3DES, or on one-way functions, such as MD5 or SHA-1. When computing the
ICV, the computation is done using the entire new packet. To keep the elements aligned
properly, any mutable fields that cannot be predicted and the Authentication Datafield of
the IPSec header are set to 0. Predictable, mutablefields are set to their predictable value.
Upper-layer data are assumed to be immutable. A shared secret key isused inthe MAC
calculation, making it difficult to spoof.

Each peer at the end of the VPN calculates this ICV independently. If these ICV's do not
match, the packet is discarded, thereby assuring that the packet has not been tampered
with during transit.



42 Chapter 2: Overview of VPN and IPSec Technologies

Encapsulating Security Payload

The other 1PSec protocoal is the Encapsulating Security Payload (ESP) protocol. This protocol
provides confidentiality by enabling encryption of the original packet. Additionally, ESP
provides data origin authentication, integrity, antireplay service, and some limited traffic flow
confidentiality. Thisis the protocol to use when you require confidentiality in your 1PSec
communications.

ESP acts differently than doesAH. Asits nameimplies, ESP encapsulatesall or portions of the
original IP datagram by surrounding it with both a header and a trailer. Figure 2-6 shows this
encapsulation process.

Figure 2-6  ESP Encapsulation Process
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Figure 2-7 shows more detail about the lengths and placement of the various ESP components.

Figure 2-7  Encapsulating Security Payload
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NOTE

Thefields included in the ESP are as follows:

Security Parameters|ndex (SPI) (32 bits)—The destination IP address, the IPSec
protocol, and this number uniquely identify the SA for this packet.

Sequence Number Field (32 bits)—Thisis an unsigned, monotonically increasing
counter that enables antireplay servicesfor a specific SA. Thisinformation does not have
to be used by the receiving peer, but it must be included by the sender. This number is
initialized to O when an SA is established. If antireplay is used, this number can never be
allowed to repeat. Because the sender does not know if the receiver isusing the antireplay
function, the fact that this number cannot be repeated requires that the SA be terminated
and a new one established prior to transmitting the 232 packet.

Payload (Variable)—Thisisthe origina |1P datagram or portions of that datagram.
Whether thisisthe entire datagram depends on the mode used. When using tunnel mode,
this Payload includes the entire original |P datagram. In transport mode, it includes only
the upper-layer portions of the original 1P datagram. 1PSec modes are discussed in an
upcoming section. The length of the Payload is always an integral number of bytes.

Padding (0255 bytes)—The Pad Length and Next Header fields must be right aligned
within a4-byte (32-bit) boundary, as shown in Figure 2-7. If the Payload does not
accomplish this, padding must be added to ensure this alignment. Additionally, padding
can be added to support the multiple block size requirements of encryption algorithms.
Padding can also be added to conceal the true length of the Payload.

Pad Length (8 bits)—Thisfield contains the number of bytes of padding that were
included in the previousfield.

Next Header (8 bits)—Thisfield containsthe protocol number of the Layer 4 header that
follows the IPSec header. If the Layer 4 protocol were TCP, this field would contain the
number 6. For UDP, it would contain the number 17.

The Next Header or Protocol value within the |P header preceding the |PSec header
contains the value of 50 when ESP is used as the IPSec protocol.

Authentication Data (Variable)—Thisfield contains the ICV for the packet. Thefield
must be an integral multiple of 32 bits and can contain padding to fill it out to the next
32-hit increment. Thisfield is optional when authentication has been specified in the SA.

Figure 2-7 showsthe dataareasthat are covered by encryption and authentication. If encryption
is specified in the SA, the fields from Payload through Next Header are encrypted. If authenti-
cation is specified, that occurs on the immutable fields from the SPI field through the Next
Header field.
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AH and ESP Modes of Operation

Figure 2-8

The previous discussion talked about the AH and ESP protocols using several examples that
showed dliding the | P header of an | P datagram to the | eft, inserting either an AH or ESP header,
and then appending the upper-layer portion of the datagram to that. Thisisaclassic description
of one of the modes of operation for IPSec, namely the Transport mode. The other mode of
operation for IPSec is the Tunnel mode.

These two modes provide afurther level of authentication or encryption support to |PSec. The
next sections discuss these two |PSec modes.

Transport Mode

Transport mode is primarily used for end-to-end connections between hosts or devices acting
as hosts. Tunnel mode is used for everything else. An IPSec gateway (that is, a Cisco 10S
Software router, Cisco PIX Firewall, or Cisco VPN 3000 Series Concentrator) might act as
a host when being accessed by an administrator for configuration or other management
operations.

Figure 2-8 shows how the Transport mode affects AH |PSec connections. The Layer 3 and
Layer 4 headers are pried apart, and the AH is added between them. Authentication protects all
but mutable fieldsin the original 1P header.

AH Transport Mode

| Original Packet |

| IP Header | Data |

paas i 3 Y
IP Header | AH | Data

<—Authenticated Portion

Figure 2-9 shows ESP Transport mode. Again, the IP header is shifted to the left, and the ESP
header isinserted. The ESP trailer and ICV are then appended to the end of the datagram. If
encryptionisdesired (not availablewith AH), only the original dataand the new ESPtrailer are
encrypted. Authentication extends from the ESP header through the ESP trailer.

Even though the original header has been essentially |eft intact in both situations, the AH
Transport mode does not support NAT because changing the source | P addressin the | P header
causes authentication to fail. If you need to use NAT with AH Transport mode, you must ensure
that NAT happens before | PSec.

Notice that this problem does not exist with ESP Transport mode. The IP header remains
outside of the authentication and encryption areas for ESP Transport mode datagrams.
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Figure 2-9

Figure 2-10

ESP Transport Mode

| Original Packet

| IP Header Data |

£ P '\ $
| IP Header ESP Header Data | ESP Trailer IcV

<——Encrypted Portion ——>

<«— Authenticated Portion —

Tunnel Mode

IPSec tunnel mode is used between gateways such as Cisco 10S Software routers, Cisco PIX
Firewalls, and Cisco VPN 3000 Series Concentrators. It is also typically used when a host
connects to one of these gateways to gain access to networks controlled by that gateway, as
would be the case with most remote access users dialing in to arouter or concentrator.

In Tunnel mode, instead of shifting the original 1P header to theleft and then inserting the | PSec
header, the original IP header is copied and shifted to the |eft to form the new IP header. The
IPSec header is then placed between the original and the copy of the IP header. The original
datagram isleft intact and is wholly secured by authentication or encryption algorithms.

Figure 2-10 showsthe AH Tunnel mode. Once again, notice that the new I P header isunder the
auspices of the authentication algorithm and that it does not support NAT.

AH Tunnel Mode

| Original Packet |

| IPHeader | Data |

Y
New IP Header AH | IPHeader | Data

Authenticated Portion

In Figure 2-11, you see adepiction of the ESP Tunnel mode. The entire original datagram can
be encrypted and/or authenticated with thismethod. If you sel ect to use both ESP authentication
and encryption, encryption is performed first. This allows authentication to be done with
assurance that the sender does not alter the datagram before transmission, and the receiver can
authenticate the datagram before decrypting the package.
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Figure 2-11 ESP Tunnel Mode
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ESP supports NAT in either Tunnel or Transport mode, and only ESP supports encryption. If
you need encryption, you must use ESP. If you also want authentication with ESP, you must
select ESP HMAC service. HMAC uses the MD5 and SHA-1 keyed hashing algorithms.

Security Associations

Depending on the IPSec protocol you choose to use, you can ensure data integrity and source
authenticity, provide encryption, or do both. Once you decide the service you need, the peers
then begin a negotiation process to select a matching set of algorithms for authentication,
encryption, and/or hashing as well asamatching SA lifetime. This negotiation processis done
by comparing requested services from the source peer with atable of acceptable services
maintained on the destination peer.

Once the negotiation process has been completed, it would be convenient not to haveto do it
again for awhile. The |[ETF named this security service relationship between two or more entities
to establish secure communications the Security Association (SA). When traffic needs to flow
bidirectionally acrossaV PN, IKE establishesabidirectional SA and then | PSec establishestwo
more unidirectional SAs, each having their own lifetime. Get into the habit of identifying these
SAsaseither IKE SAsor IPSec SAs because they each have their own configuration attributes
and they are each maintained separately. IKE SAs are used when IPSec tries to establish a con-
nection. IPSec SAs are used with every secure packet.

SAsare only good for one direction of data across an |PSec connection. Because SAs are

simplex, establishing conversations between peers requires two | PSec SAs, one going and one
coming, for each peer and two underlying IKE SAs. |PSec SAsare a so protocol specific. If you
are going to be using both AH and ESP between security pairs, you need separate SAsfor each.

Each SA is assigned a unique random number called a Security Parameters Index (SPI). This
number, the destination | P address of a packet, and the |PSec protocol used create a unique
triplet that identifies a security association. When a system wantsto send | PSec traffic to a peer,
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it checksto seeif an SA aready existsfor that peer using the desired security services. If it finds
an existing SA, it placesthe SPI of the SA into the IPSec header and sends the packet. The
destination peer takes the SPI, combines it with the IPSec protocol and the destination IP
address (itself), and locates the existing SA in the Security Association Database it maintains
for incoming traffic on that interface. Once it finds the SA, the destination peer knows how to
unwrap the data for use.

Existing Protocols Used in the IPSec Process

I PSec makes use of numerous existing encryption, authentication, and key exchange standards.
This approach maintains | PSec as a standards-based application, making it more universally
acceptable in the P community. Many of these standard protocols are described in the
following sections.

Message Encryption
Available when using the ESP 1PSec protocol, message encryption enables you to send highly
sensitive information across the public networks without fear of having those data easily
compromised. Two encryption standards are available with Cisco VPN equipment, the Data
Encryption Standard (DES) and its more robust cousin, the Triple Data Encryption Standard
(3DES or Triple DES).

Data Encryption Standard

The standard encryption method used by many VPN deployments is the Data Encryption
Standard (DES) method of encryption. DES applies a 56-bit key to every 64 bits of data. DES
providesover 72,000,000,000,000,000 (72 quadrillion) possible encryption keys. Developed by
IBM in 1977 and adopted by the U.S. Department of Defense, DES was once considered such
astrong encryption techniquethat it was barred from export from the continental United States.
It was considered unbreakable at the time of its adoption, but faster computers have rendered
DES breakable within arelatively short period of time (lessthan aday), so DESisnolonger in
favor in high-security applications.

Cisco products support 56-hit DES-CBC with Explicit IV. Cipher Block Chaining (CBC) isone
of several methods of implementing DES. CBC requires an initialization vector (1V) to start
encryption. 1PSec ensures that both VPN peers have the same |V or shared secret key. The
shared secret key isinput into the DES encryption algorithm, and clear text isthen supplied in
64-bit blocks. The clear text is converted to ciphertext and is passed to ESP for transmission to
the waiting peer, where the process is reversed using the same shared secret key to reproduce
the clear text message.
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Triple DES

One version of the Data Encryption Standard is Triple DES (3DES) so named because it per-
forms three encryption operations on the data. It performs an encryption process, a decryption
process, and then another encryption process, each with adifferent 56-bit key. Thistriple process
produces an aggregate 168-bit key, providing strong encryption. Cisco VPN products and soft-
ware al support the 168-bit 3DES encryption algorithm as well as the 56-bit DES algorithm.

Message Integrity
Message integrity is accomplished by using a hashing algorithm to compute a condensed
representation of a message or data file. These condensed representations are called message
digests (MDs) and are of afixed length that depends on the hashing algorithm used. All or part
of this message digest is transmitted with the data to the destination host, which executes the
same hashing algorithm to create its own message digest. The source and destination message
digests are then compared. Any deviation means that the message has been altered since the
original message digest was created. A match meansthat you can be fairly certain that the data
have not been altered during transit.

When using the IPSec AH protocol, the message digest is created using the immutable fields
from the entire P datagram, replacing mutable fields with Os or predictable values to maintain
proper alignment. The computed MD isthen placed into the Authentication Data (or ICV) field
of the AH. The destination device then copies the MD from the AH and zeroes out the Authen-
tication Datafield to recalculate its own MD. Refer to Figures 2-8 and 2-10 to refresh your
memory about the structure of the AH datagram.

With the IPSec ESP protocol, the process is similar. The message digest is created using the
immutable data in the portion of the IP datagram from the beginning of the ESP header to the
end of the ESP trailer. The computed MD isthen placed into the ICV field at the end of the
datagram. With ESP, the destination host does not need to zero out the ICV field becauseit sits
outside of the scope of the hashing routine. Refer to Figures 2-9 and 2-11 for the structure of
the ESP datagram.

Cisco VPN products support Message Digest 5 (MD5) and Secure Hash Algorithm-1 (SHA-1)
algorithms, which use akeyed hashing mechanism called Hashed M ethod A uthentication Code
(HMAC). These three message integrity tools are described in the following sections.

Hash-Keyed Message Authentication Code

RFC 2104 describes the HMAC algorithm, because it was devel oped to work with existing
hashing algorithms like MD5 and SHA-1. Many security processes involved in sharing data
involvethe use of secret keys and amechanism called M essage A uthentication Codes (MACs).
One party creates the MAC using the secret key and transmits the MAC to its peer partner. The
peer partner creates its own MAC using the same secret key and compares the two MACs.

MD5 and SHA-1 share asimilar concept, except that they do not use secret keys. That iswhere
HMAC comesin. HMAC was devel oped to add a secret key into the cal culation of the message
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digests produced by standard hashing algorithms. The secret key added to the formulaisthe
same length as the resulting message digest for the hashing algorithm used.

Message Digest 5—HMAC Variant

Message Digest 5 (MD5) was developed by Ronald Rivest of the Massachusetts I nstitute of
Technology and RSA Data Security Incorporated. MD5 takes any message or data file and
creates a 128-hit condensed representation (message digest) of the data.

The HMAC variant used by Cisco is designated HMAC-MD5-96. This version uses a 128-hit
secret key to producea 128-bit MD. AH and ESP-HMAC only usetheleft-most 96 hits, placing
them into the authentication field. The destination peer then calculates a complete 128-bit
message digest but then only uses the left-most 96 bits to compare with the value stored in the
authentication field.

MD?5 creates a shorter message digest than does SHA-1 and is considered less secure but offers
better performance. MD5 without HMAC has some known weaknesses that make it a poor
choice for high-security applications. HMAC-MD5 has not yet been successfully attacked.

Secure Hash Algorithm-1

The Secure Hash Algorithm was devel oped by the National Institute of Standards and Technol-
ogy (NIST) and was first documented in the Federal Information Processing Standards (FIPS)
Publication 180. The current version is SHA-1, as described in FIPS 180-1 and RFC 2404.

SHA-1 produces a 160-bit message digest, and the HM AC-SHA-1 variant uses a 160-bit secret
key. Cisco’simplementation of HMAC-SHA 1-96 truncates the 160-bit MD to the left-most 96
bits and sends those in the authentication field. The receiving peer re-creates the entire 160-bit
message digest using the same 160-bit secret key but then only compares the leading 96 bits
against the MD fragment in the authentication field.

The 160-bit SHA-1 message digest is more secure than the 128-bit MD5 message digest. There
isapriceto pay in performance for the extra security, but if you need to use the most secure
form of message integrity, you should select the HMAC-SHA-1 agorithm.

Peer Authentication

One of the processes that IKE performsisthe authentication of peers. Thisis done during IKE
Phase 1 using a keyed hashing algorithm with one of three possible key types:

® Preshared
® RSA digita signatures
® RSA encrypted nonces

These three key types and their associated authentication processes are outlined in the next
sections.
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Preshared Keys

The process of sharing preshared keysis manual. Administrators at each end of the |PSec VPN
agree on the key to use and then manually enter the key into the end device, either host or
gateway. This method isfairly secure, but it does not scale well to large applications.

RSA Digital Signatures

Ronald Rivest, Adi Shamir, and Leonard Adelman devel oped the RSA public-key cryptosystem
in 1977. Ronald Rivest also devel oped the M D5 hashing algorithm. A Certificate Authority
(CA) provides RSA digital certificates upon registration with that CA. Thesedigital certificates
allow stronger security than do preshared keys. Once theinitial configuration has been
completed, peers using RSA digital certificates can authenticate with one another without
operator intervention.

When an RSA digital certificateisrequested, apublic and a private key are generated. The host
usesthe private key to create adigital signature. The host sendsthisdigital signature along with
its digital certificate to its |PSec peer partner. The peer uses the public key from the digital
certificate to validate the digital signature received from the peer.

RSA Encrypted Nonces

A twistintheway digital signatures are used isthe process of using RSA encrypted noncesfor
peer authentication. A nonceisapseudorandom number. This processrequiresregistration with
a CA to obtain RSA digital certificates. Peers do not share public keysin this form of authenti-
cation. They do not exchange digital certificates. The process of sharing keysis manual and
must be done during the initial setup.

RSA encrypted nonces permit repudiation of the communication, where either peer can plausibly
deny that it took part in the communication. Cisco is the only vendor that offers this form of
peer authentication.

Key Management
Key management can be a huge problem when working with |PSec VPNSs. It seems like there
arekeyslurking everywhere. In reality, only five permanent keys are used for every |PSec peer
relationship. These keys are described as follows:

® Two are private keysthat are owned by each peer and are never shared. These keys are
used to sign messages.

® Two arepublic keysthat are owned by each peer and are made available to anyone. These
keys are used to verify signatures.
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® Thefifth key isthe shared secret key. Both peer members use this key for encryption and
hashing functions. Thisis the key created by the Diffie-Hellman protocol, which is
discussed in the next section.

That does not seem like many keys. In fact, the private and public keys are used for multiple

| PSec connections on a given peer. In asmall organization, these keys could al probably be
managed manually. The problem arises when trying to scale the processes to support hundreds
or thousands of VPN sessions. The next sections discuss the Diffie-Hellman protocol and
Certificate Authorities, which are two excellent ways of automatically managing this potential
nightmare.

Diffie-Hellman Protocol

In 1976, Whitfield Diffie and Martin Hellman devel oped the first public key cryptographic
technique. The Diffie-Hellman (D-H) key agreement protocol allows two peersto exchange a
secret key without having any prior secrets. This protocol isan example of an asymmetrical key
exchange process in which peers exchange different public keysto generate identical private
keys. This protocol is over 20 years old and has withstood the test of time.

The Diffie-Hellman protocol is used in 1PSec VPNs, but you haveto look hard to find it. It is
used in the process of establishing the secure channel between peersthat |PSec rides on. The
trail isasfollows:

1 IPSec usesthe Internet Security Association and Key Management Protocol (ISAKMP)
to provide aframework for authentication and key exchange.

2 ISAKMP usesthe IKE Protocol to securely negotiate and provide authenticated keying
material for security associations.

3 IKE usesaprotocol caled OAKLEY, which describes a series of key exchanges and
details the service provided by each.

4 OAKLEY uses Diffie-Hellman to establish a shared secret key between peers.

Symmetric key encryption processes then use the shared secret key for encryption or authenti-
cation of the connection. Peers that use symmetric key encryption protocols must share the
same secret key. Diffie-Hellman provides an elegant solution for providing each peer with a
shared secret key without having to keep track of the keys used.

Diffie-Hellman is such a clean process that you might wonder why we need symmetric key
encryption processes. The answer is that asymmetric key encryption processes are much too
slow for the bulk encryption required in high-speed VPN circuits. That iswhy the Diffie-Hellman
protocol has been rel egated to creating the shared secret key used by symmetric key encryption
protocols.

I PSec peers use the Diffie-Hellman Protocol to generate the shared secret key that is used by
AH or ESP to create authentication data or to encrypt an IP datagram. The receiving peer uses
the D-H shared secret key to authenticate the datagram and decrypt the payload.
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No discussion of Diffie-Hellman would be complete without showing the mechanismsinvolved
in creating the shared secret key. Table 2-8 shows the Diffie-Hellman process of creating the
key between two |PSec peers called Able and Baker. Notice that the shared secret key never
travels over the network between the peers.

NOTE Recall from your high school math that the modul us operation returnsthe remainder that results

from dividing one number by another. For example, 7 mod 4 returns the number 3.

Table 2-8  Diffie-Hellman Process
ABLE NETWORK | BAKER
Agreeswith BAKER tousealargeprime | — « Agreeswith ABLE to use alarge prime
number: number:
P P
Further agrees on an integer to use asa - - Further agrees on an integer to use asa
generator: generator:
G G
Picks a secret number: Picks a secret number:
A B
Computes a public number: Computes a public number:
X =G” mod P Y =GBmod P
Sends X to BAKER X <Y SendsY to ABLE
Now knows: Now knows:
P,G,A, X, Y P,G,B,X,Y
Computes: Computes:
K =YA mod P Kg=XBmod P
Now knows shared secret key: Now knows shared secret key:
Ka=Kg=K Kg=Ka =K
Proof: Proof:
K 5 = (GB mod P)A mod P Kg = (G* mod P)B mod P
K5 = (GB)" mod P = Kg = (G*)B mod P
K =GP mod P Kg=G"Bmod P
Ka Kg
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Certificate Authorities

Another method of handling keys that does not take a lot of administrative support isto use
Certificate Authorities (CAs) asatrusted entity for issuing and revoking digital certificatesand
for providing ameansto verify the authenticity of those certificates. CAsare usually third-party
agents such as VeriSign or Entrust, but for cost savings, you could also set up your own CA
using Windows 2000 Certificate Services.

The following list describes how CAswork:

1 A client that wantsto use digital certificates creates a pair of keys, one public and one
private. Next, the client prepares an unsigned certificate (X.509) that contains, among
other things, the client’s ID and the public key that was just created. This unsigned
certificate is then sent to a CA using some secure method.

2 TheCA computesahash code of the unsigned certificate. The CA thentakesthat hash and
encryptsit using the CA’s private key. Thisencrypted hash isthe digital signature, and the
CA attachesit to the certificate and returns the signed certificate to the client. This
certificateis called an I dentity Certificate and is stored on the client device until it expires
or is deleted. The CA also sends the client its own digital certificate, which becomes the
root certificate for the client.

3 Theclient now hasasigned digital certificate that it can send to any other peer partner. If
the peer partner wants to authenticate the certificate, it decrypts the signature using the
CA'spublic key.

It isimportant to note that a CA only sends aclient’s certificate to that client itself. If the client
wants to establish |PSec VPNs with another client, it trades digital certificates with that client,
thereby sharing public keys.

When aclient wants to encrypt data to send to a peer, it uses the peer’s public key from the
digital certificate. The peer then decrypts the package with its private key.

When aclient wantsto digitally sign apackage, it usesits own private key to create a*“signed”
hash of the package. The receiving peer then usesthe client’s public key to create acomparison
hash of the package. When the two hash values match, the signature has been verified.

Another function of a CA isto periodically generate alist of certificates that have expired or
have been explicitly voided. The CA makesthese Certificate Revocation Lists (CRLS) available
to its customers. When aclient receives adigital certificate, it checksthe CRL to find out if the
certificate is still valid.

You learn more about CAs and digital certificatesin Chapter 5, “ Configuring Cisco VPN 3000
for Remote Access Using Digital Certificates.”
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Authenticating IPSec Peers and Forming Security Associations

The protocol that brings all the previously mentioned protocols together is the Internet Key
Exchange (IKE) Protocol. IKE operatesin two separate phases when establishing |PSec VPNSs.
In IKE Phase 1, it isIKE's responsibility to authenticate the |PSec peers, negotiate an IKE
security association between peers, and initiate a secure tunnel for |PSec using the Internet
Security Association and Key Management Protocol (ISAKMP).

In IKE Phase 2, the peers use the authenticated, secure tunnel from Phase 1 to negotiate the set
of security parameters for the IPSec tunnel. Once the peers have agreed on a set of security
parameters, the |PSec tunnel is created and stays in existence until the Security Associations
(SAs) (either IKE or 1PSec) are terminated or until the SA lifetimes expire.

Combining Protocols into Transform Sets

NOTE

Configuring IPSec in Cisco devicesisfairly simple. You need to identify the five parameters
that IKE uses in Phase 1 to authenticate peers and establish the secure tunnel. Those five
parameters and their default settings for the VPN 3000 Concentrator Series are as follows:

® Encryption algorithm—56-bit DES (default) or the stronger 168-bit 3DES.
® Hash algorithm—MDS5 (default) or the stronger SHA-1.

® Authentication method—Preshared keys, RSA encrypted nonces, or the most secure,
RSA digital signatures (also the default).

® Key exchange method—768-bit Diffie-Hellman Group 1 (default) or the stronger 1024-bit
Diffie-Hellman Group 2.

® |KE SA lifetime—The default is 86,400 seconds or 1 day. Shorter durations are more
secure but come at a processing expense.

Whatever parameters you choose for IKE Phase 1 must be identical on the prospective peer, or
the connection is not established. Once you have these configured, the only other values you
need to supply to establish the IPSec tunnel in IKE Phase 2 are as follows:

® | PSec protocol—AH or ESP
® Hash algorithm—MD5 or SHA-1 (These are dways HMAC assisted for IKE Phase 2.)
® Encryption algorithm if using ESP—DES or 3DES

The AH Protocol is seldom used in production environments today. SHA