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PREFACE

This book was designed to set the groundwork for learning about sur-
veillance technologies. The basic stepping stones presented here will make
it easier to understand more advanced texts devoted to individual tech-
nologies such as radar, sonar, video cameras, and genetic profiling.

Understanding Surveillance Technologies is the first comprehensive, in-
troductory overview of the field of surveillance devices. It comprises 18
chapters and includes more than 700 photos and illustrations. It is suit-
able for college surveillance courses, professional recruiting programs,
and as a reference for beginning professionals in the fields of law enforce-
ment, forensics, and military surveillance. It has been designed with a
flexible, modular format. The chapters can be read in almost any order
and chapters that share common topics are cross-referenced to alert the
reader.

Everyone needs to understand surveillance technologies. Surveillance de-
vices are now everywhere and many people don’t even realize they’re
being surveilled, cataloged, and stored in a multitude of databases without
their knowledge. Here are some examples that show how important it is
to get a better understanding of how we are being observed:

* Itis now possible to locate extensive detailed information on the
Internet about people who have never even logged on to the Net
nor even used a computer. It is even possible to quickly find out
the names, addresses, and phone numbers of their neighbors, pro-
viding the data to create a composite picture of a neighborhood’s
residents and their social and economic characteristics. This book
provides a better understanding of who is collecting this infor-
mation, how they are doing it, and what they are doing with that
data once they have it.

*  Some hospitals now routinely take DNA samples of newborn
babies and the U.S. armed forces require mandatory submission
of a DNA sample. This book explains the background and ori-
gins of DNA matching and the possible social consequences of
its use. In many instances, your DNA can reveal your gender,
race, medical tendencies, and physical characteristics.
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¢ Semi-nude and nude photos of unwary victims are being sold on the
Internet without their knowledge or permission. How is this possible?
This book explains how these technologies work and why bootleg im-
ages may not yet be illegal. It further describes ethical and social conse-
quences of these new forms of exploitation.

e Gaming centers, hotels, and trade shows are now using magnetic access
cards to keep track of their guests. In casinos they can tell how often
patrons play, how much they spend, and how frequently they visit the
establishment. Even universities are beginning to issue student cards
that are also access cards. They work in vending machines, copy ma-
chines, and in various retail outlets on campus. In some instances, this
information is stored in sophisticated databases. This text describes a
variety of types of access and article surveillance technologies that pro-
vide travel suppliers, casinos, hotels, and retail outlets with detailed in-
formation on their patrons.

* Law enforcement agencies are consolidating their forensic and criminal
databases and providing Internet access from any part of the country.
This is providing new ways to solve serial murders and to catch felons
who move from state to state, but it also makes a criminal less distin-
guishable from a law-abiding citizen in a computer database. However
good the intentions of the law enforcement personnel may be, there are
good ways and bad ways to structure databases so they don’t violate the
rights of honest people and not all programmers who create the software
are aware of the ethical consequences of their software design strate-
gies. This text looks at some of the various databases that are being used
to fight crime and how we can take steps to support the efforts of law
enforcement officials without turning the country into a repressive Big
Brother society.

This is just a handful of the significant issues discussed in this book. There are
also notes on the history and current state of intelligence-gathering in America,
concerns about chemical and nuclear treaty surveillance and enforcement, and
information about new technologies that are allowing us to surveil space and
other planets.

Surveillance devices are used in virtually every field of endeavor, from handheld
magnifying glasses to sophisticated magnetic resonance imaging machines, ‘spy’
devices allow us to see beyond the basic senses that nature gave us in ways we
wouldn’t have imagined two hundred or even fifty years ago. This book is a
fascinating journey through technology and provides more than a little food for
thought as to how we can and should use these new devices.

© 2001 by CRC Press LLC



ABOUT THE AUTHOR

The author has been a technologist and writer since 1980 and has had a
life-long fascination with gadgets, codes, and machines. Julie Petersen
chose to write this book because she couldn’t find a reference that covered
all the different emerging surveillance technologies that microelectronics
were making possible. She felt that a ‘one-stop’ sourcebook was needed
to pull together all the diverse threads that make up this fascinating field
and to present some of the history and social evolution that brought us to
where we are now.

The author offered this further comment:

“Another motivation for writing this book was that I noticed the tech-
nology was being developed and implemented faster than society
could assimilate the information and establish safeguards for its posi-
tive use. Surveillance devices are gradually being installed in every
office, shopping mall, school, and public area in the country, yet the
general public is only barely aware that it is happening and most
employees are not given a vote or a choice as to whether they want to
be constantly monitored in the workplace.

Because the technology is being put in place without any broad plan
or consensus, we need to take steps to ensure that this is a positive
change. This book presents information that can aid in better deci-
sion-making. It can help individuals communicate more coherently
with elected representatives. It can help elected representatives un-
derstand how quickly these technologies are proliferating and how
legal protections relate to the new technologies. It can help profes-
sionals decide on a branch of surveillance to pursue as a professional
career. My overall hope is that the knowledge presented here will
make it not only more enjoyable to learn about surveillance devices
but will make it easier for us to enlist the technology to enhance our
lives rather than allow it to take away our hard-won freedoms.”

When she’s not writing technology references, the author enjoys fiction
writing, outdoor activities, playing and composing music, gourmet cook-
ing, strategy games, and computer graphics.

© 2001 by CRC Press LLC



THE FORMAT OF THIS BOOK

This book is modular. Each chapter has the same basic format. It starts with an
introduction, then describes some of the various types of devices within a cat-
egory, followed by the context in which the devices are usually used. This is
followed by a historical overview of the major milestones associated with the
technology. After the history and evolution is a description of basic functions
that have not already been covered in the first three sections. The common appli-
cations for the technology are then described, followed by a discussion of some
of the legal and ethical implications. At the end of each chapter, there is an
extensive annotated list of resources for further study. The resources include
bibliographies and selected media and online resources, chosen for their relevance
to the chapter. Web addresses are provided for many of the important organiza-
tions and educational sites associated with the topic of each chapter.

With the exception of Chapter 1, which should probably be scanned or read in its
entirety first, the chapters can be read in any order. There are cross-references to
alert the reader or instructor to information in related chapters. Some groups of
chapters make more sense if they are read together. These include

Acoustic Surveillance - These three chapters can be read together as they are
strongly interrelated. Itis a good idea to read Infra/Ultrasound Surveillance
before reading Sonar Surveillance, as sonar is a specialized adaptation of
acoustics that relies heavily on ultrasound.

The history section in the Introduction & Overview and the history section
in the Audio Surveillance chapter describe a number of the controversies
over wiretapping and other methods of surveillance that are being heavily
debated. These sections make more sense if they are cross-referenced and
read in the above order.

Electromagnetic Surveillance - It is a good idea to cross-reference the Infra-
red, Visual, and Ultraviolet chapters as together they comprise Light Sur-
veillance. The Visual and Aerial Surveillance chapters make more sense if
they are read together and much of the information in the Infrared Surveil-
lance chapter is relevant to Aerial Surveillance.

Radar Surveillance uses radio waves, so it helps to read the Radio and Radar
Surveillance chapters together.

Chemical & Biological Surveillance - The Biometric Surveillance chapter is
really a specialized subset of Chemical Surveillance, so it helps to read these
chapters together and Genetic Surveillance is a subset of Biometrics.
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Introduction &
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1. Introduction

1.a. Scope and Focus

This book fills a significant gap in the literature related to surveillance. There are cur-
rently thousands of books about spies and international espionage, dozens of catalogs that list
price information about ‘spy’ devices (though without any real explanation of their uses), and
many recent books about loss of privacy from increasing levels of surveillance. There are
also a few books on spy technologies as they relate to espionage and military use. However,
until now, no book has adequately covered surveillance devices in a broader context so that
readers can understand the origins and current practices of the technologies as they are used
in a wide range of fields.

A page dotted with Base Censor and U.S. Censor Office stamps, in 1943, is an example of how written,
radio, and wire communications are surveilled, probed, recorded, regulated, and subjected to constant scru-
tiny during times of political turbulence. [U.S. Army Signal Corp historic photo by McQuarrie, released.]
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This volume discusses surveillance devices that are used in intelligence and military op-
erations, but it differs from other books in that it provides a broader view of surveillance
technologies that encompasses other applications including search and rescue, scientific en-
quiry, domestic applications, corporate security, skip tracing, and personal communications.

Specific Focus of this Volume

This book focuses primarily on the technologies of surveillance and secondarily on the
ways in which they are used. It also provides a rich set of pointers to information on related
organizations and more advanced publications in the field. It doesn’t emphasize spies or in-
trigue or specific strategies for use because there are already many volumes covering these
topics. Surveillance is a subset of the larger process of intelligence-gathering, and thus a key
tool in intelligence operations, but it is also an equally important tool of wildlife conservation,
weather forecasting, and corporate and domestic security.

This volume does not cover the design and engineering of surveillance devices (there are
no circuit board or installation diagrams). It doesn’t discuss technologies that may be used to
extract information directly from human beings through coercion or torture. It also does not
cover surveillance of nuclear radiation leaks except in a very general way. It does provide a
wealth of information on the prevalent technologies that aid humans in hearing, seeing, smell-
ing, and otherwise detecting and recording trends and activities, people, places, wildlife, and
natural disasters.

While this book takes a broad view of surveillance devices, it has been necessary, in most
cases, to use American examples and illustrations. The author would have preferred a more
international viewpoint, but there are compelling and practical reasons for using U.S.-based
examples. The first is that surveillance is a huge topic and it would be impossible in one
volume to cover international activities and organizations with any kind of depth. Another is
that the United States, as a global superpower, has put a high priority on the development and
use of surveillance technologies and thus, they are widely available and widely used in the
U.S. A further justification is that the price of surveillance devices in America has become so
low that even teenagers are buying high-tech surveillance gadgets to secure their forts and
treehouses.

Price and Availability

Surveillance devices are falling in price. They are showing up in mail order catalogs mixed
in with ads for computer monitors and lawn furniture. A week’s wages is now sufficient to set
up a simple surveillance or security system whereas five years ago, the same setup would
have cost several thousand dollars. These examples illustrate this trend:

e Board-level pinhole cameras can be purchased in bulk for under $25 each for high-
resolution grayscale models. Outdoor color wireless bullet cameras are now under
$200.

*  Video/audio transmitters can be located for less than $33 each and a $120 VCR can
be used to record the signal.

*  Two-way radios with a two-mile range are now as low as $40.

e Basic computer systems are less than $800 and fully functioning older models are
available for less than $40.

* A high-speed connection to the Internet (which was $500 in 1997) now costs only
slightly more than a telephone dialup connection, about $29 to $39/month.
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Consumer Devices

The design and manufacture of ‘spy’ devices are no longer limited to specialized markets.
Surveillance technologies are consumer items and a general reference is needed to put the
technology in perspective and provide information that isn’t yet available all in one place
through existing sources. This is the first introductory text designed to meet this need. It
could have been much longer, but [ was constrained, as all authors are, by time and space. In
spite of these constraints, this is currently the most comprehensive coverage of the subject
from this broad perspective that is presently available.

Technology access isn’t limited to the U.S. Electronic devices are readily available in
Europe, Japan, and Canada and some European countries offer free Internet access, but few
countries in the world have as many inexpensive computer and electronics products as the
United States and this is true of surveillance devices as well.

Political Openness

The sheer volume of open source information that is available in America due to enforce-
ment of democratic freedoms and specific acts such as the Freedom of Information Act is
substantial. To balance the American bias in this book, I have tried to select examples that
generically illustrate a class of technologies and I trust that you, as reader, can extrapolate
other possible uses from the information given.

You may be a layperson wanting to better understand this important topic, or you may be
a student of political science, business, sociology, or forensics. You may be a beginning pro-
fessional, involved in industrial surveillance, law enforcement, private detection, national se-
curity, archaeology, search and rescue, news-gathering, or corporate security. Whatever your
status, this volume provides a broad overview and fundamental basis for understanding the
types of devices that are used in surveillance activities. While it focuses chiefly on devices,
there is also sufficient information to provide a sense of the role of these devices within the
larger field of surveillance and the broad context of the gathering of intelligence.

1.b. Format

Understanding Surveillance Technologies is designed to be modular. The chapters have
been organized so that they don’t have to be read in any particular order. Cross-references are
provided to alert you to closely related information in other chapters. The only recommenda-
tion is that you read this introductory chapter first, in its entirety (you can probably scan-read
the history section the first time around). It gives preliminary information relevant to all the
chapters and will familiarize you with the general format of the rest of the book.

Individual chapters are also reasonably modular; some sections can be read out of order,
depending on your interests and technical background. To make it easier to use as a reference,
each chapter follows the same format, consisting of:

1. An introduction to the chapter providing the scope and focus.

2. General types and variations, sometimes including just a little bit of introductory
physics.

3. The context in which the technologies are most commonly used.

4. A historical basis for the evolution of the various technologies (which is sometimes
quite extensive) to provide a foundation for understanding where the technologies

came from, how they were initially used, and how they evolved. Some of the histo-
ries include interesting anecdotes.
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A general description of aspects not covered in the previous sections.

Examples of technologies used in practical applications and some commercial sources
of some example devices.

7. Some of the problems and limitations inherent in a particular class of technologies.

Some of the legislative restrictions, trends, and concerns related to the use of the
technologies. Keep in mind that use of surveillance technologies for some purposes
is highly illegal, with severe penalties.

9. Implications of use of the technology to introduce some of the philosophical and
ethical aspects of surveillance.

Extensive resource information for further study is grouped toward the end of each chap-
ter. There’s enough to provide a decade’s worth of reading, but I have tried to pick the best
references out of the thousands extant. They are numbered and organized as follows:

10.  Resources
10.a. Organizations - some of the prominent agencies related to the topic.

10.b. Print - bibliographies of books, articles, and journals to aid the reader in
locating intermediate and advanced print resources.

10.c. Conferences - some of the more significant conferences and workshops,
with an emphasis on top industry conferences that occur annually.

10.d. Online Sites - selections of some of the more worthwhile sites on the Web.

10.e. Media Resources - a handful media resources, including films, museums,
and television broadcasts.

11.  Glossary - a short list of words and abbreviations related to each subject area.

The author hopes that the modular format will maximize your enjoyment of this book,
allowing you to choose topics at will. It also makes it useful as a reference book, after an
initial reading, as similar items can be found in the same location in each chapter. The modu-
lar format necessitates some redundancy, but pays off with a great deal of flexibility. Training
instructors using this as a textbook will appreciate this feature as well.

1.c. The Impact of Surveillance Technologies

Important Trends

While this text doesn’t deal in depth with surveillance sociology or politics, it does provide
enough sidenotes to illustrate some of the major trends. There are important changes occur-
ring in the industry that are relevant to anyone planning to use or study surveillance tech-
nologies.

Surveillance is changing the way we view ourselves and our neighbors. It is even chang-
ing the ways in which we interact with one another and protect ourselves. In the last decade
there have been some significant turnovers in the technologies that are used in surveillance.
Just as word processors superseded typewriters, surveillance devices are superseding many
traditional manual techniques of security and information-gathering. Motion sensors are be-
ing substituted for landmines, video cameras are being substituted for security personnel, DNA
profiles are being substituted for traditional blood typing in parental custody lawsuits, and
nanny monitors are being substituted for frequent trips to the nursery.
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Mines to Motion Detectors. Beginning in 1961, the U.S. Naval Station at Guantanamo Bay,
Cuba, installed approximately 50,000 antitank and antipersonnel landmines in the buffer
zone separating Communist Cuba and the Bay. Following a 1996 Presidential Order, these
were excavated, transported to a demolition site (left) and prepared for destruction (right).
To ensure the continued security of the base, surveillance motion and sound detectors are
being substituted. [U.S. DoD 1997 news photos by R. L. Heppner, U.S. Navy, released.]

Shift In Access

The capability to unobtrusively observe other people’s business is power. With that power
comes responsibility, whether or not it is mandated by law. Until the mid-1990s, the power of
surveillance was mainly in the hands of local and federal government agents and, to a lesser
extent, private detectives. This is no longer true. It is now possible to purchase an aerial
picture of your neighbor’s back yard for less than $20 that is sufficiently detailed for you to
distinguish between a large dog house and a small hot tub. You can purchase an equally
detailed picture of government buildings in foreign nations, a refugee tanker, a controversial
logging site, or the production yard of your chief business competitor on the other side of
town.

This civilian access has already resulted in some surprising revelations. Citizens have
become, in a sense, an extension of the government surveillance system. Nuclear installa-
tions in other countries, for example, are now closely scrutinized by private individuals who
are locating and disseminating information that previously was known and handled only by
small government departments with limited budgets. It will be interesting to see where this
trend will lead and whether citizen involvement will help or hinder national security objec-
tives.

Web access is dramatically influencing surveillance. Intimate information is available as
never before. You can log onto the Internet and use reverse phone directories, public records
databases, and genealogical databases containing a remarkable amount of personal informa-
tion. Marketing professionals are mining this data with a little more enthusiasm than most
people would like, judging by the tidal wave of junk email and postal mail resulting from
their efforts. These open-source databases and search engines are discussed in more detail
throughout this text.

Legislative Considerations

Technology changes faster than laws can be drafted to protect the vulnerable. Currently,
private citizens don’t need any special permission to purchase or own most types of video or
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photographic surveillance images. They can download them off the Internet. Satellites and
network distribution channels have put access to information in the hands of ordinary people
in most of the democratic developed nations. More than half the populace now has access to
the Net.

While military personnel are still the only ones who can get the highest resolution imag-
ery, sometimes accessible in realtime, the gap between the information available to civilians
and those in traditional positions of power (e.g., national defense) has narrowed dramatically.
At the same time, this shift of access puts a great deal of power and responsibility in the hands
of an underinformed public which, in free societies, is bound to result in some unethical and
unscrupulous behavior on the part of a percentage of individuals willing or eager to take ad-
vantage of others. Lobbyists and lawmakers need to sit up and take notice of the possible
negative consequences of broad distribution of personal and private information and of 24-
hour surveillance of every member of the populace.

Responsibility and Social Evolution
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Switchboard (left) and InfoSpace (right) are just two of the many sources on the Web that
now provide addresses and phone numbers of almost every directory listing in America (some
cover Canada and the U.K. as well). Most of these Web-based businesses include value-
added pay services. For example, in this search for CRC Press, InfoSpace also offered to
provide detailed business and credit information on CRC including employee size, sales
volume, key executives, number of years in business, public information, and lines of busi-
ness for a flat rate fee of $5. Most Web-based directories allow you to view a map of the
area and even to look up the names and numbers of people in neighboring houses. Such
broad access to information from a distance was almost unknown five years ago and the
ease of acquisition is changing the way private detectives are promoting and managing their
investigations. [Classic Concepts Web capture, April 2000.]

Researching this book has given me concerns that we may be moving into a not-too-dis-
tant future in which newborn infants are implanted with radio tracking devices, without their
knowledge or consent, to ‘ensure their safety’ from wandering or kidnapping. These actions
may be well-intentioned initially but may subsequently be used to curtail freedom of choice
and movement during their teenage years and beyond.
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Free citizens reading this book today wouldn’t accept that form of repression for a mo-
ment, but one or two generations of children who have never experienced our concept of
freedom may not understand what they have lost until they reach adulthood, when it may be
too late to change their surrounding social structure. A child who has been branded at birth
doesn’t understand the concept of a brand until at least adolescence and cannot undo it. Simi-
larly, a child who has been implanted with a radio tracking beacon at birth won’t understand
the full ramifications of the device until he or she begins to try to become independent. It is
important for us to understand surveillance technologies so we can safeguard future freedoms
as well as those we currently enjoy. (If you don’t believe these scenarios could happen, read
the Radio Surveillance chapter on tracking devices and Visual Surveillance for software de-
velopments that allow a video camera to select and recognize individual faces in a crowd.)

To resolve the issues related to privacy and security, we must either evolve as a society to
take more personal responsibility to respect the rights of others, or we must give up a signifi-
cant portion of our freedoms and more stringently regulate access to and use of the new forms
of personal and business information that are becoming available. Either way, society must
change and adapt, because it may only be five years before satellites and unpiloted air ve-
hicles can recognize and track not just backyard hot tubs, but individual people on the move,
without their knowledge or consent. It might only be a decade before your every action can
be recorded in realtime by satellites and intelligent software. We shouldn’t allow a fascina-
tion with the technology or entrepreneurial greed cloud our judgment in such important mat-
ters.

2. Types and Variations

2.a. Basic Terms and Concepts

Each chapter in this book has a set of basic terms and concepts related to the topic of the
chapter. Some generalized surveillance concepts/terms are listed here (additional terms are in
the glossaries at the end of each chapter):

information In the context of surveillance, information consists of knowledge, data,
objects, events, or facts which are sought or observed. Itis the raw material from which
intelligence is derived.

intelligence This is information which has been processed and assessed within a given
context. Thus, the number of barrels of oil shipped by a nation in a year is information
whereas the number of barrels of oil shipped by a nation in a year compared to other
nations or compared to the previous year is intelligence if it can be used as an eco-
nomic or political lever in comparative social contexts. It often is not known in ad-
vance what information may later become part of a body of intelligence. Prior to their
fatal accident, the hotel videotaped sequence of Princess Diana and Dodi al Fayed leaving
the hotel was information, whereas after the accident, it formed part of an extensive
investigation, especially of the driver, contributing to a body of intelligence.

surveillance Surveillance is the keeping of watch over someone or something. Techno-
logical surveillance is the use of technological techniques or devices to aid in detecting
attributes, activities, people, trends, or events.

covert Masked, concealed, or hidden. Covert activities are those which involve dis-
guises, hidden equipment, camouflage, and shrouded activities intended to have a low
probability of detection.
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clandestine Secret, surreptitious, stealthy, sneaky, furtive. Thus, a detective hiding be-
hind a curtain in a window using binoculars to view someone from a distance is engag-
ing in covert behavior, whereas a detective standing in plain sight in normal attire but
secretly monitoring someone’s activities is behaving in a clandestine manner. Simi-
larly, a corporate agent wiretapping a competitor is engaged in covert surveillance while
a corporate representative chatting at lunch with a competitor without revealing his or
her agenda is engaged in clandestine surveillance (this is further explained in Section
2.c., following).

occult Hidden, concealed, secret, not easily understood. Originally a generic term, this
has gradually come to be associated with ghosts and psychics and has lost most of its
practical use as surveillance jargon. However, it still has some relevance with regard
to reports of ‘supernatural’ events. It is included here because classified military exer-
cises or tests are sometimes interpreted by uninformed onlookers as occult or paranor-
mal events.

reconnaissance Reconnaissance is a preliminary or exploratory survey to gain informa-
tion. Job-hunters often do reconnaissance on potential employers and vice versa. Law
enforcement agents conduct crime scene reconnaissance in preparation for a full inves-
tigation. Military intelligence agents conduct reconnaissance of hostile territory be-
fore sending in troops.

2.b. Disclaimer and Regulatory Restrictions

Most surveillance technologies are, in themselves, neutral technologies: not inherently
helpful or harmful. Their implementation, however, is rarely neutral. Surveillance technolo-
gies are put into place for many reasons, including distrust, fear, curiosity, sexual gratifica-
tion, profit, exploitation, sales pressure, and sometimes just because they are ‘techie toys.’
Once installed, the temptation to use them in unauthorized or inappropriate ways is substan-
tial. The temptation to subtly alter the original mandate for their use may be even greater and
can be equally as harmful.

This text is intended to be educational and thus presents a broad view of surveillance
devices and their implementation. This format inherently requires descriptions of tech-
nologies which may be restricted or illegal to own or use. Many electronic eavesdrop-
ping devices may be built as hobby kits for learning about electronics and may even be
legal to use in classrooms or homes, but may be illegal to use under other circum-
stances.

Legal restrictions vary greatly from country to country as do export criteria for the
technologies described here. This book does not make any endorsements for the illegal
use of surveillance technologies. Make sure you familiarize yourself with relevant
regulations before making a purchase. Some of the general restrictions and regulations
are listed toward the end of each chapter. Vendors will usually let you know if there are
restrictions on the use of specific devices.

Each chapter in this book focuses on a specific technology and includes an overview of
some of the more significant laws or statutes related to individual technologies to aid you in
better understanding how devices may or may not be used. Note that these are primarily
American laws which tend to be somewhat unique in global terms. If you are in another
country, different rules probably apply.
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2.c. Categories of Surveillance Activities

Surveillance technologies can be categorized in a number of ways:

according to the physical nature of the technology itself (infrared, X-ray, visual, etc.),
according to the type of data derived (visual, aural, digital, etc.), or

according to the nature of the surveillance with respect to the awareness of the per-
son being surveilled.

This book is generally organized, chapter by chapter, according to the physical nature of
the technology. Within each chapter, the more generic data aspects are described and cross-
referenced to other chapters when appropriate, since there is overlap. The nature of the sur-
veillance with respect to the awareness of the surveillee(s), however, warrants further intro-
duction as it is not covered in other chapters, but is important in the broader contexts of law
and individual freedoms.

From the perspective of the dynamics of surveillance, there are five general categories of
surveillance activities:

implied surveillance Surveillance that is mimicked or faked with a variety of devices,

including nonfunctioning cameras or empty camera housings and/or stickers claim-
ing that the area is monitored, when in fact it isn’t. Implied surveillance is generally
used as a low-cost deterrent to theft and vandalism.

overt surveillance Surveillance in which the surveillee has been informed of the nature

and scope of the surveillance or in which the surveillance devices are clearly labeled
and displayed. Thus, an employee badge that constantly tracks workplace move-
ment (assuming the employee has been fully informed of its role) or video camera
surveillance in a department store, in which surveillees clearly see themselves on a
monitor as they enter an area, are examples of overt surveillance.

) SMILE KA
YOU ARE
ON CAMERA
AND RECORDED

An example of overt surveillance in a retail store. 1) The sign in the window alerts
customers of the video security system, 2) cameras are clearly visible throughout the
store, and 3) the video surveillance images are displayed in plain view near the cash
register. (Note that there are still issues of storage and subsequent use of the videos
to consider.) [Classic Concepts photos copyright 2000, used with permission.]

Overt surveillance is most often found in workplace or retail security systems in
which employees or customers are informed that they are being watched. However,
it is not sufficient to assume a person understands the function of a surveillance de-
vice because it is in plain sight. A wall-mounted camera that is visible to occupants
of a room technically is not overt surveillance unless the surveillee explicitly knows
a) that the camera is operating and b) that it is focused on the surveillee. If both these
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conditions are not met, then a device in plain sight is categorized as implied surveil-
lance, if it is not functioning, or clandestine surveillance, if it is.

covert surveillance Hidden surveillance. Surveillance in which the surveillance is not
intended to be known to the surveillee. Covert wire taps, hidden cameras, cell phone
intercepts, and unauthorized snooping in drawers or correspondence are examples of
covert surveillance. Most covert surveillance is unlawful and requires special per-
mission, a warrant, or other ‘just cause’ for its execution. Covert surveillance is
commonly used in law enforcement, espionage, and unlawful activities. The jargon
term ‘black’ is sometimes used to refer to covert operations, the deeper the black, the
more secret it is. Some aspects of covert surveillance in retailing or the workplace
are currently lawful, but are being challenged by privacy advocates who feel that
prior notice of surveillance activities and clear identification of surveillance devices
should be mandated by law. This may in fact happen in the next three or four years.

clandestine surveillance Surveillance in which the surveilling system or its functioning
is in the open but is not obvious to the surveillee. The functions of two-way surveil-
lance mirrors above cash registers and entrance cameras encased inside aesthetically
streamlined domes are obvious to professionals and the personnel who requisitioned
and installed them, but they are not obvious to surveillees. The author recently que-
ried customers outside a financial institution at which a dome camera had been in-
stalled overlooking the sidewalk and street. In every case the person queried was
surprised to be told that the black and silver dome was a security camera. Because
all the cameras inside the building were in plain site (not covered with domes), the
individuals had wrongly assumed that the dome outside was a new light fixture (which
itresembled). This type of clandestine surveillance, in which the device is not overtly
hidden but is nevertheless inconspicuous, due to its placement, size, coloration, or
design, is typical of surveillance in many public areas including shopping malls, banks,
and educational institutions.

This dome-covered video camera is aimed at an outdoor ATM machine and a public
sidewalk outside a financial institution, but it does not qualify as overt surveillance
because the public doesn’t know where it's aimed or when it is active. In fact, several
people outside the building mistook the surveillance camera for a light fixture, which
it resembles. [Classic Concepts photos ©2000, used with permission.]

At the present time, intrusions on personal privacy from clandestine surveillance
devices are significant. Many of them are aimed at public squares, sidewalks, park-
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ing lots, and meeting places. Many clandestine cameras are configured to broadcast
live or almost-live over the Internet where anyone with a computer can capture and
store the images without the knowledge or consent of the surveillees. Many surveil-
lance systems which are claimed by their operators to be overt surveillance devices
are actually clandestine surveillance devices. This has important ramifications for
corporate and legislative policy-makers.

extraliminal surveillance Surveillance outside the consciousness of the person/entity
being surveilled. Extraliminal means ‘beyond consciousness.” Using video cameras
or vital-sign devices to monitor an infant, a comatose hospital patient, or a mentally
incompetent person who might be at risk of wandering or inflicting injury (on self or
others) are examples of extraliminal surveillance. Extraliminal surveillance tech-
niques, including tracking devices, may also be used for wildlife observation. Ex-
traliminal surveillance is usually carried out to ensure the safety of the individual, or
other people with whom the individual is interacting. It is primarily used in situa-
tions where informed consent is not possible.

It might be argued that anthropological observation of living primitive cultures or
high-resolution satellite images of third-world cultures where technology is rare or
nonexistent are forms of extraliminal surveillance, but since the surveillees are intel-
lectually capable of understanding the concepts, given more information, surveil-
lance of low-technology cultures are actually forms of covert or clandestine surveil-
lance rather than extraliminal surveillance.

2.d. Categories of Surveillance Devices

Due to the limitations of space, this text can’t describe every surveillance technology in
existence, but it does include a good selection of representative examples of the prevalent
technologies. In overview, this text includes the following general sections:

1. Surveillance Technologies

This section provides a general overview of surveillance history, devices, and intel-
ligence-gathering. This book is modular in design and the chapters can be read out
of order, but it is probably helpful to read or scan the introductory section first.

2. Acoustic Surveillance - Audio, Infra/Ultrasound, Sonar

Acoustic surveillance, an extensive field, has been divided into three chapters in this
book. The first is audio technologies, those within the range of human hearing; the
second is infrasonic and ultrasonic technologies, those which are primarily outside
the range of human hearing; and the third is a specialized chapter for sonar because
it is extensively used in marine surveillance and includes frequency ranges both in-
side and outside human hearing ranges.

3. Electromagnetic Surveillance - Radio, Infrared, Visible, Ultraviolet, X-Ray

The technologies that are based primarily on specific electromagnetic phenomena
have been grouped together in this section. Infared, Visible, and Ultraviolet have
been further subgrouped as Light Surveillance technologies (some people call them
optical surveillance technologies, though they are not limited to optical devices).

Technologies that are not specifically electromagnetic but rely heavily on electro-
magnetic phenomena are also grouped into this section, including Radar and Aerial
Surveillance which rely heavily on radio and light phenomena. It is helpful to cross-
reference the Visual Surveillance and Aerial Surveillance chapters.
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4. Biochemical Surveillance - Chemical/Biological, Biometrics, Animals, Genetics

Chemical/Biological surveillance is a huge and highly technical field that takes place
largely in scientific laboratories, so it is covered mainly in its introductory and law
enforcement aspects in this book. Genetic surveillance, an important subset of chemi-
cal/biological surveillance, and biometric surveillance, which is biochemical in ori-
gin, are discussed in separate chapters.

Animal surveillance is an important field, but it is not as prevalent as the other tech-
nologies and is given a correspondingly smaller amount of space in this text. It should
be noted that it is a growing area of surveillance and dogs and dolphins are used in
many types of land and marine surveillance activities.

5. Miscellaneous Surveillance - Magnetic, Cryptologic, Computer

Magnetic surveillance is included in the miscellaneous section since it is not techni-
cally classed as part of the electromagnetic spectrum. Some technologies are more
difficult to categorize because they are not primarily based on any one particular
physical phenomenon, including cryptology and computer surveillance (the basic
user aspects of computer surveillance are introduced).

2.e. Categories of Intelligence

This book is not about intelligence, per se, but rather about devices that can aid in intel-
ligence-gathering specifically related to surveillance. However, it is helpful to have some
idea of the general categories of intelligence, as it provides a framework for how particular
classes of devices might be used. As described earlier, intelligence is information which has
been processed and assessed within a given context. That context may require specific types
of surveillance devices for effective information-gathering. And, as also stated, it often is not
known in advance what information may later become part of a body of intelligence.

A few general categories of intelligence that are relevant will be described here. (Note
that these are generic categories and not the specific definitions used by the U.S. government.
U.S. government definitions include stipulations about who might be the subject of the intel-
ligence that may not apply in the general sense of the category.) The term agent as used in
these descriptions means any agent (human, electronic, or otherwise) which is involved in
gathering the information.

Note, some of the following INTs (forms of INTelligence), are dual-meaning in that they
can refer to the technology being used to gather information, or information being gathered
on the technology. For example, electronics intelligence can mean the use of electronics to
gather various types of data for intelligence, or the use of various types of intelligence meth-
ods to gather information on electronics. For dual-meaning INTs, the meaning in practical
use can usually be discerned from the context in which it is used.

biological/chemical intelligence (BICHEMINT) Intelligence derived from or by bio-
logical and/or chemical sources, such as biometrics, chemical stains, blood or saliva,
hair, urine, gases, pharmaceuticals, etc.

communications intelligence (COMINT) Intelligence derived from communications
that are intercepted or derived by an agent other than the expected or intended re-
cipient or which are not known by the sender to be of significance if overheard or
intercepted by the COMINT agent. Oral and written communications, whether tra-
ditional or electronic, are the most common targets of surveillance for COMINT, but
it may broadly include letters, radio transmissions, email, phone conversations, face-
to-face communications, semaphore (flags or arms), sign language, etc.

© 2001 by CRC Press LLC



In practice, the original data that form a body of COMINT may or may not reach the
intended recipient. Data may be intercepted, or may reach the recipient at a later
date than intended, or be intercepted, changed, and then forwarded on. However, the
definition of COMINT does not include the process of relaying delayed or changed
information, but rather focuses on intelligence that can be derived from the detec-
tion, location, processing, decryption, translation, or interpretation of the informa-
tion in a social, economic, defense, or other context.

computer intelligence (COMPINT) Intelligence derived from or by computer networks,
programs, algorithms, and data sources. This is an important and growing source of
information contributing to intelligence.

corporate intelligence (CORPINT) Generically used to indicate general business intel-
ligence, not just corporations, but a high proportion of CORPINT is corporate-com-
petitor intelligence. General information on economic trends and imports and ex-
ports form part of CORPINT within ECONINT.

economic intelligence (ECONINT) Intelligence related to business services, resource
exploration, allocation, or exploitation with the potential for global or local economic
impact.

electronics intelligence (ELINT) Intelligence derived from electronics-related
noncommunications (usually through electromagnetic, acoustic, or magnetic sources
that are electronically generated or received) that are intercepted or derived by an
agent other than the expected or intended recipient or which are not known by the
sender to be of significance if overheard or intercepted by the ELINT agent. Radar
signals, sonar pings, and magnetic disturbances are examples of ELINT information
sources.

environmental/ecological intelligence (ECOINT) Intelligence derived from observa-
tions of environmental patterns and characteristics, weather, pollution indicators, and
ecological trends. Weather intelligence (WEATHINT) is a subset of ECOINT, as is
wildlife intelligence (WILDINT).

foreign instrumentation signals intelligence (FISINT) Mostly a military INT, this cat-
egory isn’t seen too often. It is a type of foreign TECHINT related to instrumenta-
tion within the broader category of SIGINT.

human intelligence (HUMINT) Human-derived intelligence about activities, str