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Welcome

SGI Trusted Edge is software that allows you to intelligently manage content
migration from primary storage to secondary or tertiary storage. Trusted Edge
transfers files from local or network-attached devices to a specified network or local
destination.

SGI Trusted Edge supports such features as copy/migrate, multi-format hash
verification, extensive include/exclude file filtering, bidirectional synchronization of
source and destination locations, data analysis/report generation, audit trails, and a
report-only mode.

Purpose of This Manual

This manual explains how to install the SGI Trusted Edge software on a Windows
server and use the SGI Trusted Edge administration interface to create and schedule
jobs from local or NAS storage to StorHouse/RFS. It also explains pre-installation
steps and user/system requirements.

Audience

This document is for StorHouse system administrators responsible for StorHouse
and StorHouse/RFS operation and NAS storage managers. It assumes these people
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know how to configure NAS devices, StorHouse, and StorHouse/RFS. It also assumes
they are familiar with StorHouse and StorHouse/RFS concepts and theory of
operation.

Contents

This manual contains seven chapters and five appendices:

m  Chapter 1, “Introducing SGI Trusted Edge,” defines SGI Trusted Edge
and explains how it works. It also describes software and user login
requirements.

m  Chapter 2, “Installing SGI Trusted Edge,” explains how to install the
SGI Trusted software on a Windows Server.

m  Chapter 3, “Using the SGI Trusted Edge Server Administration
Interface,” describes how to use the SGI Trusted Edge graphical user
interface to copy and migrate files, schedule jobs, verify hashes,
synchronize source and destination directories, run in simulation
mode only, create shortcuts, and generate reports.

m  Chapter 4, “Using the SGI Trusted Edge Server Administration
Interface with a Linux Server,” describes how to create Linux
connection, define a Linux-to-Linux job, and work with Trusted Edge-
created symlinks for Linux files.

m  Chapter 5, “Using the SGI Trusted Edge Enterprise Edition Console,”
explains how to use and configure the Enterprise Edition console,
including adding/deleting servers and groups and managing remote
Trusted Edge servers.

m  Chapter 6, “Configuring SGI Trusted Edge Email Alerts,” describes how
to configure email alerts and triggers.

m  Chapter 7, “Using CaminoSoft to Create Trusted Edge Recallable
Symbolic Links for Windows,” explains how to install, configure, and
verify the CaminoSoft software.
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m  Appendix A, “About Symbolic Links,” contains important information
about symbolic links and discusses symbolic link evaluation.

m  Appendix B, “Sorting Data in the User Interface Display,” explains how
to customize the job name display and filter job run results manually.

m  Appendix C, “Using PowerShell Options to Manage SGI Trusted Edge,”
explains the various PowerShell commands and how to execute them.

m  Appendix D, “Performing a Silent Installation,” explains how to
execute a silent installation of the SGI Trusted Edge software.

m  Appendix E, “Technical Notes,” provides technical information about
Trusted Edge operation.
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Introducing SGI Trusted Edge

This chapter introduces the SGI Trusted Edge software and provides pre-installation
and system/user requirements.

About SGI Trusted Edge

SGI Trusted Edge is a user interface based data migration tool that allows data to be
transferred from Windows to Windows or from Linux to Linux machines. When
using applications that expose a Linux directory to a Windows machine (for
example, RFS, Samba, or Windows services for NFS), data may also be copied from
Windows to Linux, or vice versa. Trusted Edge allows an administrator to create
policies (Job Definitions) that can be configured to copy or migrate data between
defined source and destination folders based upon standard filter options.

SGI Trusted Edge features include:

m  Connectivity to both Windows and Linux servers
® Anintuitive, easy-to-use administrator interface

m  Policy-driven data migration operations
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m  Extensive file filtering characteristics

m  Multi-format hash verification to ensure data integrity throughout the
migration process

m  Bidirectional synchronization of multiple source and target locations
m  Target location analysis and reporting

m  Ability to run in report-only (simulation) mode to confirm policy
settings prior to running jobs in a production environment

m Intelligent file stubbing that enables direct user access to files without
the need to re-stage data

m  Policy-driven deletes of source files and shortcuts
m  Detailed reporting capability

m  Ability to send email alerts, start jobs, run scripts, and start
workflows.

SGI Trusted Edge uses PostgreSQL version 9.3 database files to store information
about job parameters, job runs, file and folder hash values, and other logging
information. The software executes as a service on the Windows server and spawns
a new process for each job that runs.

Figure 1-1 illustrates a sample SGI Trusted Edge architecture.
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Figure 1-1: Sample SGI Trusted Edge Architecture
In this example, SGI Trusted Edge executes on a separate Windows server. It can

also run on a StorHouse/RFS Windows server if your system uses that type of
StorHouse/RFS configuration.
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About the SGI Trusted Edge Enterprise Edition
Console

The SGI Trusted Edge Enterprise Edition console enables you to manage multiple
Trusted Edge servers from a single graphical user interface. You determine whether
a particular server has Enterprise Edition console privileges during Trusted Edge
installation. Your customer license agreement controls the number of servers you
can manage through this interface. The Enterprise Edition supports a maximum of
1000 remote servers to be added to a single user interface.

Note the following:

m If a Trusted Edge server is Enterprise Edition-console enabled, Trusted
Edge displays the Enterprise Edition console Main window at startup.
Refer to Chapter 5 for an example of this window and for information
about how to use the Enterprise Edition console.

m  For all other servers, Trusted Edge displays the server administration
interface Main window at startup. Refer to Chapter 3 for an example
of this window and for information about how to use it.

Software Requirements

For installation, the SGI Trusted Edge software requires:

m  The full version of Microsoft .NET Framework Version 4. This is
available from:

http://www.microsoft.com/download/en/details.aspx?id=17851

®  Windows Installer 4.5, which is available from:
http://www.microsoft.com/download/en/details.aspx?id=8483
Note: You must reboot your system after you install Windows Installer 4.5.

In addition, if you are using Trusted Edge in a Workgroup rather than a Domain
environment, the account running the Enterprise Edition Console interface must
have a corresponding local account with a matching user name and password on the
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remotely-administered server(s). This account must also belong to the defined SGl
Trusted Edge Write User’s group. The default membership for this group is the
BUILTIN\Administrators group.

General User Login Requirements

During installation, you specify the account that will be used to run the local SGI
Trusted Edge Service. You must define this account prior to installation as:

m  Being a member of the local Administrators group on the Windows
machine

= Having the local security User right to “Log on as a service” (this right
is not assigned to the Administrators group by default on Windows
2008 servers)

®m  Having permission to access/read from job sources
m  Having write access to the job destination directories

In addition, you must assign the following rights to the account from the Local
Security Policy screen in Admin Tools.

m  Back up files and directories.
m Create symbolic links (if you desire this capability).
®  Logon as a batch job.

Refer to the highlighted sections of Figure 1-2.
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Figure 1-2: Local Security Policy
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Additional User Login Requirements When Installing
SGI Trusted Edge on a Workgroup Machine

To install SGI Trusted Edge on a machine that belongs to a workgroup (for example,
a non-domain or test environment for proof of concept purposes), you must add the
following credentials during installation on the service account details window
(Figure 1-3):

-\LocalUserAccount or MachineName\LocalUserAccount

i SGI Trusted Edge ) _ _ | =101 x|

SGI Trusted Edge Service Account - -
Please enter SGI Trusted Edge service account credentials, D S l

Account Name: ||
(Examples: 'domainiuser’ or ‘machinellocaluser”)

Password: [

Confirm Password: [

Please make sure that the account information is correct and that the account

! has proper permissions to the StorHouse/RFS destination and network source
Fﬂ&mwmmm(&@d.mﬁomhwﬁeuste
user 5.

gk [ 1o | concel |

Figure 1-3: Service Account Details Window
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Local accounts still require the standard local User right of “Log on as a service.” If
you add this permission for a local account, the account user must log off and then
re-log on to the computer to initiate the account change.

If there are multiple machines in a workgroup and SGI Trusted Edge must write to
files on a remote machine, you must also create the SGI Trusted Edge service
account credentials on the remote machine. In other words, you must add the same
user name and password on the remote machine for SGI Trusted Edge to function in
a workgroup.

Licensing

SGI Trusted Edge licensing is determined by the installation file being used. The
following are the .msi install file options:

m  SGI_Trusted Edge-ReportOnlyEval-x##—A 90 day reporting-only
version, which allows for Gather Statistics jobs only

m  SGI_Trusted Edge-Eval-x##—A 90 day fully functional evaluation
version

m  SGI_Trusted_Edge-x##)—A fully functional version with no license
expiration date

Miscellaneous Information
SGI Trusted Edge:

m  Supports migrating files with names greater than 256 characters.
m  Copies 0-byte files.

m  Performs MD5 and SHA1 hash verification for files and folders.

®  Runs as a background Windows service.

m  Copies NTFS file streams.
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Deletes all instances of a job that already ran (job history) when you
delete a job definition from the SGI Trusted Edge left main window
pane.

Refreshes the user interface every 30 seconds by default.
Uses SFTP to copy data between Linux servers.

Uses Rsync (if available) to copy data between local folders on the
same Linux server.

Will create the SGI Trusted Edge PostgreSQL Service and the SGlI
Trusted Edge Service during installation.

The SGI Trusted Edge Service is dependent upon the SGI Trusted Edge
PostgreSQL Service.

Relies on the information in the (default) C:\Program Files\SGlI
Trusted Edge 3.0\Data folder to populate the user interface. Files
within this \Data\ folder should not be manually deleted or edited.

007-6326-002
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Installing the SGI Trusted Edge
Software

This chapter explains how to install an evaluation edition or a full edition of the SGI
Trusted Edge software on a Windows Server. The installer Welcome screen specifies
which edition you are installing. The following editions are available:

m Limited-functionality evaluation edition
= Fully functional evaluation edition

m  Fully functional edition

007-6326-002
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Use the following procedure to install the SGI Trusted Edge software.

¥ Toinstall the SGI Trusted Edge software on a Windows Server

1. Depending on your processor model, double-click SGI Trusted Edge-x64.msi or
SGI Trusted Edge-x86.msi.

i SGI Trusted Edge 3.0.13 {64-bit) Setup o [m] S

Welcome to the 5GI Trusted Edge 3.0.13
(B4-bit) Setup Wizard

The Setup Wizard allows wou ko change the way SGI Trosked
Edge 3.0.13 (64-bit) features are inskalled on your compuker
or to remove it From your computer, Click Mext bo continue or
Cancel ko exit the Setup Wizard,

Enterprise Edition (Full}

Cancel |

Biack:

2. Click Next.
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i 5GI Trusted Edge 3.0.12 {64-bit) Setup =10] x|

End-User License Agreement F g
Please read the following license agreement carefully D 5 l

SILUCON GRAPHICS INTERNATIOMAL CORP. {("SGI™) H
EMD USER LICEMSE AGREEMEMNT [“License™)
[as of 6 January 2014)

CAUTIOMN! THIS LICEMSE APPLIES TO SOFTWARE WHICH |5 IN ACCOMPANYING
PACKAGING, INMCLUDED WITH 561 HARDWARE PRODUCTS OR DOWMNLOADED
FROM AN SGI SITE OR SITE EXPRESSLY AUTHORIZED BY 5GI [collectively, the
"Licensed Software"). OPEMING THE LICEM3ZED SOFTWARE'S PACKAGING,
DOWRLOADING THE SOFTWARE FROM AN 5GI SITE OR 3G AUTHORIZED
SITE, CLICKING "ACCEPTY OR ¥OUR USE OR INSTALLATION OF THE LICEMSED
SOFTWARE INDICATES YOUR ACCEPTAMCE ©OF THE TERMS AND CONDITIONSLI

¥ 1 accept the terms in the License Agresment!

Prink Back, I ek I Zancel

3. Select the checkbox to accept the License Agreement, and then click Next.

SGI Trusted Edge displays the following Licensed customer window.
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mmmm Chapter 2 —Installing the SGI Trusted Edge Software

I _,1 SGI Trusted Edge

4. On the Licensed Customer window, type your customer name, and then click
Next.
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it SGI Trusted Edge - |0] =
I'I

Destination Folder =1
Click. Mext to install to the default Folder or click Change ko choose another, DS I

Install 5aI Trusted Edge

IC:'I,F‘ru:ugram Files13GI Trusked Edos),

Change... |

Zancel |

Back,

5. On the Destination Folder window, accept the default location, or click Change
to browse to another directory to store installation and database files. Then
click Next.

007-6326-002
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& SGI Trusted Edge =10 x|

SGI Trusted Edge Service Account » o
Please enter SGI Trusted Edge service account credentials, D 5 '
Account Name: "

{Examples: 'domainluser’ or ‘machinellocaluser’)

Password: [

Confirm Password: [

' Please make sure that the account information is correct and that the account

M has proper permissions to the StorHouse/RFS destination and network source
folders. Use the Local Security Settings (Secpol.msc) to assign the pre-requisite
user rights.

Back I fiext I Cancel

6.

20

On the SGI Trusted Edge Service Account window, type the Windows user
credentials (Account Name and Password) that will be used to run the local SGlI
Trusted Edge Service. Re-enter the password for confirmation, and then click
Next.
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{& SGI Trusted Edge -10] x|

SGI Trusted Edge Service Account a -
Please enter SGI Trusted Edge service account credentials, D 5 l

Account Name: |teqa'l,i1cmdey_adn'in
{Examples: 'domainiuser’ or 'machinellocaluser’)

Password: [.o..oo..ooo

Confirm Password: | [TITTITITIITL]

' Please make sure that the account information is correct and that the account
W has proper permissions to the StorHouse/RFS destination and network source
folders. Use the Local Security Settings (Secpol.msc) to assign the pre-requisite

user rights.

Back I Next I Cancel

7. On the SGI Trusted Edge Enterprise screen, select one or both checkboxes or
leave both checkboxes empty:

— Select the Enable Remote Administration checkbox to allow the local
instance of Trusted Edge to be managed remotely. Otherwise, leave the
checkbox empty.

If you selected the checkbox, accept the default port number of 16016 or
type a different port number.

— Select the Enterprise Administration Console checkbox to allow multiple

Trusted Edge servers to appear in a single user interface on the current
server for ease of administration. Otherwise leave the checkbox empty.
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mmmm Chapter 2 —Installing the SGI Trusted Edge Software

fi# SGI Trusted Edge

SGI Trusted Edge Enterprise
Please enter SGI Trusted Edge Enterprise administration details.

Note that the installation will automatically open the local port specified to
enable remote administration.

8. Click Next.
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fi& SGI Trusted Edge

Ready to install SGI Trusted Edge

9. On the Ready to install SGI Trusted Edge window, click Install to proceed with
the installation, or click Cancel to quit.

Allow the installer to run.
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{i# SGI Trusted Edge =131 x|

Installing SGI Trusted Edge D 5 "

Please wait while the Setup Wizard installs SGI Trusted Edge

Status:
.|

Back fext |

10. On the Completed the SGI Setup Wizard window, accept the default selection
to launch SGI Trusted Edge after clicking Finish, or deselect the Launch SGI
Trusted Edge checkbox.
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{& SGI Trusted Edge -10J x|

\;s\ Completed the SGI Trusted Edge
€ Setup Wizard

Click the Finish button ko exit the Setup Wizard,

¥ Launch SGI Trusted Edge Back

11. Click Finish to finalize the installation.

By default, the SGI Trusted Edge Service will be started automatically on boot. The
service will run under the credentials provided during software installation.

After installation, SGI Trusted Edge is available from Start->Programs->SGI Trusted
Edge-> SGI Trusted Edge.
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. IIS 7.0 Extensions

. LogParser 2.2

.. Maintenance

. Microsoft Network Monitor 3.4
.. Microsoft Office

. Microsoft Silverlight

. Microsoft Silverlight 3 SDK

. Microsoft Silverlight 4 SDK

. Microsoft SQL Server 2005

. Microsoft SQL Server 2008

. Microsoft SQL Server 2008 R2
. Microsoft SQL Server 2012

. Microsoft Sync Framework

. Microsoft System Cenker 2012
.. Microsoft Visual Studio 2010

. Microsoft Windows Performance Toolkit
. Microsoft Windows SDK v7.1

. Netapp

. 5GI Trusted Edge

¥ SGI Trusted Edge
. User's Guide

. Software Certification Toalkit

., Startup

. WCF RIA Services ¥1.0 5P1

StorHouse RFS

WebsitePanel Software

Howley, John {Admin)

Documents

Computer

Network,

Control Panel

Devices and Printers

Administrative Tools »

Help and Support

Run...

Search programs and files

#2)  Logoff |>|

T EFT Ton cabnd Edm

(S T T T AP Y S P

You can change or repair the SGI Trusted Edge installation or uninstall the software
using the Add/Remove Programs applet (or Programs and Features applet) in the
Windows Control Panel. Additionally, you can use the Change operation or the
Windows Services applet to update the account that runs the SGI Trusted Edge

service.
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Using the SGI Trusted Edge Server
Administration Interface

This chapter explains how to use the SGI Trusted Edge server administration
interface to implement the SGI Trusted Edge intelligent migration management
software. It explains the basic interface layout and design as well as interface
features.

NOTE: Trusted Edge supports both Windows and Linux connections. Refer to

Chapter 4, “Using the SGI Trusted Edge Server Administration Interface with a Linux
Server,” for information specific to connecting to a Linux server, including
configuring Linux connections, creating Linux job definitions, and using symbolic links
with Linux.

About the SGI Trusted Edge Server Administration
Interface

You access SGI Trusted Edge through the SGI Trusted Edge server administration
interface. Using this interface, you can create and schedule new jobs; modify
existing jobs; delete existing jobs; edit the job schedule; start and stop jobs;
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generate activity, schedule, summary, hash, error, and statistics reports; view the
product documentation, and import/export job information.

Job runs are incremental. If a job executes multiple times and job parameters have
not been changed, the software processes only new and modified files.

Left and Right Window Panes

The SGI Trusted Edge server administration interface consists of two main window
panes. The left window pane lists all defined jobs. Active jobs display as an open
blue file cabinet. Inactive jobs display as a yellow closed file cabinet. You can right-
click on any job name to modify or copy job parameters, inactivate the job, view job
statistics, start/stop the job, or start the job in report-only mode.

Once a job executes, SGI Trusted Edge displays statistics about the job run in the
right window pane. Statistics consist of job name; status; start/end date; duration,
schedule, report, and user information; and total number of files, processed files,
bytes, and processed bytes. From the right window pane you can:

m  Right-click on any job name to view information according to these
criteria: currently running, by today, by yesterday, by last seven days,
by last 30 days, by job selected, or by all criteria.

m  Right-click on any job name and then select Go to Job to focus on the
selected Job Run Job Definition in the left panel tree view. This
selection will automatically expand a Job Group if required.

m  Right-click the name of a running job to pause it, then subsequently
right-click the job name again to resume, restart, or delete the job.

m  Generate reports, delete job information, and sort or delete columns
(To view all sorting options, right-click a column header).

Note the following:

= If you double-click on a completed Hash job run, SGI Trusted Edge will
open the Hash report for that job run.

= If you double-click on a completed Statistics report, SGI Trusted Edge
will open the Statistics report for that job run.
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= If you double-click on any other job type run, SGI Trusted Edge will
open the Summary report for that job run.

®  You can select multiple job entries simultaneously using the CTRL or
Shift keys (for example, to delete more than one job at one time).

®  You can use the CTRL+C keys to copy multiple selections and
subsequently paste them into another format (for example, Excel).

Figure 3-1 illustrates the main interface window panes.
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Figure 3-1: SGI Trusted Edge Main Window

Top Header Menu

The SGI Trusted Edge server interface also consists of a top header menu with a row
of convenience buttons for creating, modifying and deleting a job definition;
manually starting and stopping a specific job; generating and viewing reports;
exporting/importing job, alert, and configuration information; configuring alerts and
email options; specifying Linux connections and configuration information,
launching the SGI Trusted Edge User’s Guide; and refreshing the main user interface
window. In addition, clicking the About button in the top header menu displays
product release information and enables you to browse to a new license file. If you
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subsequently change the license information, you must manually restart the Trusted
Edge service.

Figure 3-2 illustrates the top header menu.

561 Tristed Edge - YWEWINT-OF 1064
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Wow  Molly Delele St \uhh.lui; Scheduds Queun s..-;q Hesh Repert Error Hum Expext [..p xt  Alerls  Emad L Reefresh Confguration Lsers  About
Report  Roeport Rogort - ptors - Connections sl
o R Controler b Regorts un Reports Dportfimport Alerts Generad

Figure 3-2: Top Header Menu

Job Statuses

Table 3-1 defines SGI Trusted Edge job statuses.
Table 3-1: Job Statuses

Status Definition

BEMBIBEE (highlighted in green) The job ran successfully without errors.

Completed (highlighted in yellow) The job completed with a hash mismatch between the
Source and Destination. Often this occurs when files
are added or removed to/from the Source while the job
is in progress. This causes the actual number of source
files to differ from the expected number.

For more information, highlight the Completed job run,
and click Error report in the header. The error report for
Completed jobs typically provides a message similar to:

Totals Files (326724) mismatched with
processed files (328545) count.

Subsequent job runs will pick up any differences in the
file system.

Running The job is still in progress. While a job is in the Running
state, SGI Trusted Edge increments the number of
processed files and the amount of processed bytes
every 30 seconds to indicate job progress.

Paused (shown as Paused) A user paused the job manually. To resume a paused
job, right-click the job name.

Stopped (no highlight) A user manually stopped the job in progress.

B8 (highlighted in red) SGI Trusted Edge detected errors during the job run.

For more information, click the job run with the error
status, and then click Error report in the header.
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Figure 3-3 illustrates the different job statuses.

Job Mame | Type | Skakus |

iq
&

Source Does Mok Exist Gather Statistics .

Mew G: scan Gather Statiskics Stopped

Mew 3: scan Gather Skatistics Completed

Mew 5: scan Gather Skatistics ﬂ_hated_
Mew G: scan Gather Statistics mti:l_
Mew 3 scan Gather Statistics ﬂ_leted_

Figure 3-3: Job Statuses

Defining a New Job

There are eight types of jobs (see Table 3-4). You define parameters for these jobs
with the Job Editor. Using the editor window, the workflow for creating a new job or
modifying an existing job is:

Set/change basic job parameters.

Optionally define/modify include and/or exclude filters based on file,
folder, date, and file attribute information.

Optionally configure/modify scheduling parameters.
Review job summary information.

Save job information or start the job immediately.

Figure 3-4 illustrates the Job Editor window for Windows servers. Refer to Chapter 4
for information about the Job Editor window for Linux servers.
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Chapter 3 — Using the SGI Trusted Edge Server Administration Interface

¥4 Job Definition Editor

‘& Job Definition

Job Definition
Mame: Please enter unique job name
Description:
Status: ¥ Active
Type: 59 Copy
Source: _F'Iea-;e- select source folder
Destination: Please select destination Folder

Options

I | Ignore sub-folders || Reporting Only

|| Enable File List

File Compare Methed: Modified DateSize (Quick) ™
Copy Hash Type: éNone ()|
1% Copy Security Information 1%/ Copy Named Streams

Thread Count: [ 1

=)
M)

Z
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Figure 3-4: Job Editor Window
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Clicking the Summary button (Figure 3-5) on any Job Editor window bypasses any
additional job definition windows (for example, filtering or scheduling information)
and skips to the Completing the Wizard summary page.

Figure 3-5: Summary Button

| Cancel

| Summary ||

Setting Basic Job Parameters

Table 3-2 defines the job parameters on the Job Editor window.

Table 3-2: Job Editor Fields

Field Definition

Name Unique name of the job. SGI recommends that you make each
job name as descriptive as possible (for example, Move files
from Server03).

Description Description of the job.

Status Status of the job.
= Selecting the checkbox indicates a status of “active.”
= You cannot start inactive jobs manually or through scheduling.

Type Type of job. Valid values are:

= Copy

= Gather Statistics

= Migrate

= Two-way Synchronization (Source €->Destination)
= Source to Destination (Source - Destination)

= Destination to Source (Source < Destination)

= Verify Hashes

= Delete Files and Folders

= Delete Stale Links

Refer to Table 3-4 for a detailed description of each job type.

Source Path to the source location. You can browse this location or enter
it manually. For remote locations, use a UNC path in the form of
\\ServerName\ShareName to specify the directory. If you enter a
locally mapped drive, SGI Trusted Edge automatically converts
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the path to UNC format.

Destination

Path to the destination location. You can browse this location or
enter it manually. For remote locations, use a UNC path in the
form of \ServerName\ShareName to specify the directory. If you
enter a locally mapped drive, SGI Trusted Edge automatically
converts the path to UNC format.

For Windows RFS, the Destination share name begins with
\\servername\V\. It does NOT begin with \\servername\V$\. In
other words, do not include the $ in the Destination share path
for Windows RFS.

Clicking the Macro button L) displays a list of macros supported
within the destination path. Refer to “Using Macros” in this
chapter for more information.

Options

Choice to:

= Ignore sub-folders

= Run in report mode only (no activity occurs)
= Copy security information with the files

= Copy Named Streams

The default is to include sub-folders, run in copy mode, copy
security information, and copy named streams for Windows jobs.

Create Shortcuts

This information pertains
to Windows only. For
information about Trusted
Edge-created symbolic
links for Linux, refer to
Chapter 4.

For information about
using CaminoSoft to
create recallable symbolic
links for Windows, refer to
Chapter 7.

For Windows Migrate jobs only, the option to create symbolic
links or Internet shortcuts in the source file location when
migrating files. This feature enables transparent access to files
on the destination location. When you create shortcuts, the
software does not recall files to the source directory on access.

= The default value for Create Shortcuts is None — Remove
Source Files and Folders.

= Only Windows 2008, Windows 7, and Vista support symbolic
links (also known as soft links). Symbolic links are displayed
as having 0 KB on the file system. (These operating systems
also support Internet URL shortcuts).

Because Symbolic links are non-proprietary, they require no
additional software to recall files.

Refer to Appendix A, “About Symbolic Links,” for important
information about symbolic links and symbolic link evaluation
as well as to this web page:

http://technet.microsoft.com/en-
us/library/cc754077(WS.10).aspx

When Symbolic Links are created, the target file is marked as
Read Only.

= Windows 2003 supports only the creation of Internet URL

34
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Shortcuts. Shortcuts are displayed as having 1 KB on the file
system.

Copy Hash Type

Option to select hash processing. By default, both MD5 and
SHAL1 hashing occur. You may experience increased
performance (although with less secure data transfer) by using
only one hash value or by turning off hashing.

Valid choices are:

= None — Remove Source files and Folders (the default value for
newly created jobs).

= MD5
= SHAl1
= MD5 and SHA1

Not hashing files for a job run increases performance. However,
if you require hashing, change the Copy Hash Type from None to
the hashing scheme of your choice. Alternately, you can run a
second “Verify Hashes” job to confirm data validity after the initial
Copy job has completed.

File Compare Method

Determines how SGI Trusted Edge compares previously copied
destination files for accuracy verses the current source files. The
default is Modified Date/Size (Quick). You can adjust file
compare methods as necessary.

Valid options are:

= Modified Date/Size (Full)

= Modified Date/Size (Quick)
= Hash (MD5)

= Hash (SHA1)

= Hash (MD5 and SHA1)

Modified Date/Size (Full) processes secondary copy jobs as
follows:

Each file and directory is compared in real time to its
Source/Destination counterpart based upon the Modified Date
and Size. If the modified date and size of the destination file
matches that of the source file, then the item is ignored rather
than recopied. The Full method traverses symbolic link files and
offers the greatest degree of integrity checking possible because
it performs a one-to-one comparison for all data when deciding
which files may need updating. While the Full option may take
longer to run, it is the most accurate.

Modified Date/Size (Quick) also processes secondary copy jobs
by modified Date and Size. However, this method initially

generates an enumerated list of source data and compares that
list to a similar list of destination data. Because this comparison
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occurs based on these lists, it does not occur in real time as a
one-to-one comparison of the data. (For subsequent job runs
after the initial job run, the Quick File Compare method out
performs the Full File Compare method.)

Given this difference, the Quick option may be less accurate than
the Full method. Moreover, the Quick method does not traverse
symbolic links that could impact the integrity of the destination
data. The benefit to the Quick method is that it allows secondary
jobs to run noticeably faster than Full jobs.

The same Full and Quick file compare methods are also
available for Synchronize jobs. The logic is the same for these
jobs except that Synchronize jobs compare only the Modified
Date for files and ignore any Size comparison.

If time is not a concern, use the default option for jobs that will be
run multiple times against the same source and destination
directories.

File Compare Method differs from Copy Hash Type, which
determines hashing for files that are actually copied. For
example, SGI Trusted Edge might hash the first run of all copied
files. On a second job run pass on the same data, the software
reviews only the Modified date to confirm that the data has not
changed.

Enable File List

If unchecked (the default value), instructs Trusted Edge not to
store information for the processed file/folder in the Job Run
database. This option decreases the number of writes to a job
run database, and therefore results in noticeable improved
performance.

If you select Enable File List, each job run database can accept
approximately 44 million files per job run. Conversely, it allows a
list of processed files to be generated.

This feature is available for Copy, Migrate, Synchronize, Delete,
and Delete Stale Links job types but not for Statistics and Verify
Hash job types. Disabled is the default.

If you accept the Enable File List default, you cannot generate a
File List Report for that job run. To view a File List report for any
job run, select Enable File List for the run.

Thread Count

For information about how
to use Thread Count in
Linux job definitions, refer
to Chapter 4.

Specifies the number of threads to be used during a job run.

Use small increments to fine tune your system for the optimal
number of threads that are appropriate for your environment. In
other words, start with a known dataset, use two threads, and
note the job run speed. Then run the same job with four threads.
Increase the thread count until you achieve the desired
performance while not over- loading the system.

The value configured for “Thread Count" becomes effective at

36

007-6326-002



the next job run start. Changing the value does not affect jobs
currently in progress. You do not need to restart the SGI Trusted
Edge service to change this value.

Gather Drilldown Statistics

For Gather Statistics jobs only. Allows Trusted Edge to create
navigable pie charts and a tree view of the data processed in
addition to the standard Gather Statistics job reports.

Using Macros

SGI Trusted Edge supports one source path macro and multiple destination path

macros.

Source Path Macro

For Migrate jobs configured to leave symbolic links in the Source folder, the Source
field on the Job Definition window accepts the SymLinkPrefix literal macro, which
renames the original source file name with the specified symbolic link macro prefix.
This macro is available for both Windows and Linux job types.

Note: If you use this macro in a Migrate job, you must set the File Compare Method
to “Modified Date/Size(Quick)” and the Shortcut Type to “As symbolic Link.”

The format of the SymLinkPrefix macro is:

| | SymLinkPrefix=LiteralValue

B The two pipe symbols | | are required to separate the source path
from the macro.

m The LiteralValue is the desired prefix name for the source file
symbolic link. The specified literal value has the following restrictions:

— It cannot be empty.

— It has a maximum length of 50 characters.

— It does not accept the following Invalid characters: Non-printable
characters and the characters '\' '/' " "*" 2" "™ ' \t' "\r' '\f' '\n".
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Chapter 3 — Using the SGI Trusted Edge Server Administration Interface

For example, to migrate files from C:\Folderl to F:\MyDestination, and leave the
renamed symbolic link “OnTape” in the Source folder, you would specify the Source
configuration shown in Figure 3-6.

¥4 Job Definition Editor

«+  Job Definition
Job Definition
MName: MacrolMigrate
Description:
Status: ¥ Active
Type: A} Migrate )
Source: C:\Folder1||SymLinkPrefix=0nTape
Destination: F:\BEE today Jimigrated
Options
|| Ignore sub-folders || Reporting Only || Enable File List
File Compare Method: Modified DatefSize (Quick) )
Copy Hash Type: None %)
%! Copy Security Information 1% Copy Named Streams
Thread Count: N
Create shortcuts: &= As symbolic link 2|
| summary | | Next>

|| 222

Figure 3-6: Sample SymLinkPrefix Macro

Once the Migrate job executes, the source files become symbolic links, and Trusted
Edge renames the files to begin with the literal prefix “OnTape.”
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Figure 3-7 illustrates the Source directory listing before the Migrate job run.

| = Computer = Local Disk (C:) = Folderl

Incude infbrary »  Sharewith = Bumn  New folder

v K83 | Search Fudert

X Favorkes 21 e - Date modfied Type | se |
B Desktop = Chrysanthectum. pg 742009 1:32 M PEG image BS9KB
B Downiads = Desert.ipg L4009 LA AN PEG image 827K
& Recent Places Filel.bxt 4/2[2003 11:04 M Text Documant 1EEB
5 Uraries = Kuala.ipg L4009 1AM PEG image 63 KB
3 Docunsnts ) ew 2.dec SA9/2010 844 A Microsaft Office Wo... 166 KE
) tasic w 3.0 S[13/20108:50 M Adobe Acrobat Doc. . 82KB
= Fictures L st S19/20109:02 A Teuk Document KB
B videos kw1 doce S/19/DI0BH6AM  Microsoft Office Wo... 1368
8 Computer {ﬂrwq.duc 5/19/2010 8:51 AM Microsoft Office Wa... I6ZKB
. & ) ) rws.potx S20108:54 AM  Microsoft Office Po... 49KB
Jl BO-ROM Drive (E:) GRMSXVOL_EN_D\ Epat1.ds S/19/2010 847 AM  Microsoft Office Exc... 22KB
o New Vohmme (F:)
¥ Marksting (\ibeqa-dc) (G:)
o New ok (3:)
¥ shared (liteqa-de) (Q)

i Network |
I 11 items

Figure 3-7: Source Directory Listing before the Migrate Job Run

Figure 3-8 illustrates the Source directory listing after the Migrate job run.

~ Computer + Local Disk (C:) + Folder1

* |23 [ search Foidert

Organize ~ |Open ¥ Print Bum  New folder
A Favorites Al name - Date modified Type | Size |
B Desktop & onTapeChrysanthemum.jpg F[14{2009 1:32 AM  JPEG image 0Ks
4 Downloads & onTapeDesert.jpg 7/14{2009 132 &M JPEG image 0k
&l Recent Places (#1] OnTapeFiel .t 4{2/201311:04 &M Text Document 0k
5 Uibvaries &2 onTapekoala.jpg F[14{2009 1:32 AM  JPEG image 0Ks
[ Documents [#] onTapskw 2.doc S[13{2010 &:44 AM  Microsoft Ofics Wo... 0Ks
J) Music Eg OnTapekW 3 pdf 5/19/2010 &:50 AM Adobe Acrobat Doc... 0KE
&) Pictures ;
& videos [&] onTapekw1.docx 5/19/20108:46 &M Microsoft Office Wo... 0B
[#] onTapetows.doc S{13{2010 851 AM  Microsoft Ofics Wo... 0Ks
1% Computer —
2 [88] onTapetws. pptx S[13{2010 &:54 AW Microsoft Offics Fo... 0Ks
£, Local Disk (2:)
4 BD-ROM Drive (E:) GRMSRYOL_EN_D\ [E) onTaperat1.xls 5/19/2010 547 AM Microsoft OFfice Exc... OKEB
(a Mew Volume (F:)
S Marketing (\teqa-dc) (G}
a Mew Volume (1:)
3 Shared (titeqa-de) (1)

i Network =l

& OnTapekw s.tit Date modified: 5/19/2010 9:02 AWM
Size: 0 bytes

Text Document:

Date created: 4/2/2013 11:16 AM

Figure 3-8: Source Directory Listing after the Migrate Job Run
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Destination Path Macros

Clicking the ™I button, displays the macros supported within the destination path.

Table 3-3 defines these macros.

Table 3-3: Supported Destination Path Macros

I

Field Definition

Literal '[' character

I

Literal '] character

[Year] Job Run start date Year value (Format: yyyy).
[Month] Job Run start date Month value (Format: MM).
[Day] Job Run start date Day value (Format: dd).
[YearMonth] Job Run start date Year and Month value
(Format: yyyy-MM).
[Today] Job Run start date (Format: yyyy-MM-dd)
[ComputerName] Computer name where the Job Run process
executes.
[ServiceAccountName] Name of the account that runs the SGI Trusted Edge

service.

[DomainName]

Domain to which the Service Account belongs

[SourcePath] Source Path

[SourceServer] Source Server Name (for UNC paths)
[SourceShare] Source Share Name (for UNC paths)
[SourceDrivelLetter] Source disk DrivelLetter (for local disk source paths)
[SourcePathTipFolder] Source Path Tip Folder

[Job.1d] Job Definition ID (Guid) value

[Job.Name] Job Definition Name

[JobRun.Id] Job Run ID (unique ID of job run)
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Using a macro in the Destination path allows you to generalize job definitions. Here
are some examples.

Rather than specifying a particular destination path such as
F:\ServerA\ShareB\2012, you could use the [SourceServer], [SourceShare], and
[Year] macros to make the path more generic:

F:\[SourceServer]\[SourceShare]\[Year]

And, if you want to separate destination data by copy date, you could use the
[Today] macro to create a new folder within the destination path for each daily job
run.

Selecting a Job Type

SGI Trusted Edge supports nine job types as defined in Table 3-4.

Table 3-4: Available Job Types

Field Definition

Copy Copies source files using standard Windows-based
procedures to a specified destination. During the
copy, the software compiles and verifies the source
and destination file hashes and timestamps to
ensure data is identical between source and target
locations.

Copy jobs can ignore subfolders, run in Report Only
Mode, and copy security information. Refer to Table
3-1 for more information about these fields.

Gather Statistics Based on the source files, gathers statistics against
a particular folder and generates a report to display
the type of data that exists in the source directory.
You can use this information to determine specific
job policies. Compiled statistics include file names,
sizes, attributes, and timestamps. Subfolders can
be included or ignored.
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Migrate

Moves files to the destination location and
completely removes the source folder and files after
a successful transfer. The software calculates file
timestamps and hashes to ensure data integrity. The
removed files and folders are not sent to the recycle
bin first. The remote source folders, even empty
source folders, are migrated to the destination.

= Unlike the Copy job type, you can configure
migrate to create shortcuts.

= Migrate can ignore sub-folders, run in report-only
mode, copy security information, and create
shortcuts.

Two-Way Synchronization — (Source
<->Destination)

Works as follows:

= Copies any source files not residing on the
destination to the destination and any destination
files not residing on the source to the source.

= Updates files, based on the date modified
timestamp, that are newer in either location or its
counterpart. Any files copied will be hashed for
integrity.

Source To Destination — (Source
->Destination)

Works as follows:

= Checks that destination files match source files
based on the Modified timestamp. Files are
hashed on copy for integrity.

= Copies non-migrated source files to the
destination.

= Copies source files with a more recent timestamp
to the destination, overwriting the existing
destination file if required.

= Performs no activity if the file on the destination is
newer than the source file.

= Allows for the ability (checkbox) to Sync Security,
which will copy the security information from the
defined source to the corresponding destination
folders/files. Even if a file is not newly copied due
to a Modified timestamp difference, the security
will still be updated.
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Destination To Source — (Source <
Destination)

Works as follows:

= Checks that source files match destination files
based on the Modified timestamp. Files are
hashed on copy for integrity.

= Copies non-migrated destination files to the
source.

= Copies newer destination files with a more
recently modified timestamp to the source
overwriting the source files if necessary.

= Performs no activity if the source file is newer than
the destination file.

= Allows for the ability (checkbox) to Sync Security,
which will copy the security information from the
defined destination to the corresponding source
folders/files. Even if a file is not newly copied due
to a Modified timestamp difference, the security
will still be updated.

Verify Hashes

Reconfirms file integrity after migration. No actual
copy or migrate function occurs during the verify
operation.

Delete Files and Folders

Permanently deletes the source folder and files
rather than just sending them to the recycle bin.

Delete Stale Links

Deletes stale symbolic links from the source

directory. Stale links can occur when destination
files are removed and symbolic link shortcuts to
those files remain in the original source location,

Delete Stale Links works for both Symbolic Link
shortcuts and Internet URL shortcuts.

Defining Include and Exclude Filters

The information presented in this section applies to Windows files. Refer to Chapter
4, “Using the SGI Trusted Edge Administrative Interface with Linux Servers,” for
information about which of these include/exclude filter options also applies to Linux

files.

After specifying basic job parameters, you can configure include and exclude file
filter settings based on four tabs: file, folder, date, and attribute information. Once
you configure the include filters, you can set exclude filters. The options for both
include and exclude filters are the same.
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File Tab

The File tab enables you to filter files based on file extensions, names, and/or
owners. Figure 3-9 illustrates the Include Filter by File tab.

¥o Tob Defitition Editor

Job Definition

Include Filter Options

| File: | Folder " Date " Artributes l

. File Extensions

Please enter comma or semicolon delimited list of file extensions. feq. .txt, .docx, s, wild |4
characters{for pattern matching): * 7

i

File Mames

Please enter comma or semicolon delimited list of file names. (eq. ABC*.doc, ABC.docx), wild |4
characters(for pattern matching): * 7

¥
. File Owiners |
Flease enter comma or semicolon delimited lisk of file cwners, {eq. Domiantlamellser], ~
DomaintameiUserz),
L
Summary ] [ Cancel

Figure 3-9: Include Filter File Tab Window

44 007-6326-002



Table 3-5 defines the include filter options for the file tab. The software logically
separates file extensions, file names, and files with an AND condition (for example,
*.doc AND Owned by User1).

Table 3-5: Include Filter by File Tab

Field Definition

File Extensions File extensions of included files.

= Separate file extensions with a comma or
semicolon.

= Asterisk (*) and question mark (?) are the
only valid wildcard characters.

= By default, the software includes all file
types, so there is no need to specify “*.*"

= The software logically separates multiple
extensions by an “OR” condition. For
example, if you specify:
*.doc; *.pdf
SGI Trusted Edge includes all files with an

extension of “.doc” OR all files with an
extension of “.pdf".

File Names Names of included files. The same bullets
that apply to file extensions also apply to file
names.

File Owners Owners of included files. The same bullets
that apply to file extensions also apply to file
owners.

File Owners applies only to Windows (not
Linux) job definitions.
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Folder Tab
The Folder tab enables you to filter files by folder name. Figure 3-10 illustrates the
Include Filter by Folder tab.

¥ ok Definition Editor

Job Definition
Include Filter Options
File | Folder | Date | Attributes
Folder Mames
Flease enker comma of semicalon delimited list of Folder relative path from the selecked Source A
folder (eg. ZY¥2¥, ¥%Z2*). Wild characters(For pattern matching): * 7
-
- Summary ] [ ek = ] [ Cancel

Figure 3-10: Include Filter by Folder Tab
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Table 3-6 defines the include filter options for the Folder tab.

Table 3-6: Include Filter Options for the Folder Tab

Field Definition

Folder Names The folders to be included in the specified job
as the relative path to the source folder. (All
specified entries are subfolders of the source
folder.) For example:

= If the source folder is C:\MyData and you
specify “Projects” for the folder name, the
entire path to the Projects folder is
C:\MyData\Projects.

= If you specify “P*” for the folder name, all
folders under C:\MyData\ that began with
the letter “P” will be included in the job run
(for example, C:\MyData\Presentations,
C:\MyData\Pictures, C:\MyData\Projects).

Note the following:

= Separate folder names with a comma or
semicolon.

= Asterisk (*) and question mark (?) are the
only wildcard characters.

Date Tab

The date tab enables you to filter files based on created, modified, and/or accessed
date. If you specify multiple date constraints, SGI Trusted Edge separates them with
an “AND” condition. For example, if you specify a “Date Created” value of “Last 7
Days” and a “Date Modified” value of “Today,” then the software includes only files
that were modified today and created within the last week.

Figure 3-11 illustrates the Include Filter by Date tab.
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¥o Tob Defitition Editor

Job Definition

Include Filter Options

[ File: " Folder l Date | Attributes l

Date Created

|N0ne |1||
Date Modified
Mone |:||

Date Accessed

Mo [i2e: ||

- Summary H Mext = H Cancel

Figure 3-11: Include Filter by Date Tab
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Table 3-7 defines the Include filter options for the date tab.

Table 3-7: Fields in the Include Filter Options by Date Tab

Field Definition

Date Created Includes files based on creation data. Valid
values are:

= None

= Specific date range, which can be
configured before or after a certain date, or
it can be set between two dates.

= Relative date range, which is used for
relative dates (for example, Older than 7
days). It is useful for recurring job runs to
collect data on an ongoing basis.

= Today

= Last 7 days

= Last 30 days
= This month

= This year

= Last 365 days

Date Created applies only to Windows (not
Linux) job definitions.

Date Modified Includes files based on modified date. Valid
values are the same as for Date Created.

Date Accessed Include files based on accessed date. Valid
values are the same as for Date Created.

Attributes Tab

The Attributes tab enables you to include files based on file attributes and size. SGI
Trusted Edge separates multiple file attributes with an “OR” condition and combines
file attribute and size selections with an “AND” condition.

Figure 3-12 illustrates the Include Filter by Attributes tab.
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¥o Tob Defitition Editor

Job Definition
Include Filter Options
| File | Folder | Date | Attributes
File Attribukes
| [+
Size
Mone |1||
- Summary ] [ Mext = ] [ Cancel

Figure 3-12: Include Filter by Attributes Tab
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Table 3-8 defines the fields in the include filter by file attributes tab.

Table 3-8: Fields in the Include Filter by File Attributes Tab

Field Definition

File Attribute Filters files by known NTFS file attributes.
Valid values are:

= Read Only
= Hidden

= System File
= Encrypted

= Offline

= Archive

= Compressed
= Temporary

= Not content indexed (Microsoft Indexing
Service has not indexed the file for fast
searching)

File Attribute applies only to Windows (not
Linux) job definitions.

Size Filters files by file size (in bytes). Valid values
are:

= None

= Equal

Not equal
Greater than

Less than

Between

How Filtering Works

Filtering works as follows.
m  SGI Trusted Edge always honors exclusions before inclusions. In other
words, if you do not enter any exclusions, nothing will be excluded by

default, and the job run will target only the specified inclusions. For
example, if you do not change the exclusions list and the only
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inclusion is set for .doc files, then the job run will only process .doc
files.

= Similarly, if the only exclusion is set to exclude .exe files and you do
not make any changes to the inclusion list, then the job will target all
non .exe files.

m  Filter options within the same field are joined by an OR condition. For
example, one filter list might be to include the File Extensions .doc OR
.pdf OR .xIsx. In contrast, filter options within a separate field are
joined by the AND condition. For example, the Owner of the files is
Domain\Userl AND the Date Created is the Last 30 Days.

Putting these conditions together, a set of Include filter options could be to
include the file extensions .doc OR .pdf OR .xIsx AND the Owner of the files is
Domain\Userl AND the Date Created is the Last 30 Days AND the File Attribute
is Read Only.

m  The Exclude filters work exactly the same way and are processed
before include filters.

m  Recommended exclusions to use when running Copy and Migrate jobs
are:

— Extensions: exe, .dll, .Ink, .sys, .pf, .log, .tmp, .dot, .dat, .sdf, .config, .ini

— Folders: \Program Files\, \Cookies\, \Windows\, \Temp\, \Internet Cache),
\Recycle\, \SRecycle.Bin\, System Volume Information

Scheduling Jobs

To minimize administrative effort, you can schedule jobs to run one time or at a
recurring interval. You can also configure multiple schedules for the same job. For
example, you can configure a job to start on different days of the week, at different
times of the day, and for a different number of occurrences.

Figure 3-13 illustrates the Job Schedule window. Figure 3-14 illustrates the Job
Schedule Parameters window.
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¥o Tob Defitition Editor

Job Definition

[l i

Job Schedule
schedules:
Marne Is Active? | Description
* | Recurring Daily Midnight CICCUrS every

|3

e r—

[' Summary ] [ Mexk = ] [ Cancel

Figure 3-13: Job Schedule Window
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%: Iob Schedule

ame: Jecurring Daily Midnight

Schedule Type: RLECUrTing |12 [#] Ackive

One-kirme occurrence

Datke: 02152012 12:34: 23 PM =
Frequency
foceurs: (8 Doaily Recurs every 1 |£| dayis)
I eekly
i Manthly
I eatly

Draily Frequency:

@ Occurs once abi | 12:00:00 AM (%)
() Oceurs every: 1 i Hour(s) [ Starting at: 1200000 AM 5

Ending at: 11:55:59 PM [l
Duration
Start Date: Oz/15/2012 |+ (JEnd date: 0Z/15/2012 |

18 Mo end date
2K | I Cancel
P

Figure 3-14: Job Schedule Parameters Window
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Table 3-9 defines the fields in the Job Schedule definition window.

Table 3-9: Fields in the Job Schedule Definition Window

Field Definition

Name Unique and descriptive name of the
scheduled job (for example, Daily at Midnight
or Weekly on Sunday AM).

Schedule Type Type of job schedule. Valid values are:
= One time
= Recurring

Active Schedule status for the job. A selected

checkbox indicates an active status, which is
the default. You can run inactive scheduled
jobs manually.

One-time occurrence Date/time the job will be run.

Frequency For recurring scheduled jobs, the scheduled
frequency. Valid values are:

= Daily

= Weekly
= Monthly
= Yearly

Daily frequency How often the job runs each day. Subfields
are:

= Occurs once at
= Occurs every
= Starting at

= Ending at

Duration The length of time the schedule is valid. Valid
values are:

= Start date
= End date
= No end date
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Reviewing Job Summary Information and Saving the
Job Definition

Before you save a job definition, SGI Trusted Edge displays job summary information
for your review on the Completing the Wizard window. Job summary information
consists of job name, description, type, source and target directories, options,
shortcuts, and include/exclude filter options. You can also:

Click | "' | in the upper left corner of the Completing the Wizard
window (or press ALT+B) to move back through the job definition
windows and make configuration changes

Click Finish to save the job definition

Select the Start Immediately checkbox to start the job immediately
after you click Finish

Click Cancel to delete the job definition

Figure 3-15 illustrates the Completing the Wizard window.
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¥4 Job Definition Editor

(€] 10b Defirition

Name:

E

Status:

vpe:

E

Source:

nore sub-folders
from Source:

FE

Copy Hash Tvpe:

File Compare
Method:

Reporting Only:
Copy Security Info:
Disable Logging

Exclude Filter
Options:

| Start Immediately

Completing the wizard

Job Summary Information

RFSS Test Alpha 3

Active
Copy
C:\Owners

\\10.1.200.245\sales\sthte\Mon 1
No

MDS and SHAL

Modfied Date and Size

No
Yes

No

Size Less than to "1 Bytes

2

|

stertover | | Fnish.

Figure 3-15: Completing the Wizard Window
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Importing and Exporting Definitions, Settings, and
Linux Connection Information

SGI Trusted Edge supports importing and exporting remote or local Job definitions,
job groups, email server settings, alert definitions, overall configuration settings,
and Linux connection information in .XML format. Exported components can
subsequently be imported into the same or a different Trusted Edge server.

To implement an export, click on the Export button located in the top header menu
on the SGI Trusted Edge main window, and select the component to be exported.
Figure 3-16illustrates the available choices.

Vi QA

Export | Import  Alerts  Email
o | Options
E Job Definitions
"OCE
é alerts
# Configuration
] Emai Options

ﬁ Linux Connections

Figure 3-16: Expanded Export Button

i
'
]
t

When you select Job Definitions, SGI Trusted Edge selects all jobs for export by
default. You can subsequently deselect any job from the export list. You can also
include all job groups, include only the job groups of selected job definitions, or
export job groups only.

Figure 3-17 illustrates a sample Job Definitions Export window.
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Please select Job Definition(s) for export:

JI%

MName (i) Status Type Source Destination
b3 Jo Da \STHTE-Destinations\2012-12-20c1 D:\TestDataFolders\STHTE:

Migrate )

Gal

444 1of47 |n][mim]<] . I | 2

[»| Indude All Job Groups

|| Indude Selected Job Definitions' Job Groups ! g Export Cancel
|| Export Only Job Groups

Figure 3-17: Job Export Window

The checkbox options on the Export Jobs Definitions window indicate the following:

®  Include all Job Groups — Include all job groups in the exported data

® Include Selected Job Definitions’ Job Groups — Include the job groups
of only the selected job definitions in the exported data

m  Export Only Job Groups — Include job groups only and no job
definitions in the exported data

Once you export a file, you can import it into a new (or the same) SGI Trusted Edge
system. The Import button is located next to the Export button in the top header
menu on the SGI Trusted Edge main window.

Figure 3-18 illustrates the Import File Name window.
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Import File: | C:\Users\chsada\Desktoplsthte1.4\Jobs. DEV-SADA-8. 2013-04-10. 11-42-07.xml

Please select Job Definition(s) for Import:

-\@Q\

| | Overwrite existing Job Definition(s [ Import All Job Groups
|| Overwrite existing Job Group(s) || Import selected Job Definitions' Job Groups ‘

Impart Progress: | 0%

Figure 3-18: Import File Name Window

You must select one of these import options:

m  Import All Job Groups — Imports all job groups irrespective of the job
definition(s) selected for import

® Import selected Job Definitions’ Job Groups — Imports only the job
groups for the selected job definitions

By default, Trusted Edge marks imported job definitions as inactive. You must set
them to an active status before they will execute. Once you activate an imported
job, you may run the job manually or per schedule parameters according to the job
configuration.

Overwriting Existing Job Definitions and Job Groups during
Import

During an import, you can overwrite existing job definitions and/or job groups by
selecting the Overwrite existing Job Definition(s) checkbox and/or the Overwrite
existing Job Groups(s) checkbox on the Import Job Definitions window. When the
Overwrite existing Job Definition(s) checkbox is enabled, SGI Trusted Edge marks the
imported jobs as active by default and honors all schedule settings for the job.
Figure 3-19 illustrates the Import Job Definitions Window with the Overwrite
existing Job Definition(s) checkbox enabled.
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Import File: | C:\Users\chsada\Desktoplsthte 1, 4\ Jobs. DEV-SADA-8, 2013-04-10. 11-42-07,xml

Please select Job Definition(s) for Import:

II!)|

| | Import as Job Mame:
Jobl Jobl

Import Status

Exported as Job Mame Type Source
e

>

Bloa e o [ewomesue
e e I PE— =
B A 1of47 || o] | £ 1

[=] write existing Job Definition(s | Import All Job Groups
| Qverwrite existing Job Group{s) |-/ Import sslected Job Definitions' Job Groups

b |

Impaort Progress: 0o

Figure 3-19: Overwrite Existing Job Definition(s) Checkbox Enabled

The overwrite feature works as follows. When set to enabled, if SGI Trusted Edge
imports a job and/or job group with the same name as an existing job name/job
group, the imported job/group will overwrite the settings for the existing job
name/job group on the destination server. If the overwrite setting is disabled, SGI
Trusted Edge appends the imported job name/job group with an incrementing
number (2) for the first copy imported, (3) for the second copy, and so on.

If an imported XML file does not contain the name of an existing job or group, then
all existing jobs/groups will remain unchanged. Consider the following scenarios.

m  Server A has three jobs named Job1, Job2, and Job3.
m  Server B has four jobs named Job3, Job4, Job5 and Job6.
m  The Overwrite existing Job Definition(s) checkbox is selected.

If you import the job definitions XML file from Server B into Server A, Server A will
have the following six jobs defined: Job1, Job2, Job3, Job4, Job5 and Job6. Note that
Job3 now contains the settings from Server B rather than Server A.

In the same scenario, with the overwrite setting disabled, Server A will contain
seven jobs. The existing Jobs 1-3 on Server A will remain in their current state. Jobs
4-6 will be imported from Server B and marked as inactive. The imported Job3 will
be also be inactive, and its name will be appended with a (2) to mark it as a
duplicate name (for example, Job3(2)).
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Additional Information

Note the following:

When Importing an Alerts.xml, Configuration.xml, or
EmailOptions.xml file through the user interface, SGI Trusted Edge will
automatically overwrite the existing settings on the importing server.
The Alerts will be imported and set to the same state (Active/Inactive)
they were on the Source/Exporting server.

When Exporting Job Definitions, Email Options, Alert settings, or
Configuration options, by default, SGI Trusted Edge exports the .XML
file to the local file system. For example, assume you are logged into
Server A and remotely managing Server B through the SGI Trusted
Edge Enterprise Edition Console interface. If you initiate an Export
from (remote) Server B, then the exported .XML file will be saved to
Server A by default.

When importing Linux connections, by default, Trusted Edge does not
overwrite existing connection names. Instead, it appends the names
of matching connections with a number in parentheses (for example,
(2)). Moreover, Trusted Edge imports the connections in the state
(Active/Inactive) that existed when they were exported.

Working with Reports

SGI Trusted Edge supports eight types of reports as defined in Table 3-10. Not all
reports can be generated for all job types. For example, you can only run the Stats
report for Gather Statistics jobs. Similarly, the Error report is only available if there
were errors on a job run.

Table 3-10: SGI Trusted Edge Reports

Report Type Definition

Summary

Displays details about a completed job,
including number of copied, skipped, or
mismatched files and directories and size of
migrated files. Before you can generate a
Summary report, you must first highlight a
specific job in the left window pane.
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Active Job Schedules

Displays a status history of active, pending,
and completed job runs for a user-specified
date. Only jobs marked Active display in the
Schedule report. You do not have to highlight
a specific job before generating a Schedule
report.

Hash

Displays the source and destination file hash
values for files copied or migrated and an
indication that the file hashes match. Before
you can generate a Hash report, you must
first run a Verify Hashes job and then
highlight it in the right window pane.

Job Activity

Displays a history of updates and comments
made to stored jobs. Before you can generate
a Job Activity report, you must first highlight a
specific job in the left window pane.

Error

Displays any errors that were encountered
during a job run. Before you can generate an
Error report, you must first highlight a specific
job in the right window pane.

The Error log will indicate when the
processing of the drilldown statistics start and
complete.

Statistics

Displays statistics about a source directory.
The Stats report has the following formats:
= File Count by Age

= Storage Utilization by Age

= File Count by File Extension

= Storage Utilization by File Extension

= File Count by File Size Range

= Storage Utilization by File Size Range
Note the following:

= Stats reports list the 20 highest file type
counts in the “File Count by File Extension”
table and in the “Storage Utilization by File
Extension” table.

= You must run a Gather Statistics job before
you can generate a Statistics report.

= You read the File Count by File Size Range
report as “All files that are 0-50 KB in size
add up to/total X KB.”
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File List Report

Displays files included in a completed job run.

Queued Jobs

Lists queued jobs and/or job runs in process.
SGI Trusted Edge removes jobs from the
Queued Jobs list as soon as a job is run.

Note the following:

= The job run queue is valid only for the
current day.

= SGI Trusted Edge refreshed the queued
jobs list every five seconds for the local
server and every 15 seconds for a remote
server in the Enterprise Edition console.

= You can refresh queued jobs manually, or
you can manually delete items from the job
gueue using right-click options.
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Example Reports

This section contains examples of SGI Trusted Edge reports.

Standard Stats Report Formats

Figures 3-20 through 3-25 illustrate the Statistics report formats.

= Print and Expart Chart:  [File Count by Age A

Trusted Edge Statistics

Report: File Count by Age

Job: Stats C:\,

Run Date: 2/20/2012 8:31:40 AM
Source: C:\

Total Files: 229275

Total Bytes: 39.37 GB

190000 B Last Modified
B Last Accessed

0000
75000
50000

45000
25000

MNo. of Files

20000

15000 -

10683 11191

10000

5000

|:| .
0-1 month 1-3 months 3-6 months 6-12 monkhs 1-2 years 2-5 vears =5 years

Period

Figure 3-20: File Count by Age Format
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= Print and Export Chart:  Storage Utilization by Age [

Trusted Edge Statistics

Report: Storage Utilization by Age
Job: Stats C:\,

Run Date: 2/20/2012 8:31:40 AM
Source: C:\,

Total Files: 229275

Total Bytes: 39.37 GB

I Last Modified
B Last Accessed

[15.66 GE

16200 -

15900 -
15600 -

15300 -

[10.54 GE |

5400

3100

5.61 GE |

4200

Total Bytes (MB)

3900

Q00—

600

300

0-1 month 1-3 months 3-6 months 6-12 months 1-2 vears 2-5 years =5 years
Period

Figure 3-21: Storage Utilization by Age Format

66 007-6326-002



=| Print and Export

Chart:  File Count by File Extension i

Report: File Count by File Extension
Job: Stats C:\,

Run Date: 2/20/2012 8:31:40 AM
Source: C:\

Total Files: 229275

Total Bytes: 39.37 GB

190000

0000

75000

50000

45000
25000

MNo. of Files

20000

15000

10000

5000

0

Trusted Edge Statistics

File Types

B Mumber of Files
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=\ Print and Export Chart: Storage Utlization by File Extersion v

Trusted Edge Statistics

Report: Storage Utilization by File Extension
Job: Stats C:\,

Run Date: 2/20/2012 8:31:40 AM

Source: C:,

Total Files: 229275

Total Bytes: 39.37 GB

I Total Bytes

12600
2100 -
m
= 1800 - 1,59 GE |
~ | [1.47 G|
@ 1500 - l
=
[
5 1200 -
e 779 MB
= e [740 ME [702 ME ]
Ag0a ME | 2535 ME |[S09 MB
" 53015
300 - I
o -
Uy, Mgy S My ke s e D e gy Wog S Mgy Uy g e
&
43;%

File Types

Figure 3-23: Storage Utilization by File Extension
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Trusted Edge Statistics

Report: File Count by File Size Range
Job: Stats C:\

Run Date: 2/20/2012 8:31:40 AM
Source: C:\,

Total Files: 229275

Total Bytes: 39.37 GB

120000

0000

7000

S0000

45000
25000

20000

No. of Files

15000

10000

5000

2 3 7 7

o, S, 4 4. S0 3 I Z.
%‘-e ?% 90._.,.0%9 %ﬁg& % ‘?%3 ﬂa.%& %e‘-(c% 106‘9

o -

Size Range

[ Mumber of Files

Figure 3-24: File Count by File Size Range Format
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E| Print and Export Skorage Utilizakion by File Size Range

Trusted Edge Statistics

Report: Storage Utilization by File Size Range
Job: Stats C:\

Run Date: 2/20/2012 8:31:40 AM

Source: C:\,

Total Files: 229275

Total Bytes: 39.37 GB

Z3500000000 -

I Total Bytes

23000000000
5000000000
4300000000
4000000000
3500000000
3000000000

2500000000

Total Bytes

2000000000
1500000000 - 1020.67 MB

1000000000 -

500000000 —

o -
o S, 23 I . 2 I
St ‘9% %‘foﬂa sb%i‘,, Sty ‘?%8 aa‘foﬂ,_& %"z}. ; 06,

Size Range

Figure 3-25: Storage Utilization by File Size Range Format
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Drilldown Statistics Reports

The following figure illustrates a Drilldown Statistics report.

ome | i, Skatietics RieportiJob: “Stats Er\ Dema” Run Dabe: 212612014 3:08:24 PM)

Rl prc s Erport o OpRYES,

Chart:  Storape Ltization by Age

Raeport: Storage Utilzation by Age Job: Stats EX\ Demo Run Date: 2/25/3014 3:08:24 PM
Source: E:/\VMs Total Files: 3013 Total Bytes: 1.04 T8

TG

3
2

WiATE

Total Bytes

190.7368

[

Vi Totel Bybes.

Folder by Total Bytes

Navigable Reports
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V1292007 4 PH
{22008 8:18:50 P
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A4 000 15002 P
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m  Selecting a folder from the right tree view menu changes the left pie
chart and the table graphs on top.

m  Selecting a pie piece from the lower left will change the top table
graphs and the focus of the right tree view.

m  Selecting a pie piece from the legend within the pie chart window will
change the top table graphs and the focus of the right tree view.
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m  Choosing the Browse Up button in the pie chart window navigates
up one folder level.

m  The View drop down list within the pie chart can be changed to show
the percentage of Total Bytes, Total File Count, or Total Folder Count
for the current folder.

m  Exporting or viewing the drilldown report will export/display the
current folder list, not the default view.

Options Menu

The Options menu above the top table graph has two options:

= Show Scale Breakdowns—Allows the table graph data to be displayed
without distorting the data. This is disabled by default.

= Show Value Labels—Displays a File Count and Total Byte size above a
highlighted column of data. This is enabled by default.

These Options are available for both standard Gather Statistics reports as well as for
Drilldown reports.

Pie Chart

If a folder contains less than 1% of the folder data total, it is not explicitly listed in
the chart. Itis grouped with other smaller data folders within the Others pie piece.
The Others pie piece is not navigable.

Expanding and Collapsing Tree View Nodes

The following keyboard shortcuts can be used to change the expanded states of
nodes:

= CTRL+ RIGHT ARROW Expands the focused node.
m  CTRL+ LEFT ARROW Collapses the focused node.
m  PLUS Expands the focused node.

= MINUS Collapses the focused node.
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The expanded state of nodes can also be changed using the following mouse
actions:

m  Clicking an expand button  Expands/collapses the corresponding
node.

m  Double-clicking a node Expands/collapses the corresponding
node.

Job Activity Report

Figure 3-26 illustrates the Job Activity report.

% Iob Activity - Exclude this year

| Print and Export

Drag a colurn header here o group by that column

Event Dake User | Ewent Marme | Comrnents

4 |44 [ Record 10f 4 ]| e) )£ i '

5 02/13(2012 10:25:04 AM [uael e e

0271372012 10:23:36 &AM TEQAYhowley_admin Update Updated
0z/09/2012 11:50:51 AM TEQALhowley_admin Update Updated
Qzio9fz01z 11:50:04 AM TEQAYhowley_admin  Adding Adding new job with name: Exclude

|

Figure 3-26: Job Activity Report
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Job Schedules Report

Figure 3-27 illustrates a sample Job Schedules report.

= Print and Export

Schedule Date  3f9p2012

[

Drag a column header here to group by that column

Scheduled Date

Job Mame Schedule Hame ‘ Status | Schedule Details

¥ 03092012 128,

H Test Job

03092012 121..,
03/09/2012 12:..,

L = 2 . L [ S e el

Schedu, . | Qcours every 1 dayis) once ak 00:00:00 skarting fro...

¢ Midnight

Recurring D:

gather skats on... Fridays Schedu, .. Qcours every 1 weekis) on Friday once at 00:00:00 ...

Swnc Stc to Dest Second Friday of the Month  Schedu... Occurs every 1 monthis) on Second Friday once at 0...

Figure 3-27: Job Schedules Report

Summary Report

Figure 3-28 illustrates a sample Summary report, which displays the following
columns:

= Total — Total number of files or folders processed

m  Copied — Total number of files or folders copied
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Skipped — Total skipped files (when the same files reside in both the
source and destination, SGI Trusted Edge does not recopy the files)

Mismatch — Number of times a source file name matches a
destination directory name, or vice-versa

Failed — Number of copy/move/create shortcut/hash verification
failures (for example, the number of files without identical hashes for
a Verify Hashes job)

Extras — Number of files and folders that are on the destination but
not copied from source during a Copy or Migrate job

Deleted — Number of files and folders deleted during a Delete Files
and Folders job

Delete Stale Stubs — Number of orphaned stubs deleted from a source
directory during a Delete Stale Stubs job

Stubs — Total number of stubs in the directory after stale links have
been deleted

Hash Verified — Number of files processed during a Verify Hashes job
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RUm SUmima

=| Print and Export

Mame Total Copied | Skipped | Mismatch | Failed | Extras | Deleted | Delete Stale Stubs | Stubs | Hash Werified

W

Folder(s)é
Filels) 310 308 2
89.8MB 59.8MEB 1.15KE 0OBvtes 0 Bvytes 0Bytes 0Bvytes 0O Bykes

0 Bytes 0 Bytes

Byte(s)

|| [ 44| o) 1 oF 3 |L||:||!|.+..—..A..v..xq(,

Figure 3-28: Summary Report
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Hash Report

Figure 3-29 illustrates a sample hash report.

Report

Print and Export

Source:
ChTemp

Destination:
F:\Dest

E-Yg FramRFS

E-¥g TaBeURLs
Bg 2

@ Exportz . bxt
B-ig ToRFS
G Friday is ks 1.kxt

& Mew Test Fri...
@ Test Friday1...
& Friday is ke ...

>@ Copyof ..,
f_B Expartz....
@ Copy of Boa...
& Copy of Tes...

Identical
Identical
Identical
Identical
Identical
Identical
Identical
Identical
Identical
Identical
Identical
Identical
Identical
Identical
Identical
Identical

Identical

Hash Match?

Source MDS

CIGELEASNOL It 305IS, ..

kK 7wANLgGwaFalipgh. ..
kk7wANLgGwaFalipgh. ..
hrRyNFTUYYUwnd2wT. ..
wwOgu3yonaooxIFCe,.,
SmLRUwahBdZzintwixg, ..
HatCOk+Q0ank3I3h. .,

uc4IODZuvirPwWITPED, .,
Hgpfolfl45M2IuGsien..,

kMvBDAPE-HMIXSAPW...
Hapfalfl45mM2IuGsien. ..

nDPUS46p2 4k O3KMES, .,
KMyBDAPE+HMIXSARYY, .,
kk7wANLgGwaFalipgh. ..
SmLRUwahBdZzinwe3, ..

Source SHAL

FiSiSnLME. ..
cF12cEM4qQsdnHIFIPp. ..
EhBFIEwwWp-+hs1oFC, .,

1 d+EO+CknyO55Kpm, .
1d+KO+0kry0s3Kpm. ..
IMbHUxEIMaTM3uXEE. ..
avmink 1+CpntFTSYzM. ..
YppRLmuldrmkCdihsps. ..
WSCKZ0TZ304husS3TT. ..
3hcikshP3onhUmFred, ..
kY01 2+L715bMc458y. .,
AybwgLzMINYEFQUA, .
k01 2+L715bMc455y. ..
kCOHIHSIMujoGorLvRzo. ..
KybwgLzMINVEFQUA, .
1d-+KO+OkryOSSKpn. ..
WpprLmulrnkCdibsps. ..

Destination MDS

BpwavdbmFiMOHB Y. .

9GLEASNOLICESEIS. .
ke FwaNLgEwaFadipg. ..
ke FwaNLgEwaFadipg. ..

bRy N7 TusYvnd2wT ..
ww0gudywonGooxIF Ce..,

SmLRUwahBdZz nit, ..

HatCOk+Q0aAK313h. ..
uctIODZufrPwl7PES..
Hopfolf45M2IuGsia0, .,
kMvEDdPE+HMIXSARW. .,
HapfaIfl45M2IuGsisn. ..
nDPU346p2 4k O3kMSS.
KMvBDdPE+HMINSARW. .,

ke FwaANLgGwaFadipg. ..
SmLRUwahBdZz ntws, .

cF12cEM4qQsdnHIFIPR. ..
GhBFIEwWp-+hsIoFC, .,
1K O+Ckny055Kpm, ..
1d+KO+0kry0SSKpm. ..
IMbHUxEIMaTMIuxEL. ..
avmink 1+CpntFTSYzN. ..
YppELmuldrmkicdihsps. ..
WSCK20TZ304hus3T. .
dcikshP3onhUmFreM, ..
ikY012+L715bMc458y, .,
KybwglzMONYEFQUA, .
ik¥012+L715bMc455y. ..
kCOHIHSiMujoGorLvRzo. ..
KybwglzMONVEFQUA, .
1d-+KO+Okry0SSKp. ..
WppeLmulrmiCdihsps. ..
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Error Report

Figure 3-30 illustrates a sample error report.

iles and folders™ Rumn Date: 3/2/2012 113200 Ak

= Print and Export

Ewvent Date | Log Cateqory | Log Type | Source | Destination | Title
Z
5 [03/02/2012 11:32:01 AM _— frchive Job Run Failed
030212012 11:32:01 &AM ArchiveTask Error Source Folder does not exist,
(|| | |4 1 o 2 |L||z||m|.+..—..A..v..x.|<||- In | |

Figure 3-30: Error Report
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File List Report

Figure 3-31 illustrates a sample File List report.

(-7 Test File Expected Resuks
(] kw 3.pdf
(] Pattods
(0] kw.docx
- (0] K sext
Q Phone Murnber.msg
- (L] Thurnbs.db
(L] TestFie1.zip
-] Patern 2.bxt
D K'WS, pptx
-] kW 2.doc
(L] Phone2.hkm
- [ kw4.doc
(1] Sent Support Message.msg
- [C] DEF.bxt
— (] aBC.txt

&

| File Extension

RIEFREREBIREERR

fleis

File: Size:

81.5KB
21.5k8
12.03 KB
5.08 KB
117.5KB
10KB
602.72 KB
1.33KB
48,92 KB
166 KB
34.28 KB
3515 KB
241 KB
13 Bytes
13 Bytes

Date Modified

5{19/2010 8:50:37 AM
5192010 8:47:37 AM
S{18/2010 8:46:14 AM
5/18/2010 9:02:39 AM
11/25{2009 11:38:32 AM
11/6{2012 10:37:02 AM
5{18/2010 8:57:01 AM
5{192010 8:48:53 AM
S{19/2010 8:54:18 AM
S{15/2010 8:44:28 AM
1/19/2010 7:21:32 AM
5{19/2010 8:51:53 AM
8/30/2010 4:41:35 PM
1430/2013 9:56:27 AM
14302013 9:56:27 AM

Date Accessed

1/30/2013 10:11:46 &AM
1/30/2013 10:11:57 &M
1/30/2013 10:11:55 AM
1/30/2013 10:11:45 AM
1/30/2013 10:11:45 AM
1/30/2013 10:11:45 AM
1/30/2013 10:11:58 AM
1/30/2013 10:11:45 &AM
1/30/2013 10:11:59 AM
1/30/2013 10:11:54 AM
1/30/2013 10:11:45 AM
1/30/2013 10:11:55 AM
1/30/2013 10:11:45 AM
1/30/2013 9:56:27 AM
1/30/2013 9:56:27 AM

|1

Figure 3-31: Sample File List Report
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Queued Jobs Report

Figure 3-32 illustrates a sample Queued Jobs report with columns indicating
applicable information for each job in the queue.

S Trusted Edge - Queued Jobs Report

| EgiEnterpeise Dashboard | I VM-WINT-OF 1064 i Queued Jobs Report. E3|

Prick and Export
Queued On Queued By User Job Narse Status Scheduied Date Schedue Name | Schadue Detals Alert Name
> [11/6/2013 10:53:00 A || R 11/6/2013 10:53:00 AM | HashMorhiy | Gccurs every | monithis) on Frst ... |
LLE{Z013 10:54:26 AM SYSTEM_ALERT 7in Copy 5 GB Queued & a7
11/6{2003 10:54:37 AM SYSTEM_ALERT 1 Un Copy 0 Bytes Cueued CopyhlewFlesStart ILindok
LLJ6/2003 10:56:00 AW Schardhuler DedetedStaleData Cueued L1J6{2013 10:56:00 AM ‘Weekly'Wednesdays Ocours every | weehls) on Wednesd...
11/6{2013 10:57:00 A Scheduer VerfyHashes Quaued 11/6/2013 10:57:00 AM HashMorthiy Cours every | month(s) on Frst We...

Figure 3-32: Queued Jobs Report

How Trusted Edge Queues Jobs

The Concurrent Jobs Run (Max) setting on the Configurations settings=>Job Run tab
determines the maximum number of jobs that can run at one time. The default
value for this configuration setting is 10. In other words, if you start several jobs
manually or schedule jobs to run at the same time, Trusted Edge will not run more
jobs simultaneously than the value specified by this setting.

Note the following:

®  When the number of running jobs reaches the value of Concurrent
Job Runs (Max), Trusted Edge queues subsequent jobs that were
configured to start through the scheduler.

m  Once the Concurrent Job Runs (Max) falls below the allowed number,
Trusted Edge randomly selects another job in the queue to start
processing next.

®  When the number of running jobs reaches the number of Concurrent
Job Runs (Max), Trusted Edge queues jobs started by Trusted Edge
Alerts (Start Job Definitions).
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m If you manually try to start a job when the number of running jobs
reaches the value of Concurrent Job Runs (Max), Trusted Edge
displays the following message:

Unable to start the job "TestJobName'. Concurrent job runs
(Max) count (n) limit reached.

m Job definitions cannot be modified or deleted while they reside in the
queue.

m  Once ajob from the queue has completed, Trusted Edge
automatically removes it from the queue list.

Job Queue Processing Examples

This section presents five job queue processing examples.

1. The system administrator scheduled three jobs, Job 3, Job 4 and Job 5, to run at
12:00 A.M. The Concurrent Job Runs (Max) value is 1.

However, at 12:00 A.M., another job, Job 6, is still executing. At midnight,
Trusted Edge enters all three scheduled jobs into the queue. When Job 6
finishes, Trusted Edge executes one of the scheduled jobs (for example, Job
4). Once Job 4 finishes, Trusted Edge runs either Job 3 or Job 5. Once Job 3 or
Job 5 finishes, Trusted Edge processes the remaining queue item.

2. Auser schedules Job A to execute every five minutes starting at midnight. The
Concurrent Job Runs (Max) value is 1.

However, at midnight, another job, Job C, is already processing. Job C completes
at 12:14 A.M. During the Job C runtime, Trusted Edge removes the Job A
gueued start entries for 12:00, 12:05, and 12:10 from the job queue. The 12:15
A.M. Job A entry remains in the queue and executes at that time as expected.

In other words, a currently queued job run expires if the job scheduler queues
another instance of the same job run. Although Job A is scheduled to run at
12:00 A.M.,, it cannot execute because Job Cis already running and the
Concurrent Job Runs (Max) value is 1. Therefore, Trusted Edge adds Job A into
the job queue. At 12:05 A.M., Trusted Edge removes the Job A queued entry for
12:00 A.M. and adds the entry for 12:05 A.M. At 12:10 A.M., Trusted Edge
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removes the entry for 12:05 A.M. and adds the entry for 12:10 A.M. At
12:15A.M, Trusted Edge removes the entry for 12:10 A.M. adds the entry for
12:15 A.M.

Similarly, if a currently queued Job A is running, and the job scheduler triggers
another job run for Job A, Trusted Edge queues the newly triggered job run.

A user tries to start 15 jobs manually and the Concurrent Job Runs (Max) is set
to 10. The first 10 jobs will execute, and no subsequent jobs can be started per
the error:

Unable to start the job "TestJobName'. Concurrent job runs
(Max) count (n) limit reached.

The Concurrent Job Runs (Max) value is 1 and Job A is currently running. If a Job
B is due to start because of a Start Job Definition Alert event, Trusted Edge will
add Job B to the queue and eventually process it.

Job 1 is executing, and there are three jobs in the queue (Job 2, Job 3, and Job
4). The Concurrent Job Runs (Max) value is 1.

Job 1 runs from 10:30 P.M. until 12:10 A.M. the following morning. Because the
job run queue is valid only for the current day, all three jobs that were in the
gqueue are no longer present because Trusted Edge clears the job queue daily at
midnight.
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Printing and Exporting Report Data

You can print and export report data by clicking Print and Export on any report
window. Figure 3-33 illustrates the file options for print and export.

".‘f:; Hash Report

Print and Expart

Hi
= Expart to PDF
f Export bo HTML
| Export to MHT  Match?
E Export to XML
Akical
— Export to BRTF
Akical
Export ko gLS Chrl+¥ “tical
Excport bo KLS% Akical
= Export to Texk ical
Akical
] Prink Preview i
Akical
| Frint Chrl+P
Close Chrl+0)

Figure 3-33: File Options for Print and Export

To export all Stats report formats, refer to the procedure, “Exporting All Stats
Report Formats,” later in this chapter.
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By default, SGI Trusted Edge exports only the currently expanded folders. When
viewing larger reports such as the Hash report, you can expand all subfolders by
right-clicking a top folder level on the report and choosing Expand This and All
Children or Expand Entire Tree. Additionally, you can press the F9 key (see Figure 3-
34).

"E: Hash Report

= Prink and Expart

Source: Destination:
A Temp F:\Dest
Marme Hash Match? | Source MDS Source SHAL
> | E-YgiTemp | MY bWE e ACnOZ WD, 30, . | MIjrmdCysiyE
--‘gﬁ 2011-1 Collapse Hbj,.,  cF1ZcEM4gQSdr
- l!:a Falder Collapse Entire Tree Fi0 3g515...  BhEFJEwWp+hs
| --izg Fri Expand ralipgh... 1d+HKO+HOknyOE
&N E= i c
= E l'_a FromR Expand This and all Children alipgh... 1d+K0+0kny0
i ToBel K313h... WSCKZOTZID¢h
— i Expand Entire Tree Fa L
-k ToRFS *alipgh... 1d+KO+okny0S
@ Friday Hide Identical Nodes MWD, YppELmulrmkCe
o Show Identical Modes

Figure 3-34: Expanding Subfolders when Exporting Reports
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Sorting Reports by Columns

You can drag and drop report column headers to sort data on the Active Job
Schedules and Job Activity reports. Here is an example.

The Active Job Schedules report displays scheduled jobs for a given date. Assume
the following:

m  Three jobs are scheduled to run on March 9, 2012.
®  Youselect March 9, 2012 from the Schedule drop-down list.

As show in Figure 3-35 SGI Trusted Edge generates a report that displays
information for all three jobs.

+% Job Schedules Report

= Print and Export Schedule Date 3/9/2012 (Bl

Drag a column header here to group by that column

| scheduedDate | JobNeme | Schedule Name | status | schedule Detals

Recurring Daily Midnight Scheduled to run Occurs every 1 day(s) once af

gather sta... Fridays Scheduled to run Occurs every 1 week(s) on Fric
|03/09/2012 12:... SyncSrct... Second Friday of the Month Scheduled to run Occurs every 1 month(s) on Se

(L LRIE TR jaf3|_>_|.»|.»1|+ e o | | £ Il | .>|I

Figure 3-35: Job Schedules Report for March 9, 2012

You can change the report format by dragging a column header to the area labeled
“Drag a column header here to group by that column” at the top of the report. For
example, Figure 3-36 illustrates the ensuing report format if you drag the column
marked Job Name to the “Drag a column header here” location.
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=| Print and Export Schedule Date | 3/9/2012 |2
Drag a column thmup by Ehat column
Scheduled Date (I Job Namej| Schedule Mame Skatus Schedule Details
7
Z Test Job Recurring Craily Midnight Scheduled to run Occurs every 1 day(s) once o

0309201z 12:... Fridaws Scheduled ka run Ocours every 1 week{s) an Fric

03M09f2012 12:... Svnc Srck,.. Second Friday of the Manth Scheduled ka run Ocours every 1 monthis) on Se

gather sta...

[t | | ) [4e| 1 0F 3 |L||ﬁ||ﬂ|.+..—..A..v..x.|{||_ In >

Fig 3-36: Sorting Report Data by Job Name

&
To reset the report to its original format, drag - =~ _| back to the row of
columns as shown in Figure 3-37.

Schedue Date 2/1/2012 [
=
(ETTHR g
| Schodued Date R — Schedula Dotals
v

B Jub Marne: Bxthusion Test (Count=1)
| OZfOZ0E2 12:00:. .. Dady Midnight Scheduled tonun Doours every 1 daw(s) once st 00:00:00 starting from 1312012
El Job Mames: Remobe Source 19GB {(Count =13
CERON0N2 12:00:, .. Cushy Micksight Schedubed b run Ccours mvery | dinds) ence ot 00:00:00 starting from 17312012
B Job Naime: Yerilly Hashes of Igooee SubFolders (Count=1)

Figure 3-37 Restoring the Original Report Format
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Modifying Configuration Information

You can change SGI Trusted Edge configuration settings for General, Job Run, and
Security information by clicking the Configuration icon in the Main header bar.
Figure 3-38 illustrates the location of the Configuration icon.

Figure 3-39 illustrates the Configuration window for these three tabs.

Figure 3-38: Configuration Icon

s Corfiguration

| General |_JDE:‘,I” Security |

Draka Falder: |C:\Program FilesiStorHouse Trusted Edge\Data |_

Tracing Options

Lags Folder: CiiProgram FilesiStorHouse Trusted Edgellogs |-

Enable Service Trace: =]
Enable U App Trace: =

Enable Job Rum Trace: [

o]'4 | | Zancel I | Apply

yA
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General Configuration Options

By default, the Configuration window displays configuration options for the General
tab. Table 3-11 defines these options.

Table 3-11: Configuration Options — General Tab

Option Definition

Data Folder Path to the main application database and the individual
Job Run databases. The default path is:

C:\Program Files\SGI Trusted Edge\Data

If you change this path, you must restart the SGI
Trusted Edge service.

Logs Folder Directory that stores the trace log files. The default
location is:

C:\Program Files\SGI Trusted Edge\Logs

The Logs folder will not exist until tracing is enabled for
the first time. Note that tracing is only necessary when
troubleshooting a problem. Enabling this folder under
non-troubleshooting conditions can slow down overall
application performance.

Enable Service Trace Switch to enable/disable a trace used for
troubleshooting problems with the SGI Trusted Edge
Service. This setting is disabled by default.

Enable Ul App Trace Switch used to enable/disable a trace used for
troubleshooting problems related to the user interface.
This setting is disabled by default

Enable Job Run Trace Switch used to enable/disable a trace used for
troubleshooting problems related to job runs. This
setting is disabled by default.

If Job Run tracing is enabled, every job that runs during
the enabled period will create a Job Run trace log.

Enabling this trace can affect job run performance.
Therefore, SGI recommends that you enable this trace
only when diagnosing a specific issue.
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Job Run Configuration Options

Figure 3-40 displays the configuration options for the Job Run tab, and Table 3-12
defines these options.

P Configuration

| General | JobRun | Security |
Failed Retry Count: 5|
Interval between Retries (seconds): 15 | &)
Error Count to Abort (Max): 50| %
Concurrent Job Runs {Max): 1018
Time Stamp Differential (seconds): e
Allow Pre-scan Totals: (=]
ok | | concel | | appy

Figure 3-40: Configuration Options —Job Run Tab
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Table 3-12: Configuration Options —Job Run Tab

Option Definition

Failed Retry Count Number of times SGI Trusted Edge will attempt to rerun
an action against a problem file. If the file causes an
error, the software will retry a default of five times before
moving on to the next file.

Interval Between Retries (Seconds) | Interval between retry attempts for files that SGI Trusted
Edge fails to process on the first attempt. The default
value is 15 seconds.

If a particular data set is troublesome, it might be useful
to speed up the job run time by lowering the values of
the Failed Retry Count and Interval Between Retries.
By default, a file that fails to process can take 75
seconds (15*5) before SGI Trusted moves on to the
next file.

Error Count to Abort (Max) Maximum number of failures that may occur on any
single job run before SGI Trusted Edge marks the job
as Failed. The default value is 50.

This setting tells an administrator about problem data
sets sooner than waiting for a job run to complete (and
generate errors while executing).

Concurrent Job Runs (Max) Maximum number of jobs that can run at one time. The
default value is 10.

SGI Trusted Edge spawns a new process for each job
that runs. Using this setting, you can tune a server with
multiple processors to achieve optimal performance.

Refer to the “Queued Jobs Report” section previously in
this chapter for information about how Concurrent Job
Runs (Max) affects the list of jobs in the Trusted Edge
jobs queue.

Time Stamp Differential (Seconds) Number of seconds between the times that files were
modified. This feature is designed for instances where
files are seemingly identical, but were recopied due to
some small/invalid time stamp difference. This condition
may especially occur on older Linux systems.

Providing a value for this option enables Trusted Edge
to consider files identical if they were modified within “x”
seconds of each other.

Allow Pre-scan Totals Checkbox that determines whether the Total File count
and Processed File count will run in parallel.

= If left empty, which is the default, the Total File count
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and Processed Files count will run in parallel. In other
words, SGI Trusted Edge job runs will not initially
count the files from a given Source directory. This
method saves time for the job run in that actual file
copying can begin as soon as the job run

starts. However, the Summary Report information will
not be accurate because the total number of source
files is unknown. Moreover, the Percentage Complete
number in the Summary Report will likely remain in
the 90+ percentile throughout the duration of the job
run.

If selected, Trusted Edge will begin a job run by
counting the total number of files in a given source
directory. While this initial processing will delay the
time it takes to actually begin copying files, the
Summary Report will contain the information required
to properly calculate the actual Percentage Complete
statistic for the job run.

Pre-scan totals are always calculated for “Delete” and
“Delete stale links” job types irrespective of the
configured value.
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Security Configuration Options

Figure 3-41 illustrates the configuration options for the Security tab, and Table 3-13

defines these options.

% Configuration

|#] Enable Authorization

Authorized User Groups

Read Users Group:  BUILTIN\Users

W'rite Users Group: BUILTINAdministrators

| QK | | Cancel | | Apply

2

Figure 3-41: Configuration Information — Security TabTable 3-13: Configuration
Settings — Security Tab

Definition

Option

Enable Authorization

Determines whether SGI Trusted Edge uses security
when allowing access and changes within the user
interface.

Read Users Group

By default, set so that the Read Users group has the
BUILTIN\Users group Read access to the user
interface.

Write Users Group

By default, set so that the Write Users group has the
BUILTIN\Administrators group Write access to the user
interface.
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Note the following:

By default, the local Windows BUILTIN Users group contains the
Domain Users group, and the (local) BUILTIN Administrators group
contains the Domain Administrators group.

Users that are members of the defined Read Users group can launch
the user interface, view reports, view job definitions, export job
definitions, and export the configuration settings.

The Read Users group cannot create or edit job definitions, activate or
de-activate jobs, view or create alerts, import any .XML file exports,
or change any Configuration settings.

Read Users can connect to a remote user interface provided they
have allowed access to that user interface from the Security tab on
the remote machine.

Members of the Write Users group have full access to all
functionality.

The current Trusted Edge admin must already belong to a group in
order to add that particular group as a Write User Group. However,
the admin account does not have to belong to the Read Users group
in order to specify that option.

To specify a local group as the Write Users Group, simply use the
name of the local group; that is, for a local group named "TEWriters",
just specify that name. It is not necessary to specify
"BUILTIN\TEWTriters" or "localhost\TEWriters".

If the local group was newly added to the machine, it may be
necessary to log off and log back in again for the local group
membership to be updated correctly.

To allow only a certain group to access and administer SGI Trusted Edge, use the
same group name in both the Read Users group and the Write Users group.
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Executing Procedures

This section provides procedures that explain how to:

Define a new job definition for a Windows server (refer to Chapter 4
for information about how to define a new job for a Linux server)

Modify an existing job definition

Delete an existing job definition

Export job information

Import job information

Pause and then resume a running job
Create reports

Print and export all Stats report formats

Modify configuration settings

Creating a New Job Definition for a Windows Server

Use the following procedure to create a job definition for a Windows server. Note
that clicking Summary instead of Next on any window advances you to the
Completing the Wizard window to review job information.

¥ To create a new job definition for a Windows server

1. Onthe SGI Trusted Edge Main server interface window, click New in the top
header menu, and select Windows Job.

2. Onthe Job window, type a unique, descriptive name for the job.

3. Type a description of the job.

4. Accept the active job status, or deselect the Status checkbox to assign an
inactive status to the job.
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5. Click the arrow next to Type, and select a job type in the Type dropdown list.

6. Inthe Source text box, type a source destination, or click ... to browse to the
source directory.

7. Inthe Destination text box, type a destination directory, or click ... to browse to
the destination directory.

8. Depending on job Type, select the available job options and hash type.

— Select the Ignore sub-folders checkbox to activate this feature, or accept
the default setting.

— Select the Reporting Only checkbox to run the software in report-only
mode, or accept the default setting. Reporting Only allows you to run a job
without actually copying or migrating any data. After a Reporting Only job
has run, you can view the Summary Report for that job run to see how many
files (and their size) would have been affected based upon the job run
criteria. If the Enable File List report is also checked, then the file list report
will show which files would qualify to be moved based upon the job run
criteria.

— Accept the Enable File List default, or select the Enable File List checkbox to
enable logging.

— Accept the Copy Security Information default to copy security information,
or deselect the checkbox to deactivate this feature.

— Accept the Hash Type default, or click the arrow next the Hash Type
dropdown list and then select a different hash type.

— Accept the Copy Named Streams default, or select the Copy Named
Streams checkbox.

— Accept the Thread Count default, or click the arrow next to the Thread
Count dropdown list, and select the number of thread counts.

9. If you selected Migrate for Type, click the arrow next to Create Shortcuts, and
select an option from the Create shortcuts dropdown list. Otherwise, proceed
to step 10.
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10.

11.

12.
13.

14.

15.

16.
17.

18.

19.

20.
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Click Summary to skip to the Completing the Wizard window (step 20), or click
Next to proceed to the Include Filter Options window.

On the Include Filter Options window, type or select include filter options by
file, folder, date, and/or attributes. (To bypass specifying include filter
information, proceed to step 12.)

Click Next.

On the Exclude Filter Options window, type or select exclude filter options by
file, folder, data, and/or attributes. (To bypass specifying exclude filter
information, proceed to step 14.)

Click Next.

On the Job Schedule window, click New to specify scheduling information.
Otherwise, click Next to bypass schedule information and go to step 20.

In the Name textbox, type the name of the scheduled job.

Click the arrow next to Schedule type, and select an option from the dropdown
list.

Depending on the schedule type, the software displays other scheduling
frequency options. Complete these options as required, and then click OK to
proceed or Cancel to cancel the operation.

If you clicked OK, click Next to view the Job Summary Information on the
Completing the Wizard window.

On the Completing the Wizard window:

Review the job summary information.

— To change any parameters, click € |to move backwards through the job
definition windows.

— Accept the default, or select the Start Immediately checkbox to start the job
after you click Finish.

— Click Finish to save the job definition.

— Click Cancel to cancel the job definition.
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Modifying an Existing Job Definition
Use the following procedure to modify an existing job definition.
¥ To modify an existing job definition

1. Onthe SGI Trusted Edge Main server interface window, select a job in the left
window pane.

2. Click Modify in the top header menu.
3. Make any necessary changes.

4. On the Completing the Wizard window, click Finish to save the modified
definition.

Deleting an Existing Job Definition

Use the following procedure to delete an existing job definition. Deleting a job also
deletes the job history (any prior job runs).

¥ To delete an existing Job Definition

1. On the SGI Trusted Edge Main server interface window, select a job in the left
window pane, and click Delete in the top header menu.

2. Click Yes in response to the message, “Are you sure you want to delete <job
name>.”
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Exporting Job Information

Use the following procedure to export job information to an .xml file.
¥ To export job information to an .xml file

1. On the SGI Trusted Edge Main server interface window, click %) in the top
header menu.

2. Inthe Export dropdown list, select Job Definitions.

3. On the Select Jobs for Export window, accept the default to export
information for all jobs, or deselect any job you do not want to export.

4. Click Export.

5. Browse to your export directory, and then click Save to save the exported
information.

Importing Job Information

Use the following procedure to import job information from an .xml file.
¥ To import job information from an .xml files

1. Onthe SGI Trusted Edge Main server interface window, click L’; in the top
header menu.

2. On the Job Import File Name window, select the files to be imported, and
click Open.

3. On the Export Job(s) window, select a job to import, and then click Import.
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Pausing and Resuming a Running Job
Use the following procedure to pause and resume a running job.
¥ To pause and resume a running job

1. Onthe SGI Trusted Edge Main server interface window, right-click a job with a
status of Running in the right window pane, and select Pause from the options
drop-down list.

Mame | Job Name
= ®® Job Definitions {ocalhost)

FY I +1 = =mot= 50 Million o List 10TC
3 [’3 Sample Statistics Scan
2o - {3 Stats C:{TestData\3 1TC Mo Log —T@ | s
- |2 Stats C:\TestDatald 1TC No L &
& - e = m bl Restart
i {3 Stats C:\TestData\5 1TC Mo Log Sta
ik [ trny '
“ i@ Stats C:TestDataMain 1TC No Log Sta (& view
N ™ Sty % Job Summary
 stm Go to Job

2. To subsequently re-launch the paused job, on the SGI Trusted Edge main
window, right-click the job name, and then select Resume from the options
drop-down list.

SGI Trusted Edge
| Home |
New Wodify Delete  Start  Stop Job Activity Schedules Gueue | Summary Hash Feport Eror Stabe File Lish || Export Import | Alerts Emal\ Linu:
Repart Repart Repart Repaort  Report  Repart i ot Options | Connect
Job Run Controller Job Reports Run Reports ExportfImport Alerts
Mame \,ﬁ | Job Name | Type | Skakus | Started On
|

E1-7% A sample and Delets
@ 1 DeleteRemoteitindows. .. i - o0 II
- (3 38 writeSingleFileTaTring. . e R R

W

Paused

— inToRed P .
lj 9 DeletelocalwindowsDest ] 34 RemlinToRe ??—Jf '
1 i 0] T
= l’; Copy of 9 DeleteLocalwin, .. ] 33 RemlinTaRe 2 mm 3/13{2014 10:17:25 Ar1
M {2 Sample Statistics Scan(3) |3z RemiinToRey G Restart | Completed  3/13{2014 10:15:32 AM
7% BE RemoteToRematetindows | = 31 RemLinToRef (g View » [ Completed 31372014 10:14:19 AW
i ~ 2 2 RemWintoRemWinCopy. .. 30 RemlinToRel wif  Reports ] m 3/13/2014 7:20:22 AM
] - @ 3 RemWintoRemWinCopy. . 29 RemlinTaRe] 7 Delete | Completed  3/13{2014 1733 M
e B 4 RemwntaReminCany. .. 26 RemLinToRef [ Job Summary | Completed 3132014 5:13:04 AW
] - @ 5 RemWinkoRemWinCopy. .. 27 RemLinToRe Goto Job “ 3/13/2014 Si04:48 AM
lg & RemWintoRemWinCopy ... [l . _
[ L 26 RemLinToRemLnCopy 10KE Fopy | Completed  3/13{2014 50252 AM
- @ 7 RemWintoRemwinCopy... ||| T - ————— PR

To restart a job in progress from the beginning, select Restart from the right-
click menu. When SGI Trusted Edge restarts a running job, it marks the job
Stopped and then launches a new instance of the same job.
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Creating Reports
Use the following procedures to create a report.
¥ To create a SGI Trusted Edge report
For Summary, Hash, Error, and Stats reports, on the SGI Trusted Edge Main server
interface window, click a job name in the left window pane, and then click the

respective report icon in the top header menu bar.

For Job Activity reports, on the SGI Trusted Edge Main server interface window,
click a job name in the left window pane, and then click the Job Activity icon in the
top header menu bar.

For Active Job Schedules reports, on the SGI Trusted Edge Main server interface
window, click the Active Job Schedules icon in the top header menu bar.

Printing and Exporting Reports
Use the following procedure to print and export reports.
¥ To print and export reports

1. Onthe SGI Trusted Edge Main server interface window, for Summary, Hash,
Job Activity, and Error reports, click a job name in the left window pane. For
Active Job Schedules and Stats reports, proceed to step 2.

2. Click the icon for the report you want to generate.
3. Click Print and Export.
4. Select an option from the Print and Export list.

5. Browse to the destination directory, and then click Save.
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Printing and Exporting All Stats Report Formats

Use the following procedure to print and export all Stats report formats. (You must
have run a Generate Statistics job in order to generate a Statistics report.)

¥ To print and export all Stats report formats

a

1. On the SGI Trusted Edge Main server interface window, click e
2. On the Statistics Report window, click Print and Export.

3. Inthe Print and Export options list, select All Charts Print Preview.

& Statistics Report

i Print and Expark
%  Export Display Text
Export to PDF
Expork ko HTML
Expart ko MHT
Export bo 215 Chrl+
Prink Prewview

Prink Ckrl+P

All Charts Prink Prewview Fa

Close Chrl 0

4. Inthe top header menu on the Report Preview window, click the arrow next

to sl (Export Document), and select an export file type.
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Zl File ‘iew Background

N EE e PR K [00% (v | | URRE Nz FRIERN = 1Y
¥ FPDFFie =
a = HTML File:
Trusted Edge Statistics
MHT File
Joh Mae: Gather Stats C: RTF File
Run Date: 2A13/2012 12:18:13 PIM L5 File
Source: [ Y5 File
Total Files: 326724 Total Bytes: 1890 5y File
Texk File
Image Filz

5. Complete the options for the selected export file format, and click OK.

Ej:-:j[j ort [:]rjtiljr'ﬁ:
Export mode: Single file |2
Page range:
Sheet name: Sheet

Texk export mode; | Walue

|| Show grid lines
|#| Export hyperlinks

Cancel

6. Browse to a destination directory, and click Save.

102 007-6326-002



Using the SGI Trusted Edge Server
Administration Interface with a Linux
Server

This chapter provides information about how to use Trusted Edge with a Linux
server, including:

m  Defining and configuring Trusted Edge Linux server connections
m Creating a Trusted Edge job definition for a Linux-to-Linux job

m  Using Trusted Edge-created symlinks with Linux files

About Linux Connections

Before you can define Trusted Edge jobs for Linux servers, you must create
connections to those Linux servers. You create these connections by clicking the
Linux Connection button on the Trusted Edge top menu bar. Figure 4-1 illustrates
the Linux Connection button.
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Figure 4-1: Linux Connection Button

Connection Parameters

When you create a Linux server connection, you must provide:

® A unique name for the connection within the connection list
m  The host name or IP address of the Linux server
®  The port used by SSH on that server

® A user name and password or a user name and private key that allows
SSH connections to the defined remote Linux server

User Account

The user account that you specify may be non-root or root according to the
following criteria:

m A non-root account used for the Linux Source connection must have
R-X
(aka 5) rights to the Source files as the defined Owner, a member of
the defined group, or through Other access.

® A non-root account used for the Linux Destination connection must
have RWX (aka 7) rights to the Destination files as the defined Owner,
a member of the defined group, or through Other access.

During job runs, you have the option to Copy Security Information for
copied/migrated files. To change an assigned group, an ordinary user must be the
Owner of the Source file and a member of the file’s newly assigned group. In other
words, a non-root account cannot set the Group rights on a (destination) file if the
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user does not belong to the group being set. On the other hand, the root user may
change the Group access for any files.

Port Number

Trusted Edge uses SSH port 22 by default to connect to Linux servers. Therefore, if
the Linux firewall is enabled, port 22 for SSH should be allowed as a Trusted Service.
If the default port was altered on Linux, be sure to use the updated port number on
the Linux Connection page.

You may use the netstat —ntpl command from a Linux terminal to view current
port listings for the sshd process.

EI ﬂ Connections
| Tame | | Server User Skatus Last Updated By Last Updated On
=
wm-jh-cent19 "’ 10,1,200.249 root Active TEQALjhowley_admin 1/21}2013 11:35:15 AM
wm-jh-cent18 "’ 10,1,200,248 rook Active TEQA jhowley _admin 1/24/2013 3:36:53 PM
wm-jh-cent20 "’ 10,1,200,253 rook Active TEQA jhowley _admin 1/23/2013 3:59:58 PM

opy of wm-jh-cent20

(i) 4 o 4 [0 o] b | = e 3¢ ] M [T

Figure 4-2: Port Listings for the sshd Process
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a Linux Server

Creating a Linux Connection

Use the following procedure to create a Linux connection. Note that the ellipses
button [/ atthe end of Source Path and Destination Path allows you to
browse to the defined (remote) Linux server.

¥ To create a Linux Connection

1. On the Trusted Edge top header menu, click the Linux Connections button,
and then select New.

. & LinLy Connection List

= ﬂg:unnectiuns
S M Hew... Chrl+M
#E Modify. . Chrl+M
| Server | User | Skatus | L
153 Copy... Fa
| Y MakeInactive  Chrl+I T 49
A5 Celete Ctrl+D 10.1.200.245 rook Active T
=  Refresh F5 10.1,200.253 rook Ackive  TH
A Close Chrl+0 10.1.200.253 bob fctive  TE

Once you create a connection, you can subsequently modify, copy, deactivate,
or delete it. However, you may only delete Linux server connections that are not
being used by existing job definitions. In addition, you can refresh the server list.

2. On the Linux Connection window, select the Active checkbox to make the
connection active.

3. Type the following:

— Aunique name for the server connection

— The Server/IP Address

106 007-6326-002



— The SSH Port number (default 22)

4. Next, to establish authentication credentials, select User Name and Password
or User Name and Private Key.

7 Linuy Connection

[ame: |

|| Ackive

Linux Server Information:

Server/IP Address:
S5H Port: 22 | &

Buthentication: _
= (2 User Mame and Passwaord

I Private Key

User Mame:

Passward:

Test Connection | | Ok | | Cancel

If you select the Private Key option, Trusted Edge expands the dialogue so that
you can browse to and import the private key.
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— To import the private key, click Import Key.

|| =1m [

% Ackive

Linux Server Information:

Server/IP Address: Q
S5H Part: 2z |8

Aukhentication: -
- () User Mame and Password

() Private Key

ser Marme:
Private key: g A Import File
%
Test Connection | | Ok | | Zancel

— If the Private Key was generated along with a passphrase, Trusted Edge
prompts you to enter the passphrase in the Passphrase text box.
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, 7 Linux Connection

Name: o

|| Active

Linux Server Information:

ServerfIP Address: &)

S5H Port: 22 |2

Alkheatication: I User Name and Password
(@) Private Key

User Name:

Private Key: | e BEGIN RSA PRIVATE KEY-—-Proc-Type: Al ImportFile |
4,ENCRYPTEDDEK-Info: DES-EDE3- Bl
CBC,AF0S9648F7EFE4CE
44kAEMvkIyOs31yd2+FBulIGmy6E uGeiued)
+PDaZSgSFdan5M‘IZSNC8nR9'¢'O\-‘
MP745DSb7wRIdwuyYDcovFwddUPIDeSUI1aSEDCO3LPY
zHhZswtB2 /NbOjydDuvr
20icBD/k0SGz4pOf38Wa+MYKkYNau37qS6WELFETEL aY) \;1

Passphrase:

Test Connection l | oK | Cancel

5. Click Test Connection to confirm that Trusted Edge can communicate with the
defined Linux server.

6. Click OK to save the information.

Once Trusted Edge validates the data, you may use the server connection in a
Trusted Edge job definition.

About Job Definitions for Linux Servers

The process used to create a job definition for Linux servers is similar to the one
used to create job definitions for Windows servers. Therefore, this section simply
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a Linux Server

highlights the differences between the two job definition procedures. For more in
depth job definition information such as parameter and selection list definitions,
refer to Chapter 3, “Using the SGI Trusted Edge Administration Interface.”

Creating a New Job Definition

Use the following procedure to create a job definition for a Linux server.

¥ To create a job definition for a Linux Server

1. On the SGI Trusted Edge top menu bar, click New, and then select Linux Job to
display the first Job Definition window.

it |

BvbXx00

Mew | Modify Delete  Start  “top

L

Run Controller
E Windows Job :; mi

alhost)
Linux Job

2. On the Job Definition window, type a unique job Name and Description
(optional).
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3. Leave the Active checkbox selected or uncheck the box to make the new job
inactive.

4. Click the arrow next to Type, and select a job type from the Type drop down list.

¥4 Job Definition Editor

(4= Job Definition
Job Definition
Name: LinuxJob1
Description: o
e
Status: |v| Active
Type: %3 Copy vl

N

5. Click Next to display the Linux Job Options window.
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a Linux Server

(€] J0b Defirition

Linux Job Options

Source
Connection: o
Path: @ Please select source Folder
Destination
Connection:

1]
Path o Please select destination Folder
Options
|| Ignore sub-folders || Reporting Only
File Compare Method: Modified DatefSize (Quick)

Copy Hash Type: None

\v| Copy Security Information Thread Count:

e~
(M ree

|| Enable File List
Bl

L)

118

/

112

When using multiple threads for local to local Linux based jobs, make sure that
the value for MaxSessions within the /etc/ssh/sshd_config file is at least double
the number of threads specified by the Thread Count. Otherwise, the Trusted
Edge job may fail with the error “Failed to open a channel after 10 attempts.”

The SSH_MAXSESSION parameter within the C:\Program Files\SGI Trusted
Edge\bin\SGI.TE.ArchiveProcess.exe.config file limits the number of SSH
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sessions allowed by the SSH server (based on the sshd_config file MaxSessions
value).

The three rules to follow when adjusting variables are:

— SSH_MAXSESSION must be less than or equal to (<) the sshd_config
MaxSession value.

—  MAX_RSYNC_COMMAND_SESSIONS must be less than (<) the value of
SSH_MAXSESSION.

— SSH_MAXSESSION must be equal to or less than (<) the Thread Count value
specified in the job definition.

Please refer to Appendix E, “Technical Notes,” section “Using Rsync for Local to
Local Linux Copy Jobs Only,” for more information about changes you can make
to the C:\Program Files\SGI Trusted Edge\bin\SGI.TE.ArchiveProcess.exe.config
file.

6. On the Linux Job Options window, click the ellipses {(...) next to Source
Connection to browse to the Linux Server Connection List, which displays the
Linux servers you defined for use by Trusted Edge.

mhection List

= f Connections

Select a connection:

| | Mame Server | User | Status | Last Updated By Last Updated On

10.1, 5]
ﬁ’ wrm-jh-cent19 10.1.200.249 root Active  TEQAjhowley_admin 1/30/2013 9:07:20 AM
ﬁ vm-jh-cent20 10,1.200,253 root Active  TEQAYjhowley_admin 1/30/2013 9:08:00 AM

ive | TEQAhowley_admin [ 1/30/2013 9:40:09 &AM

R R e O | L L) (el el >

| oK | | Cancel |

If the server you need does not appear in this list, click the Connections button
in the upper left corner of the Linux Connection List window to add a new server
definition.
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7. Inthe server Name list, click the desired entry, and then click OK to set this
server as the Linux Source server and return to the Linux Job Options window.

8. Define the path to the Linux Source server by either manually typing the path,
or by clicking the ellipses button to browse the remote Linux server file system.

9. On the Linux Job Options window, similarly define the Destination server and
Path to the desired Linux Destination server.

10. On the Linux Job Options window, complete the remaining parameter entries,
and then click Summary to skip to the Completing the Wizard window, or click

Next to proceed to the Include Filter Options window.

11. On the Include Filter Options window, type or select include filter options by
file, folder, date, and/or attributes.

12. Click Next.

13. On the Exclude Filter Options window, type or select exclude filter options by
file, folder, data, and/or attributes.

14. Click Next.

15. On the Job Schedule window, click New to specify scheduling information.
Otherwise, click Next to bypass schedule information.

16. Enter the desired scheduling information, and click OK to proceed or Cancel to
cancel the operation.

17. If you clicked OK, click Next to view the Job Summary Information on the
Completing the Wizard window.

18. On the Completing the Wizard window:
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— Review the job summary information.

[«

— To change any parameters, clic to move backwards through the job

definition windows.

— Accept the default, or select the Start Immediately checkbox to start the job
after you click Finish.

— Click Finish to save the job definition.

— Click Cancel to cancel the job definition.

Additional Information

Note the following:

m Linux folder names are case sensitive. So, when defining job
definitions for Linux, make sure folder names are accurate. Path /ABC
is completely different from path /abc.

®  Include/exclude filter options for Linux jobs are File Extensions, File
Names, Folder Names, Dates Modified, Date Accessed, and File Size.
To skip hidden Linux files, you can simply exclude files whose names
are *~ (asterisk followed by tilde).

m  The Source and Destination servers do not have to reside on the same
server. However, if you create a Migrate Job with symbolic links, both
the Source and Destination directories MUST be mounted to a single
server (with the original Destination folder name) for the symbolic
links to render properly. The next section explains more about
symlinks.

About Trusted Edge and Symbolic Links (Linux)

When Trusted Edge creates symbolic links, the defined Source directory initially
holds whole files. Trusted Edge copies the source files in their entirety to the
Destination folder, and then creates symbolic links to those copied files within the
source folders. The symbolic links in the source folders resolve to the files in the
destination folders.

Depending on how you configure a Linux migration job, Trusted Edge can create
“local-to-local” symbolic links or “local-to-remote” symbolic links.
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® Inthe local-to-local scenario, both the Source and the Destination
directories are native to or mounted to a single server.

® Inthe local-to-remote scenario, you mount a remote folder to the
local Source server using the Mount Path and Export path values
specified in the Trusted Edge administration interface Linux Job
Options window.

Local-to-Local Scenario

Figure 4-3 illustrates a sample configuration for a local-to-local (mounted) migration
job. Notice that both the Source connection and Destination connection servers are
the same. The destination path, /ABCD, is the locally available mount path for a
folder from a remote server.
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¥4 Job Definition Editor

(@) 10b Defirition
Linux Job Options
Source
Connection: 'L_inuxl [zee]
Path: :,I’Saurce |::|'
Destination
Connection: Linux1 fane)
Path {ABCD =
Options
|| Ignore sub-folders || Reporting Only || Enable File List
File Compare Method: Modified DatefSize (Quick) ||
Copy Hash Type: 1MDS and SHAT _ _ - {2 |
1| Copy Security Information Thread Count: 112
Shortcuts
Shortcut Type: = #As symbolic link )
| Summary | [ Next> | I Cancel y

Figure 4-3: Local-to-Local Configuration

In the local-to-local scenario, the data transfer occur over three hops (A, B, and C) to
the destination directory as depicted Figure 4-4.
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Datatransfer takes three hops using locally mounted remote folder.

Linuxl1 Linux2
= c -
NFS -
IP10.1.10.11 J IP10.1.10.12 J
Source Data at /Source Destination Data at /MyFiles
/Source included in /etc/exports file /MyFiles included in the /etc/exports file
exportfs —r command has been run exportfs —r command has been run

10.1.10.12:/MyFiles mounted to /ABCD

A B Clientl

SSH SSH =

Trusted Edge Server
mount 10.1.10.11:/Source /Source

-
i/ ‘ mount 10.1.10.11:/ABCD /ABCD

Trusted Edge Migration Job Configured for
Source = 10.1.10.11:/Source
Destination = 10.1.10.11/ABCD

Figure 4-4: Local-to-Local Scenario

Local-to-Remote Scenario

Figures 4-5 and 4-6 depict a sample Linux Job Options configuration and explanatory
drawing using Mount Path/Export Path to set up StorHouse/RFS for a local-to-
remote migration job. In this example, the Source and Destination servers are
different. The path, /FileServerData, is the local (Source machine) mount path for
the destination /RFS folder on the StorHouse/RFS server.
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¥4 Job Definition Editor

(@) 10b Defirition
Linux Job Options

Source

Connection: LinuxSourcel . froe|

Path: :,I’Sour:eData I:I-
Destination

Connection: [RFSDestination [mes]

Path [RFS{MyDataDestination ™=
Options

|| Ignore sub-folders || Reparting Only || Enable File List

File Compare Method: Mi:ldfnd DatefSize (Quick) |

Copy Hash Type:  flone e )

1| Copy Security Information Thread Count: 118
Shortcuts

Shortcut Type: (&2 As symbalic link E2]

Mount Path (Source): FileServerData '

Export Path (Dest):  [RFS

y
Figure 4-5: Local-to-Remote Configuration
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Note the following:

®  When the Source and Destination servers are different (local-to-
remote configuration), the Shortcuts section of the Linux Job Options
window contains two additional text boxes: Mount Path (Source) and
Export Path (Dest).

m  The Destination Path must begin with the Export Path folder. It can be
the same exact path or a subfolder of the Export Path.

m By definition, Mount Path (Source) is the Source connection server
path that points to the Destination connection.

m  The Export Path (Dest) is the Destination connection server path that
was exported and mounted on the Source connection server.

When creating a symbolic link, Trusted Edge replaces the Export Path (Dest) with
the Mount Path (Source) in the actual target copy path that starts with the
Destination Path.

Figure 4-6 illustrates a typical mount command and demonstrates the values
required for the symbolic link Mount Path (Source) and Export Path (Dest).

mount RemoteServerName:/FolderToExport/LocalFolderToHouseRemoteData
MountPath (Source)

mount 10.12.12.100:/FolderToExport/LocalFolderToHouseRemoteData

ExportPath (Destination)

Figure 4-6: Typical Mount Command

The Destination Path must be same as or a subpath of the Export Path (Dest) to
ensure that the symbolic link can be resolved correctly.
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Note: The Trusted Edge job run does not execute the mount command or verify the
mount paths. As Trusted Edge administrator, it is your responsibility to configure
mounts correctly to resolve the links.

Here is how Trusted Edge creates the symbolic link for the sample source file
/SourceData/folder1/Filel.txt.

1. Thefile is copied to RFSSERVER at /rfs_export/UserDir/folder1/Filel.txt.
The italicized text is the Export path (Dest).

2. The Symbolic link is created at the source and its Target Path is set to
/RFS/UserDir/folder1/Filel.txt

The italicized text is Mount Path (Source).

In terms of the actual data transfer, using Mount Path/Export Path takes only two
hops (A and B) to migrate the data as illustrated in Figure 4-7.
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Datatransfer takes two hops using mount path and export path.

Linux1Sourcel RFSDestination
- o
IP10.1.10.11 | IP10.1.10.12 |
Source Data at /SourceData Destination Data at /RFS
/SourceData included in /etc/exports file /rfs_export included in the /etc/exports file

exportfs —r command has been run
10.1.10.12:/rfs_export has been
mounted to /FileServerData

exportfs —r command has been run

Clientl

mount 10.1.10.11:/Source Data/SourceData
| mount 10.1.10.11:/RFS/FileServerData

Trusted Edge Migration Job Configured for
Source=10.1.10.11:/SourceData
Destination=10.1.10.12/RFS/MyDataDestination
Mount Path = /FileServerData

Export Path = /RFS

Note: if /RFSis used as the destination folder, the mount command is:
mount —o bg,intr,hard,port=2048,vers=3,proto=tcp 10.1.10.12:/rfs_export /FileServerData

Figure 4-7: Local-to-Remote Configuration

To access the symbolic links created in Figure 4-7, remote clients must mount the
LinuxSourcel:/SourceData folder to a local folder (ideally also named /SourceData).
At that point, the links are not valid. To validate the links, remote clients must then
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mount the RFSDestination, which is /rfs_export, to a local /FileServerData folder.
This action makes the target data present in the expected path.

By using the Mount Path/Export Path options (rather than performing a local-to-
local migration), you can share the Destination path under a name that differs from
the actual path name. The Mount Path is essentially a folder name mask, and the
Export Path is the actual destination server path.

Consider this scenario:
m  SRC1 and DEST2 are the Source and Target servers, respectively.

m  DEST2 contains these folders: /Folder1/Folder2/A/B/C.

Depending on how you prefer to set the configuration, you can map the Export
Paths in several combinations as shown in Table 4-1 below.

Table 4-1: Export Path Combinations

Mount Path Export Path

(The folder where the remote data is actually (The actual physical path on the Destination
mounted to the Source server) server)

IAAA /Folderl/Folder2

/BBB /Folderl

/CCC /Folderl/Folder2/A/B

/DDD /Folderl/Folder2/A/B/C

For the first mount path (/AAA), remote clients would mount /AAA rather than
/Folderl/Folder2.

By using the Mount Path and Export Path, you can confirm (from the Source
machine) that the symbolic links are working. The links are viable on the local server
because the paths are local to the Source machine.

Additionally, using a Mount Path and an Export Path limits the number of hops the
data must take during processing. This minimizes network traffic and increases the
speed of migration job runs.
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Exporting Folders from a Linux Server

From a purely Linux perspective, to export folders on the Source server, edit the
/etc/exports file on the Source server so that it includes entries for the Source and
Destination directories.

1. Through a terminal, run:

vi /etc/exports

2. Then add an entry for the Source folder:

/Source *(rw,no_root_squash)

3. Oryou could limit the exposure of the export by adding an entry like this:

/Source 10.1.200.123

4. Save changes to this file.

Step 2 above will allow any (*) client to mount the local /Source folder with
Read and Write permissions. In addition, the remote root account will have its
normal root account permissions.

Step 3 above allows only the client at 10.1.200.123 to mount the directory with
Read access and no special root account permissions. Similarly, you must
export destination directories for symbolic links.

5. Make the changes available to client machines by running:

exportfs —r

Mounting Remote Folders to a Local Linux Client
Machine

When mounting remote folders to a local client machine, the intended mount point
directories must exist locally before you can mount to them. For example, if the

intention is to mount the remote /Source folder to a local /ZZZ folder, /ZZZ must
exist before issuing the mount command.
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The syntax to mount the folder is:

mount 10.1.99.100:/Source /ZZZ

The previous example mounts the folder /Source from the machine with the IP
address 10.1.99.100 to the local folder /ZZZ.

Use similar syntax to locally mount the remote Destination directory:

mount 10.1.99.100:/Destination /Destination

From a remote client, the Source folder can be mounted to any folder name,
although for clarity, SGl recommends that you mount the Source on the remote
client with the same folder name. The Destination folder must be mounted on the
remote client with the same name as the Destination folder on the source machine
because a symbolic link created by Trusted Edge will be looking for a precise path to
the destination file. If the exact destination path does not exist, the symbolic links
will be broken and will not resolve to open the entire target file.

Automatically Mounting Remote Servers on Bootup

Use the following procedure to automatically mount remote server folders on
bootup to an existing client source folder.

To automatically mount remote server folders on bootup to an existing
client source folder

1. On the remote servers, add an entry to the /etc/exports file that lists the folder
that will be exported. For example, to export the folder /Auto from a server at
10.1.2.3, include the following entry in that server’s /etc/exports file:

/Auto *(rw,no_root_squash)

2. Then, on the same server machine, make the export immediately available by
running the following command from a terminal prompt:

exportfs —r
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3. From the client machine, add an entry to the bottom of the /etc/fstab file so
that the remote export is mounted to an existing local folder.

10.1.2.3:/Auto /LocalMount nfs4 defaults 0 O

In this example:

— Theremote server IP address is 10.1.2.3.

— The shared/exported folder is /Auto.

— The local folder that will mirror the /Auto folder is /LocalMount.
— The file system is nfs4.

— The “defaults” setting describes the options for the mount. The first 0
implies that the file system does not need to be dumped. The second 0
implies that no file system check will be done on boot.

For more information, run man fstab from a terminal prompt or visit:
http://en.wikipedia.org/wiki/Fstab

If you have Trusted Edge create a new Destination folder during job runs, that folder
will have permissions assigned based upon the account used by the Linux connect to
that server.
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Using the SGI Trusted Edge Enterprise
Edition Console

This chapter explains how to configure and use the SGI Trusted Edge Enterprise
Edition console.

About the Enterprise Edition Console

The SGI Trusted Edge Enterprise Edition console enables you to manage multiple
Trusted Edge servers from a single graphical user interface. Your customer license
agreement determines the number of servers you can manage through this
interface.

You determine whether a given Trusted Edge server has Enterprise Edition console
privileges and/or can be managed remotely through the Enterprise Console during
software installation (refer to Chapter 2).

m  Selecting the Enterprise Administration Console checkbox during
installation enables you to use the Enterprise Edition console on the
local Trusted Edge server to remotely manage multiple SGI Trusted
Edge servers from a single user interface. The servers eligible for
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management must be enabled for remote administration. (See next
bullet.)

m  Selecting the Enable Remote Administration checkbox during
installation enables the local instance of SGI Trusted Edge to be
managed remotely from a server that can access the Enterprise
Edition console.

If your local server is Enterprise console-enabled, SGI Trusted Edge will display the
Enterprise Edition console interface when you start Trusted Edge. You can switch to
the Trusted Edge server administration interface for the local server by highlighting
the server name and pressing the F8 key or double-clicking the server name in the
Enterprise Edition Main window.

Enterprise Edition Console Main Window

The Enterprise Edition console Main window presents a view of all Trusted Edge
servers under central management. Initially, by default, the Main window displays
only the local Trusted Edge server. Figure 5-1 illustrates this window.

51 Enterprise Dashboard |
- : % . o
clelcw 8 B3 WA ?
Add Group 14 A Add Server Add Multiple (1 Refresh  About
a t Servers e
Seryer Group 2 Server » General
|| Name Port Nueber |  Last Job Run Status Last Updated On Last Updated By | Message
| o R

£ u { >
© locahost

Figure 5-1: SGI Trusted Enterprise Console Main Window — Local Server
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It is your responsibility to add the Trusted Edge servers to be centrally managed. As
you add servers, you can logically organize them into a hierarchical folder (group)
structure for ease of use. (Note that this document uses the words “folder” and
“group” interchangeably.)

Figure 5-2 illustrates the Trusted Edge Main Window with multiple servers added.

il Erteprse Db d -
T
o e g = ﬁ a ‘ a
Add Group Manage Bdd Server AddMulple Medfy Delele  Rsheth
Joks Sarvers  Server Serve
Teryar Groap 3 Saress 3
Flae ¥ Port Bumbes Larst Jiob Fiuy Stabus
B Emberpeoeed ¥M-TESERVER)
B wirveronoaset LEDLE 10REZ0LE RE3 10 P TEGAZD LDGoind ekd
W vrbepmrve [ETTE) AEROLI B AN TEGA Liighowley_..
W w2z LEDLE HERILZETRH AN TEQAZ) Loy ..

Figure 5-2: Trusted Edge Enterprise Edition Main Window — Multiple Servers

About the Main Window Header Bar

From the Main window header bar, you can add, modify, or delete a group (folder);
add, modify, or delete a server; manage jobs (launch a remote server); add multiple
servers; and refresh the interface display. You can also click the About button to
display software release information and review/change license information.

About the Enterprise Dashboard

You can configure the Enterprise Edition Main window with separate tabs to
represent each server under management. Here’s how it works. If you click a server
name and then click Manage Jobs in the Main window header bar, SGI Trusted Edge
launches the Trusted Edge server administration interface for the selected server
and then creates a tab for that server on the Enterprise Dashboard. You can switch
between server tabs and the Enterprise Dashboard view.

Using the server list in Figure 5-2, Figure 5-3 illustrates the resulting display if you
click server vm-win2008r2, and then click Manage Jobs. Trusted Edge launches the
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server administration interface for server vm-win2008r2 and creates a tab for that
server on the Enterprise Dashboard.

| %31 Enterprise Dashboard £ ¥M-wINzO0R2 (3] |

BLXO00 & Lol PBASYLD A I, 2

MNew  Modify Delete Sktart  Stop | Job Activity Schedules Queue | Summary Hash Report Error Skaks  FileLlist | Export  Import | Alerts  Email Linux Refresh Co
ki Report Report Report Report Report Report ki ki Options | Conneckions
Job Run Contraller Job Reports Run Reports Export/Impork Alerts Ge
Mame Job MName | Type | Skatus | Started On | Total Files | Frocessed Files
= %9 Job Definitions {localhos! |i
-2 1 Local Stats 2y Mo | = .
3 2 Local Stats F) ves = = n i i
[ 3 Local Stats | ves| ||| T Meunted to R Gather Statistics [ Completed  2/21/2014 11:36:18 AM 1 1
Sl i Linu Mourted to R Gather Statistics [ Completed  2/21/2014 11:24:15 AM 0 0
| 2 cCammnosoft/ua testz||| | CaminoSoftjhiA test306-3 Mave From A Migrste [ completed  zz0jz0i4 3:43:31 AM 14 14
" 3 caminosoft/ua tests| | | CaminoSoftiNA test306-3 Move from NA  Migrate [ Completed  2/20)2014 9:40:30 A1 13 13

Figure 5-3: Enterprise Dashboard with a Tab for Server vm-win2008r2

To return to the Enterprise Dashboard view of all servers under management,
simply click Enterprise Dashboard.

Arranging Enterprise Dashboard Windows

You can arrange Enterprise Dashboard windows several ways. For example, you can
float any server window as a unique independent window or arrange server
windows to the top/bottom/left/right of the Main Enterprise Administration
window.

To arrange server windows, right-click on any open server tab as illustrated in Figure
5-4.,
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| 4l Enterprise Dashboard " . wm-jh-2012 | R B (e R e l
= i - Close —
t) K o o :':"_i_‘l L_ Close All But This i
Mews  Modify Delete || Start  Stop || Job Activity Sched Flaat Skats
ki Report Repc Repart
Job Run Contraller I Job Reports m New Vertical Tab Group
Marne | Job Mame E Mew Horizonkal Tab Group
= %9 Jab Definitions (localhast) | o

Figure 5-4: Right-Click Dropdown List

To bring any open server window to the forefront, simply click the arrow in the
upper right hand corner of the Main Enterprise Administration window.

21 Entetprise Dashboard
@ rojh-zoiz
| WM-WINZ00BRZ

Figure 5-5: Bringing Open Servers to the Forefront

About the Main Window Display

The Main window display contains five columns:

®  Name — Name and folder structure of the SGI Trusted Edge servers
under management

B Port Number — Port number of the Trusted Server as defined during
installation
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m Last Job Run Status — The status of the last job run on the server. Valid
status values are:

In Progress Job Run Job in progress paused.

No data available Job is stopped or no job runs are available to determine
the status.

Offline Server is unable to connect.

Status Retrieval Error Offline error.

Job ran successfully. (Displayed in green.)

Success with Warnings Job ran successfully but with warnings. (Displayed in
yellow.)

Job failed execution. (Displayed in red.)

m Last Updated On — Date and time the Enterprise Edition user interface
display was last refreshed

m Last Updated By — User ID of the administrator who last refreshed the
Enterprise Edition user interface display
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Figure 5-6 illustrates the Main window with the job status display.

| iEnkerprise Dashboard | @ wi-TH-wNG | =

— LA -
Clelo Wy B BACTE
AddGroup odf Delets Manage Add Server AddMultiple Modify Delste  Refresh  about

Group Group | Jobs Servers  Server Server
Server Group > Server > Generd >

Hame Part Mumber Last Job Run Status Last Updated On Last Updated By Message |
1§35 Enterprise{M-JH-wING)
E-% TeqaDamain
=% Windows 7
i@ 10.1.200.163 16016 InProgress JobRun 3/6/2014 HUO:ZZ PN TEQAjhowley_admin
P ufindaws 2008
GHi% Windows &

1 o o

L@ 1011035 16016 InProgress Job Run 3i6/2014 31027 PM  TEQA\jhowley_admin
E-% windows 2012
L@ 10.0.201.19 1601 Offiine 3i6/2014 31024 PN TEQA\jhowley_admin System. ServiceModsl, EndpointNotFoundException: Could not...
E-1% Teqa2012 Domain
@ serverzoiz 16016 Offline 3i6f2014 3:10:03 PM TEQAhowley_admin System, ServiceModel EndpointiiatFoundExcention: No DNS &...
@ localhost

Figure 5-6: Main Window Job Status Display

Adding and Deleting Groups and Servers

The following procedures explain how to use the Enterprise Edition to add and
delete servers and groups.

Adding a Group

Before you add a group, highlight the folder or server that will be the top level for
the group. Highlighting is necessary to ensure Trusted Edge adds the group to the
proper level in the tree structure.

In the following example, the new group will appear in the Name display under the
parent server Enterprise(VM-JH-W786).

Use the following procedure to add a group.

To add a group

1. Highlight the folder or server that will be the parent for the new group.
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51 Enterprise Dashboard =)
= - e
o lelo 9 8 B WA TS
AddGroup 1Mol Delete | Mansoe Add Server Add Multiple Mo “ete | Refresh  About
Server Group Server ‘General
I m | Porthumber | LastlobRunStstus |  lastUpdatedOn |  LastUpdatedBy | Message
2 FR) Erterprise(YM-JH-W786)
£+ a )
© locahost

2. From the Trusted Edge Enterprise Console Main window, click Add Group in the
top header bar. The Group window displays. Alternatively, you can right-click
the server name and select Add Group.

3. Inthe Name text box, type the name of the new group.

4. Inthe Description text box, type an optional description of the group.

A GroLp
Marme: E.ﬂ.cct
This is the accounting group.| A
Description
"
oK | | Cancel |
E:
5. Click OK.

You have now created a group called Acct.
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Adding a Server

Use the following procedure to add a server to a group. In this example, the server
will appear below the parent group Acct.

¥ To add a server to a group

1. Highlight the group where the server belongs (in this example, Acct).
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Add Group Modify Delete 11 Add Server Add Mukiple (10 Dele Refresh About
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2. Inthe Main window header bar, click Add Server. The SGI Trusted Edge Server
window displays. Alternatively, you can right-click the group name and select
Add Group.

3. Inthe Server text box, type the server name or IP address.

4. Inthe Port text box, type a port number or accept the default port 16016. You

can also click ! to increase or decrease the value of the existing port number.

SErver: Server| [e=2)

Part: 16016 | &

| oK | | Cancel

5. Click OK.

You have now added a server called Serverl to the Acct group.
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Once you add a remote or local server to the Name list, you can double-click the
server name to launch the administration interface for that server. From this
interface, you can perform SGI Trusted Edge administrative functions such as
creating job definitions, generating reports, and migrating/coping files.

Note: Highlighting a server name and then pressing the F8 key will also launch the
SGI Trusted Edge user interface.

Deleting a Group

Use the following procedure to delete a group from the Name list. You can only
delete empty groups (those containing no servers).

¥ To delete a group

1. On the Enterprise Edition Console Main window, click the group you want to
delete and then click Delete Group in the main header bar. (You can also right-
click the group name, and select Delete Group.)

2. Click Yes in response to the message, “Are you sure you want to delete <group
name)?”
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Deleting a Server

Use the following procedure to delete a server from the Name list.

To delete a server

1. On the Enterprise Edition Console Main window, click the server you want to
delete and then click Delete Server in the main header bar. (You can also right-
click the server name, and select Delete Server.)

2. Click Yes in response to the message, “Are you sure you want to delete <server
name)?”

Performing Remote Administration on a Trusted
Edge Server

From a server with access to the Enterprise Edition Console user interface, you can
manage your local or multiple remote Trusted Edge servers as long as those servers
were installed with the Enable Remote Administration checkbox selected.

For example, assume your local Trusted Edge server (VM-WIN2008R2) was installed
with both Enable Remote Administration and Enterprise Administration Console
enabled. Figure 5-7 illustrates the Enterprise Edition Console user interface for this
server. Note that in this example configuration, there is one remote server (vm-jh-
w786) under management.
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Figure 5-7: Example Remote Server (vm-jh-w786) under Management

To switch from the Enterprise Edition console view to the SGI Trusted Edge server
administration interface for local server VM-WIN2008R2, double-click
Enterprise(VM-WIN2008R2) or highlight the server name and press F8.

Figure 5-8 illustrates the resulting display, which is the server administration
interface for server VM-WIN2008R2.
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|2 Local Stats Pl YesList Gather Statistics Stopped 2111/2014 12:38:19 PM 239,881 239,851 1 Minute, 15,990 Seconds iy

| |1 Local Stats Fit No Lt Gather Statistics [0 Completed | 2/11/2014 12:33:12 PM 1,624,979 1,624,979 3 Minutes, 03,112 Seconds iy

| |3 LocalStats Fil Yes List Yes Drildown  Gather Statistics | Completsd zi1yjznid 1ziesor Pm 1,624,979 1,624,979 8 Minutes, 00,945 Seconds 1y

|2 Local Stats Pl YesList Gather Statistics | Completed | 2/11/2014 12:13:11 PM 1,624,979 1,624,379 § Minutes, 52.224 Seconds 1y

| |1 Local Stats Fit No Lt Gather Statistics | Completed | 2/11/2014 12:13:23 PM 1,624,979 1,624,979 5 Minutes, 44,277 Seconds 1y

| |3 LocalStats Fil Yes List Yes Drildown  Gather Statistics [ Completsd  2/11j2014 12:02:38PM 1,624,979 1,624,978 10 Minutes, 40,612 Seconds F1y

|2 Local Stats Pl YesList Gather Statisics || Completed | 2/11/2014 11:56:25 A 1,624,979 1,624,379 6 Minutes, 03.566 Seconds 1y

|1 Local Stats Fi o List Gather Statistics || Complefed | 2/11/2014 11:52:49 AW 1,624,979 1,624,979 3 Minutes, 31,664 Seconds 1y

|| samele statistics scan Gather Statistics || Completed | 1/10/2014 3:13:02PM 95,141 95,141 14 Minutes, 59,000 Secands C:iLisen
e T 3| [ esllsadiia] 1 oF e [ fon] o e3¢ ] u 2

Figure 5-8: Server Administration Interface for Server VM-WIN2008R2
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Notice the Host button at the lower right corner of the window. This button tells
you the name of the server you are currently managing.

10.1.200.163 [£3] )

Lol BBV T @ BS

| % Enkerprise Dashboard | @ YM-WINZODERZ

BEvLxX00

New Modfy Delste | Skt Stop | Job Activiey Schecules Quete | Summary Hash Report Eror  Stabs Flelist | Esport Import | Alerts  Email Linux  Refresh Configuration User's  About
v Report  Report Report Report Report Report v ptions | Cornections Guide
b Run Contraller Job Reports Run Reports Export{Import Alerts Genersl
I ‘ Job Mame | Type | Status ‘ Started On ‘ Total Files ‘ Frocessed Flles ‘ Duration
@
& Remote Linux Stats 10 TC Yes DO
b |3 Sample Statistics Scan =
— Scan Linux Mount ‘es List Gather Statistics 40,855,554 40,855,554 8 Hours, § Minutes, 2
~ & Stan Linux Mourt DD List —

|| (B sean Linux Mount o List | |5¢an Linux Maunt DD List Gather Statistics 40,855,554 40,855,554 19 Hours, 58 Minutes,
I {2 Scan Linux Mount Ves List Stan Linux Mount No List Gather Statistics 07 40,855,554 40,855,554 2 Hours, 4 Minutes, 4
[ L2 Tores Stan Linus Mount DD List Gather Statistics 40,855,554 40,855,554 12 Hours, 30 Minutes,

ToRFS Copy 1,001 1,001 47,924 Seconds

ToRFS Copy 1,001 1,001 19,673 Seconds
ToRFS Copy 40,898 40,898 13 Minakes, 24,910 5e

ToRFS Copy 155 155 45,956 Secands
Scan Linux Mount s List Gather Statistics 40,855,554 40,855,554 4 Hours, 46 indtes, ©
Stan Linus Mount No List Gather Statistics 40,855,554 40,855,554 2 Hours, 17 Mindkes, §
Sample Statistics Scan Gather Statistics 95,141 95,141 14 Minakes, 53,000 5
el 108 12 oo o] o= e o 3¢ M 2

wm-2008-2v.tega filetek.com: 16016

Figure 5-9: Trusted Edge User Interface for Server vm-jh-w786

When connected to a remote user interface, SGI Trusted Edge refreshes that
interface every 30 seconds.
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Configuring SGI Trusted Edge Emaill
Alerts

This chapter explains how to use the SGI Trusted Edge email alert feature to:
®  Enable email alerts and send a test email message
m  Create a new email alert
m  Create a new Start Job definition based on an event trigger
®  Run acommand or PowerShell based on an event trigger
m Initiate a workflow based on a job trigger

In addition, this chapter contains sample message formats for Microsoft Exchange,
Hotmail, Yahoo, and Gmail email server configurations.

About Email Alerts

With SGI Trusted Edge, you can send email alerts to one or more email recipients
based on run events (for example, job started, stopped, or completed). In addition,
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you can configure job run events to trigger the start of a new job or initiate a
command line application, a PowerShell Script, or a custom workflow.

Note the following:

m  Alerts will process SGI Trusted Edge scheduled jobs as well as
manually started jobs.

®  You can set an alert to inactive so that it does not run. You may
subsequently activate the alert at any time.

m  Only active alerts perform their configured action.

You access the email alerts feature from the Alerts section of the SGI Trusted Edge
main header tool bar. This section has two buttons: Alerts and Email Options. First
you access the Email Options button to configure your email server settings. Once
you have completed email server configuration, you access the Alerts button to
create/modify email alerts.

Figure 6-1 illustrates the main header tool bar with the Alerts section highlighted in
red.

561 Trusted Edge - YM-H-W7BS

Delete Start Job Ackivity Schedules Queus  Summary Error  Staks Export Import | Alerts  Emad Umz<  Refresh Corfiguration User's  About
Report  Report Report Repcet  Report s “ Options | Connections Gy
Fun Controer Job Reparts. R Réports Exportflmport. Alerts Generdl

) P
VX000 &2 Lel B BALSJVUA KT @ RS

Figure 6-1: Header Tool Bar with Alerts Section Highlighted in Red

Configuring the Email Server

Prior to defining email alerts, you must configure the email server that will be used
to send the alerts. For Microsoft Exchange email, you must also configure a Receive
Connector.

To access the SGI Trusted server configuration page, click Email Options in the main
header tool bar. Figure 6-2 illustrates the Email Options configuration page.
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B Ermail Options

Server:

Part:

[ |LogDn As
lser Mame:

Passwiord;

Enable Email Alerts: |

Email Server Information:

1] || Enable 55L

Fram Email Address;

Test Email Address:

Send Test Email | |

(o] | | Cancel

Figure 6-2: Email Option Configuration Page

Table 5-1 defines the fields on the Email Options Configuration page.

Table 6-1: Email Options Configuration Page

Field Definition

Enable Email Alerts

Checkbox that determines whether email alerts are enabled.
Select this checkbox to enable alerts. Leave it blank to disable
alerts.

Server

Name (or IP address) of the email server that will forward

messages to the recipient account. Normally this account will be
your in-house Exchange server, but you may also use the name
of the SMTP server for an external email service such as Gmail,
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Hotmail, or Yahoo.
= The default Port number for an SMTP server is 25.
= The default port number for an external mail server will vary.

= If required by the mail server, select the checkbox to Enable
SSL for added security.

Log On As

Normally used to identify the external email account name and
password for external email sources.

= Some Exchange servers may require Log on As credentials to
be specified (in addition to configuring a Receive Connector) to
avoid spam.

= Typically within Exchange environments, the Log On As field
remains empty, and mail will be sent via the Exchange
Receive Connector to the test email address. Refer to the
section, “Configuring a Receive Connector,” for more
information.

From Email Address

The account shown in the alert message as the sending email
address. Trusted Edge does not validate this email address.

Test Email Address

The destination address for the email (recipient address).

Send Test Email Button

Clickable button to send a generic test email message.

Configuring a Receive Connector within Exchange

2007/2010

Use the following procedure to configure a Receive Connector in Exchange
2007/2010. You must configure this connector to forward email from Trusted Edge

to the desired recipient.

¥ To configure a Receive Connector within Exchange 2007/2010

1. Open the Exchange Management console.

2. Browse to Server Configuration>Hub Transport.

3. Atthe bottom of the page, in the white space under Receive Connectors, right
click and select New Receive Connector.

144
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10.

11.

12.

13.

14.

15.

16

Assign a name to the connector or keep the default (Custom) for Intended
Use.

Click Next.

On the Local Network Settings page, add the FQDN of the local Exchange
server.

Click Next.

On the Remote Network Settings page, highlight the default entry (0.0.0.0-
255.255.255.255), and click X to delete it.

Click Add.

Type the IP address of the SGI Trusted Edge Server.
Click Next.

On the New Connector page, click New.

On the Completion page, click Finish.

Right click the newly created connector, and select Properties.

receive connector.

. Click OK.

After completing this procedure, the SGI Trusted Edge server will be able to send

SMTP email alerts through Exchange to the email address specified in the Test Email

Address field.

Sending a Test Email

Once you have configured your Exchange server or external SMTP server to forward

email from SGI Trusted Edge, click the Test Email button on the Email Options page
to send a generic test message. If the recipient receives the message, you have
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Chapter 6 — Configuring SGI Trusted Edge Email Alerts

configured the Email Server parameters correctly. Figure 6-3 illustrates a sample

Test Email.

On)) B9 0« 9 ¢ Test Email Options - SGI Trusted Edge - Message (HTML) -B8X
et ) — ' -
| Message I @
LRI XY P L - "I SIS T |
f— — — B Safe Lists ~ i
~ 1 - - 2 Related ~
Reply Reply Forward = Delete Move fo Create  Other EBlock L Not Junk Categorize Follow Mark as | | Send to
to All Folder~ Rule Actions~ | Sender - Up~ Unread || 4 Select™ | Qnenote
Respand ! Actions | Junk E-mail | Options el Find OneNote |
From: Tr JE ilalert@TEJobs, com Sent:  Mon 11/4/2013 4:26 PM
To: Howley, John {Admin)
{c
Subject: Test Email Options - SGI Trusted Edge
-
SGI Trusted Edge Alert
Alert Event Information
Event Type: Testing Email Options
Event Date: 11/4/2013 4:28:28 PM
Job Definition Information
Name: Test
Source: cA
1D: 994068a4-bda0-4ffa-b783-5229361cb49b
Job Run Information
Run Start Date:  11/4/2013 4:28:28 PM
Total Files 1.234 Total Bytes: 100 GB
Processed Files 634 Processed 63 GB
Bytes:
Alert Information
Name: Test Email Alert 1
1D: d3010510-fedd-4350-91e3-64d44697 2146
This is an email fest message with random test data generated by SGI Trusted Edge service running on B
‘Vm-win7-0f1064. teqa filetek com™
v
Figure 6-3: Sample Test Email
146
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If the recipient does not receive the email message, there is a configuration problem
with the Email Server settings as indicated by the message in Figure 5-4.

Test Email Alert Server Options

@ Service nok available, closing transmission channel, The server response was: 4.3.2 Service nok available, closing transmission channel

Figure 6-4: Configuration Error Message

Example Email Screen Shots

This section contains example standard alert and server configuration email.

Standard Alert

Figure 6-5 illustrates a standard email alert based on a deleted job definition.

007-6326-002 147



mmmm Chapter 6 — Configuring SGI Trusted Edge Email Alerts

@\ H90 2« 9 )5 TE Job Was Deleted - Message (HTML) =RCINC
Message @

DRSSP QI RE-RE- Y 2 XL Rt 2

Reply Reply Forward | Delete Move to Create Other Block LSy Mot Junk Categorize Follow Mark as Send to
to All Folder = Rule Actions = | Sender - Up~ Unread Q‘ Select = Onehote
Respond [ Actions | Junk E-mail il Options |l Find Onelote
From: TrustedEdgeEmailalert@TE Jobs.com Sent:  Mon 11/4/2013 453 PM
To: Howdey, John (Admin)
Ca
Subject: TE Job Was Deleted
-
SGI Trusted Edge Alert 7]
Alert Event Information
Event Type: Job Definition Deleted
Event Date: 11/4/2013 45312 PM
User Name: TEQA\howley_admin
Job Definition Information
Name: DeletedJobMName
Type: Gather Statistics
|
Source: CMBC
Report Mode: Mo
Last updated by: TEQA\jhowley_admin
Last updated on: 11/4/2013 451,30 PM
ID: 2a0cbead-9d6a-4d90-944e-Tf1ffacdbfaf
Alert Information
Name: Email on Deleted Job Definition
1D: 80e2930d-e5cc-43aa-aad0-a325c604af 71
This is an email alert generated by SGI Trusted Edge service running on "Vm-win7-
of1064.teqa.fietek.com™ L

Figure 6-5: Standard Email Alert
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Microsoft Exchange Server Configuration

Figure 6-6 illustrates a typical Microsoft Exchange Server configuration.

& Email Options
Enable Email Alerts: [
Email Server Information:
Server: keqa-exch.teqga.filetek. com
Port: 25 | |Enable 550
| 1090n As;
lser Mame:
Passwiard:
Frarm Email address: jhowley _admin@keqa, filekek, com
Test Email Address: jhoviley@filetek, com
Send Test Ernail | | (0] 4 | | Cancel
P

Figure 6-6: Typical Microsoft Exchange Server Configuration
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Hotmail Configuration

Figure 6-7 illustrates a typical Hotmail Server configuration.

& Email Options

Enable Email slerts: [
Email Server Information:
SErver: smtp.live. com
Park: 537 [*| Enable 35L
[*| Logn As
ser Mame: ABC@hokmail, com
Passwl:lrd: EdE b B
From Email fddress; ABC@hokmail, com

Test Email Address: jhuserl@teqa. filekek, com

Test Email | | (04 | | Cancel

Figure 6-7: Typical Hotmail Server Configuration

150
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Yahoo Server Configuration

Figure 6-8 illustrates a typical Yahoo Server configuration.

& Email Options

Enable Email slerts: [
Email Server Information:
SEFYEr: smtp.mail wahoo, com
Part: 95 | |Enable 550
[* LogCn As
Iser Mame: ABC@yahoo,com
Passwl:lrd: EdE b B
From Email Address: ABC@yahoo,com

Test Email Address: jhuser Lidteqa. filetek. com|

Test Email | | (04 | | Cancel
.

Figure 6-8: Typical Yahoo Server Configuration
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Gmail Server Configuration

Figure 6-9 illustrates a typical Gmail Server configuration.

& Email Options

Enable Email slerts:

Server:

Park:

[*| Logn As
ser Mame:

Password:

Test Email Address:

From Email fddress;

(]

Email Server Information:

smtp.gmail,com

ady

ABC@agrnail, com

b e i i 2

ABC@agrnail, com

[*| Enable 55L

jhuser Lidteqa. filetek. com|

Test Email

Figure 6-9: Typical Gmail Server Configuration

Once the email server setup is completed and accurate, you can begin configuring

alerts.

152
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Viewing and Processing Alerts

Trusted Edge lists information about already configured alerts on the Job Definition
Alerts page. To display this page, click Alerts in the Trusted Edge main header menu
bar. From the Job Definition Alerts page, you can also create a new alert; modify,
copy, inactivate, or delete an existing alert; refresh (reload) the page; or close the
Job Definition alerts window. Note that the Job Definition Alerts page contains
hidden columns that can be added to display Triggering Job Definition(s) and Action
Details information.

Figure 6-10 illustrates the Job Definition Alerts page.

A "3 Dafirstion Alérts

o Laets M GrachVew it end Export

Hame Type Satur | Everts Last Updated By Lzt Updated O

EETE] Start Job Defirdion(s) AWE 3o un Complabed TECH sy _adkiny EOLS/Z0L 11:18:18 AM

(]

25tats Rart Job Definibon(s) uctive Sy Foun Commplsted THR oy _ackriey AOFLSTZOL N1 10 AM
(-]

43S St b Dediratonds) Active s Fun Complsted TEQu oy _adviny H0/15/2003 11:18:18 AM

5 SRath Start Job Dofirtonis) luctive ok R Complsted TG oy _admie BOFLSTZOL UL 1818 AM
o

& S7 Stk Xob Dediraionds) AN 3ok P Compited TEQheey_adiry H0/LS/2003 11:18:18 AM
o

7 Stath Rart Job Definonis) Authve Job Fun Complsted TEC ombay_admin VOFLST200Y N1 1818 AM
o

EET St Xeb Defirdsonds) BN 3k fun Complated TECH ey _adkiny 10715/2003 11:18:18 AM

Figure 6-10: Job Definition Alerts Page

The Alerts header bar has a Graph View option for viewing configured alerts in
different formats. The default format is the Sugiyama Scheme (linear view) shown in
Figure 6-11. SGI Trusted Edge presents the Sugiyama Scheme view when you click
Graph View.
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Figure 6-11: Sugiyama Scheme Default View

In all graphic view formats, green rectangle icons represent Job Definition names,
and blue diamond icons represent Alert definitions. The view in Figure 6-11
illustrates how jobs can be run continuously with each triggering the next job in a
sequence. This alert list also depicts a configured alert that will send email for any

job run failure.
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To display a different graphic view format, click the Layout button as shown in
Figure 6-12. Also, within an Alert Graph view, a left mouse double click zooms in and
a right mouse double click zooms out.

% Alerts G!’EIJE‘I “iew

|a|o|®| «]

Figure 6-12: Graph View Layout Button

Figure 6-13 displays an MDS view of the same job alert scheme shown in Figure 6-
11.

T e :

Figure 6-13: MDS View
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Alert Actions

There are seven alert actions. Click the Alerts button (highlighted in red below) to

display the alert actions list.

# Job Definition Alerts

Creating a New Email Alert

Use the following procedure to create a new email alert.

¥ To create a new email alert,

m  Select New to create a new alert.

m  On the Job Definition Alerts page,
,é Mew, .. CErl4HM select an alert from the alert list, and
| & mody... ChM then ick Modify, Copy, Make
' Inactive, or Delete to alter that alert.
=8 Copy.. F3
| % Make Inactive  Chrl+l m  Click Refresh to reload the page.
| & Delet Chrl+D . .
| 133 EIEte ' m  Click Close to exit the Job Definition
| ':' Refresh FS Alerts window.
{9 Close ChHQ Figure 6-14: Job Definition Alert Actions

1. On the Job Definition Alerts page, click Alert, and select New from the Alerts

drop down list. Trusted Edge displays the Alert Editor page.

156

007-6326-002



% &lert Editor

[ Alert

Alert

Mame: Flease enter unigue job name

Description: A

Skatus: [ Aickive

Tvpe: [ Email alert e

l Summary H Mext = H Cancel

2. On the Alert Editor page, in the Name (required) text box, type a name for the
alert.

3. Inthe Description text box, type an optional description.
4. Accept the Active Status (leave the checkbox selected).
5. Click the arrow next to Type, and select Email alert from the drop down list.

6. Click Next. Trusted Edge displays the Trigger Events for Selected Job(s) page.
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% &lert Editor

E] Alert

Trigger Events for selected Job(s)

Events
Trigger Events: |:|

Job Definitions: [#1 all Job Definitions

Trigget events filkered to the selected Job Definitions:

e

[l [ 1 OF 51 (oo e o 2]

Summary H l Cancel

7. Click the arrow next to the Trigger Events drop down list to display a list of
available job events.
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Events
Trigger Events: '.g} [l
o B (5l Events)

Job Definitions: [ | Job Definition Created

|| Job Definition Updated
Trigger events filkered b || Job Definition Deleted

|| Job Run Started
|| Job Run Stopped
[ | Job Run Completed

|| Job Run Completed with warnings
|| Job Run Failed
|| Job Run Deleted

| ok || Cancel |

B A 1 oF 51 (k| e[ M|

8. Select the job event(s) to trigger the email alert.

— Select (All Events) to select all the items in the list.
— Select Job Run Completed to be notified when a job completes successfully.
— To select more than one event, press CTRL while clicking the desired events.

9. Click OK to close the Trigger Events drop down list.

10. Select one or more job definitions to be evaluated based on the selected trigger
events.

— Leave the All Job Definitions checkbox checked to select all jobs.

— To apply the triggers to specific jobs, deselect the All Jobs Definitions
checkbox and select the specific job(s) you want.

11. Click Next to display the Send Email Alert page.
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% Alert Editor

@ Alert

Sernd Email Alert

Send Email

To:

i

Bec: ]
o+

Subject:

Summary I |

12. On the Send Email Alert page, in the corresponding text boxes, type To:, Cc:,
and Bcc: recipient email addresses and the subject for the alert.

— For example, if you have configured triggers to email you when a job
definition called “Copy Serverl” completes, your Subject might be
something like “CopyServerl Job Finished Successfully.”

— Note that Trusted Edge does not validate any email addresses.

— Always use fully qualified (rjones@SGl.com) rather than friendly (Rich Jones)
email addresses.

13. Click Next to display the Completing the Wizard page.
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% Alert Editor £
@ Alert
Completing the wizard
B A
Alert Summary Information 1
Name: Alert Me When 2 Job Finishes Successfully
Description:
Status: Inactive
Type: Email alert
Trigger Events: Job Run Completed
Job Definitions: All job definitions A
Email alert
To: jhowley@filetek.com
Ca jhuseri @teqafiletek com
Bee: jhowley_admin@teqa. filetek.com
Subject: StorHouse/ Trusted Edge Job Finished
<
| stercover ||| Emsh ] | cancel |
14. On the Completing the Wizard page, review your settings for accuracy. To
change a setting, select click @ or Start Over.
15. Click Finish to save the alert.
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Creating a Trigger to Initiate a New Start Job
Definition

In addition to sending email alerts, you can define triggers to launch different types
of jobs. For example, you can set up a trigger to start Job B when Job A completes.

For this Start Job Definition(s) alert type, you must have more than one job defined
to Trusted Edge.

Use the following procedure to create an alert to initiate a new Start Job definition.

¥ To create an alert to initiate a new Start Job definition
1. On the SGI Trusted Edge Main page, click Alerts in the top header menu.
Trusted Edge displays the Job Definition Alerts page.

o Bleres
2. Click ‘1 in the upper left corner of the Job Definition alerts page,
and select New from the Alerts drop down list. Trusted Edge displays the
Alert Editor page.
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%' &slert Editor

[ Alert

Alert

Marne: Flease enter unique job name

Description: A

Skakus: [#| Ackive

Twpe: o Start Job Definitionis) [

Summary H Mexk = H Cancel

3. Inthe Name text box, type a name for the alert.

4. Inthe Description text box, type an optional description of the alert.
5. Keep the Active checkbox selected.

6. Click the arrow next to Type, and select Start Job Definition(s).

7. Click Next. Trusted Edge displays the second Alert Editor page.

8. On the Alert Editor page, select a trigger and a job to be monitored for the
trigger.
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% &lert Editar

@ Alert

Trigger Events for selected Jobi(s)

Events

Trigger Events: |1||

Job Definitions: [+| all Job Definitions

Trigger events filtered to the selected Job Definitions:

Marne Tvpe Skatus Source A
hash Verify Hashes Ackive cilc
kesk port Zopy Ackive oo
Copy pork Copy Active FBuildz00Sample 1 - Genera
L
4444 1 oF 51 (o o] o] £ i

9. Click Next. Trusted Edge displays the Start Job(s) page.
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%' &lert Editor

@ Alert

Start Job(s)

Please select Job Definitions ko Start

|=| Marne Tvpe Skatus Source E

n Gather Statistics =
> || hash Werify Hashes Active ciic
B || kest port Copy Active ciic
B || copy park Capry Active FiBuild20hSample 1 - Generati
B || Hash of cop... Werify Hashes Active ciic
B || kestsource ... Copy Active 42142112
B || To Linux Copy Inactive oo
B || testschedule  Copy Ackive oiic
B || zerobytes Copy Active 1110,1,200, 225 My Tesk P
lisf[#a ][] 2 oF 51 [on [ (i I | 12|

l SUmMMmaty I | Mexk = | { Cancel I

10. On the Start Job(s) page, select the job(s) to be launched when the trigger
criteria have been met.

For instance, assume you have a job called Job1 that copies data from a source
directory to a destination directory without performing data hashing. Your
trigger criteria could be that when Job1 completes, start a new job called Hash
to hash the data copied by Job1.

11. Click Next to continue.

12. On the Completing the Wizard page, review your settings for accuracy. Change

them by clicking @ or Start Over to begin again.

13. Click Finish.
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Additional Information about Starting Jobs with a
Trigger

When starting jobs with a trigger, note that:

Trusted Edge will only start a job that is currently idle.
Trusted Edge will not restart a job that is currently running.

Trusted Edge will not queue a job run to start if that job is currently
running.

Within the user interface, job runs started by an alert trigger show
Started By User column information as SYSTEM_ALERT.

Trusted Edge will not cause a job to start itself based upon its own
trigger. For example, you cannot start Job1 if the trigger is set for Job1
completed.

Creating a Trigger to Run a Command

You can configure a job trigger to execute a command just as if the application were
silently initiated from a CMD prompt. The command will start without any user
interface, and no user will be able to interactively enter/work with the launched
command. When a Trusted Edge job triggers a Run command, the application
executes with the same account credentials used to run the SGI Trusted service.

Use the following procedure to cause Trusted Edge to run a command based on a
job trigger. In this example, Trusted Edge will run an application called
ACLVerifier.exe when the trigger occurs.

¥ Torun a command based on a job trigger

1. On the SGI Trusted Edge Main page, click Alerts in the top header menu.
Trusted Edge displays the Job Definition Alerts page.
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2% Alerks
2. Click d— in the upper left corner of the Job Definition alerts page, and
select New from the Alerts drop down list. Trusted Edge displays the Alert
Editor page.
3. Inthe Name text box, type a name for the alert.
4. Inthe Description text box, type an optional description of the alert.

5. Keep the Active checkbox selected.

6. Click the arrow next to Type, and select Run a Command.

% Alert Editor

o Alert

Alert

Marne: Werify ACLs On Copy

Descripkion: | R

Skatus: 1] Ackive

Type: Run a cornmand |12

Summary H et = H Cancel

7. Click Next. Trusted Edge displays the second Alert Editor page.
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8. On the second Alert Editor page, select a trigger and a job to be monitored for
the trigger.

9. Click Next to display the Run Command page:

% &lert Editor

@ Alert

Rum Command

Cormand Details

Application: ﬂ [z

Arguments: [maef

Skart In: frea]

Summary ‘ l Cancel I

10. In the Application field, type the path to the application or click I**| to browse
to the desired location.
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| for a list

11. In the Arguments text box, type the command arguments or click I
of command macros to insert.

% &lert Editar
E] Alert
Run Command
Zommand Details
&pplication: ChUser st jhowley _admin| DeskioptACLYer ACLYerifier exe [m=s|
Argumnents: fsre="Ci\Source” fdest="F:\Dest" JI="C:\0utpubi[JobRun. Id].xdsx" [IF=Excel |-
Start In: i sersh jhowley_admin DeskiopiaCLver [z22]
Summarsy ‘ | Mext = | I Cancel

— The command arguments are the same parameters used when running the
application from a command prompt. For example, the ACLVerifier.exe
utility has four parameters: source, destination, log file path, and log format
type. You enter these augments in the Argument text box as: /src; /dest; /I;
and /If as illustrated in the following screen.
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— Ifyouclick on 2] next to the Arguments text box, Trusted Edge displays a
list of macros that can dynamically extract data used with the argument.
Use of these macros is optional. The following screen displays macros in the
Arguments text box.

& &lert Editor

@ Alert

Run Cormmand

Command Details

Application: C:hUsersijhowley _adminDesktoplACLver| ACLYerifier. exe mes|

Arguments: ¥sre="[Job. Source]" jdest="[Job.Destination]" f1="C:\[JobRun.Id].xls=" {IF=E:xcel 222

Start In: CriUsersijhowley _admintDeskbophaCLVer mes

SUMMary H Mext = H Cancel

12. In the Start In text box, type the working folder for the specified application or

click . to browse to the folder location.

13. Click Next.
14. On the Completing the Wizard page, review your settings for accuracy. Click

@ or Start Over to make a change.
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15. Click Finish.

Creating a Trigger to Run a PowerShell Script

You can configure a job trigger to execute a PowerShell script just as if the script
were silently initiated from a PowerShell prompt. The command will start without
any user interface, and no user will be able to interactively enter/work with the
launched script.

Note: PowerShell scripts must first be allowed to run on a computer before you can
execute them. Refer to the following link for information on how to allow .PS1 files
to execute:

http://technet.microsoft.com/en-us/library/ee176961.aspx

Use the following procedure to cause Trusted Edge to run a PowerShell script based
on a job trigger. In this example, Trusted Edge will run a PowerShell script called
CompareACL.ps1 when the trigger occurs.

¥ To run a PowerShell script based on a job trigger

1. On the SGI Trusted Edge Main page, click Alerts in the top header menu.
Trusted Edge displays the Job Definition Alerts page.

007-6326-002 171



EEEm Chapter 6 — Configuring SGI Trusted Edge Email Alerts

L% Alerts
2. Click d— in the upper left corner of the Job Definition alerts page,
and select New from the Alerts drop down list. Trusted Edge displays the
Alert Editor page.

% &lert Editor

o Alert

Alert

Marme:

Description: g

Status: 1#] Ackive

Type: E‘ Run a PowerShell script file [i3

Summary H Mext = |I Cancel

3. Inthe Name text box, type a name for the alert.

4. Inthe Description text box, type an optional description of the alert.
5. Keep the Active checkbox selected.

6. Click the arrow next to Type, and select Run a PowerShell script file.

7. Click Next. Trusted Edge displays the second Alert Editor page.
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8. Onthe second Alert Editor page, select a trigger and a job to be monitored for
the trigger.

9. Click Next to display the Execute a Power Shell Script page.

%' 5lert Editor
@ Alert
Execute Power Shell Script
Pawershell Scripk
Script File: Chsers)jhowley _admintDeskkophComparedCL. psl [z=2]
Arguments: "ChmMySource” "FriMyDest” "Croukput! aclskest, ket [z2]
SUmMMary: I | Mexk = | { Cancel

10. In the Script File field, type the path to the script or click |asa) to browse to the

desired location.

| for a list of

11. In the Arguments text box, type the script arguments or click I
macros to insert.
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— The script arguments are the same parameters used when running the
script from a PowerShell prompt. In this example, the script has three
arguments: Source, Destination, and output log file. The source value is
C:\MySource. The destination value is F:\MyDest. The output file value is
C:\output\aclstest.txt.

— Ifyouclick on ) next to the Arguments text box, Trusted Edge displays a
list of macros that can dynamically extract data used with the argument.
Use of these macros is optional. The following screen displays the macros
for source, destination, and output file.

& blert Editar

@ Alert

Execute Powershell Script

Powershell Script

Script File: CiiUsersjhowley _admin|DesktoplCompareACL.psl m=s)

Paramekers: "[1ob.Source]" "[Job. Destination]” "C:autputiaclstest, bxt" ||

SUMMary Il Mext = H Cancel

12. Click Next.
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13. On the Completing the Wizard page, review your settings for accuracy. Click

(€]

—' or Start Over to make a change.

14. Click Finish.

Creating a Trigger to Initiate a Workflow File

Use the following procedure to create a trigger that initiates a workflow file. In this
example, Trusted Edge will initiate a workflow file called TestWorkflow.xaml when

the trigger occurs.

¥ To create a trigger that initiates a workflow file
1. On the SGI Trusted Edge Main page, click Alerts in the top header menu.
Trusted Edge displays the Job Definition Alerts page.

o Bleres
2. Click ‘1 in the upper left corner of the Job Definition alerts page,
and select New from the Alerts drop down list. Trusted Edge displays the
Alert Editor page.
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% & lert Editor

[ Alert

Alert

Mame: Flease enter unique job name

Descripkion: o

Skatus: [#] Active

Type: anEn Run a workflow {.xcaml) [

Summary H Mext = |I Cancel

3. Inthe Name text box, type a name for the alert

4. Inthe Description text box, type an optional description of the alert.
5. Keep the Active checkbox selected.

6. Click the arrow next to Type, and select Run a workflow (.xaml).

7. Click Next. Trusted Edge displays the second Alert Editor page.

8. On the second Alert Editor page, select a trigger and a job to be monitored for
the trigger.
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9. Click Next to display the Run Workflow page.

' &lert Editar

E] Alert

R Worlflow

Run orkflow:

warkFlow File {xaml): |Ciisersijhowley_admin|Deskbop) Test\Warkflow,<aml ===

SUMIary Mext = | l Cancel

11. Click Next.

12. On the Completing the Wizard page, review your settings for accuracy. Click

E] or click Start Over to make a change.

13. Click Finish.
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Creating a ‘Run a Linux command’ Alert

You can configure a job trigger to execute a Linux server script file or command just
as if the script were silently initiated from a terminal prompt. The command will
start without any user action, and no user will be able to interactively enter/work
with the launched script.

Use the following procedure to cause Trusted Edge to run a Linux command or

script based on a job trigger. In this example, Trusted Edge will run a command to
generate a text file upon the completion of a job.

¥ To create the alert

1. On the SGI Trusted Edge Main page, click Alerts in the top header menu.

Trusted Edge displays the Job Definition Alerts page.

% Alzrts
2. Click ‘3 in the upper left corner of the Job Definition Alerts page,

and select New from the Alerts drop down list.

Trusted Edge displays the Alert Editor page.
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% Alert Editor %

&= | Alert
Alert
Name: Linux command alert
Description: 5
2
Status: |##] Active
Type: i Run a Linux command |2

2

3. Inthe Name text box, type a name for the alert.
4. Inthe Description text box, type an optional description of the alert.
5. Keep the Active checkbox selected.
6. Click the arrow next to Type and select Run a Linux command.
7. Click Next.
Trusted Edge displays the second Alert Editor page.

8. On this Trigger Events for selected Job(s) page, select a trigger and a job to be
monitored for the trigger.

9. Click Next to display the Run Linux Command page.
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|
(@] Alert

Run Linux Command

Command Details

Connection: CH-LMN¥-modified [ens]

Commanid: echo "[Job.Mame] COMPLETED at [JobRun.EndDate]” =/Unittesting/2.txt  [==]

| sommary |

10. Specify a value for the Connection field.

The Connection option is the server where the command you specify will run.
Clicking the top ellipsis button will prompt for the familiar Linux connection
dialog.

11. Specify a value for the Command field.

The command that is entered will run under the user account that is used for
the specified Linux connection.

The Command field value can also be used to run a Linux shell script file using
the following syntax:

sh /PathToScript/ScriptName
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Note: Be sure to use the full path to the script file on the target system and be
sure that the execute permission is assigned to the script file on the Linux
server.

12. Click Next.

13. On the Completing the Wizard page, review your settings for accuracy. Click the
back arrow button or Start Over to make a change.

14. Click Finish to save the configured alert.

I ——_
(€] Aler

Completing the wizard

Alert Summary Information

Name: Linux command alert
Description:

Status: Active

Type: Run a Linux command
Trigger Events: Job Run Completed

Job Run Completed with warnings

Job Definitions: Copy Linux job

Run a Linux command
Connection: CH-LN¥-modified

Command: echo "[Job.Name] COMPLETED at [JobRun.EndDate]" = Unittesting/2.tet

startover || Fnsh || cancel |

007-6326-002 181



mmmm Chapter 6 — Configuring SGI Trusted Edge Email Alerts

182 007-6326-002



Using CaminoSoft to Create Trusted
Edge Recallable Symbolic Links for
Windows

You can create recallable symbolic links on a NetApp 7m (7 mode) filer by using the
CaminoSoft feature that is integrated with SGI Trusted Edge. Unlike native Trusted

Edge symbolic links, users can recall CaminoSoft symbolic links to the Source folder.

This chapter explains how to:
m Install the CaminoSoft Software on the Trusted Edge server
= Enable the Fpolicy on NetApp
m Install the CaminoSoft User Interface application

m  Verify that the CsManager (CaminoSoft) Local Service is running
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About CaminoSoft

The CaminoSoft software works with Trusted Edge as follows. If Trusted Edge
recognizes the HKLM\SOFTWARE\CaminoSoft\HSM 5.2\BinPath registry path when
creating a Migrate job, it allows the “As NetApp Filer FPolicy Stub” option to appear
within the Trusted Edge “Create Shortcuts” dropdown menu (see Figure 7-1).

Source: lease select source Folder
Destination:

Options
|| Ignore sub-folders || Reporting Only

File Compare Method: | Modified Date/Size (Quick)

Copy Hash Type: Mone
|#| Copy Security Information || Copy Mamed Streams
Thread Count; 1%

Create sharkcuts:

&) Remove Source Files and Folders
‘Qp A5 inkernet shorkcub URL

B3 s ic
&s MetApp Filer FPolicy Stu

[ | =2

|»| Disable Logging

[ ED

exbs | | Cancel

Figure 7-1: Create Shortcuts Menu

Users can choose the “As NetApp Filer FPolicy Stub” option to create recallable
symbolic links. When this option is selected, Trusted Edge checks that the
CsManager local (CaminoSoft) service is running when the Migrate job executes to

enable recallable symbolic link functionality.

The CaminoSoft documentation is available at:

\CaminoSoft\Managed_Server W2K_52_4021\cd_image\docs
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Requirements

To use the CaminoSoft recallable symbolic link functionality, you must:

Install the CaminoSoft Managed Server HSM Administrator and user
interface software on the Trusted Edge server

Create and enable an FPolicy within NetApp 7m filer

Define the NetApp FPolicy within the CaminoSoft user interface

Special Considerations

Note the following when using Trusted Edge CaminoSoft recallable symbolic links:

When users access links on the NetApp device, files will be recalled
back to the NetApp source. To re-create shortcuts for files that have
been recalled, you must rerun the Trusted Edge Migrate job.

Stubbing works only on NetApp 7-m mode, not cluster mode (CM).

CaminoSoft recallable symbolic links do not support long file paths
greater than 256 characters.

Trusted Edge only performs CIFS to CIFS migrations. Therefore, the
NetApp volume must use CIFS and not UNIX-style security.

CaminoSoft Managed Server HSM utilizes the Fpolicy callback feature
from NetApp to perform file de-migrations.

Links created from Trusted Edge are NOT available from the Trusted
Edge/CaminoSoft server. Users must access them from another client
machine.

The CsManager.exe (CaminoSoft service) must be running to allow for
shortcut retrieval.

Uninstalling CaminoSoft will prevent shortcuts from being recalled.

007-6326-002

185



Installing the CaminoSoft Software on the Trusted
Edge Server

Use the following procedure to install the CaminoSoft software on the Trusted Edge
server. You must have access to MSSQL Server, SQLExpress, or MS Access to install
CaminoSoft.

To install the CaminoSoft Managed Server HSM Engine on the Trusted
Edge Server

1. Run the following executable:

\CaminoSoft\Managed_Server_W2K_52_4021\cd_image\MSEngine-x32-
x64\setup.exe

2. On the Welcome window, click Next.
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-f_’.'_:"-'Setup - Managed Server HSM Engine - 0] x|

Welcome to the Managed Server
HSM Engine Setup Wizard
This will inskall 5.2.4021 on your compuker,

It is recommended that wou close all ather applications before
conkinuing.

Click. Mext ko conkinue, ar Cancel bo exit Setup.

Zancel |

3. On the License Agreement window, select | accept the agreement, and then
click Next.
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"’.5,-‘ Setup - Managed Server HSM Engine

License Agreement
Please read the Following important information before conkinuing.

Please read the Following License Agreement. You must accept the kerms af this
agreement before continuing with the installation,

CANMIMOS0FT CORPORATION ﬂ
END-TUSEER LICENSE AGEEEMENT

THIS PEODUCT CONTANS CEETATH COMPTTER
PROGEAMNS AWD OTHER PROPEIETARY MATERIAT,

THE TUSE OF WHICH IS SUEJECT TO THIS END-USEE
LICENSE AGEEEMENT (THE AGEEEMENT"). DO NOT T

T T Ty VT T OC TRTST AT T A TTr T T E T aOTs!

{* I accepk the agreement:

I donot accept the agreement

< Back I Mext = I Cancel

4., On the Select Destination Location window, browse to the install folder
location, and click Next.
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-!'_’.'_:’-"SEI:up - Managed Server HS™ Engine

Select Destination Location
WWhere should Managed Server HSM Engine be installed?

Setup will inskall Managed Server H3M Engine into the Following Folder,

To continue, click Next. IF vou would like ko select a different Folder, click Browse,

Erowse... |

At least 5.0 MB of Free disk space is required.

< Back I Mext = I Cancel |

5. On the Select Start Menu Folder window, browse to the Start Menu folder
location, and then click Next.

-!‘T"._'/-‘Setup - Managed Server HSM Engine

Select Start Menu Folder
Where should Setup place the program's shorkcuts?

S i Setup will create the program's shorteuts in the Following Start Menu Folder,

To conkinue, dlick Mext, IF vou would like to select a different folder, click Browse,

_aminosaft Browse... |

< Back I Mext = I Cancel
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6. On the Select Additional Tasks window, select the Create a desktop icon
checkbox, and then click Next.

-"_’f-‘ﬁel:up - Managed Server Hs™ Engine

Select Additional Tasks
Which additional tasks should be performed?

Select the additional kasks wou waould like Setup ko perfarm whilz installing Managed
Server HSM Engine, then click Mext,

Additional icons:

¥ iCreate a desktop icond

< Back I Mext = I Zancel

7. On the SQL Server Information window, in the SQL Server Instance Name text
box, type an SQL Server Instance Name, and then click Next.
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e -
'gi_'::ﬁel:up - Managed Server HSM Engine - ﬂ

SQL Server Information h
SOL Server Mame @

Please specify SOL Server name where HSM database will reside. It is imparkant thak
the current userd id can access SQL Server using Windows Authentication,
additionally, this user id should also be able ko create database and tables withing
thern, Enker SOL Server name and click Mext,

S0 Server Instance Mame, 2.9, SOLPROD, lacalhostlSOLEXPRESS:
fvm-win2008r2]

< Back | Mext = | Zancel

The following windows appear.

* ChWindows' system32' cscript.exe

Microsoft <R> Windows Script Host Uersion 5.8
Copyright <C}» Microsoft Corporation. All rights reserved.




8. On the Service Option window, select an execution mode, and then click Next.

-"T’f-""-'SEI:up - Managed Server HSM Engine

Service Option
Windows Service or Plain application?

Please select the mode in which wou want HSM ko run, then click Mext.

' wWindows Service - Strongly Recommended

Plain Application - Useful while managing Linu:x: server. This mode reguires a user
ko be remained logged-in inko the server For HSM ko run, Howewer, User can lock,
their session after log-in. This mode is useful when HSM is not able to connect:
well ko remote servers in Service maode, This mode uses the lagaed-in user's
credentials ko conneck ko remote servers, In this mode HSM can see remoke
volumes as long as Windows Explorer can,

< Back I Mext = I Zancel

9. On the Ready to Install window, click Install.
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-"_’f-‘ﬁel:up - Managed Server HsS™ Engine

Ready to Install

Setup is now ready to begin installing Managed Server HSM Engine on wour
compuker,

Click Install ko continue wikh Ehe inskallation, ar click Back, if wau wank ko review or
change any setkings.

Destination location: ;I
Z:\Program Files\Caminosoft\HIM 5. Z8in

Skart Menu Folder:
Zaminosaft

Additional tasks:
additional icons;
Create a desktop icon

< Back

The installation procedure displays the following window.
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-"_’f-‘ﬁel:up - Managed Server HsS™ Engine

Installing
Please wait while Setup installs Managed Server HSM Engine on wour computer,

Exkracting files. ..
C:\Program Files\Zaminosaft\HSM 5. 21 Bintmfc1 100, di

I

10. On the Completing the Wizard window, select the Launch Service Control
Manager checkbox to configure the CsManager Service, and then click Finish.
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& Setup - Managed Server HSM Engine o ]

Completing the Managed Server
HSM Engine Setup Wizard

Setup has finished installing Managed Server H3M Engine on
vour computer, The application may be launched by selecting
the installed icons,

Click. Finish to exit Setup,

{ aunch Service Control Manager to configure CsManageri
Service, Please use Log On tab to change servic i
¥ Credentials to a user/password that has admin (create |
database, create table and insert records) rights ko SGL |
BErver,

11. On the Servers window, in the left window Name list, select CsManger.

12. To change from a local service account to a domain account, on the CsManager
Properties window, click the Log On tab, and then:

a) Select the This account checkbox.

b) Browse to the account you want to use.
c) Type a password.

d) Retype the password to confirm.

e) Click Apply when done.

13. Restart the CsManager Service.
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Qrervces ol
File Action Yiew Help
e |mE = HE > - nw
Services (Local) Hame = | Description. [ status [ grevnmmime Ticoan s
% Adobe Acrobat Upd... Adobe Acr...
S Apache Tomcat 7 Apache To... "General LogOn | Hecoveryl Dependenciesl
. Application Expetie... Processes ... Started
. Application Host He... Provides a...  Started Lag on as:
. Application Tdentity  Determines. ..
./ Application Informa... Facilitates ... € Local System account
O pplication Layer G... Provides s... ™| &llovs service to interact with desktop
“: Application Manage... Processesi... ' This account: IW Browse... |
% ASP.MET State Ser... Provides s...
i Background Intelig... Transfersf... Starked Password: Ioooooooooco
%, Base Fiketing Engine  The Base F...  Starked
% BITS Compact Server  BITS Comp... Confirm pazsword: I"""""'
o cemsekup Started
J Certificate Propaga... Copiesuse... Starked Help me confiqure user sccount log on options.
“ Client For NFS Enables thi...
T3 CNG Key Isolation The CNG k...
% COM+ Event System  Supporks 5., Starked
53 COM+ System Appl.., Managest..,
%y Computer Browser Maintains a...
% Credential Manager  Provides s...
% Cryptographic Serv,,. Provides fo,.,  Started
% CsManager Camino3of ...
% DCOM Server Proc,,,  The DCOM.,,  Started
Lo DeltaCopy Server
oy Deskrop Window M., Provides D, Started
£, DFS Namespace Enables vo,.. aK I Cancel | Apply
% DF3 Replication Enables vo... -
Extended #, Standard

As Figure 7-2 illustrates, CaminoSoft creates two databases upon installation.
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w Microsoft SOL Server Management Studio

File Edit Miew Debug Tools  Window  Community  Help

S Mewouery | [y | o& oy B | (5|5 H S| B

y )
Object Explorer Object Explorer Details |
Connect~ & &1 u F [&] Q @ @ch 2T £ Search
| 4lsrabdd 2 1 orm-swinzooerz (5oL Server 10.50.3720 - 1
[J 41sr3upg
[J 41sr3upg-3 Mame I
| 42b10 [ Dratabase Diagrams
|| 42b112 1 Tables
|| 42b112-2 [ views
|| 42bas [ Synomyms
[_J 4204 [ Prograrnmability
[_J 42MPR, [ Service Broker
| 42MPRZ [ Storage
) 42MPR3 [ security
| || CertToolCB
I_._| MM 299
|| CSHSM_COMMCN
_—

Figure 7-2: CaminoSoft Databases

Enabling the Fpolicy on NetApp

Once you have installed the CaminoSoft Managed Server HSM Administrator
software on the Trusted Edge Server, you must create an Fpolicy on the NetApp 7-m
device. You can create the Fpolicy from a terminal session into NetApp by issuing
the following three commands on the filer console:

= options fpolicy.enable on
m fpolicy create <policy_name> screen

m fpolicy enable <policy_name>

Figure 7-3 illustrates an example.
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options
vin-netappl:fpolicy.enable:info] : FPOLICY: The file policy

reen.enable:info] @ FPO : File policy T

in-netappls |:|

Figure 7-3: Creating an Fpolicy

Once you have created the Fpolicy, you must install the CaminoSoft User Interface
application.

Installing the CaminoSoft User Interface Application
Use the following procedure to install the CaminoSoft User Interface application.
¥ To install the CaminoSoft User Interface
1. Run the following executable.
\CaminoSoft\Managed_Server W2K_52_ 4021\cd_image\gui\setup.exe

2. On the Welcome window, click Next.
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i'-.a Caminosoft Managed Server HsM GUI - 5.2 - InstallShield Wizard x|

Welcome to the InstallShield Wizard for
Caminosoft Managed Server HSM GUIL - 5.2

The InstallShield{R) Wizard will install Caminosoft Managed
Server HSM GUI - 5,2 on your computer, To conkinue, click,
Mexk.

WARMIMG: This program is protected by copwright law and
inkernational treaties,

Cancel |

3. On the License Agreement window, select | accept the terms in the license
agreement, and click Next.

= Back
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i Caminosoft Managed Seryver HSM GUI - 5.2 - InstallShield W

License Agreement

Flease read the following license agreement carefully,

CANMINOSOFT COEFORATION
END-TUSEER LICENSE AGEEEMENT

THLS PRODUCT COWNTATNS CERTATH COMPTUTEE PEOGEAMS
AWD OTHEE PEOPEIETARY MATEETAT, THE USE OF WHICH I
SUBJECT TO THIES EWMD-TUSEE LICENSE AGEEEMEIT (THE
AGEEEMENT"), DO NOT PROCEED WITH THE INSTATLATION

OF THLS PRODUCT UNTIL YOU (LATEE DEFINED AS

LICENSEE) HAVE READ THIS AGREEMENT AND AGREE TO BE x|

¥ i accept the terms in the license agreement

I do not accept the terms in the license agreement

Installshield

< Back. I Mexk = I Cancel

4. On the Customer Information window:

In the User Name text box, type a user name.
— In the Organization text box, type your company name.

— Select the Anyone who uses this computer (all users) check box.

Click Next.
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{5 Caminosoft Managed Server HSM GUI - 5.2 - InstallShield Wizard

Customer Information

Flease enter your information,

User Mame:
Johin

Organization:

Install khis application for:

¥ anvone who uses this computer (all users)

" only for me (windows User)

Installshield

< Back I Rext = I Cancel

5. On the Destination Folder window, click Next to install the specified folder, or
click Change to browse to a different folder, and then click Next.
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Links for Windows

{5 Caminosoft Managed Server HSM GUI - 5.2 - InstallShield Wizard

Destination Folder

Click. Mext ko install to this Folder, ar click Change ko install to a different Folder,

InstallShield

6. On the Ready to Install the Program window, select the Add Shortcut to HSM
GUI on Desktop checkbox, and click Install.
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i Caminosoft Managed Server HSM GUI - 5.2 - InstallShield Wizard

Ready to Install the Program

The wizard is ready ko begin installation,

Installshield

The software displays the Installing window.
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jis Caminosoft Managed Server HSM GUI - 5.2 - InstallShield ¥

Installing Caminosoft Managed Server HSM GUI - 5.2

The program Features wou selected are being installed,

Installshield

Please wait while the Installshield Wizard installs Caminosoft Managed
Server HSM GUI - 5.2, This may kake several minutes,

Skakus:

Wtriting system registry walues

I

= Barck Mexk =

7. On the InstallShield Wizard Completed window, select the Launch the program
and View the readme file checkboxes, and then click Finish.
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i'-.a Caminosoft Managed Server HsM GUI - 5.2 - InstallShield Wizard x|

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Caminosoft
Managed Server HSM GUI - 5.2, Click Finish bo exit the wizard,

[¥ Launch the pragram

[V Yiew the readme file (Requires Adobe Acrobat Reader)

Zancel |

8. On the Managed Server HSM window (initial user interface window), under the
Server tab, click Select to Manage.

= Back
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Links for Windows

9. On the GUI Administration Credentials window:

a) Inthe New Password text box, type a password.
b) Inthe Confirm New Password text box, retype the new password.

c) Click OK.
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GUI Adminstrator Credentials

10. Click the Rules/Policies tab.
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naged Server HSM Adn

021 May 30, 2013) ¥M-WINZ008R2 (10.1.200.246) (Engine 4021 May

Options  Help  Support

=1olx]

Select Server T Rules / Policies T Sources T Monitor T Templates
~Schedule and Glohals
Daily Migrat l—;| l—;ﬂ? am g l—;| s £ am MBs Left When Destination Full 500
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11. Under Rules/Policies, click the blank page icon

Thresholds.

This action launches the New/Edit Volume Rule window.

12. On the New/Edit Volume Rule window, under Source Server Type:

a) Select Remote

b) Click - .

under Volume/Share

c) Click OK to display the View/Edit Source Computer to Migrate from window.
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#New ;/ Edit Yolume Rule

raa

Source Server Type ¢ Local

f* Remote j

Yolume: I j

Emergency Usage % | 50 I'
Safety Usage % BES I_

Goal Usage % I a0 I

OK | Cancel | Save As Template

13. On the View/Edit Source Computer to Migrate from window:

a) Inthe Source Server Type text box, type the server name or IP Address of

the NetApp 7-m filer.

b) Leave the Server Type as NetApp.

c) Inthe Fpolicy Name text box, type the name of the FPolicy that you

previously created.

d) Click OK twice to save the settings.
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Links for Windows

f-‘:‘ff'q'iew / Edit Source Compuker to Migrate from

The newly added NetApp connection will now appear under the Volume/Share
Thresholds.

210 007-6326-002



;‘l:{f Managed Seryver HSM Administrator (Build 4021 May 30, 2013) ¥M-WINZ00BR2Z {10.1.200.246) (Engine
COptions  Help  Support
Select Server T Rules / Policies T Sources

—Schedule and Glohals
S | | am | | © am
Daily Migration | E;l | D;If" o TO | 5;| | D;l & pm

Feak Hours:
Dail\,rNDActi\fitgfl 7= | g2l&am To | 4;I| 0.l & am
Hours: =l =l pm = =l pm
Sun Maon Tue Wed Thu Fri Sat

Migration Schedule {+ Dailpweekly  Bi-weekly  Monthly . Eluallerl_v|

O Of L Ll " Off "~ Off O Of € Off
0

" 0if-Peak | | Off-Peak + OffPeak | |+ OffPeak | | Off-Peak | |+ OfPeak | | OfPeak
* &l Day Al Day Al Day = Al Day Al Day Al Day o Al Day

Deletion Schedule i+ Dailpweekly O Biweeklp  Monthly " Quarterly
= [ £ [t ) [ = ff ) ff = mff £ [t
) OfPeak | |68 Off-Peak | () Oft-Peak | [ Off-Peak | |5 Of-Peak | & Of-Feak | (£ Of-Peak
{* &l Day ) Al Day ) Al Day Al ey ) Al Dy &l Day e Al Day
DeDup Schedule {+ Dailpweekly  Bi-weekly  Monthly = Quarterly
i+ 0 = O + Qi + [OFf + 0Off i+ [ff 0
" Oif-Peak | | Of-Peak | | Off-Peak | | Off-Peak | | Off-Peak | | Of-Peak | [ Of-Peak
&l Day Al Day Al Day = Al Day Al Day &l Day Al Day
—Volume / Share Thresholds (Watermarks) in % percent ~Mig
e e ee———
£ Yolume Emergencyl Safetyl Soal Current
=IW10.1.20002. . o0 g0 50 39 *
e ——— " H
T
D
*

14. Once you have added the NetApp connection, restart the CsManager.exe
service from the Windows services applet.
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Verifying that the CsManager Local (CaminoSoft)
Service is Running

Use the following procedure to verify that the CsManager local (CaminoSoft) service
is running.

¥ To verify that the CsManager (CaminoSoft) Service is running

1. Inthe Trusted Edge user interface, on the Job Definition window, click the
arrow next to Type, and select Migrate.

Source: ]
Destination: 1) [max)
DOptions

|| Ignore sub-folders || Reporting Qnly |+ Disable Logaing
File Compare Method: | Modified Date/Size (Quick) [
Copy Hash Type: Mane |8
[#| Copy Security Information || Copy Mamed Streams
Thread Count: 13
Create shortcuts: [l 0

;gj Remove Source Files and Folders

% s internet shorbout LRL

B9 As i i

@ﬁ‘m . ext = | | Cancel |
£

2. Click the arrow next to Create shortcuts to display the create shortcuts

dropdown list. If the As NetApp Filer FPolicy Stub option displays, the CsManger
Service is active.
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About Symbolic Links for Windows
Files

Appendix A provides important information about symbolic links (symlinks) for
Windows files and discusses symbolic link evaluation.

Notes about Symbolic Links

Note the following:

®  Only Windows Vista/above and Windows 2008/above support
symbolic links.

m  Symbolic links are soft links, similar to Internet Shortcut URLs, except
that the Windows file system filter driver resolves the target
file/folder using the Windows API to seamlessly access data without
having to open Internet Explorer.

m  The system resolves a symbolic link using the credentials of the
logged in user accessing the link.
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m If a SGI Trusted Edge Migrate job creates a symbolic link using an
Administrator share path (i.e., \\ServerName\CS\SharedFolderName),
then only users who have admin share (CS) permissions can open the
file. For non-admin shares, standard permissions apply.

m Deleting a symbolic link removes only the symbolic link, not the target
file that the symbolic link references.

m  Applications or users opening a symbolic link file will open the target
file.

= Applications or users editing a displayed symbolic link file will edit the
target file.

m  Never rename target files or change their location. These actions will
break the source symbolic link.

®  When creating Symbolic Links, always use a UNC path as the
destination location for the Migrate job settings. Even if the
destination is a local drive, do not use a mapped path such as folder
F:\Destination. Instead, use \\LocalMachineName\Destination so that
remote users know the symbolic link recall path. Otherwise, users
will not have access to files unless they also have a local
F:\Destination folder that contains the target files.

m  Windows Explorer shows symbolic links as having 0 bytes. The Date
Modified time on the Symbolic link will match the Modified Time of
the Target file at the time the symbolic link is created. Windows does
not synchronize symbolic link timestamps with the target file if the
target is subsequently modified.

Evaluating Symbolic Links

For users to open symbolic links, you must properly configure the symbolic link
evaluation mode settings on every client machine desiring access. Refer to the
following link about the configuration and default settings of symbolic link
evaluation:

http://technet.microsoft.com/en-us/library/cc754077(WS.10).aspx
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This article states that, by default, “symbolic link evaluation for Windows Vista,
Windows 7, Windows Server 2008 and Windows Server 2008 R2 is Local-to-local
enabled, Local-to-remote enabled, Remote-to-local disabled, Remote-to-remote
disabled.”

To view the current symbolic link evaluation behavior, run this command from an
administrator command prompt:

fsutil behavior query SymlinkEvaluation

To enable Remote-to-Local and Remote-to-Remote symbolic link evaluation, run
this command from an administrator command prompt:

fsutil behavior set SymlinkEvaluation R2L:1 R2R:1

Changing the SymlinkEvaluation setting does not require a reboot.

You can also control SymlinkEvaluation settings through Group Policy by browsing to
Computer Configuration-> Administrative Templates- > System -> NTFS FileSystem
and configuring Selectively allow the evaluation of a symbolic link. Refer to Figure

A-1.
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Selectively allow the evaluation of a symbolic link. Properties  [E

Setting | E »plain I

E Selectively allow the evaluation of a symbalic link.

" Mot Configured
¥ Enabled
" Disabled

¥ Local Link ta Local T arget

¥ Local Link to a Remote Tangst
¥ Femote Link to Femate Target
¥ Femote Link to Lozal Tangst

Supported on; At least Windows VWizta
Frevious Setting | [Hext Setting |

] 4 I Cancel | Apply

Figure A-1: AD Group Policy Editor

Additionally, you can control SymlinkEvaluation settings by adjusting this register
key:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\FileSystem\

Refer to http://technet.microsoft.com/en-us/library/cc785435(WS.10).aspx for
details.
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Sorting Data in the User Interface
Display
Appendix B explains how to sort data displayed in the user interface by job type and

various filters.

Sorting the Job Name Column

By default, the left portion of the SGI Trusted Edge main window displays only the
job name. You can add additional columns to the display to view jobs differently
from the standard presentation.

Use the following procedure to change the standard display.

¥ To change the standard job name display presentation

1. Right-click the Job Name header bar, and select Column Chooser from the
drop-down list.
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Job Mame I

A .
{'E Exclude this year Zl Sort Ascending
| 7 _
2| stats crisource 1 sort Descending
¥ RF3 ==
= ‘3 18] Colurn Chooser
300k copy
— Wi Best Fit

=| Copy 300K Mo Hashi
‘3 Skats i Exclude W Best Fit Call calurmns)

Selecting Column Chooser presents the following customization choices.

CLstarmization

Job Id

Ioh Type

Lask Updated By
Last Updated Cn

Report Onky
Stakus

Dragging any of the customization options to the header bar adds another
column within the left user interface window. The data can be sorted by column
as desired for effective viewing.

2. Todisplay the Job Name list by Job Type, select Job Type from the

Customization list and drag it to the header bar. The resulting display will be
sorted by job type rather than job name.
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Skatus
{E. Active
['3. Ackive
Ij Inactive
{'3. Ackive
{E. Active
3z

Iﬂ Inactive
[’E. Ackive
{'3. Ackive
{E. Ackive
{E. Active
[E. Ackive
['E. Ackive
[’3. Ackive
{E. Ackive
{E. Active
[E. Active
['3. Ackive
[’3. Ackive
{E. Ackive
{E. Active

Job Type 4| Job Mame

Copy 1 point 2 Million Copy Mo Hash

Copy 300 K copy

Copy Zopy 300K Mo Hashing

Copy Copy 600K

Copy Exclude this vear

Copy skats cilsource

Gather Skatiskics gather staks on .., citb

Gather Skatiskics Staks Y Exclude Windows and Program Files
Gather Skatiskics Staks cila

Gather Statistics

Gather Statistics

Gather Statistics

Migrate

Synchronize (Source +—— Destination)
Synchronize (Source — Destination
Synchronize (Source — Deskination
Synchronize (Source «— Destination)
Werify Hashes

Delete Files and Folders

Delete Stale Links

skats migrate

Stats on alis te

stats source

Migrate and Svym link copied ato b
Sync Both ways

Sync b to a with ... Folder

Swnc Src ko Dest

synchtoa

Werify Hashes of Sync Both waws
Delete files and folders

Delete Stale Links

Using the Filter Editor

You can use the filter editor to sort job run results based on any column in the SGI
Trusted Edge right window pane according to different criteria. Figure B-1 illustrates
a sample SGI Trusted Edge main window display. The right window pane contains a
list of jobs and information about those jobs.
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Appendix B — Sorting Data in the User Interface Display

| =
VX000 5 Lol B BALIYDA 9 KT @ BS
New Modfy Delets | Start Ston | Job Activity Schedules Queus | Summary oshenort Eror  Stats Fllelist | Export Import  Alerts  Emal lUnux  Refresh Configuration User's  About
v Report  Report Report Report Report Report =~ v Options | Connections Guide
Job Run Controller Job Reports Run Reports Export/Import Alerts General
Name [2[/|] ] 20b Wame [ Type I Status | started on [Run1g | Total Files | Processed Fies | Duration L
+7 D Remote To RFS \i‘ 3
5 E Linux To Linux
L Drildown 10TC .
177 F Locally Mounted Linux T...
;,i Remote Linux Stats Mount.| = ||| UU Linux Mounted Stats Yes List S0TC Gather Stat. db4126bd-.. 40,855,554 40,855,554 2 Hours, 30 Minutes, 16.
1 G RR Linux Mounted Stat, [ TT Linux Mounted Stats Yes List 10TC Gather Stat. 48ab3d70-.. 40,855,554 40,855,554 12 Hours, 55 Minutes, 03.
| [ 55 Linus Mounted stat. | |ssLinux Mounted Stats NoList S0TC Gather Stat. 579292b-6. 40,855,554 40,855,554 8 Hours, 9 Minutes, 40.40
(@ T Linue Mounted stat. RR Linux Mounted Stats No List 107TC Gather Stat. ad1fdsbf-5... 40,855,554 40,855,554 3 Hours, 39 Minutes, 51,
L ~ {3 WU Linux Mounted Stat, QQ Remote Linux Stats Yes Drildonn 50 TC Gather Stat. 542898ef 5... 38,481,193 38,481,193 3 Hours, 58 Minutes, 07.
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& MM Remote Linux Stat. =
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{8 QQRemote Linux Stat.| | |||| | U Linux Mounted Stats Yes List S0TC Gather Stat. 3/10/2014 5:53:35 AM AT 40,855,554 40,855,554 3 Hours, 45 Minutes, 51.
74 Remate Stats Windons TT Linux Mounted Stats Yes List 10TC Gather Stat... [ Completed  3/3/20148:15:37PM 08162, 40,855,554 40,855,554 9 Hours, 37 Minutes, 51.
B4 [£] A4 Remote Stats 10T. ) 85 Linux Mounted Stats No List S0TC Gather Stat, 3/9/2014 1:37:12PM bd41046e-... 40,855,554 40,855,554 & Hours, 38 Minutes, 24,
| (BB Remote Stats SOT, RR Linux Mounted Stats No List 107C Gather Stat... [ Completed  3/9/20149:5%33 AM 81e01f75e... 40,855,554 40,855,554 3 Hours, 42 Minutes, 37.
= B ccRemote stats 107., QQ Remote Linux Stats Yes Drildonn 50 TC Gather Stat... [ Completed  3/9/20146:29:19 AM 7l2isice.. 35,481,193 38,481,193 3 Hours, 25 Minutes, 08,
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EE Remote Stats 10T..| | | —
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7 LL Remote Linux Stats No List 10 TC Gother stat... [ Completed  3/3/2014 5:15:23PM aba31d7cb... 38,481,193 38,481,193 1Hour, 51Minutes, 54,20 |
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@ locahost

Figure B-1: Standard Job Display

Assume that you want to filter the job list to display only those job runs that have
occurred since (greater than) March 10, 2014. The following procedure explains how
to use the Filter Editor to accomplish this goal.

To use the Filter Editor to display only those jobs run since March 10,
2014

1. Onthe SGI Trusted Edge main window, right-click within the header bar on the
Started On column and select Filter Editor.
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Job Marme | Tuma

= %l Sort Ascending

— i '
MacroMigrate Al Sort Descending
MacroMigrate Clear Sorking
MacraoMigrate = Group By This Column

| ToRF3251 Show Garoup By Boo
ToRF5251

| Remowe This Colurmn
ToRF5251 .

— UB] Column Chooser
Migrake WO Macro -
MacroMigrate kol Best it
Copy of MacroSymLink Best Fit (all columns)
MacroSwrnLink. I:? Filter Editor... j

|| MacroSymlink Show Find Panel

| |ToRFSS.1 Hide Auto Filter Row
ToRF55.1 _apy !

This action displays the Filter Editor dialog box.

B Filter Editor

04 H Cancel H apply
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2. Toview the jobs run since March 10, 2014, click Job Name and select the
Started On option from the dropdown list. Then, select Begins With and Is

greater than.

And

Copy
Miorate

E E ©@ 0 E D & ~ v v W

Equals

Dioes nok equal

Is greater than

Is greater than or equal ko
Is less than

15 less than or equal ko

Is between

Is not between

Is mudll

Is nak null
sancel ‘ l

Apply

1= anvy of

Is nane of 1:20:12 &M

Drate and kime operataors g D5 PM

3. Click <enter a value> to reveal a dropdown calendar view.

4. Click March 10.
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And ©
‘... [Started On] Is greater than

B

5. Click Apply to display only those Jobs that were run since March 10, 2014.
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€ localhost

Use the following procedure to return to the default display.

To return to the default display:

1. Atthe bottom of the right window pane, there is a dropdown list of all current
filters.
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Job Mame Type
7
ToRFS251 Copy
ToRF5251 Copy
ToRFS251 Copy
Migrate WO Macro Migrate
Macraoligrate Migrake
N Copy of MacroSymLink Migrate
MacroSymLink, Migrate
MacroSwrnLink, Migrate
ToRF5S5.1 Copy
ToRFSS.1 Copy
Migrake Alsa TaRFS5, 1 Migrake
[E3| (s [Started On] = '311302013 12:00:00 .ﬁﬂ
1af 17 | k|| ke||kH| EA

2. Click X to return to the default job run display.

In addition, you can quickly filter the job display by typing a value in the text box
below a column header. For example, the following figure illustrates a list of
processed files.
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Processed Files

13

53
13

1

&

7

12

13

147

147
95,504
9,965

0
218,185
53

Type 147 in the Processed Files column name text box to display only those jobs
that processed 147 files. The resulting display looks like this.

Processed Files
1 147

147
147
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Using PowerShell Options to Manage
SGI Trusted Edge

Appendix C explains how to use PowerShell options to manage SGI Trusted Edge.

Prerequisites

The prerequisites necessary to use the PowerShell options built into SGI Trusted
Edge are:

®  The local server/workstation must be running with a SGI Trusted Edge
Enterprise license.

®  The local server must have the SGI Trusted Edge Enterprise
Administration Console installed.

®  You can enable the Trusted Edge Enterprise Administration Console
setting during installation. For existing Trusted Edge sites, you can
enable the Enterprise Administration Console feature with the
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Add/Remove Programs or Programs and Features applet in Windows
2003/2008.

To determine if Remote Administration is enabled on a machine, view the
HKEY_LOCAL_MACHINE\SOFTWARE\SGI Trusted Edge\AllowRemoteAdmin
registry key. A value of one (1) indicates enabled while a value of zero (0)
indicates disabled.

The HKEY_LOCAL_MACHINE\SOFTWARE\SGI Trusted Edge\PortNumber
registry entry defines the port number in use.

m If you are connecting to a remote server, the Remote Administration
feature must be similarly enabled on the remote machine.

m  SGI Trusted Edge can use PowerShell 2.0 or 3.0.

PowerShell 2.0 is available for Windows Server 2003/2008, XP, or Vista. You
can download PowerShell 2.0 at this link:

http://support.microsoft.com/kb/968929

PowerShell 3.0 is available for Windows 7 and Windows Server 2008. You
can download PowerShell 3.0 at this link:

http://www.microsoft.com/en-us/download/details.aspx?id=34595

®  To run PowerShell scripts, the local machine running the scripts (only)
must have the Scripts feature enabled.

To determine whether a local machine can run scripts, type the following
from a PowerShell prompt:

Get-ExecutionPolicy

If the Execution Policy is set to Restricted (the default on most systems), you
can enable scripts to run by issuing the following command:

Set-ExecutionPolicy Unrestricted
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m  After enabling scripts, you must load the SGI Trusted Edge snap-in for
PowerShell by running:

— Add-PSSnapin "'SGI.TrustedEdge.PSSnaplIn™

— You must call this snap-in at the beginning of all SGI Trusted Edge
PowerShell script files.

m  Once you have loaded the snap-in, you can list the available
command options by running:

Get-Command SGI.TrustedEdge.PSSnapIn\*

The list of currently available commands include:

— Export-Alerts

— Export-Configuration

— Export-EmailOptions

— Export-JobDefinitions

— Export-LinuxConnections
—  Get-Alert

— Get-Configuration

— Get-EmailOptions

— Get-JobDefinition

— Get-JobRunStatus

— Get-JobRunQueueAvailability
— Get-LinuxConnection

— Import-Alerts

— Import-Configuration

007-6326-002 229



230

Import-EmailOptions
Import-JobDefinitions
Import-LinuxConnections
List-Alerts
List-LinuxConnections
List-JobDefinitions
List-JobQueueltems
List-JobRuns
Pause-JobDefinition
Remove-Alert
Remove-FromJobQueueByJob
Remove-FromJobQueueByQltemld
Remove-LinuxConnection
Remove-JobDefinition
Resume-JobDefinition
Set-AlertStatus
Set-Configuration
Set-EmailOptions
Set-LinuxConnectionStatus
Set-JobDefinitionStatus
Start-JobDefinition

Stop-JobDefinition
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— Wait-JobRunCompletion

— Wait-JobRunQueueAvailability

Examples

¥ To export the job definitions from a Remote server, execute the
following command:

PS C:\Users> Export-JobDefinitions -Connection vm-
Ilarch96:16016 -Path
F:\ExportFolder\From2003Server\JobExport3.xml

Table C-1 explains the command fields.

Table C-1: Command Fields for Export-JobDefinitions

Field Definition

Export-JobDefinitions Identifies the command action to be
performed.
Connection vm-llarch96:16016 Provides the connection information for

the remote server.

In this example, the server name vm-
llarch96 is the remote server name
followed by :16016, which is the remote
connection port to be used.

-Path Provides the destination path for the
F:\ExportFolder\From2003Server\JobExport3.xml | exported .XML job definitions file.

¥ To Import the job definitions from a local file (the same file that was
exported in the previous example), execute the following command:

PS C:\Users >Import-JobDefinitions -Connection vm-
win2008r2:16016 -Path
F:\ExportFolder\From2003Server\JobExport3.xml
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Table C-2 defines the command fields.

Table C-2: Import-Job Definitions Command Fields

Field Definition

Import-JobDefinitions

Identifies the command action to be
performed.

-Connection vm-win2008r2:16016

Identifies the connection information for
the server to receive the imported .xml job
definitions.

The server name vm-win2008r2 is the
local server followed by :16016, which is
the connection port to be used.

-Path
F:\ExportFolder\From2003Server\JobExport3.xml

Identifies the source path for the .XML file
to be imported.

In both instances, the server names and port numbers may vary depending on the
system. Port 16016 is the default port used by SGI Trusted Edge. In these examples,
a local file system (F:\) is used to store the exported file. However, a UNC path may

also be used.

Note the following:

m By default, SGI Trusted Edge marks all imported Jobs and Alerts
inactive. To import jobs with the same state they have on the source
server, use the —Overwrite STrue statement at the end of the
PowerShell command. Here is an example.

PS C:\Users >Import-JobDefinitions -Connection vm-

win2008r2:16016 -Path

F:\ExportFolder\From2003Server\JobExport3.xml —OverWrite

$True

Or

PS C:\Users\ > Import-Alerts -Connection vm-win2008r2:16016

-Path

\\al is\te\users\jhowley\ExportTest\EmailAlertsFromVMLLARCH96

-xml -OverWrite $True

m  SGI Trusted Edge imports Email and/or Configuration options with the
same parameters they have on the Source (exporting) server. If the

232
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Data Folder (from the Configuration export) differs from the current
directory on the importing server, that path will not be updated until
you manually restart the SGI Trusted Edge service on the importing
server.

®  When Importing Email Alerts, some Alerts may be configured to run
against existing jobs on the system. PowerShell will not import Alerts
that are designed to operate on a specific job if that job does not exist
on the importing system. An error will be returned from the script
similar to this output:

“Import-Alerts : An error occurred while updating the
entries. See the inner exception for details..

FullyQualifiedErrorlid :
Error,SGI.STHTE.PowerShell . ImportAlertsCmdlet”

¥ To format the output of a particular command, use the |Format-Table -
AutoSize switch at the end of your script as follows:

List-JobRuns -Connection vm-1larch96:16016 -ViewType All |
Format-Table —AutoSize

To further define the output, you may specify the data to be displayed as follows:

List-JobRuns -Connection vm-1larch96:16016 -ViewType All |
Format-Table -AutoSize -Property
RunStatus, StartDate,EndDate,RunDuration

¥ To display the Job Name with the associated Job Runs, use the
following command:

List-JobRuns -Connection vm-1larch96:16016 -ViewType All |
Format-Table -AutoSize -Property
@{Expression={$__RunSettings.Name};Label="Job

Name' ;width=125}, @{Expression={$_.ArchiveJobld};Label="Job
ID";},RunStatus,StartDate,EndDate,RunDuration
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Appendix C— Using PowerShell Options to Manage SGI Trusted Edge

Other Useful Commands

Other useful commands include:

To display data folder path and logs folder path

Get-Configuration -Connection vm-1larch96:16016 | Format-Table
-AutoSize -Property

@{Expression={$_.General .DataFolder};Label="Data
Folder';},@{Expression={$_.General .LogsFolder};Label="Logs
Folder™;}

To display trace flags

Get-Configuration -Connection vm-1larch96:16016 | Format-Table
-AutoSize -Property @{Expression={$_.General .EnableJobRunTrace
};Label="Job Run Trace

Enabled";},@0{Expression={$_.General .EnableServiceTrace
};Label="Service Trace
Enabled";},@{Expression={$ .General .EnableUlAppTrace};Label="
Ul App Trace Enabled";}

To display job run settings

Get-Configuration -Connection vm-1larch96:16016 | Format-Table
-AutoSize -Property @{Expression={$_.JobRun.MaxRetryAttempts
};Label="Failed Retry
Count";},@{Expression={$_.JobRun.RetryAttemptDelaylInterval
};Label=""Interval between
retries";},@{Expression={$_.JobRun._MaxErrorCountToAbort};Label=
"Error Count to
abort(Max)";},@{Expression={$_.JobRun.MaxConcurrentJobRuns};Lab
el="Concurrent Job Runs (Max)";}

To display security settings

Get-Configuration -Connection vm-1larch96:16016 | Format-Table
-AutoSize -Property

@{Expression={$_.Security. IsAuthorizationEnabled
};Label="Enabled
Authorization';},@{Expression={$_.Security.ReaderUsersGroup
};Label="Read Users
Group';},@{Expression={$_.Security._WriterUsersGroup};Label="Wri
te Users Group™;}
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All Available Commands

Export

Export-Alerts -Connection ServerName:PortNumber -Path
C:\SamplePath

Export-Configuration -Connection ServerName:PortNumber -Path
\\ServerName\ShareName

Export-Emai lOptions -Connection ServerName:PortNumber -Path
C:\SamplePath

Export-LinuxConnections -connection vm-1larch96:16016 -Path
c:\MyExportLinux.xml

Export-JobDefinitions -Connection ServerName:PortNumber -Path
\\ServerName\ShareName

Import

Import-Alerts -Connection ServerName:PortNumber -Path
\\ServerName\ShareName -OverWrite -OverWrite $True

Import-Configuration -Connection ServerName:PortNumber -Path
C:\SamplePath

Import-EmailOptions -Connection ServerName:PortNumber -Path
\\ServerName\ShareName

Import-LinuxConnections -connection vm-Ilarch96:16016 -Path
c:\MyExportLinux.xml

Connections are imported in the state (Active/Inactive state) that existed when they
were exported.)

Import-JobDefinitions -Connection ServerName:PortNumber -Path
C:\SamplePath -OverWrite -OverWrite $True

Only Alerts and Job Definitions accept the ‘-OverWrite’ parameter. If you omit
-OverWrite S, then -OverWrite SFalse is presumed. If you specify OverWrite SFalse,
all imports will be marked as Inactive.
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List

List-Alerts -Connection ServerName:PortNumber -SearchByName
<String>

List-LinuxConnections -Connection ServerName:PortNumber

List-JobDefinitions -Connection ServerName:PortNumber -
SearchByName <String>

List-JobQueueltems [-Connection] <string>

List-JobRuns -Connection ServerName:PortNumber -SearchByName
<String>

Get

Get-Alert -Connection ServerName:PortNumber -Id <Nullable 1>
Get-Alert -Connection ServerName:PortNumber -Name <String>
Get-Configuration -Connection ServerName:PortNumber
Get-EmailOptions -Connection ServerName:PortNumber

Get-LinuxConnection -Connection ServerName:PortNumber -ID
457ba76d-938d-4c2f-9990-b9f0227c208e

Get-JobDefinition -Connection ServerName:PortNumber -I1d
<Nullable™ 1>

Get-JobDefinition -Connection ServerName:PortNumber -Name
<String>

Get-JobRunQueueAvailability [-Connection] <string>

Get-JobRunStatus [-Connection] <string> -Runld <guid>

Set

Set-AlertStatus -Connection ServerName:PortNumber -I1d
<Nullable™1> -IsActive

Set-AlertStatus -Connection ServerName:PortNumber -Name
<String> -IsActive
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Set-Configuration
Set-EmailOptions

Set-LinuxConnectionStatus -Connection vm-ch-w2k8r2 -Name abcl -
IsActive $false

Set-LinuxConnectionStatus -Connection vm-ch-w2k8r2 -Name XYZ1 -
IsActive $true

Set-JobDefinitionStatus -Connection ServerName:PortNumber -Name
<String> -IsActive

Set-JobDefinitionStatus -Connection ServerName:PortNumber -Name
<String> -IsActive

Remove

Remove-Alert -Connection ServerName:PortNumber -1d <Nullable 1>

Remove-FromJobQueueByJob [-Connection] <string> [-Name]
<string>

Remove-FromJobQueueByQltemld [-Connection] <string> [-I1d]
<guid>

Remove-Alert -Connection ServerName:PortNumber -Name <String>

Remove-JobDefinition -Connection ServerName:PortNumber -1d
<Nullable™ 1>

Remove-JobDefinition -Connection ServerName:PortNumber -Name
<String>

Remove-LinuxConnection -Connection ServerName:PortNumber -1D
457ba76d-938d-4c2F-9990-b9F0227c208e

Start

Start-JobDefinition -Connection ServerName:PortNumber -1d
<Nullable™1> -ReportOnly

Start-JobDefinition -Connection ServerName:PortNumber -Name
<String> -ReportOnly
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Stop

Stop-JobDefinition -Connection ServerName:PortNumber -1d
<Nullable™ 1>

Stop-JobDefinition -Connection ServerName:PortNumber -Name
<String>

Pause

Pause-JobDefinition -Connection ServerName:PortNumber -I1d
<Nullable™ 1>

Pause-JobDefinition -Connection ServerName:PortNumber -Name
<String>

Resume

Resume-JobDefinition -Connection ServerName:PortNumber -1d
<Nullable™ 1>

Resume-JobDefinition -Connection ServerName:PortNumber -Name
<String>
Wait

Wait-JobRunCompletion [-Connection] <string> -Runld <guid> [-
Timerinterval <timespan>] [-TimeOutlnterval <timespan>]

Wait-JobRunQueueAvailability [-Connection] <string> [-
TimeriInterval <timespan>] [-TimeOutlnterval <timespan>]
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Performing a Silent Installation

Appendix D explains how to perform a silent install of the SGI Trusted Edge
software.

To perform a silent installation of the SGI Trusted Edge-x64.msi
software from the command prompt

Type this command to install the software with Enterprise Edition remote
administration option enabled:

msiexec.exe /i1 "SGI Trusted Edge-x64.msi" /quiet
ALLOWREMOTEADMIN=1 PORTNUMBER=16016 IASERVICEACCOUNT=domain
\username IASVCACCOUNTPASSWORD1=password
I1ASVCACCOUNTPASSWORD2=password EVAL_LICENSE=0
LICENSEFILE="c:\Program Files\SGl Trusted Edge\bin\SGITE.lic"

Type this command to install the software with the Enterprise Edition enterprise
server option enabled:

msiexec.exe /i "SGI Trusted Edge-x64.msi™ /quiet

ALLOWREMOTEADMIN=1 PORTNUMBER=16016
IASERVICEACCOUNT=domain\username
IASVCACCOUNTPASSWORD1=password IASVCACCOUNTPASSWORD2=password
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INSTALL_ENTERPRISE_SERVER=1 EVAL_LICENSE=0
LICENSEFILE="c:\Program Files\SGl Trusted Edge\bin\SGITE.lic"

Type this command to install the software without any remote administration
Enterprise features enabled.

msiexec.exe /Zinstall "SGI Trusted Edge-x64.msi' /quiet
Note the following:

m  To import specific configuration values, you must specify the location
of an exported Configuration.xml file that contains the desired
settings.

m  Thessilent installation options that can be set through the imported
“ConfigTemplate.xml” file include:

— Data and/or log folder locations

— Failed retry count

— Interval between retries (seconds)

—  Error count to abort (maximum)

— Concurrent job runs (max)

— Whether to enable security authorization

— Groups that should have Read and Write access.

Table D-1 defines the command keywords.
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Table D-1: Available Parameters for a Silent Installation

Parameter Value Required

IASERVICEACCOUNT= DomainName\UserName or Yes
LocalMachineName\LocalUserName

IASVCACCOUNTPASSWORD1= ActualUserPassword. Yes

IASVCACCOUNTPASSWORD2= ActualUserPassword for verification. Yes

ALLOWREMOTEADMIN= 0 indicates disabled. 1 indicates No
enabled.

PORTNUMBER= Any available port number (default of No
16016).

EVAL_LICENSE= 0 indicates disabled. 1 indicates No
enabled.

INSTALL_ENTERPRISE_SERVER= | 0 indicates disabled. 1 indicates No
enabled.

SYSTEM_CONFIG_FILE= Path to an exported Configuration.xml No
file.

DATAFOLDER= Path to the database file directory. No

LICENSEFILE= Path to the Trusted Edge license file. No

LOGSFOLDER= Path to the trace log directory. No

If you include DATAFOLDER and/or LOGSFOLDER, the value(s) you specify will
override the values for these parameters in the Config.xml file.
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Technical Notes

Appendix E contains Trusted Edge Technical Notes.

Enhancing Performance When Moving Many Small
Windows Files

You can increase performance when moving many small Windows files between
Windows servers by changing the default value of the STREAM_BUFFER_SIZE
parameter in the C:\Program Files\SGI Trusted
Edge\bin\SGI.TE.ArchiveProcess.exe.config file to a lower setting.

The default value in the ArchiveProcess.exe.config file looks like this:
<setting name="STREAM_BUFFER_SIZE" serializeAs="String">
<value>1048576</value>

</setting>

Lowering the default setting from 1 MB (1048576) to a lesser value such as 64K
(65536) causes Trusted Edge to use a smaller buffer size when moving files, which
can increase the processing speed for small file copy/migration jobs (post change).
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However, note that the STREAM_BUFFER_SIZE value is a universal setting for all job
runs, so consider lowering it only when you know the data set in question contains
many small files.

Resolving “Custom Counters File View is Out of
Memory” Errors Following Multiple Job Runs

In instances when multiple jobs are triggered by each other, the following job run
error was witnessed after the thirty-fifth consecutive triggered job:

Error Job Run Failed "Job Failed with exception:
System. Inval idOperationException: Custom counters file view is
out of memory.”

This error occurred because the system default value for the “file mapping size” was
set too low. To resolve this issue, first make a copy of and then edit the
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machine.config file.

Specifically add this section:

<configuration>

<system.diagnostics>

<performanceCounters filemappingsize='524288" />
</system.diagnostics>

</configuration>

The file mapping size in the above example is set to the default value, but it can be
set within the range of 32768 to 33554432. Setting the filemappingsize to 10485760
(10MB), followed by a reboot of the system, resolves the “Custom counters” error
condition.
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Buffering for Windows File Copying

Beginning with version 1.5, Trusted Edge has disabled buffering for file Copy jobs for
files greater than 10 MB. For small files (<10 MB), Trusted Edge uses the Windows
small stream buffer size of 4 KB to speed up the file copy process.

Using Rsync for Local to Local Linux Copy Jobs Only

For Local to Local Linux Copy jobs only (Source mounted to the Destination server or
vice versa), Trusted Edge uses Rsync to copy file data rather than pulling and
pushing data through the SFTP protocol. This approach greatly increases the copy
process speed rather than imposing the 1-4 Mbps limit of the SFTP protocol.

m  All other Trusted Edge functions (folder enumeration/filters and
creation/assigning the security to folders/ symbolic link creation) are
still performed using SFTP protocol.

m By default, Trusted Edge uses Rsync for copying local data. To disable
this feature, change the “USE_RSYNC_FOR_LOCAL_FILE_COPY”
property value to False within the C:\Program Files\SGI Trusted
Edge\bin\SGI.TE.ArchiveProcess.exe.config file.

m  Forinstances where the Linux Source and Destination folders reside
on different Linux Connection servers, the file copy process will be
performed by SFTP.

m By default, the Rsync file transfer is used only for files with a
minimum file size of 384K (393216 bytes). You can adjust the
"MIN_FILE_SIZE_FOR_RSYNC" value, depending on the source data
makeup (file size and number of files), within C:\Program Files\SGl
Trusted Edge\bin\SGI.TE.ArchiveProcess.exe.config file.

m  For very small files, the Rsync command execution is slow compared
to the native Trusted Edge SFTP file transfer.

m  Based on the specific source data, making changes to the
"MIN_FILE_SIZE_FOR_RSYNC" value may improve job run
performance. SGI recommends that you start with a known dataset,
use the default 393216-byte value, and note the job run speed. Then
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double the byte value, and run the same job. Increase or decrease
the “MIN_FILE_SIZE_FOR_RSYNC” value until you achieve optimal
performance.

The value configured for the “MIN_FILE_SIZE_FOR_RSYNC” will become
effective for the next job run start. Changing the value will not affect jobs
currently in progress. You do not need to restart the SGI Trusted Edge service to
change this value.

When using Rsync for local to local Linux copy jobs:

®  You cannot pause or stop the job runs from the Trusted Edge user
interface.

®  The summary report will not update the bytes processed
incrementally. Rather, it will update the bytes processed count after
an entire file is copied. This means that for larger files, the processed
bytes will not update until the copy succeeds.

Limiting the Number of Rsync Jobs

The "MAX_RSYNC_COMMAND_SESSIONS" within the C:\Program Files\SGI Trusted
Edge\bin\SGI.TE.ArchiveProcess.exe.config file limits the maximum number of Rsync
jobs that can run simultaneously. The default value for
"MAX_RSYNC_COMMAND_SESSIONS" is eight, which implies that up to eight
simultaneous Rsync copy jobs can occur at one time.

Note: Any changes made to the C:\Program Files\SGI Trusted
Edge\bin\SGI.TE.ArchiveProcess.exe.config file are not retained during upgrades or
uninstall/reinstalls.

Limiting the Number of SSH Sessions

The SSH_MAXSESSION parameter within the C:\Program Files\SGI Trusted
Edge\bin\SGI.TE.ArchiveProcess.exe.config file limits the number of SSH sessions
allowed by the SSH server (based upon the sshd_config file MaxSession value).

The three rules to follow when adjusting these variables are:
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m  SSH_MAXSESSION must be less than or equal to the (<) sshd_config
MaxSession value.

. MAX_RSYNC_COMMAND_SESSIONS must be less than (<) the value of
SSH_MAXSESSION,

m  SSH_MAXSESSION must be less than or equal to (<) the thread count
value in the job definition.

Failing to follow these rules may result in the Trusted Edge job failing with the error
“Failed to open a channel after 10 attempts.”

Ability to Skip the Copying of SACL Security
Attributes

With the SGI Trusted Edge v1.4 Hotfix1, Trusted Edge skips copying SACL security
attributes by default. To enable Trusted Edge to copy SACL information, you must
create a DWORD value called "EnableCopySACLSecuritylnfo" in the registry under
“HKEY_LOCAL_MACHINE\SOFTWARE\SGI Trusted Edge” key. Set the value to 1 for
enable and 0 to disable.

This approach was done to prevent seeing warnings when copying data from
NetApp. For reference, the specific warnings were:

-—-From Server 2003--

Source: \\10.1.201.23\qtree_07May2013 104405

Destination: \\10.1.200.253\sales\FromNAClus\Wed\from2003Job
Error: System.Runtime.InteropServices.COMException

(0x80070522): A required privilege is not held by the client.
(Exception from HRESULT: 0x80070522)

at
System.Runtime. InteropServices.Marshal .ThrowExceptionForHRInter
nal(Int32 errorCode, IntPtr errorinfo)

at
Microsoft.Experimental.10.Securitylnfo.GetFileSecurity(String
FfileName, SECURITY_INFORMATION seclinfo)
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at
Microsoft.Experimental . 10.Securitylnfo.<>c__ DisplayClass2.<Copy
SACLSecurity>b_ 0(Object state)

at PrivilegeClass.Privilege.RunWithPrivilege(String
privilege, Boolean enabled, PrivilegedCallback callback, Object
state)

at
Microsoft.Experimental .10.Securitylnfo.CopySACLSecurity(String
normalizedSourcePath, String normalizedDestinationPath)

at Microsoft.Experimental.l10.Securitylnfo.Copy(String
sourcePath, String destinationPath)

at
SGI .STHTE.ArchiveProcess.Workflow.FolderActionScanBase.CopySecu
rityData(lScanFolderltem srcFolder, IScanFolderltem destFolder)

--From Server 2008R2--
Source: \\10.1.201.23\gtree_07May2013 104405\KW4 .doc
Destination: \\10.1.200.253\sales\FromNACIlus\Tues\1\KW4.doc
Error: System.Runtime.InteropServices.COMException
(0x80070006): The handle is invalid. (Exception from HRESULT:
0x80070006 (E_HANDLE))

at
System.Runtime. InteropServices.Marshal .ThrowExceptionForHRInter
nal (Int32 errorCode, IntPtr errorinfo)

at
Microsoft.Experimental .10.Securitylnfo.GetFileSecurity(String
fileName, SECURITY_INFORMATION seclnfo)

at
Microsoft._Experimental .10.Securitylnfo.<>c__ DisplayClass2.<Copy
SACLSecurity>b_ 0(Object state)

at PrivilegeClass.Privilege.RunWithPrivilege(String
privilege, Boolean enabled, PrivilegedCallback callback, Object
state)

at
Microsoft._Experimental .10.Securitylnfo.CopySACLSecurity(String
normalizedSourcePath, String normalizedDestinationPath)
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at Microsoft.Experimental . 10.Securitylnfo.Copy(String
sourcePath, String destinationPath)

at
SGI.STHTE.ArchiveProcess.Workflow.FolderActionScanBase.CopySecu
rityData(lScanFileltem srcFile, IScanFileltem destFile)
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Common Errors When Trying to Create Linux
Connections

This section describes common errors encountered when trying to create Linux
connections and suggested fixes.

“Channel was closed” Message When Testing the
Linux Server Configuration

In one case, this was related to a bad entry within the /etc/ssh/sshd_config file.
Specifically, the " Subsystem  sftp /usr/lib/ssh/sftp-server" entry pointed to a
location that did not exist.

After finding the proper location for the sftp-server file, edit the sshd_config file and
restart the sshd service. In this example, the Subsystem entry needed to be
changed to /usr/lib64/ssh/sftp-server in order for Trusted Edge to properly connect
to the Linux server.

“No suitable authentication method found to
complete authentication.” Message

This happens when you try to use PW authentication but it is not enabled on the
server.

To fix this, edit the “PasswordAuthentication” option within the
/etc/ssh/sshd_config file and set it from "no" to "yes". Then, restart service sshd to
allow the changes to take effect.
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“User cannot be authenticated.” Message

This may happen if the Private key that is used within the Trusted Edge Linux server
configuration is incorrect.

Make sure that you have copied the correct user key and that you have not added
any spaces to the Private key.

This error also occurs when using UN/PW authentication and the password that is
entered is incorrect. Re-enter the proper password and retry the Test Connection
button.

“A connection attempt failed because the connected
party did not properly respond after a period of time,
or established connection failed because connection
host has failed to respond 10.1.x.x:22.” Message

This can happen when the firewall is enabled on the remote Linux box, and no
exception has been made for ssh. Edit the firewall settings to allow for SSH to pass
through port 22.

“No connection could be made because the target
machine actively refused it 10.1.10.70:22.” Message

This occurred when the /etc/ssh/sshd_config file was edited to include the
entry“Protocol 2, 1” (with a space between “2,” and”1”). This caused the service to
not be able to be started after manually stopping it (or after issuing a restart). This
entry is "Prototcol 2" by default. This note is mostly a reminder to be careful when
editing the /etc/ssh/sshd_config file.
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How to Change the Location of the \Data\ Folder

The default location for the Trusted Edge \Data\ folder, which holds the Trusted
Edge databases (job definitions, job run history, report information), is C:\Program
Files\SGI Trusted Edge 3.0\Data. Since job databases that capture File List records
or Drilldown statistics can become large, it may be necessary to move your data
folder to a different location/drive letter.

The Data Folder location property cannot be edited through the user interface since
this would require the reinstallation of the PostgreSQL database to the new
directory. There are several other options:

B Change the installation destination for all of Trusted Edge.
m Install only the \Data\ folder to a different location.

m  Move the \Data\ folder elsewhere after the initial installation.
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Change the Installation Destination for All of Trusted
Edge.

To change the location of all Trusted Edge folders, you can edit the initial installation
to point to a different folder or drive letter. However, using this option via the user
interface installer will cause, not just the \Data\ folder, but all Trusted Edge folders
(\bin\, \Documentation), etc.) to be located in the specified path.

{5 5GI Trusted Edge 3.0.5 {32-hit) Setup o =] S

Destination Folder & 7
Click. Mext ko install to the defaulk folder or click. Change to choose another, 35 I

Install SGI Trusked Edge 3.0.5 (32-hik) kg

|F:'|,F'ru:-gram Files\5GI Trusted Edge 3.0°

Change. .. |

Back I Mexk I Zancel
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Appendix E — Technical Notes

Install Only the \Data\ Folder to a Different Location.

In order to split the \Data\ folder from the rest of the default C:\ drive install
directories, you can install Trusted Edge from the command line and specify the
DATAFOLDER parameter:

msiexec.exe /i SGI_Trusted Edge-x64.msi
DATAFOLDER="E:\Program Files\SGI Trusted Edge 3.0\Data"

The preceding example installs the \Data\ folder on the E: drive while all other
information is kept in the default location. The user interface Configuration screen
below shows the new location.

¥ Configuration

Data Folder: :.E'.‘nF'rogram Files\5GI Trusted Edge 3.0'Data
Tracing Options
Logs Folder: C:\Program Files\SGI Trusted Edge 3.0'Logs frea]

For a description of all available installation parameters, see Appendix D.
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Move the \Data\ Folder Elsewhere After the Initial
Installation.

In cases where Trusted Edge was installed to the default C:\Program Files\SGI
Trusted Edge 3.0\Data location but it is later decided that the \Data\ folder should
be moved to another drive, follow these steps:

1. First uninstall Trusted Edge.
This will not remove the existing \Data\ folder.

2. Reboot and then reinstall Trusted Edge to a different drive letter (either through
the standard user interface process or through the command line option
mentioned above).

3. Stop the Trusted Edge services (the SGI Trusted Edge Service followed by the SGlI
Trusted Edge PostgreSQL Service).

4. Copy the existing C:\Program Files\SGI Trusted Edge 3.0\Data folder contents
into the new \Data)\ folder location.

5. Start the Trusted Edge services (the SGI Trusted Edge PostgreSQL Service
followed by the the SGI Trusted Edge Service).

At this point, all user interface settings, job definitions, job run history will be
available.
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