AccessData

Before a disk
based investigation

Image and tools
Hashes
FTK Imager



Data Storage Media

Magnetic
e Floppy Disk
e Hard Drives
e Zip & Tape Drives

Flash .
« SSD, USB, SD/PC cards, etc.

Optical
e CD
e DVD

Alternative Media
e MP3 Players
e PDA’s, Pagers & Phones
e Who Knows What ...



Skydda integriteten av originaldata

Vid forensiska utredningar maste originalets integritet
bibehallas

— Endast kopierat data att arbeta pa

— Processen maste kunna repeteras for att fa anvandas i domstol

— Multipla forensiska verktyg bor ge samma resultat

* Ger en validering till resultatet

Bit-Stream image (bit for bit kopiering) bor skapas, direkt
vid en undersoknings start

— Specialprogramvara for image bor anvandas

— UNIX-verktyg ar ofta inbyggt i de forensiska verktygen
Bor anvandas med en hardvaru eller mjukvaru skriv-
blocker

— Forhindrar att nagot ytterligare skrivs pa disken



Hardvaru insamlingsverktyg
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NoWrite -

Forensic pc -

PC forensics -

Intelligent Computer Solutions (ICS) -
Digital Intelligence, FRED, Firefly -
Forensic computers -

Lista over tillverkare -



http://www.mykeytech.com/
http://www.forensicpc.com/
http://www.pcforensics.com/
http://www.ics-iq.com/
http://www.digitalintelligence.com/
http://www.forensic-computers.com/
http://www.e-evidence.info/vendors.html

Bygga forensisk boot media

* Ett forensiskt boot-device bootar OS:et utan att accessa
harddisken
— Floppy, USB-enhet, CD/DVD-ROM etc.

* Vid systemboot sa accessas harddisken vanligen och
modifierar datum och tids-stamplar
— Detta kan paverka undersokningen negativt!
— Att faststalla nar systemet sist var igang kan vara kritiskt

* Boot-mediat kan innehalla DOS/UNIX och Windows OS
baserade verktyg
— Hex editor, nagon form av script miljo?
— Sysinternals.com eller GNU/Linux driver for NTFS montering
— Skriv-blockering i mjukvara
— Image mjukvara (dd, FTK Imager, ...)
— Natverksmojlighet, CD/DVD, USB drivrutiner
— Se till att alla referenser (sokvagar etc. pekar pa ditt boot-media)!



Forensiska verktyg & boot disk

Det ar "vanligen” bast att boota pa ett media som har ett
kommersiellt forensiskt verktyg

Flera open-source live media verktyg finns
— Linux/UNIX Live — montera media som RO (Read Only)
— Helix, BackTrack, DEFT, ORION osv.

Windows Forensic Environment (WinFE builds on WinPE)
— http://winfe.wordpress.com/ A ‘WinBuilder

Vissa Windows verktyg kan koéras R
fran en bootbar WinPE (Windows Prelnstalled Enviroment)
eller BartPE (Bart’s Preinstalled Enviroment) Live CD/Live
USB

— Anvands vanligen for att radda filer eller I6senord fran en korrupt
installation

— BartPE ar freeware och tillater obegransat med plugins
— Se lankar och resurser -> http://en.wikipedia.org/wiki/BartPE

— Bra artikel: http://www.forensicfocus.com/windows-forensic-
environment-boot-cd



Skapa Bit-stream image

Hardware [g

Write Protect} EBRst
Device

* DOS - diskcopy
— a:\>diskcopy [drive1] [drive2] /V

* Linux — dd (disk dumper?), forensiska varianter finns

— dd if=/dev/floppy of=/evidence/floppylmage.dat
— Parametrar: bs=4096 conv=noerror count=1


http://en.wikipedia.org/wiki/Dd_(Unix)

Mjukvaru insamlingsverktyg
och deras native image filformat

FTK Imager — raw dd,.e01
Expert Witness Format (EWF), (I)E1ncase —
, .
Raw dd (Linux/Unix dd)
Drivespy - , .img
SMART - och
.s01
Winimage — , ett antal format

Symantec Ghost (med forensiska switchar), .gho
ICS -

SafeBack —

SnhapBack -

Advanced Forensic Format (AFF) -

Technology Pathways Prodiscover -
, .pd
Flera verktyg stoder bin/cue, ISO, NRG, MDS osv. filer


http://www.accessdata.com/
http://www.guidancesoftware.com/
http://www.digitalintelligence.com/
http://www.linux-forensics.com/
http://www.asrdata.com/
http://www.winimage.com/
http://www.ics-iq.com/
http://www.forensics-intl.com/
http://www.snapback.com/
http://www.afflib.org/
http://www.techpathways.com/

Image-format

* Format som har extra info, tex. EWF

Header

Hash, Name, Time, etc.

Image

* Unix/Linux dd (raw) format

Image (bit 0 to ...)

Table 2. Summary of features supported by various file formats.

Extensible Non-Proprietary Compressed & Seekable
AFF . . .
EnCase .
ILook T .
ProDiscover .
PyFlag . .
RAID Kalla:
SafeBack T T :
aDis2 afflib.org

SMART
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— Raw dd
— SMART
— Encase .e01

: . Rt 4
* FTKimager laser ...

* FTK imager kan skapa

E01 Images (*.e01)

SMART Images (*.501)

Advanced Forensic Format Image (*.aff)
Virtual Hard Disk (*.vhd)
IC5Images (*.101)

SafeBack / SnapBack Images (*.001)
Tar Archive (*.tar)

Zip Archive (*.zip)

AccessData Legical Image (*.AD1)
VMDE Virtual Drrve (*owmdk)

Ghost Raw Image (*.gho)

Raw CD/DVD image (*.1so0; *amg; *.bin; *.tao; *.dac)
Alcoheol CD image (*.mds)
Discluggler image (*.cdi)

CloneCD image (*.ccd)

Gear CD Image (*.p01)

[soBuster CD image (*.cue)

Merc CD image (*.nrg)
Philips/Qptlmage CD image (*.cd)
Pinnacle CD image (*.pdi)

Plextools CD image (*.px)

Prassi CD Right Image Plus (*.gcd)
Prassi PrimeDVD Image (*.qi)

Roxio CD Creator Image (*.cif)
Virtual CD image (*.ved)

WinOnCD image (*.c2d)




FTK Filsystem Support

FTK Imager 3.x stodjer foljande filsystem:

DVD (UDF)

CD (ISO / Joliet / CDFS)
FAT (12 / 16 / 32)

EXT (2/3/4)

NTFS (och NTFS Compressed)
HFS/HFS+/HFSX (Server Version)

ReiserFS 3

ExXFAT (Extended File Allocation Table or FAT64)
VXFS (called JFS and OnlinelFS in HP-UX)

e Kom ihag! Det viktiga &r att kunna géra en exakt
spegelkopia av ALLT!

Filer
Ra (meta) data - MFT (Master File Table), FAT, MBR osv.
Raderade filer

Ej allokerad diskyta och slack space



Mer om image

* Tillverkning av image bor ske | forensiskt lab

* Om operationen ar ’hemlig” sa kan det ske live
"on-site” via floppy, USB, CD/DVD etc.

— Qverfdrs till extern harddisk via natverk eller
USB/firewire granssnitt

— Samla in RAM vid “live” undersokning samt datorns
status — natverk, processer etc. (IR)

* Image-verktyg bor verifiera att en riktig kopia
gjorts

— Hash: ett tal som kan garantera inget
andrats och att kopian unikt kan identifieras

— Gors “on the fly” av de flesta verktygen



Mer om image - hashar

* Anvand MD5 (16 byte) eller SHAX (Secure Hash
Algorithm, SHA1 20 byte) hash-algoritmerna

— Harddiskar, partitioner, filer etc.

* Kallas for envagsfuktion (OWF) eller message
digest (MD)
— Genererar ett unikt tal - 128 bitar eller 160 bitar langt
oberoende av input, 2*128 eller 2*160 kombinationer...

— Kan aven ses som en forbattrad checksumma (CRC)

Hashsumma, t.ex128 bit
Fil, disk eller partition @ 9e107d9d372bb6826bd8
1d3542a419d6




Access Data
Known File Filter (KFF)

Kallas aven for "Known Good File”

KFF ar ett databasverktyg som jamfor
kanda filers hash-varden mot ditt cases

filer

Genom att anvanda KFF under analysen:
(efter en image tagits)

e Kan man direkt identifiera och ignorera omkrlng 40-
70% av de kanda godartade filerna som ej tillfor
nagot till utredningen

e Kan man direkt identifiera kanda filer som ar brottsliga
eller pa annat bor vara med | utrednlngen

e Kom ihag: hashen &r baserad pa data/innehallet i
filen, ej namn eller suffix etc.



Andra hash databaser

* NDIC (National Drug Intelligence Center)

— HashKeeper — Limited availability
— Gratis, men man maste ansoka om tillstand

* NIST (National Institute of Standards and

Technology)
— National Software Reference Library (NSRL)
Reference Data Set (RDS)

— $90 annual subscription (quarterly releases)

 Ovanstaende databaser tillater att man
extraherar hashar till en egen DB

(

¢
X

v


http://www.nist.gov/srd/dblist.htm

Mer om Image —
dokumentation och forvaring

* Dokumentera
— Nar, var, hur, verktyg etc.

* Verktyg for for dokumentationen
— Logga in bevis, journal for notering, bandspelare

* Att forvara media fysiskt sakert bibehaller "chain
of custody”

— Bra las, brandsakert, EMI (ElectroMagnetic
Interference), atkomstlista etc.

— Digitala bevis ar vanligen kansligare an andra
bevis — kan latt modifieras!



Mer om Image —
aterstallningsverktyg

Din forensiska verktygslada bor innehalla nagra
dataaterstallningsverktyg

— Ar oftast inbyggda i proffsverktygen

— Anvander man andra verktyg maste man forvissa sig om att de

fungerar med filsystemet

Filer som raderats i NTFS behover specialverktyg pa
grund av komplexiteten

— Hitta klusters sekvensnummer

— Manuellt forsoka satta samman fragmenterade filer

— Qgiltiga eller borttappade pekare till data

Exempel pa verktyg som aterstaller filer som raderats
ifran Recycle Bin via tex. WinFE/WinPE/BartPE miljcer
— GetDataBack — Runtime Software
— EasyRecovery — Ontrack Data Recovery
— NTFS Undelete, File-Rescue Plus, NTFS Data Recovery, etc.

Windows Vista/7 Shadow Copy, VSS (Volume Snapshot/Shadow
Copy Service) — ShadowExplorer - http://www.shadowexplorer.com/



Mer om Image —
aterstallningsverktyg

* Diskar som drabbats av fysiska fel

— Byt kabel, kontrollerkort (drivelektronik), kortplats,
dator, BIOS installning, drivrutin etc.

— "klick doden”, "bad sectors” pa fel stallen, ej bootbara
etc. kan ofta det mesta raddas ifran
* Disken maste kunna hittas av BIOS
* Bootsektorn maste vara relativt intakt (diskbeskrivningen)

* Knoppix, Helix, DEFT, BackTrack etc.

— dd, dd_rescue, ddrescue
* dd bs=512 if=/dev/hdxx of=/dir/foo.dd conv=noerror, sync
* conv=noerror, sync - ignore erros & continue, padda med 0’
* Kan ocksa skrivas direkt till ny disk

* Disktillverkares utility
— PowerMax, Drive Fitnetss Tool, SeaTools etc.



I "u":f I ot~ [ view... [T optons @@undate i) Heb

Mer om Image — montera image ]
* Linux - montera dd on loopback device R e

— http://wiki.edseek.com/guide:mount_loopback e, B ol )
* Mount EWF (EO1) on Linux (FUSE) I
* Windows

— Paraben P2 eXplorer - http://www.paraben.com/programs/p2x.htmi

— Mount Image Pro - (dd, EWF, SMART, AFF, VMDXK, ...)

— Filedisk - http://branten.se/nt/ (raw, img etc.)

— Gora en VMware .vmdk fil och kora i VMware

* Technology Pathways - ProDiscover Basic: Tools -> Image Coversion ->
VMware

* LiveView - liveview.sourceforge.net
— Montera en .vmdKk fil

* VDK och VDKwin - http://vmxbuilder.com/
* Fordelar med att kunna montera
— Man kan undersoka disken som den ser ut “enligt OS”

— Man kan undersoka disken med olika verktyg
* Antivirus och anti root-kit program etc.
* Andra diverse verktyg som anvands tex. vid live undersokningar, script etc.


http://stephenventer.blogspot.com/2009/02/mount-ewf-e01-on-linux.html
http://www.mountimage.com/
http://branten.se/nt/
http://liveview.sourceforge.net/
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News in FTK Imager 3.x
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News in FTK Imager 3.x

r

Mount Image To Drive
- - - — . S .

==

- Add Image

Image File:

C:Yhjo\Windows, XP.Professional . 5P0. vma5Windows XP Professional. vmdk

Mount Type: lPhysicaI & Logical _‘:J
Drive Letter: ]Next Available (F:) _‘:J
Mount Method: |Blnck. Device f Read Only _‘:J

=]

C:\joWindows. XP.Professional . SP0.vm&5

—Mapped Image List -
Mapped Images:

Mount |

Crive ] Method ] Partition Image

Close

E01 Irnages (*.e01)

SMART Images (*.501)

Advanced Forensic Format Image (*.aff)
Wirtual Hard Disk (*.whd)

IC5 Images (*101)

SafeBack / SnapBack Images (*.001)
Tar &rchive (*.tar)

Zip Archive (*.zip)

AccessData Logical Image (*.ADL)
YRADE Virtual Drive (*wvmdk)

Ghost Raw Image (*.gha)

Raw CD/DVD image (*.iso; *.img; *.bin; *.tao; *.daoc)
Alcchel CD image (*.mds)
Discluggler image (*.cdi)

CloneCD image (*.ccd)

Gear CD Image (*.p01)

IsoBuster CD image (".cue)

Mero CD image (*.nrg)
Philips/Optlmage CD image (*.cd)
Pinnacle CD image (*.pdi)
Plextools CD image (*.pxi)

Prassi CD Right Image Plus (*.gcd)
Prassi PrimoDVD Image (*.g1)

Roxio CD Creator Image (*.cif)
Virtual CD image (*ved)

WinOnCD image (*.c2d)
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Right Click Menu Options

AccessData FTK Immager = ||5' |5|
Eile  Wiew Mode Help
s R S S = R — @ L E e [Emee R
Evidence Tree » | |File Lisk =
) Al Users | mame | size | Type | Date Modifisd |
A Default [C)MSHistd1 200707022007 .. 1KE Directory 7/13{2007 11:0...
A2 Default User [C3)MSHistD1 200707122007 .. LKE Direckory 7/13/2007 11:0...
= Draculs = 4130 4KE MTFS Index allo,.,  7/13/2007 11:0,,,
1D f\;‘b"; N =) 130 4KB Regular File F]12/2007 11:1...
E'“"‘é_'__ujelp:gzgt = cris_ms. i 1KE Regular File 7i13/2007 11:0,..
-0 Local % desktop.ini 1 KE Regular File Fiizf2007 11:1...
{53 Micrascft |ndex.dat S0 KE Regular File FI132007 10:5,,.
: I Credentials
I Messenger
I Outlook,
I Windows
=1 History
T Historw IES
= Love . w
10D History IS ] Export Eiles...
I Temporany Intemet Files 0533z0 - ;I
L33 WER = || 05330
: oszanf [= . .
Hex Value Interpreter “laszsn| =] Expork File Hash Lisk, .,
Type | Size |'\-"a|ue | 05360
sighed integer 1-8 128,287 556.,571.820,000 05370
ireigned imeger 18 128057 556 571 520,000 osssa| i Add ko Cuskom Conkent Image (4010 i
FILETIME [UTLC) g FTA2/2007 11:14:17 P 05320 Es
FILETIME [local] & 7A12/2007 B:14:17 PM 053a0
DOS date 2 - 053b0 |60 00 00 OO0 63 00 OO0 OO-fe OO 10 10 0O OO 00 00
DOs time 2 - 053c0 |0l 00 20 00 ad 00 00 00-14 00 00 00 00 00 00 00
time_t [UITC] 4 - 05340 |ec 36 c2 b9 01 00 00 00-00 00 OO0 OO OO OO0 OO OO
tirne_t [loc:al] 4 - 053e0 |00 00 OO0 00 ef be ad de-56 65 73 69 74 65 64 3a|----i%-BVisited:
| 053f£0 |20 57 65 73 20 4d 61 6e-74 6f 6f 74 63 40 66 69| Wes MantoothBfi
05400 |6c &5 3a 2f 2f 2f 45 3a-2f 42 75 73 69 6e 65 73 |le: ///E: /Busines
05410 |73 25 32 30 49 64 65 61-73 2f 75 Ge 74 69 74 6c |s%20Tdeas funtitl
05420 |65 64 2Ze 62 &6d 70 00 de—10 00 02 00 00 00 00 10 |ed.bmp-Fe--«----
05430 |00 00 00 00 00 00 00 00-00 00 00 00 ef be ad de|--«-«=-«=--- i%-F
05440 |ef he ad de ef be ad de-ef be ad de ef be ad de |iN-FIi%-Fi%-Fi%-F
05450 |ef he ad de ef be ad de-ef be ad de ef be ad de |iN-FIi%N-Fi%-Fi%-F
05450 |ef he ad de ef be ad de-ef be ad de ef be ad de |iN-FIi%N-FIi%-Fi%-F
05470 |ef he ad de ef be ad de-ef be ad de ef be ad de |iN-FIi%-Fi%-Fi%-F
Eyte order: & Little endian ' Big endian 05480 |55 52 4c 20 02 00 00 00-a0 d2 S5f 74 da c4 c7 0L |URL ---- O_tOig- -
=
Properties Hex Yalue Interpreter | Zustom Conkent Sources | ISeI start = 21384, len = &; clus = 61140; log sec = 61140; phy sec = 61203

Mantooth32.E01 fPartition 1 [109ME]MANTOOTH [MTES]/[root]fUsersWes MantoothfappDatafLocalMicrosaft wWwindowsHistary fHistary  IES[inde:x. dat I:l UM




Drive Freespace

Nar FTK Imager hittar en kontinuerlig “klump” med ledig diskyta
(unallocated space) sa namnger den och identifierar ytan med det

kluster den borjar med

Nedan kan vi se en 262140 KB klump som barjar pa kluster 3 och en

annan 2624 KB klump som barjar pa kluster 65790 osv.

® F1K Imager,
Eile Wiew Mode Help

& d B 1= [=Ee
Evidence Tree *

= &y MESSIER IMAGE ED F

=l FATI2 [FATIZ)
|20 [root]
I unallocated space

Mame 0000a03
File Class IInallocated space
File Size 268,431,360

Properties

For Help, press F1

File: Lisk
Marne

0000003
0065790
0066459
0066575
0073147
0073335
0073347
0073349
&= nn7 3394

Size | Type
262,140 KB
2,624 KB
32 kB

&% kB

36 KE

32 KB

Unallocated space
IUnallocated space
Unallocated space
Unallocated space
IUnallocated space
Unallocated space

4KE Unallocated space
4 KB Unallocated space

a7 KR

| Imallnrated snare

Date Modified

aoooooo
ooooolo
ooooozZo
oooooso
oooooda
oooooso
ooooosn
aooooTo
oooooso
aoooosa

Cursar pos = 0;

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

00 o0 oo 00 00 00 00-00 00 00 oo
00 o0 oo 00 00 00 00-00 00 00 oo
00 o0 oo 00 00 00 00-00 00 00 oo
00 o0 oo 00 00 00 00-00 00 00 oo
00 o0 oo 00 00 00 00-00 00 00 oo
00 o0 oo 00 00 00 00-00 00 00 oo
00 o0 oo 00 00 00 00-00 00 00 oo
00 o0 oo 00 00 00 00-00 00 00 oo
00 o0 oo 00 00 00 00-00 00 00 oo
00 o0 oo 00 00 00 00-00 00 00 oo

clus = 3; log sec = 19958; phy sec = 20051

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo

oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
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Acquisition

Select Source

Select Drive

Create Image

Select Image Type

i
Findancn lBamm lnfarmatinn

Create Image

Image: Source

| 1, \PHYSICALDRIVES | Creating Image [100%]

| Image Source: | 1. \PHYSICALDRIVES |

Image Destinationis)

M Evidence Files\Thumb Drive [E01]

o Destination: | C:Evidence FilesiThumb Drive Image |

Skatus: Image created successhully |

mage Progress

(NRNNNWRNANNNNNNANRNANN AN ANNRN RN ARNR RN ARAR)

Faske
123,75 of 123,25 ME (5,359 MBfsec)
[ add. .. Edit... Rermove E|EI|:ISEI:| kirne: | 00023 |
Fil Estimated time left: | 0:00:00 |

Verify images after they are created Precalculate Progress Statistics

] create directory listings of all files in the image after they are created

Image Summary... ]

Skart ] [ Cancel




g

Thurab Crrive ?ThumeHveg
Image.E0L  Image EOL bxt:

Acquisition

' Thumb Drive Image.EO1.txt - Notepad
File Edit Format Yiew Help

Created By AccessData® FTK® Imager 2.5.3.14 071018

Case Information:

Case Number: 07-12345

Evidence Number: AD-54371

Unique Description: Trek Thumb Drive
Examiner: R. Maddox

Motes: From Desk Drawer

Information for C:M\Ewvidence Files\Thumb Driwve Image:

Physical Ewvidentiary Item (Source) Information:
[Driwve Geometry]

Cwlinders: 15

Tracks per Cylinder: 255

Sectors per Track: 63

Bwtes per Sector: 512

Sector Count: 252,416

[Fhysical Drive Information]

Driwve Model: TREK TDZSMART G3M USE Dewvice
Drive Interface Type: USE

Source data size: 123 ME

Sector count: 252416
[Computed Hashes]
MDS checksum: c3F3494F1c9fasd?bserfdBaad?3as0g

5HAL checksum: 19c11c0f359393c56F%ee26302637799 da790es

Image Information:

Acquisition started: wed Jan 09 15:31:37 2008
Acquisition Tinished: wed Jan 09 15:32:01 2008
Segment Tist:

C:hEwvidence FilesiThumb Driwve Image.EQL

Image Werification Results:

wverification started: wed Jan 09 15:32:01 2008

verification finished: wed Jan 09 15:32:03 Z008

MDY checksum: c3f3494F1c9fasd2hhe/fdBaastIasi8 @ wverified

SHAL checksum: 19c11c01359393 5619222630263 7799bda796e8 @ wverified




Conversion — Image and Image

AccessData FTE Imager = |E' |5|
File

e s d-

Yiew Mode Help

@ e DE @ = BE 2.

[File List P

Mame I Size | Type | Diake Modified |
Remowe Evidence Ikem
Werify DrivefImage. ..
Export Disk Image...
| Expork Directory Listing...
goooooo ek 58 90 44 53 44 4f 53-35 Ze 30 00 02 02 26 00 |EX-M3DOS5.0---&- a
goooolo oz 00 00 00 00 £8 00 O00-3£ 00 ££ OO0 00 OO0 OO0 Q0| -=---- R
gacoozo |££€ d3 03 00 cd O3 00 00-00 00 Q0 OO0 G2 00 o0 oo YEII -----------
Hex ¥alue Interpreter * /| ooooos0 (0l 00 05 00 00 00 OO0 00-00 00 00 00 00 00 OO0 OO |«rcerrrnneannans
Type | Size [ walue | 0000040 (00 00 29 31 db 61 d8 4e-4f 20 4e 41 4d 45 20 20| - - ) 1iTaGl0 NAME
signed integer 1-8 0000050 (20 20 46 41 54 33 32 20-20 20 33 ©9 Ge dl beo £4| FATIZ  3E-Hiabd
unzigned integer 1-8 0000060 [7h & cl &e d9 bd 00 7oc-88 4e 02 Sa 56 40 b4 08| {-&-Ths- | -H--FR -

FILETIME [UTC] 2 0000070 |cd 13 73 05 b9 £ ££ Sa-fl 66 OFf bs c6 40 65 OF |I-=- 4% -AL-ERE-
FILETIME [local) 2 0000080 |bs dl 80 e2 3f £7 e2 S6-cd cO ed 06 41 66 OF h7 |- Az+&4-Thi-4f- -
DOS date 2 0000030 | o9 66 £7 el 66 89 46 £8-83 7e 16 00 75 38 83 7e |[Ef+&f-Fm-~- -ud- ~

2

4

4

D05 time ononoan |[Za 00 77 32 66 &b 46 1loc-66 &3 c0 Oc bh 00 80 b [*-w2f-F-£rdeom--2
time_t [LITC) 00000b0 (01 00 e 2b 00 e9 48 03-al fa 7d bd 7d §b £0 ac|--&+-&H- 1} " )-8
time_t [local) i

00000cO (84 c0 74 17 3c £E£ 74 09-b4 Oe bb 07 00 cd 10 eb |-At-<ft- "-n--1-2
00000d0 [ee a0 fb 7d eb 5 a0 £9-7d eb e0 98 cd 16 cd 19 |1 0)&8 trea-I1-1-
00000e0 |66 60 66 3b 46 £8 Of S2-4a 00 66 Ga 00 66 50 06 |[£°f£:Fe--J-£j-£P
00000FD |53 66 A8 10 00 01 00 &0-T7e 02 00 OFf &5 20 00 b4 | SFfhe-««ocr-- .
0000100 (41 bb aa 55 Sa 56 40 cd-13 Of 82 1lc 00 31 £b 55 |&s*U-VRI---.-- anr
0000110 |(asa OFf 85 14 00 £6 cl 01-0f §4 0d 00 fe 46 02 ha| 2« - - fhe---- bF- -
0000120 |42 Ga 56 40 &b £4 cd 13-h0 £9 66 58 66 58 66 58 |E-VA- &I "OENEXEN
0000130 |66 58 eb Za 66 33 d2 G6-0F b7 4e 18 66 £7 £l fe |EXEvE30f--N-£+Hib
0000140 [c2 82 ca 66 8b d0 66 cl-ea 10 £7 76 la 86 d6 Sa |h-Ef-DEhé-+vw--0-
0000150 |56 40 8a e8 cO e4 06 Oa-cc b8 01 02 cd 13 66 61 |VE-&d&a--I,--1I-fa
Byte arder: " Little endian " Big endian 0000160 |0f 82 54 £f 81 o3 00 02-66 40 43 Of 85 71 £f c3|--T¥-4--£0I- -yl

Properties Hex Malue Interpreter [ Custom Conkbent Sources | }Cursor pos =0; log sec =0

Exports a forensic image of the selected drive or partition |:| FUIR




Verification

r

I Drive/lmage Verify Results

Mame Thurnb Drive,001
Seckor count 292416
Computed hash f049ae9bceal 22a26902924855dFFa 1F
Report Hash f049ae9bceal 22a26902924855dFFa 1F
E n D D 7 7 Verify result Makch
case ‘o

Computed hash 37281de9b537ddeesdebzboa126a9daag o902 a0
Report Hash 37281de9b537ddeesdebzboa126a9daag o902 a0
Verify result Makch

Close

r

M Drive/lmage Verify Results

B
Mame Thurmb Drive Image.EO0L
Seckar count 252416

=
Computed hash f049ae9breal 22a26302924855d 6 LF
Staored wverification hash fo49ae9breal 2252602924855 dFF6 1F
Report Hash fO49aeobreal 22526502 924855dFF6 1F

Verified based on

Computed hash 37281de9bs37ddcesdebzb5alztardaat7so02al
Repart Hash 37281de9bs37ddcesdeb2bsalz6a0daas7so02a0

image format




= File Wiew Mode Help

E =
B TENT HEX

CD / DVD Images

[Evidence Tree

) Session 2
=20 Track 02

Session 3

B3 Track 03

Session 4
=) Track 04

-
=6 Evidence: Multi-Session Ted 2"
EI'['F Jun 13 2004 [COFS]

Session 1

{20 Jun 19 2004 [Joliet]

{0 JUN_19_2004 [ISO9EED]
[0 Jun 15 2004 [oliet]

{20 JUM_19_2004 [1505680]
+-42) Jun 13 2004 [Jaliet]

£ JUN_19_2004 1S09660]
{3 Jun 19 2004 [aliet]

> | |File List 5
=) Evidence: Multi-Session Test.cue Narne | siee | Tvpe | Date |
=1 Jun 192004 [CDFS] [ Session 1 884K Session
& ‘_ Session 1 IEEEEEEEEEEEERERR [ Session 2 704 KE  Session
E-2D Track 01 [ Session 3 5,322KB  Session
A JUM_19_2004 1S036E0] | Session 4 606 KE  Session

.CUE files

Session CRunt
W

Properties ﬁex ‘alue Interpreter

For Help, pré%s Fi

*
*
*
*
* -
% ISO files
* | |
*
*
*
EEEEEEEEEEEEEDR P
*
*
*
*
*
*
*
*
*
*
*
‘4
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
‘0
=T .

Mulki-Session
Test.iso

Use the .CUE file to map )
sessions g
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