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Windows registret

Innehaller installningar och data om bland annat
— Operativsystemet, hardvara och installerade program

— Anvandarnas installningar
De vanliga anvandarna har inte direkt access till registret

Det gar att andra varden i registret via regedit

— OBSERVERA! Det gar dock inte att angra sadant som man har gjort!
Ctrl-z existerar inte registrets varld!

Registret innehaller information som ofta ar viktiga for en
forensisk utredning

AccessDatas Registry Quick Find Chart

— http://accessdata.com/supplemental-class-material

Mera info:


http://msdn.microsoft.com/en-us/library/ms724871.aspx
http://support.microsoft.com/kb/256986/sv

Windows registry...
Some Available Information

*Recent Document Lists *IM Contacts
*Recent File Run Lists *File Share Info
*Registered Owner Information *Chat Room Info
*Internet Explorer Typed URLs  *ID Alias Info

*Media Player History Lists *Time Bias Info
*Mounted Devices / Drives *Profile Info
*Protected Storage System *0OS Version Info

Provider (PSSP)

(that’s barely scratching the surface)



Registrets struktur (regedit.exe)

* Registret existerar endast i datorns internminne (RAM)!

* Registret ar uppbyggt av rotmappar, olika nycklar och varden

* Varje varde bestar av ett namn, en datatyp och data

Rotmapp

Nycklar och
Undernycklar

@ Registry Editor

- B My Computer
+ Cl HKEY _CLASSES_ROQT

+-{_]] HKEY_CURRENT_UISER
/ =[] HKEY_LOCAL MACHINE
-] HARDWARE

=07 5AM
(L SECURITY
-] SOFTWARE
=[] SYSTEM
-] ControlSeton1
+-[_] ControlSetdn3
-1 CurrentControlSet
[:l LastKnownGoodRecovery
[23 MountedDevice1
(23 MountedDevices
5] Select
+ |:| Setup
-7 SONIX
-7 Wea
-] HKEY_USERS
%-(1]] HKEY_CURRENT CONFIG

My Computer\HKEY _LOCAL_MACHINE\SYSTEM\Select

Mame
(ab] (Default)

Current

@Default

Faileu:l

@Lasﬁmwn@nnd

Type
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD

Data

(value not s2t)
0x00000001 {1)
0x00000001 (1)
0x00000000 {0)
0x00000003 (3)

Varden




Rotmapparna

HKEY_CLASSES_ROOT (HKCR)

— Associerar filtyper till olika program (CLSID)

— Bestar av information fran HKCU\Software\Classes (user-specific settings) och
HKLM\Software\Classes (system-wide settings)

HKEY_CURRENT_USER (HKCU)

— Innehaller aktuell konfiguration/profil for nuvarande inloggad anvandare
— Bestar av information fran HKU\<USER SID>

HKEY_CURRENT_CONFIG (HKCC)

— Innehaller aktuell konfiguration/profil for hardvaran vid systemstart
— Informationen ar hamtad fran HKLM\SYSTEM\CurrentControlSet\Hardware Profiles\Current

HKEY _LOCAL MACHINE (HKLM)

— Innehaller MANGA system-installningar, inklusive installningar for mjukvara och hardvara

HKEY_USERS (HKU)

— Innehaller miljoinstallningar for systemets aktiva anvandare samt for konton som
representerar local system, local service och network service



Huvudnycklar eller harledda nycklar?

* Endast HKEY _LOCAL MACHINE (HKLM) och
HKEY USERS (HKU) innehaller ett antal delnycklar
med egen ursprunglig information

* Resten av rotnycklarna och dess undernycklar
harleds fran andra nycklar och ar volatile (flyktiga)

* Pa fysisk niva sa lagrar de bada huvudnycklarna (eller
rotmapparna) HKLM och HKU det mesta av sin data |
hive-filer



HKLM Keys > Hive Files

* En hive ar en logisk grupp av nycklar,
undernycklar och varden i registret, som har
stodjande filer i vilken dess varden sparas

HKLM\SAM %SYSTEMROOT%\System32\config\SAM
HKLM\SECURITY  %SYSTEMROOT%\System32\config\SECURITY
HKLM\SOFTWARE %SYSTEMROOT%\System32\config\software

HKLM\SYSTEM %SYSTEMROOT%\System32\config\system



HKLM\Hardware

* Created during boot up
* Tracks attached dynamic hardware settings
* Volatile - not stored as a file!

5-{_7] HKEY LOCAL MACHINE
#-{_7 HARDWARE
+ :l SAM

7] SECURITY

F-_] SOFTWARE

F-_] SYSTEM




Ibland kan man hitta kopior av registry filer i c:\Windows\repair mappen
| XP eller for Vista/7 i c:\Windows\System32\config\RegBack

Hive-filernas plats for HKLM

Organize *

k]

| ] Open

| catroot?
. Codelntegrity
| com

. config

. Journal

. RegBack

, systernprofile
TxR

| o507
. da-DK
. de-DE
. Dism

, drivers

| T S

Mew folder

s

-

Mame

J lournal
. RegBack

| systemprofile

) TxR

-

|| DEFAULT
| ] SAM

|| SECURITY
|| SOFTWARE

|| SYSTEM

COMPOMENTS.LOGL

BCD-Template
| | COMPOMENTS

Date modified

2009-07-14 04:34
2012-04-0911:25
2011-04-29 27:46
2011-04-29 21:48
2011-04-30 07:46
2012-04-1812:18
2012-04-18 10:24
2012-04-1813:12
2012-04-1217:34
2012-04-18 13:42
2012-04-18 13:41
2012-04-1812:18

4 items selected Date modified: 2012-04-12 17:34 - 2012... Date created: 2009-07-14 04:34

Size: 97,0 MB

Type

File folder
File folder
File folder

File folder

File
File
File
File
File
File
File
LOGL File

2B KB

46 848 KE
2 560 KB
256 KB
256 KB
75776 KB
23040 KB
256 KB




Registry/hive files

SAM - HKLM\SAM

— Account information for users and groups on the system
— Logon passwords (crypted hash)!

SYSTEM - HKLM\SYSTEM

— Device drivers, computer name, system config, time zone

SECURITY - HKLM\SECURITY

— Local security policy, user and group rights, network security info

SOFTWARE - HKLM\SOFTWARE

— Program settings (system-wide), Classes (CLSID:s, file associations)
— Current version settings (OS, owner, etc.)

NTUSER.DAT - HKU\SID

— User preferences/settings, desktop layout, wallpaper/screen savers
— Opened and saved files, entered URL:s and commands, etc...



NTUSER.DAT
+ HKU

— Contains actively loaded user profiles and settings

— Stores information from all users who have logged on
to the computer in Security IDs (SIDs)

— Default user profile .DEFAULT
— Generates HKCU, and parts of HKCC and HKCR

* HKCU

— Contains the active current logged on user profile data
from NTUSER.DAT

* Preferences, profile areas, mapped drives, MRU..., etc.

— Copied from HKU upon logon
* HKU\<User SID>
— The Software subkey is the most interesting one

which contains the majority of the information about
the user




HKU Keys > Hive Files

HKU\.DEFAULT
HKU\S-1-5-19

HKU\S-1-5-19_Classes

HKU\S-1-5-20

HKU\S-1-5-20 Classes

%SYSTEMROOT%\System32\config\de
Documents and Settings\LocalService n

Documents and Settings\LocalService\L
Data\Microsoft\Windows\UsrClass.dat

Documents and Settings\NetworkService

Documents and Settings\NetworkService
Data\Microsoft\Windows\UsrClass.dat

ﬁ Registry Editor

=RACN X

File Edit Wiew Favorites Help

HKU\SID

Documents and Settings\<UserName=>\r
or for Vistal/7
Users\<UserName=>\ntuser.dat

HKU\SID_Classes

Documents and Settings\<UserName>\L
Data\Microsoft\Windows\UsrClass.dat

a 78 Computer

-y HKEY_CLASSES ROGT

b . Console

; EUDC
» - Identities

----- . Metwork
. Printers

L Software
, System

4- )| HKEY_USERS
> - DEFAULT
B 5-1-5-18
b 5-1-5-19
bl S-1-5-20

. Control Panel
i | Environment

, Keyboard Layout

. Remotefccess

al ., HKEY_CURREMT_USER
[- - |, AppEvents
- |, Connectivity

b . SeszsionInformation

« - Volatile Environmen
> - 0 HEEY_LOCAL_MACHIN

o .|| 5-1-5-21-346529658
... §-1-5-21-346529658 -
« [Lom i

F

-

m

Mame

ab| (Default)

ComputeryHKEY _CURREMT_USER




Sokvagar till hive-filerna

* Sokvagar till hive-filerna ar listade i
— HKLM\SYSTEM\CurrentControlSet\Control\hivelist

Registry Editor

File Edit View Favorites Help

4

. GroupQOrderList

. HAL

. hivelist

. IDCanfigDB

. Keyboard Layout
. Keyboard Layouts
, Lsa

. LsaExtensionConfig
. Lsalnformation

, MediaCategories
, MediaDRM

. Medialnterfaces

. MediaProperties
. MediaResources
, MediaSets

MeadiaTunees
| n

leam |

MName Type

e | e 52
E!"]\REGISTRY\MACHINE\BCDUUUUUUUU REG_SZ
3_'_’]\REGISTRY'\MACHINE\HARDWARE S I D REG_SZ
E_ﬂ\REGISTRY\MACHINE\SAM REG_SZ
E!"]\REGISTRY\MACHINE\SECURH’Y REG_SZ
iﬂ\REGISTRY\MACHINE\SOWARE REG_SZ
f_ﬂ\REGISTRY\MACHINE\SYSTEM REG_SZ
E!"] WREGISTRY\USER\.DEFAULT REG_SZ
iﬂ\REGISTRY\USER\S—l-S-IQ REG_SZ
3_'.’]\REGISTRY\USER\S—1-5-2U REG_SZ
E!"]\Registr}f\user\S-l-5-21-2231859241-2405208?3-1282944??2 -1000 REG_SZ

E!’]\Registr}r\User\S—l—5—21—2231859241—2405208?3—1282944??2 -1000_Classes REG_SZ
3_'_’]\Registr}r\User\S—l—5—21—2231859241—2405208?3—1282944??2 -1017 REG_SZ
E!"]\Registr}f\User\S-l-5-21-2231859241-2405208?3-1282944??2 -1017_Classes REG_SZ

Data

(value not set)
‘Device\HarddiskWVolumed\Boot\BCD

\Device\HarddiskVolumed\ Windows'\System32\confighSAM
‘Device\HarddiskVelumes Windows!System32\config\SECURITY
\Device\HarddiskVYelumes\ Windows\System32\confighSOFTWARE
‘Device\HarddiskVelumed Windows'\System32\configh5YSTEM
‘Device\HarddiskVelumes\ Windows'\System32\confighDEFAULT
‘Device\HarddiskVelumedWindows'\ServiceProfiles\LocalService\NTUSER.DAT
‘Device\HarddiskVolumed Windows'\ServiceProfiles\MetworkService\NTUSER.DAT
‘Device\HarddiskVelumeshUsers\hjo\NTUSER.DAT
‘Device\HarddiskWolumedUsers\hjo\AppDataiLocal\Microsoft\Windows\UsrClass.dat
‘Device\HarddiskVolumesUsers\UpdatusUser\NTUSER.DAT

‘Device\HarddiskVelurmesUsers\UpdatusUserAppDatatLocal\Microsoft\Windows\UsrClass.dat

Computer\HKEY_LOCAL_MACHINE\WSYSTEMY CurrentContrelSet\ Contrel\hivelist




HKLM\System\CurrentControlSet

* Ar harlett fran ett annat ControlSet, men
vilket?

#§* Registry Editor =/l
File Edit View Favorites Help
= My Computer Mame Type Data
#-(] HKEY_CLASSES_ROOT I:Default]l REG_SZ [value not set)
z % HKEY_(LIRRENT_USER @8] current REG_DWORD 0%00000001 {1) ¥~
H &E:;LF{%?::‘:ETCHINE 4] Default REG_DWORD 0x00000001 (1) T~
+ L
G sam [&]Failed REG_DWORD 0x00000000 (1) | det har
(1 SECURTTY [34] LastknownGood REG_DWORD 0x00000002 (2) .
+-(] SOFTWARE fallet fran
= SYSTEM ControlSet001
*-[_1 ControlSet001

+-{_] Contralset0n2

+ CurrentControlSet
[:| LastKnownGoodRecovery
(£ MountedDevices

..................

..................

-] wra
+-[_] HKEY_USERS
+-[_7] HKEY_CURRENT_COMNFIG

) wira }

== =
My Computer\HKEY LOCAL_MACHINE\SYSTEM\Select I




The Select subkey

* The Select subkey defines which control set is active

* The Select subkey contains the values
— Default, defines which control set will be used
— Current, which of the two control sets that was used to boot last
time
— LastKnownGood, the control set for the last successful logon
— Failed, the control set that last failed to boot

4| SYSTEM
* The CurrentControlSet 4] ControlSet001
— |s a symbolic link to the ControlSet | P Control
. ) - Deleted Device IDs
that are used of the live machine | ool Enum
— The CurrentControlSet only exist in - b+l Hardware Profiles
the living registry - RAM - [l Policies
SEMICE:
Control5etl02
CurrentControlSet
----- MountedDevices




Registry data types

Programs may use any data type it wants for storage!

REG_NONE 0 Data type is not defined

REG_SZ 1 Fixed Ien%th text string expressed in user-friendly format, which is
often used to describe comoonents

REG_EXPAND_ SZ 2 Variable or expandable length data string

REG_BINARY 3 Binary data that is displayed in editor as hex

REG_DWORD 4 32-bit double word values and the most common data type found

in the reaistrv

REG_DWORD_LITTLE_ENDIAN 4 32-bit double word values with bytes in reverse order. As Intel
- - - already store data in this format, this term is synonymous with
REG_DWORD and they have the same numeric value

REG _DWORD_BIG_ENDIAN 5 32-bit double word value with bytes in normal order with the
- - T hiahest bit apbpearina first
REG_LINK 6 An internal-use only data type for Unicode symbolic link
REG MULTI SZ 7 Multiple string field in which each strinﬁ] is separated by a null
- - (Othand with two nulls (00 00) markifg the end of the list of
strings
REG_RESOURCE_LIST 8 Listing of resource lists for devices or device drivers
g%%(t?uh_elgglnl‘_‘mRESOURCE_DESCRIPTOR). You can view, but not



Att ta en kopia av maskinens hive-filer,

det enkla sattet
* Starta FTK Imager

* Klicka pa det lilla gula skapet, "Obtain protected files”

* Ange var hive-filerna ska sparas och valj Password recovery
and registry files

* Nackdel, den dator vars register ska undersokas maste vara

igang...

{2 AccessData FTK Imager 3.1.0.1514

.:-EI_Eh}

File  View Mode Help

6 6 %

Evidence Tree

M| Custom Content Sources

| @

)

Evidence:File System|Path|File

4

ew| et | Remove| |

Options

For User Guide, press F1

2

Custom Conte...

Mame

S5C)

Obtain System Files

Source for obtaining files:

ystem files from the live system and not the acquired image.

Browse,..

L"u'arning: Please be aware that FTK Imager is obtaining the

Destination for obtained files:

| C:Wsersthio'\Desktop

Options
(" Minimum files for login password recovery

{* Password recovery and all registry files!

Cancel




Att kopiera hive-filer fran en image

* Starta FTK Imager
* Valj File > Add Evidence Item... >

* SOk ratt pa hive-filerna och exportera dem
JRI=TEY

Eile Wiew Mode Help

AgcaddB s malOE =R ?.

|Evidence Tree

----- = comevesdl ~ | Marme | Size | Tvpe | Date Modified
----- te comuiddl [Z] secURITY.LOG 1KE  Reqular file 2009-03-31 11:46:¢
[ software 21 760 KB Reqular file 2009-03-31 11:47:¢
— (2] software.LOG 1KE Regular file 2009-03-31 11147
software, sav 644 KB Regular file 2007-03-09 13:41:¢
SysEvent Evt S512KE Regular filz 2009-03-31 11:47:=
e B Regular file 2 0 11:47:
system. LOG 1KE Regular file 2009-03-31 11:47:=

svstem.sav G40 KE  Regular file Z007-03-09 13:41:¢
[£) TempKey.LOG 1KB Regular file 2007-03-09 13:41:
LI _ILI userdiFF 256 KB Regular file 2007-03-09 13:41:¢
| | Pl 2] userdifLOG 1KE Regular File 2007-03-09 131411
Hesz Value Inkerpreter ><| 4| |
Tupe | Size | Value 000000 |72 65 67 66 63 14 00 00-63 14 00 OO
zigned integer 1-a

000010 | £6 bl ©% 01 0L 00 00 00-05 00 00 00
000020|01 00 00 00 20 00 00 00-00 10 50 00
Etgi:mg{ﬂlj% g 000030 |53 00 59 00 53 00 54 00-45 00 4d 00
DOS date 2 000040 |00 00 00 00 00 00 00 00-00 00 00 00
2
4
4

ungzigned integer  1-8

DOS time 00005000 00 00 00 00 00 00 00-00 00 00 0O
fime_t [UTC) 000060 (00 00 00 00 00 00 00 OO-00 00 00 00
tirne_t (lozal) 000070 |00 00 00 00 90 00 00 00-00 00 00 00

000080 |00 00 00 00 90 00 00 00-00 00 00 00
Qooos0 {00 00 00 00 00 00 00 00-00 00 00 oo
0oo0ad (00 00 00 00 00 00 00 O0-00 00 00 oo
‘I I _’I 0o000bo {00 0O 00 00 00 OO0 00 O0-00 00 00 0o
Byte order: & Litte endian " Big endian D?DDCD 00 0o 00 00 00 00 00 00-00 00 00 oo
4
Properties Hex Walue Inter, ., |Custom Content... | }Cursor pos = 0; clus = 2437967; log sec = 19503736

For Help, press F1




File Menus

%AccessData Registry Yiewer {(tm) - [ZK.DAT] = |I:I|£|
File Edit Repart Wiew | window Help =18 %
= 8B - [BE Coscak R |
EI--- ZK.DAT :IE : Mame Twpe Daka
rrange Icons -
(84 AppEvents [ab] TEMP REG_ERPAND_SZ  %USERFROFILES:\Local Settings\Temp
{1 Console v 1 2K.DAT STHP REG_EXPAND %4 JSERPROFILE %1 Local Settings) Temp
{3 Control Panel
a Enwironmenkt
(8] Identities
{1 kevboard Layout
(B4 Printers
{:l Remoktehccess
(85 Software
[85] UMICODE Program Groups
-7 windows 3.1 Migration Status
oof(&5 00 55 00 53 00 45 00-52 00 50 00 52 00 4f 00| %-U-5%-E-R-P-R-0- ;I
Last Writken Time 12I|'24I|'|:|3 17:09:26 10|46 00 49 00 4c 00 45 00-25 00 5 00 4c 00O &£ 00 F'I'L'E'ES"".'L'EI'
20|63 00 &1 00 &c 00O Z0 00-53 00 &5 00 74 00 74 00|c-a-1- -%-e-t-t-
30|69 00 ge OO0 &7 OO0 73 0O0-5c 00O 54 00 65 00 6d OO (i-n-g-3-4-T-e-m-
A0 (70 00 00 a0 Tl
~|
4] ] [
|OFfset: 0 5




Tool Icons and
Common Areas (Favorites)

& AccessData Registry Viewer - Education - [Commen Areas]
File Edit BReport View Window Help = || &
E|--- Common Areas Mame Type Data o
E CurrentVersion REG_SZ 6.0
"@ R'” etist [ab] CurrentBuildMumber  REG_SZ 6000 2
i~ Su:t [ab] CurrentBuild REG_SZ 6000
Emm :
v ] SoftwareType REG_SZ System
I -0 Windows NT _ P Y
@ Winlogon CurrentType REG_5Z Multiprocessor Free
io InstallDate REG_DWORD (0:d671BFID (1181859741)
RegisteredOrganization REG_5Z (value not set)
E Key Properties Registeredi]wner REG_&F Dustin
Last Written Tin 2008-02-15 13:51: | (28] SystemRoot REG_5Z Ci\Windows -
0S Instal Date { Thu Jun 14 22:22:|| 0|36 00 2E 00 30 00 00 0O- E-.-0--- &
OS Instzll Date ( Fridun 15 00:22:2:
0S5 Install Date (Local)
This indicates the time when the
operating system was installed. il

|!|AccessData Registry Viewer C Offset: 0




Properties and Interpreters

. File Edit Report | View  ‘Window Help i
EII@&I@@@EI&&|?| values/Data
=- g SAM ¢— | | | Mame Twpe | Daka
=- {:I 24M H ive REG_BIMNARY 0Z 0001 00 00 00 00 00 Ca Z 00 ED 24 8 01 00 00
=i {:l Darmains i Yy REG_BIMNARY 00 00 00 00 BC 00 0000 02 00 01 00 BC 00 00 00 0C 00
EH:l Accounk
EI:I aliases
= erouns| Keys/subkeys A
=1 Users Type Size | Value |
{1 00o001F4 signed integer 18 128393189712343750
-{27] D000O1FS unzigned integer 12 128393218971 2343750
~{_7] 000003EA FILETIME [Stored] 8 111272007 52321
{1 000003ER FILETIME [&z Local]l 8 111272007 7:29:21
{7 000003ED ggg ?ate g 5
ime
~“3 ODODO3EE — DOS datetime 4
- 000003F1 time_t (Stored)] 4
-~ noooosFz tirne_t (4 Local) 4 .
[ 000003F3 | IUnicode string 2+ [
Bute arder; = Little endian i Big endian
Lask Writken Time 110122007 S5:29:531 UTC
SI0 unigque identifier 1005
User Name Dustin nght click > Show Hex Interpreter...
Lagon Zounk Fab
Last Logon Tirme 11§12/2007 5:29:31 UTC oo oz oo 01 oo oo oo 32 B2 2 ci5 [ E2b - 1§E-
Last Password Change Time | 9/18/2005 5:54:57 UTC 00000 0o '3"3' 00 00 00 00-c6 91 ad 7 15 bo o5 01 s B vl
Expiration Time Mever 20 |£f £f £f £f£f £f £f£f ££ 7f£-3a VL e9 fe ec 24 c8 01 m :-episE-
T — s Mo o L e o
Last Failed Login Time 11/12/2007 5:29:25 UTC _ g “ &
Account Disabled fFalse
Password Required true :
Country Code 0 {Syskem Default) HeX Vlewer Values
Has LAMN Manager Password | true
Has MTLMwZ Password true

Properties pane




Select Key

* CurrentControlSet key is missing in RV?

File Edit Report “Wiew SWindow Help

o

= 2B .- BFE o 7
= swskem rame Tvpe Daka
+-{(_] ControlSetaol AYiCurrent REG_CWORD 000000001 (1)
+-(] Controlsetons 2% Default REG_DWORD 000000001 (1)
% LEStK”':'d'““'”G'?":'dRE':':"’E”" % Failed REG_DWORD 000000000 {0)
MounkedDevices 8% L astknownGood REG DWORD 000000003 (3)
.E Selort - C—
+ [:l Setup
+-] wPa
El General Key Properties ooooQoooo (01 oo oo oo
Lask Writken Time 10J25/04 15:09:56
4
system|Select Offset: 0

Get the volatile "CurrentControlSet”
(for Vista/7 and XP: SYSTEM)



Most Recently Used (MRU) Lists

Ntuser.dat for en viss anvandare (SID)

HKCU\Software\Microsoft\Windows\CurrentVersion
\Explorer\RecentDocs

HKCU\Software\Google\NavClient\1.1\History
HKCU\Software\Yahoo\Companion\SearchHistory

HKCU\Software\Microsoft\Internet
Explorer\TypedURLs

Check out common areas in Registry Viewer!



Chronological MRU Lists

i 4
W2, AccessData Registry Viewer - Education - [Common Areas] _ | — a E@g

File Edit Report View Window Help (- |=] =]
E D Bo=|5EEE| w7
=2 Common Areas |;| Mame Type Data
@8 Adobe [aB] MRUList REG_SZ qponmikjingfedcba
(-85 AppEvents 3B REG <7 regedt32\1
o] ComDlg32 : -
REG_5Z I
f-[25] CurrentVersion FI - exploreril
.63 Explorer u:u REG_SZ devmgmt.mschl
(-0 FileExts ﬂ REG_SZ calchl
i[85 Identities m REG_SZ nwwu.su?uurcefcurge.net‘-.l
-85 IntelliForms 3 I REG_SZ www.bigbadandugly.comil
| (83 Internet Explorer 1 k REG_S7 www hellokitty. com'd
(-0 Kazaa j REG_S5Z regedt32 12:23 finteractivell
..... 85 Map Network Drive MRU [ab]i REG_SZ defrag'l
| @Be Network (ab]h REG_SZ notepadil
&-[83 Office lab]q REG_SZ mmcil
E]E Printers f REG_SZ C"'._ngSBEEKE"'.l
w-[og profiles [ab]e REG_SZ msconfighl
[-[B5 Protected Storage Systermn Provider | & d REG_SZ mspaintil
i w-(e3 RECE”tD.D“. [ab] REG_SZ www.google.comil
..... @ RECEr‘ItF!'EL!Et |EI REG_S\Z mstscil
----- g RecentFilelist a REG_SZ emdil
..... Run
----- ] RunVIRU E
B Key Properties 00|77 00 77 00 77 00 2E 00-68 00 65 00 &C 00 &C 00 |w-w-w-.-h-e-1-1- =
. ) . 10|eF 00 6B 00 &5 00 74 00-74 00 79 00 Z2E 00 &3 00 |oc-E-i-£t-£-¥-.-C-
Last Written Time 2008-02-12 19:28:02 UTC 20 | 6F 00 D 00 5C 00 31 00-00 00 am L
Class Name Shell i
ntuser.dat
Software\ Microsoft\ Windows\ CurrentVersion' Explorer\RunMRL C Offset: 0




RecentDocs MRU lis

[ AccessData Registry Viewer (tm) - [Common Areas] r._| ['E| rg|
File Edit Report Wiew Window Help - | & X
= |£TJ» B o= |E' E E o 7
= Common Areas A | Name Type Data A
+1-[85 AppEvents i MRUListEx REG_BIMARY 07 0000 00 140000 0..,
+/- (B8 ComDig32 _ a7 REG_BINARY 4D 00 7900200050..,
* g C"'FIE”WEFS":'” % 20 REG_BINARY 62 00 6C 00 6F 00 6E ...
* e~ ETDE'“;F a5 REG_BINARY 4E 00 6500 7700 20 0...
+
=~ IfIIEQ X B2 17 REG_BINARY 4D 006100700073 ...
- (@8] Identities 2% 19 REG_BINARY 4D006100700020...
4184 InteliForms 2% 13 REG_BINARY 4300 6F 00 70 00 79 0...
4184 Internet Explarer 2% 14 REG_BINARY 4D006100700020...
4. (88 Kazaa ¥ 12 REG_BINARY 6100 7200 7700 65 0...
(85 Map Metwork Drive MRU 2% 11 REG_BINARY &6 00 72 00 &F 00 64 0...
+-[B] Network e 15 REG_BIMARY 4400 5F 00 41 006D ...
+-[o5] Office &% 15 REG_BIMARY 65 00 7200 72 00 6F 0...
+-[B5 Printers a2 REG_BIMARY 7300 6100 7500 720... Uni d
+-|o4] profiles oy 13 REG_BIMARY 60 00 79 00 6C 00 6F ... nigoaqae
+|-(0%] Protected Storage System Provider a9 10 REG_BIMARY 7400 6500 6100 73 0...
¥ g REG_BINARY 6200 7500 7300 68 0... "
[B5] RecentFileList —
B4 RecentFieList 00|07 oo 0o 00 14 00 00 00-06 00 00 00 11 OO 00 0O0|«==--
@4 Run 10|13 00 00 00 12 00 00 00-Oe 00 00 00 Oc 00 Q0 OO0 |«==«-
& RunMRU </ | 200 00 00 00 10 00 0O 00-0f 00 00 00 02 00 00 0O|«----
30|0d 00 00 00 0z 00 00 00-09 00 00 00 08 00 00 OO0 |=»==-
B Key Properties 40|03 00 00 00 01 00 OO 00-05 00 00 00 04 00 Q0 00 |=»==-
Last Written Time 2006-01-03 20:32:09 UTC 50 [£f £f ff ff TTY
B Value Properties
MRU ordered list 7,20, 6, 17, 19, 18, 14, 12, 1
4 ¥
L wli] rare WwiCroso INdowsi\LUrrentversion ExXplorer w.ecenio 2L
ntuser.dat |[.=. Wicrosoft\Windows\Currentversion\Explorer\RecentD C [Offset: 0




Tidzoner

* NTFS lagrar tider i GMT (UTC)

* Windows visar dessa tider omraknade till
motsvarande lokala tider utifran installd

tidszon

* Tidzonens installningar finns i

— HKLM\SYSTEM\CurrentControlSet\Control\TimeZ
onelnformation

— Dvs. hive: system\ControlSet<#>\...



Time Zone Settings
Vista/7, and XP: SYSTEM

“"Current Control Set”\Control\TimeZoneInformation

_:_'_ﬂ!nccess[‘.lata Registry Yiewer (tm) - [system] -0 x|
E Fle Edt Repart View ‘Window Help 18] x|
F 2B - BREE LS| T
{:I Prink ﬂ Marne | Type Daka |
{:I PriorityControl RY Bias REG_DWORD 000000144 (420)
{:l ProductOptions kandardilame Mauntain Standard Time
& safefoot #Y Standardias  REG_DWORD 000000000 (0
&0 Sesipart A% Standardstart  REG_BINARY 00 00 04 00 05 00 02 00 00 00 00 00 00 00 40 40
g :EEE;ESE;?EZ:S [b|Daylighthame  REG_SZ Mounkain Daylight Time
0 Server ppications ®¥ DavightBias  REG_DWORD OXFFFFFFC4 (4294967236)
D ServiceGroupOrder E{Daylightﬁt-ﬂrt REG_EIMARY Q00004 0001 0002 00 00 00 00 00 00 00 00 0d
D SerceRrRGH e ActiveTimeBias  REG_DWORD De000001 A (4200
{:l Session Manager
{:I Sefup
D stilllmage QooooQoo |(4d o0 ef 00 75 00 ée OQ-74 00 &1 00 &9 00 e OO (M- D'Lﬂ
D SiystemResources Qooooolo |20 o0 53 00 74 00 61 00-6e 00 64 00 6l 00 72 00| -5-t
g ) Q0000020 | ed 00 20 00 54 00 6% 00-6d4 00 &5 00 Q0 00 d- -1
- Terminal Server
ﬁ TimeZoneInformation
|:| Update
{:l IUsbFlags =
o
=S |1 ol

AcrcessData Reqiskry Viewer v




Evidence in the software hive

* Installed software

— HKLM\SOFTWARE

— HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Ap
p Paths

— HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Un
install

* Last user logged in and last logon time

— HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Default UserName

— HKLM\SAM\Domains\Account\Users\F Key



SID och anvandare

* En SID kan knytas till sin anvandare med hjalp av
HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\ProfileList

& AccessData Registry Viewer - [software]

File Edit Report View Window Help
= 2 B o=

Ef (o= | R

Mame Type Data
ET ProfilelmagePath REG_EXPAND_.. %5ystemDrive?s\Documents and Settings\Sam
E{Sid REG_BIMARY 010500000000000515000000235F63 6B 8330 2B 46 07 E5 3B 2E
@{Flags REG_DWORD (000000000 (D)
iis State REG_DWORD 0:00000104 (260)
CentralProfile REG_57 (value not set)
2 related.desc E{meileLoadTimean REG_DWORD (0xBOBOOGAE (2964326062)
[ SeCEdit E{meileLoadTimeHigh REG_DWORD 001 C4FLD2 (29684178)
[ ServicePack E{Reﬂinunt REG_DWORD (000000000 (D)
WO Setup E{RunLngonScriptS}rnc REG_DWORD 0:400000000 (@)
- SveHost
-] SystemRestore
-7 Terminal Server
4 | 1] 3 i | 1] 3
E Key Properties 00 (25 00 53 00 79 00 73 00-74 00 &5 00 D 00 44 00|%-5-y-3-t-e-m- -
v e 2o oasanure||1972 9062 8 7020 5 00 o s 0 ¢ 00 7 gt < et D
30|61 00 &E 00 &4 00 20 00-53 00 &5 00 74 00 74 00 |ja-n-d- -5-e-r-
40|69 00 6E 00 &7 00 73 00-5C 00 53 00 61 00 6D 00 |(i-n-g-3-%-5-a-
50|00 00 .-
software\Microsoft\Windows NT\CurrentVersion\Profilelist\5-1-5-21-1801674531-117723 Offset: 0




Quick Find

File Edit Report View ‘Window Help

CTRL+F3

Find... iZkr|+F
Find Mexk 3
Advanced Find...

Search by Dake. ., Zkr[+D

add bonCammon Areas

= Femove From Common Areas

(84 Identities

- Keyboard Layout
s Metwork

-85 Printers

#-_1 Remotedccess
R o oftware
s UMICODE Prograrn Groups
#-{] Windows 3.1 Migration Status

Searches in the
selected key
and its children

© -
Find [
Find what: | Type your search here! Find Next
Keys
Values
Data

[ Match whole string anly

Search terms are freated as AMSI text, Unicode text, and hex values,
When searching for hex values, DO NOT prefix them with '0x', suffix
them with 'h', or separate bytes with spaces.




Advanced Find

File Edit Report  Wiew ‘Window Help

Select search

Find. ..
Find Mexk

Ckrl4+-F

F3

B type

Advanced Find. .. CTRL4+F3

Search t":'" Dal Advanced Find - x|
""" Find what: Look at

Addto Cu:umrrnl [l W Keys Search I Add to Report I

IV Walues

Femaowve Fromn i IThe Full Regiskry j ¥ Data Clear Results Done |
ik Rl e ™ Match whele string arly T —
[+-[84 Identities :

ED kKevboard Layou

Fepart Ikems
Comrnon Areas

] 471002005 12:05:43 UTC

Yalues -
SDFtwarelaheadINerl:- - Burning ROM}Brnwser <11 values >

_____ NEtWDrk O sjze/z004 10:25:42 UTC SoftwarelfMartin PrikryWwWinSCP 2\Sessions|a0e%20FTP <58 values =

O &fzefz004 2:12:15 UTC SoftwareiMarkin PrikrylWWinSCP 2 Sessions!Default%:205ettings <58 values =
E Prinkers [ tof24/2003 14:39:35 UTC | Software\Microsofth Internet Connection Wizard =2 values =
ED FRemotefccess . 1{29{2006 1Z2:58:01 UTC SDFI:WarehMicrnsnFt}Internet ExEulnrer <4 values = I

: " O 10/30/2003 19:32:49 UTC  SoftwareiMicrosoftiInternet Explorer\Default HTML Editorishel <no values =
EE Sarbware O zi19f2004 16:27:34 UTC SoftwarelMicrosoftInternet ExploreriDefault MHTIML Editorshell <no values =

_____ LMICODE F‘ngrE O t/29/2006 13:53:20 UTC SoftwarelMicrosoftInternet ExploreriMain =52 values =

O 11212006 17:00:40 UTC SoftwaretMicrosoftiInternet Explorer Toolbar ShellBrowser <7 values =
ED I'-'I'-'Iin'j':"-"'-'s .1 r"'ll"; O 12912006 13:53:20 UTC SoftwarelMicrosoft) Internet Explorer ToolbariWebBrowser <7 values =

10/ 16{2005 16:48:21 LUTC

SoftwarelMicrosoftiMediaPlayver\Preferences

Z116 values= )

O 1j25;2006 11:15:42 UTC
O 1jz912006 12:43:51 UTC
O 1jz972006 12:43:51 UTC

o mmlmmm s mm ma e aT—

SoftwarelMicrosoftiMessengerServiceiListCache), MET Messenger Ser. ..
SoftwarelMicrosoft\Protected Storage Swskem Provider3-1-5-21-626. ..
SoftwarelMicrosoft\Protected Storage Swskem Provider)3-1-5-21-626. ..

—_r Y Cileaae 1 () - 1

=239 values >
<one value=

<one value= _|
-



Searching by Date

p—
File Edit Report “iew ‘Window Help

= BB - B EEE || P

ED Active Setup
L_—_|C:| Installed Components

D Optional Component Sync
-1 Advanced INF Setup

—{C7 Clock

{:l Cormand Processor

&L EventSystem

=- {:I Fax

E-{Z1 File Manager

{1 IEAK

B Internet Account Manager
EID Accounks

‘42§ 0000000

Lask ‘Writken Time

12(24/03 17:11:10

=

{1 ={26923b43-4d35-454F-aboe-
{1 ={B0B45EI4-CFCC-11D0-8953
-1 ={e81dd1c5-Gdef-4310b-b061-F
-{£3 {2179CSD3-EBFF-11CF-BEFD-C
{1 {22d6F312-b0f6-11d0-94ab-00
{2 {44BBAGH0-CCS1-11CF-AAFA-
{2 {44BBAGH2-CCS1-11CF-AAFA-
{2 {44BBAG45-CCS1-11CF-AAFA-
{7 {6A5110B5-E14E-4268-A0E5-E
(] {FFO0769C-0471-11d2-AF11-0
(L] {89820200-ECED-11cF-EE55-00
{1 {89520200-ECED-1 1cF-8555-00

[

P

e

_ =] x|

karme Type | Data
F\ccount Marne REG_S7 bad@evil.com
E{Connection Tvpe REG_DWIRD 000000003 {3)

| POPS Server REG_S7 badi@evil, com

| POPS User Mame REG_SZ2 Bad Person
ng POPS Passwords REG_BIMARY 01 0z 62 0061 00 64 00 40 00 65 00 76 00 &9 00 &C 00 ...
[&¥ PoP3 Use Sicily REG_DWORD 00000000 {03
[&% POPZ Prampt For Pas... REG_DWORD 000000000 {0}
[aB]SMTP Server REG_SZ bad@evil,com

| SMTP Display Mame REG_SZ Bad Person
SMTF' Email Address REG_S7 Bad@Evil. Com

~ I search by Modification Date

_[ol x|

B

Search For keys modified
i during a date range

i~ during and after a given date
" during and before a given date

|12122,r2003

| Search I fidd to Repoerk |

|12,|'26,|'2003

Clear Results | Done |

Found 594 keys

Maodification
[ 112/24/03
O 1ziz4/03
O 1zi24/03
Oiziz4/03

oo ez | f1ziz4/03
10| ze O 1zpz4/03
P O 1212403

[] 122403

Oizrz48
O 12124;03

O 12;24,.'03
I:l Al e

17:
17:
17:
17;
17:
17:
17:
17;

Software Microsoft\EventSystem
SoftwarelMicrosoft\EventSystem| {26c409cc-ae86-11d1-be 16-00305Fc 72 16
SaftwarelMicrosoft\EventSystemn| {26c409cc-ae86-11d1-b616-00805Fc 792 16 H Subs. ..
Software\Microsoft\Fax
Software\Microsoft\FaxiSetup
SoftwareMicrosoft\FaxUserInfo
Software Microsoft\File Manager
Software\Microsoft\File Manager\Settings
Software\MicrosoftAIEAK
SoftwareMicrosoft\Inkernet Account Manager
SOFtware'l,MicrosoFt'l,Internet Accounk Manager'l,.ﬁ.ccounts

SDFtware'l,MlcrosoFt'l,Internet Account Manager'l,Accounts'l,ElDElDElElDZ

P — B T T TP |

ZE.DAT\SofbwareMicrosoft) Inkernet Account Manager)Accountsi00000001

G K

|Offeet: 0



HTML Reports

Create Report El

Report Title;

Reqistry Report

Report Location: ‘

| C:1Program FilesiaccessDataldccessData f

Erowse, .,

Report Filename: ‘

(9]4

Zancel

Help

I ID THEFT DIUCE - 548 File

[T Reduce excess daka oukpuk

¥ Show key propertfes only

[ Also show DWORE values as limestamps
[v view Report wher created

Rk

Registry Report

SAM\Domains\Account\Users\000003EF

Last Written Time
SID unique identitier
| User Name

Full Name

| Logon Count

Last Logon Time

Last Password Change Time

| Expiration Time
Tavalid Logon Count
Last Failed Login Time
| Account Disabled
Pagsword Required

Country Code

Has LAN Manager Password |

: Has NTLMv2 Password

19/26/2003 23:07:30 UTC
11007 |
ID THEFT DUDE

ID THEFT DUDE

K

19/26/2003 23:07:30 UTC |

Never

| Never
. .0
Never
| false

true

0 (System Default)

false

_ false

v
C:\Program Files (x86)\AccessData\Registry Viewer\report




Defined Summary Reports

Individual
key values
VS.

Entire keys

Including
wildcard
abilities |

Define Summary Repork

Summary Report Title:

Section Title:

| User Information

Active key: SAMIDamainsAccount)Usersi[*]

Match any item *

I Type

| Data

REG_BINARY
REG_BIMNARY

02 0001 0000 00 00 00 00 00 0o

00 00 00 00 BC 00 00 00 02 00 01

| =AM — Section Information
Section:
Summary Key: I1 LI
E|D Domains ;l
EH:' Account " fvailable iterns:
D Aliases
{:I Groups Nme
=7 Users
-5 000001F4 agy
-3 000001FS
-] 000003ES
-{#] 000003EA
{31 0noo0zER <
/%] 000003EC
{31 onooozEE Included Tkerms:
-J#] 000003EF
[EI--{FE Narmes Mame
-3 Buiktin [AD_wildCard]
-0 REacT —
-
Sfildcard ke
Match % all immediate children ™ the entire subtree of:
SAMIDomainsidccountilUsers
Use Currently Selected Key Clear

Add Unlisted Yalue | Add Yalue(s) I

i

Select 4l |

| Ky Mare

SanDomains| AccountUsersi[#]

Femove Yalue |

Reemove All |

Save and Close

Cancel

Help

Preview Repart |




Integration — PRTK

_::_ﬂ!nccessData Registry Yiewer (tm) - [2K] il = |E||5|
' Fle Edit Report Wiew window Help = |5’|5|
= | Gaenerake Report...
fdd to Report ﬂ Marne | Type | Data |
flm P EgiE i Item Data REG_MULTI_SZ Wed Dec 24 18:19:52 2003 ---- badperson Wed Dec 24 ..,
o Repork wi [ifm[#=lg]
N254295-1000 -
| Elliiiz e e I Multiple String ¥alues i
Manage Summary Reports, ., T
Define Summary Report. ..
i I Item Daka
Export \Word List, ,
o AL T || SR gData Data:
ps:/fwebmail, pas.earthlink.netfwamflogin, jsp: StringData Wed Dec 24 18:19:52 2003 ---- 8822

[ hitt

Wed Dec 24 158:19:52 2003 ---- badperson

hikbp v, usair, com/: SkringInde:x
" mylogin. jsp: StringInde:x
‘{27 qistringIndex

-7 RAS Phonshook,

i1 RegEdkaz

7-{_] Schedule+

i-{_] SystemZertificates

Qv .
f-27 Windows

-7 windows Help

e O e O e I s A

LT3 AW indeis WT j
B General Key Properties “|[ooooooon 7 00 65 00 64 00 20 00-44 00 65 00 63 00 20 00|W-e-d- -D-e-c- - &
Last Written Time 1224103 12:19:54 00000010 (32 00 34 00 20 00 31 00-38 00 3a 00 31 00 39 00|2-4- +1-8-:-1:9
00000020 [3a 00 35 00 32 00 20 00-32 00 30 00 30 00 33 00|:-5-2- -2-0-0-3
00000030 (20 00 20 00 2d 00 2d 00-2d 00 2d 00 20 00 20 00| « ~—e-roeee -
Decr ted 00000040 (62 00 61 00 64 00 70 00-65 00 72 00 73 00 6f 00 |b-a-d-pre-r-3-0
y 00000050 (e 00 00 00 57 00 65 00-64 00 20 00 44 00 65 00 |n---W-e-d- -D-e-
00000060 (63 00 20 00 32 00 34 00-20 00 31 00 38 00 3a 00|c- -2-4- -1-8-:-
00000070 (31 00 3% 00 3a 00 35 00-32 00 20 00 32 00 30 00|l-9-:+5-2- «Z-0-
Pa sto rd S I 00000080 (30 00 33 00 20 00 20 00-2d 00 2d 00 2d 00 2d 00|03 « «—eceor s
- || 0ooooogo (20 00 zo 00 38 00 3§ 00-32 00 32 00 00 00 Y- T DL

AccessData Registry Yiewer |OFFset: 0




Integration — PRTK

. wordlist - Notepad -0 x|
'File _Edit Format View Help
6,4,9,1121 :l
52
64 1592 200 120 120 72 0 0O
B4 64 64
B8 63 636 421 1
7
?5 . -
$ What do you do with this?
5522 .
(or make user-defined) |
£ 2003122420031225:
Furar
A

Abhout :Home
AcCcCessoriesssames
Always on

Aria

C W DOCUME~L N Testusers LoCAL S~ Tamps,

C:wbocuments and settingshall Usershistart MenusProgramshsAaccessorieshsEntertainm
CiwDocuments and SettingsiMitchel 1\NTUSER. DAT

C:hwhocuments and settingshtestuserhapplication Data

|+ | | 4




Demo limitations

* In Demo mode, the following program features are disabled
— Common Areas view, Report view, Generate Report function

— Decryption and interpretation of protected storage areas (PSSP)
r& AccessData Registry View_er - [Commaon Areas] Elﬂlér

File Edit Report WView Window Help - | & =
F oBmBREE (@ ?
- Common Areas I MName Type Data
= Curr.ent‘l-fersion SubVersionMumber REG_SZ (value not set)
1@ ProfileList [ab] CurrentBuild REG_SZ 1.511.1 ( (Obsolete data - de not use)
Dg Syus:em EInstallDate REG_DWORD  (x417D4CCC (1098730700)
-84 Windows NT ProductMame REG_SZ Microsoft Windows XP
-89 Winlogon F{EgDone REG_SZ (value not set)
|| RegisteredOrganization REG_SZ (value not set)
RegisteredOwner REG_SZ ADXP
B Key Properties Soﬂ:wareType REG_SZ SYSTEM
] ] CurrentVersion REG_SZ 51
il Last Written Time 2004-12-31 21:52:08 UTC CurrentBuiIdNumber REG.SZ 2600
0S Install Date (UTC) Mon Oct 25 18:58:20 2004 | | Zg i ah REG.SZ 2600 xpsp_sp2 . 040803-2158
'} 05 Install Date (Local) Mon Oct 25 20:58:20 2004 Cu"enﬂ-}rpe REG_SZ Multiprocessor Free
= CS5DVersion REG_SZ Service Pack 2
#wastu:.;g::? tEem l?st time this key was written. This is 2]5ystemRoot REG.3Z DAWINDOWS
available only in Windows NT—baseg reqistry ﬁles.(NT, XP, 3] SourcePath REG_5Z FAENGLISHYWINKP'PRO_SP1ANEEG
2000, etc) PathMame REG_SZ DAWINDOWS
Productld REG_SZ 55274-337-8535232-22871
@{Digitalprnducﬂd REG_BIMARY A40000000300000035353237342D3333372D ...
E{License[nfn REG_BIMARY S EOEAGFIDATAFEO03IBFTDOE26 1A4TB1E4T..
|EI CC 4C 7D 41 irjz B
Microsoft\Windows MT\CurrentVersion C Offset: 0
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