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Obtaining IP/position (1/3)
• Question to carrier/operator how it is done...
• Normally I get a initial mail from some police officer where 

they ask if they have come to the right place
• I then ask them for a written document which will show if they 

got the right to view the information, i.e. nothing is reported 
over the phone etc...
– You can however begin to extract information but not deliver 

anything yet...
• The CDRs (Call Detail Records) are stored for a certain time

– Decided by law since 1 may 2012 – min 6 and max 24 months
– http://www.idg.se/2.1085/1.441822/har-ar-all-trafikdata-som-ska-lagras
– http://sv.wikipedia.org/wiki/Datalagringsdirektivet

• In practice the CDRs are stored until the bill is sent to the 
customer (before datalagringsdirektivet), or 6 months, or

– If it is needed for technical support or serching for system errors
– If one depersonalise data from personal information one can 

save data without restrictions



Obtaining IP/position (2/3)
• A CDR contains a lot of information, examples are

– Calling and receiving number
– Type
– Time stamp och lenght (Start/Interim reports/Stop)
– The customers IP address
– And about maybe 50 - 60 more parameters...

• What is important for us when we do the trace is that it 
must be correct 
– I usually ask some control questions to the police/authority 

about the case
• IP address
• Time stamps for events
• Geographical position 
• And so on... (note that its common with errors in the 

documents you get from the police...)



Obtaining IP/position (3/3)
• A trace gives a more reliable result if one can track the 

MS or UE at several separate occasions
– If it is possible to find several CDRs that points to the same 

IMSI/IMEI (or ESN) it increase the probability that you found the 
right customer in the system

• If one get an approximately geographical position one 
can also check that there is some plausability that a 
MS/UE is located in for example Göteborg

– If the customer lives in Kiruna it may be wrong... On the other 
hand if the customer lives in Göteborg the probability is high...

• ESN (Electronic Serial Number)
– Corresponds to IMEI in the CDMA standard
– http://en.wikipedia.org/wiki/Electronic_Serial_Number 

• More about CDR
– http://en.wikipedia.org/wiki/Call_detail_record 
– http://en.wikipedia.org/wiki/Internet_Protocol_Detail_Record 

http://en.wikipedia.org/wiki/Electronic_Serial_Number
http://en.wikipedia.org/wiki/Call_detail_record
http://en.wikipedia.org/wiki/Internet_Protocol_Detail_Record


Datalagringsdirektivet - 1 maj 2012

http://computersweden.idg.se/2.2683/1.441822/har-ar-all-trafikdata-som-ska-lagras



ITS27



ITS27 (förslag dec 2013)

2 minuters turnaround time - LEK (Lagen om Elektronisk Kommunikation)

ITS 27 specifikation
http://sverigesradio.se/diverse/appdata/isidor/files/83/13900.pdf
Artiklar
http://www.nyteknik.se/nyheter/it_telekom/allmant/article3784822.ece
http://www.nyteknik.se/nyheter/it_telekom/allmant/article3788288.ece
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Bluetooth stack
• Purpose - Get rid of the cable

• BT networks may be formed ad hoc and dynamically when near 
each other (if paired)

• Short range radio 2.45-gigahertz ISM (Industrial, Scientific, and 
Medical) frequency band, allowing for unlicensed operation 
worldwide

• PAN (Personal Area Network)
– Discovery

– Client activities
– Server activities
– Peer activities (both above)

• HCI = Host Controller Interface
• TCS, usually referred to as TCP 

(Telephony Control Protocol)

Controller stack (HW)

Host stack (SW)



ACL and L2CAP
http://en.wikipedia.org/wiki/Bluetooth_protocols 

• ACL (Asynchronous Connection-Less) communications link
– The normal type of radio link used for framed data packets using a 

polling TDMA scheme at the Link Manager (LM) level
• It can carry several different packet types uni- and bidirectional and is fault 

tolerant

• SCO (Synchronous Connection Orientated) stream format for voice
• L2CAP (Logical Link Control and Adaptation Protocol)

– L2CAP is used within the host stack (OS built in or installable package). 
It passes packets to either the Host Controller Interface (HCI) or on a 
hostless system, directly to the Link Manager (LM)

– L2CAP's functions include
• Multiplexing data between different higher layer protocols
• Segmentation and reassembly of packets
• Providing one-way transmission management of multicast data to a group of 

other bluetooth devices
• Quality of service (QoS) management for higher layer protocols

– L2CAP is used to communicate packets over the host ACL link

HS

CS

http://en.wikipedia.org/wiki/Bluetooth_protocols


L2CAP bound protocols
http://en.wikipedia.org/wiki/Bluetooth_protocols 

• SDP (Service Discovery Protocol)
– Determine which Bluetooth profiles that are supported

– Each service/profile is identified with an UUID 16 number
• For example: Serial Port (SPP)

• RFCOMM (Radio Frequency Communication)
– Provides serial port emulation

– OBEX (OBject EXchange) 
• As HTTP with support for sessions 

and binary transmissions

• Bluetooth Piconet
– 1 master and up to 7 slaves 

(more if bridged)
– One device can (at the same time)

• Offer multiple services
• Be master and slave

– Devices are UUID 128 identified

HS

http://en.wikipedia.org/wiki/Bluetooth_protocols


Bluetooth attacks

• The BlueSnarf attack
– It is possible on some handset makers to connect and get IMEI and PIM 

data without the users knowledge

• The Backdoor attack
– Full memory backup from previously paired device

• The BlueBug attack
– Gaining access to the AT command set via a serial port profile for further 

attacks

• Bluejacking
– Send unsolicited messages with OBEX using the name field
– Fool users to connect using long ”name”, up to 248 chars

• Bluejacking Tools
– http://www.bluejackingtools.com/downloads/
– BT INFO 1.08 

http://www.bluejackingtools.com/downloads/


RFID (Radio Frequency IDentification)

• Passive RFID
– Energy via induction from the reader
– Range up to 10 meters

• Active RFID
– Battery powered
– Range up to around 100 meters

• Semi-passive RFID
– Mix of passive and active
– Battery for the circuit but not for antenna (good for sensors and logging)

• Usage of RFID can be a big threat against the personal integrity
– On top of that alot of security issues...

• RFID Guardian
– Protect against unwanted reading
– http://www.rfidguardian.org/

http://www.rfidguardian.org/


A RFID tag is a portable database

…A sophisticated computing and communications device

…A wireless extension of Information Systems

Interrogation Unit
Tx/RxMicro

Computer

Computer Network

Antenna Tag

Radio Tx/Rx

RAM ROM

CPU I/O

Pwr Supply

Radio Tx/Rx

RAM ROM

CPU I/O

Pwr Supply

Communicates on 13.56 MHz 



• Tags can be attached to 
almost anything
– Pallets or cases of product
– Vehicles
– Company assets or personnel
– Items such as clothes, 

luggage, laundry
– People, livestock, or pets
– High value electronics such 

as computers, TVs, camcorders

What is RFID? -- The Tags



• Readers (interrogators) can be at a fixed point 
such as
– Entrance/exit
– Point of sale
– Warehouse

• Readers can also be 
mobile
– Fastened (tethered) 

– Hand-held

– Wireless

– Etc.

What is RFID? -- The Readers



ATC (Automatic Traction Control)
• 2 - 4 “baliser” is placed between the rails
• Give train info as: max speed, rail signals etc.
• Can emergency brake or brake the train normally



Near Field Communication
• Combines the interface of a smartcard and a RFID 

reader into a single device
• There are three main use cases for NFC

– Card emulation: the NFC device behaves like an existing 
contactless smartcard making mobile payment a reality

– Reader mode: the NFC device is active and read a passive 
RFID tag, for example for interactive advertising

– P2P mode: two NFC devices are communicating together 
and exchanging information

• Global open united standard
– http://www.nfc-forum.org 

• Cheap
– 1$ for the circuit

• GSMA
– Mobile NFC initiative

• Android >= 2.3 have NFC API

http://www.nfc-forum.org/


Near Field Communication
• RFID applications using Near Field Communication



Near Field Communication

• Security aspects
– Eavesdropping

• Harder with passive devices

– Data modification
• RFID jammer

– Relay attack
• MITM replay attack in real-time



Backtrack RF modules
• BlueTooth

– BluePrint
– BlueSmash
– Btscanner
– HCIDump
– Minicom
– ObexFTP
– Ussp-Push

• RFID Tools
– RFIDI > ACG
– RFIDI > Frosch
– RFIDI > PCSC

• Bruteforce/Read MIFARE
• Calculate JCOP MIFARE Keys
• Chip & Pin info
• Continuous Select TAG
• ePassport READ/WRITE/CLONE
• ...
• JCOP info etc.
• Read/Select Tag



BTS (Base Tranceiver Station)

• The mast
– Sectors
– Up/down link

• The box
– Radio transmitter
– Radio receiver
– GPS for exact 

time
– Connected to the
– BSC (Base 

Station Controller)



Faraday cage and Base Station Controller

• EMC (ElectroMagnetic Compability) testing environment
• UE as: modems, fixed wireless 

phones and mobiles  



The worlds communications 
standards 2006 75015366.pdf

http://en.wikipedia.org/wiki/List_of_mobile_phone_standards → Long Term Evolution (Rel. 8)



Theoretical speed for wireless 
* = time slot dependent



FDM and TDM

FDM

frequency

time

TDM

frequency

time

4 users

Example:

= Frequency Division Multiplexing

= Time Division Multiplexing

one round



Mobile communication protocols

• FDMA 
(frequency divison)
– NMT (analogous)

• TDMA (time slots)
– GSM, GPRS

• CDMA (code divison)
– CDMA One (IS-95)

– CDMA 2000 (IS-2000)

– W-CDMA (UMTS)



TDMA – Time Division Multiple Access

TDMA assigns each call a 
certain portion of time on a 
designated frequency

A narrow band (channel) 
6.7 milliseconds long is 
split time-wise into 3 time 
slots



CDMA – Code Division Multiple Access

CDMA digitizes data and 
then spreads it out over the 
entire available bandwidth.

Multiple calls are overlaid 
on each other on the 
channel with each call 
given a unique code

CDMA is more efficient 
than TDMA for data 
transmission  



Evolution of wireless protocols



Advantages with (W)CDMA
• Multiple Access, can manage most users per MHz

– Have no specific limit for the number of concurrent users
• Consumes less energy – handles larger cells
• Digital modulation - Spread spectrum

– Frequency jumping
– The signal is transmitted on a channel with high bandwith
– Resistant against ”jamming”
– Eavesdropping safe
– Resistent against fading (signal have multiple paths) phenomen

• Soft handoff
– Soft handover vs. hard handover
– UE is connected to two or more sectors simultaneously 

• Low interference with other electronics
• Disadvantages?





Wireless network characteristics
Multiple wireless senders and receivers create 
additional problems (beyond multiple access)

A
B

C

Hidden terminal problem
❒ B, A hear each other
❒ B, C hear each other
❒ A, C can not hear each other
means A, C unaware of their 

interference at B

A B C

A’s signal
strength

space

C’s signal
strength

Signal fading
❒ B, A hear each other
❒ B, C hear each other
❒ A, C can not hear each other 

interferring at B



Just now – 4G (not the real 4G)

• Orthogonal Frequency Division Multiple Access 
(OFDMA)

– LTE (Long Term Evolution)
– WIMAX – will soon be dead?
– UMB (Ultra Mobile Broadband) – dead at arrival

• MIMO advanced antenna tech., enable speed up to
– > 275 Mbit/s down
– > 75 Mbit/s up

• On the market since 2011
– Compatible with

• W-CDMA
• 1x EV-DO Rev. *

•   Massive MIMO 2017
– http://www.nyteknik.se/nyheter/it_telekom/mobiltele/article3791449.ece

LTE
UMB



Mobile technology
• FLASH (Fast Low-latency Access with Seamless Handoff) OFDM

– OFDM (Orthogonal Frequency-Division Multiplexing)
• ADSL, DVB (DVB-T, DVB-T2), DAB etc.

– WiMax is a variant of SOFDM (Scaleable …)
• OFDMA

– Gives many advantages…
• http://en.wikipedia.org/wiki/OFDMA 

– Combines CDMA and TDMA
– Subcarrier channels are allocated to users

http://en.wikipedia.org/wiki/OFDMA


LTE - 4G

• LTE (Long Term Evolution)
– Gives many advantages…

• http://en.wikipedia.org/wiki/3GPP_Long_Term_Evolution 

– Combines OFDMA in down link and SC-FDMA (DFTS-FDMA) 
in up link

– MIMO
– Over 200 clients in every cell
– Sub 5 ms latency
– Spectrum flexibility
– Up to 100 km cell size
– Co exist with older standards
– MBSFN (Multicast Broadcast Single 

Frequency Network)
– Massive MIMO
– And so on...

Ericsson Berta LTE prototype mobile

http://en.wikipedia.org/wiki/3GPP_Long_Term_Evolution


Comparision between max data speed in 
down link och spectral efficiency



Attractive greenfield opportunity - Scalability
Coverage and capacity with CDMA 450

 Start with umbrella cells benefiting from the coverage properties

 Add lower base stations as better urban indoor coverage and capacity is 
needed

 Result: Best coverage, scalable capacity, redundancy



Range 1

McGraw Hill - W-CDMA and cdma2000 for 3G Mobile Networks



Range 2

McGraw Hill - W-CDMA and cdma2000 for 3G Mobile Networks

Example 450 MHz

300/450/2 = 0,33 meters 
antenna length is optimal (lambda/2)



Example from NMT 
Norway Radius ca: 20 km  

Built-in antenna

External antenna



Range 3

McGraw Hill - W-CDMA and cdma2000 for 3G Mobile Networks



http://www.idg.se/2.1085/1.384830/smart-mobil-kraver-smart-sakerhet/1



Mobile security Android
• Android Hacker's Handbook (2014)

– http://www.amazon.com/Android-Hackers-Handbook-Joshua-
Drake/dp/111860864X

• Presentation from book author (in course docs folder)
– An Android Hacker's Journey - Challenges 

in Android Security Research.pptx
• Goes thru

– Background
– Ecosystem
– Patching
– Disclosure
– Attack Surface
– Tools
– Exploitation
– Hardening
– Recommendations
– Conclusions



Mobile
device
attack 

surface
• The attack surface 

is HUGE and 
continuously 
growing!

• Lots of background 
services are 
running on-device

• http://recxltd.blogs
pot.se/2012/02/refl
ecting-on-mobile-
security-today.html

 



Mobile security

• Android
– http://www.cvedetail

s.com/product/1999
7/Google-
Android.html?
vendor_id=1224

• iOS 
– http://www.cvedetail

s.com/product/1555
6/Apple-Iphone-
Os.html?
vendor_id=49

• Windows Mobile
– http://www.cvedetail

s.com/product/2323
0/Microsoft-
Windows-
Phone.html?
vendor_id=26



More mobile security
• Historically good technical 

site about mobile security
– Not up to date with the latest 

stuff
– http://www.mulliner.org/

• Hacking Exposed Mobile 
Security Secrets & Solutions 
(2013)

• iOS Hacker's Handbook 
(2012)

• Android Security: Attacks and 
Defenses (2013)

• XDA Developers' Android 
Hacker's Toolkit: The 
Complete Guide to Rooting, 
Roms and Theming (2012)



Old mobile security (but still true)
• Blackjacking - Security Threats to Blackberry, PDA's, and Cell 

Phones in the Enterprise (2007)
– http://eu.wiley.com/WileyCDA/WileyTitle/productCd-0470127546.html 

• Conlusion is that mobile phones must be treated 
exactly as computers regarding malware

– Be equipped with personal firewalls
– Have the latest updates
– Be configured securely
– Possess non-traditional antivirus programs

• Common attacks
– Direct attack against OS and apps
– Data-communication interception
– Authentication spoofing and sniffing
– Physical compromise
• WiFi connected phones may be an 

especially easy target in hotspots etc.

• Do you connect to open WiFi networks?

http://eu.wiley.com/WileyCDA/WileyTitle/productCd-0470127546.html


Mobile malware & analysis
• Viaforensics and Lockout have many reports

– https://www.lookout.com/
– https://viaforensics.com/resources/reports/

• Google for 
– Mobile security reports

• With increasing numbers of 
smartphones malware have
skyrocketed
– Up 614% 2012 – 2013 (92% on Android)

–

• Mobile malware attacks 
and defense (2008)
–  http://www.elsevier.com/wps/find/bookdes

cription.cws_home/715445/description 

http://www.mobilemarketingwatch.com/j
uniper-mobile-malware-threats-up-614-
in-one-year-33875/



 

• Snoopware
– http://flexispy.com
– iPhone support
– http://www.f-secure.com/

v-descs/flexispy_a.shtml

• Often (still!) SMS is used
– Sexy View, 18 feb 2009
– Trick users to install signed

malware

• Nexus SMS bug
http://www.androidpolice.com/2013/11
/29/sms-vulnerability-in-nexus-
devices-can-be-exploited-to-force-a-
reboot-or-kill-cellular-connectivity/
 

:)
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