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® Google Search Technique
— Just put the word and run the search

You need to audit your Internet presence
— One database, Google almost has it all!

One of the most powerful databases in the world

® (Consolidate a lot of info
Usage:
— Student ...

— Business ...
— Al’Qaeda ...

® One stop shop for attack, maps, addresses, photos, technical information
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® Google Advance Search
— A little more sophisticated
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® (Google Operators:

— Operators are used to refine the results and to maximize
the search value. They are your tools as well as hackers’
weapons

® Basic Operators:

+,-,~,., 5, |, OR
® Advanced Operators:

— allintext:, allintitle:, allinurl:, bphonebook:, cache:,
define:, filetype:, info:, intext:, intitle:, inurl:, link:,
phonebook:, related:, rphonebook:, site:, numrange:,
daterange

7
GoSecure Inc. 03/07/2007




GOSECURE GOO le HaCkin
Ne

® Basic Operators
— (+) force inclusion of something common

— Google 1ignores common words (where, how, digit, single
letters) by default:

Example: StarStar Wars Episode +I
— (-) exclude a search term

Example: apple —red

— () use quotes around a search term to search exact
phrases:
Example: “Robert Masse”

— Robert masse without “’ has the 309,000 results, but

“robert masse” only has 927 results. Reduce the 99%
irrelevant results
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® Basic Operators
— (~) search synonym:

Example: ~food

— Return the results about food as well as recipe, nutrition
and cooking information

— (. ) a single-character wildcard:

Example: m.trix

— Return the results of M@trix, matrix, metrix

— ( *) any word wildcard
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® Advanced Operators: “Site:”
— Site: Domain_name

— Find Web pages only on the specified domain. If we
search a specific site, usually we get the Web structure

of the domain
— Examples:

site:ca
site:gosecure.ca
site:www.gosecure.ca
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A Google Search: site:posecure.ca - Microsoft Internet Explorer
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® Advanced Operators: “Filetype:”
— Filetype: extension type

— Find documents with specified extensions

— The supported extensions are:

- HyperText Markup Language (html) - Microsoft PowerPoint (ppt)

- Adobe Portable Document Format (pdf) - Microsoft Word (doc)
- Adobe PostScript (ps) - Microsoft Works (wks, wps, wdb)
- Lotus 1-2-3 - Microsoft Excel (xls)
(wkl1, wk2, wk3, wk4, wk5, wki, wks, wku) - Microsoft Write (wr1)
- Lotus WordPro (Iwp) - Rich Text Format (rtf)
- MacWrite (mw) - Shockwave Flash (swf)
- Text (ans, txt)

— Note: We actually can search asp, php and cgi, pl files
as long as it 1s text-compatible.

Example: Budget filetype: xls
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® Advanced Operators
— A budget file we found
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® Advanced Operators “Intitle:”
— Intitle: search term
— Find search term within the title of a Webpage
— Allintitle: search terml search term2 search term3

— Find multiple search terms in the Web pages with the
title that includes all these words

— These operators are specifically useful to find the
directory lists

— Example:

Find directory list:
Intitle: Index.of “parent directory”
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<3 Index of fimages - Microsoft Internet Explorer
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® Advanced Operators “Inurl:”
— Inurl: search term
— Find search term in a Web address
— Allinurl: search terml search term?2 search term3

— Find multiple search terms in a Web address

— Examples:
Inurl: cgi-bin

Allinurl: cgi-bin password

GoSecure Inc.
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wewy. cib.nig.ac. pfddalcgi-bin/password - 1k - Cached - Similar pages
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wiwi. nCsm.orgd. S password-protecter-dirs-free-web-hosting-cgi-bin.html - 4k - Cached - Similar pages
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® Advanced Operators “Intext;”

— Intext: search term
— Find search term 1n the text body of a document.
— Allintext: search terml search term2 search term3

— Find multiple search terms in the text body of a
document.

— Examples:
Intext: Administrator login
Allintext: Administrator login
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® Advanced Operators: “Cache:”
— Cache: URL

— Find the old version of Website in Google cache

— Sometimes, even the site has already been updated, the
old information might be found in cache

— Examples:

Cache: www.gosecure.com
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® Advanced Operators
— <number1>..<number2>
— Conduct a number range search by specifying two

numbers, separated by two periods, with no spaces. Be
sure to specify a unit of measure or some other indicator

of what the number range represents

— Examples:

Computer $500..1000
DVD player $250..350

23
GoSecure Inc. 03/07/2007




2} Fagle-Computer - $800 to $999 - Microsoft Internet Explorer, [ZI[EI[‘S_TI
File Edit Mew Favortes Tools  Help

. — il
- 1 b 1 "'\:. = . . -
e Back. </ » ,.,-,..f (0 | Search 7 Favorites ﬁ" Media {E
Address |ﬁ:| http: s, saveateale, com 000999, kbl V| Go | Links

Google + | computer $500.,1000 v| R cearchweb - g ARk Lhobiocked fF autoril R options &[G 7

&/ SHOW ORD i
Ea Ie Same day shipping on Free shipping on orders $250 or more
most orders before 4pm CST click here for details >>

cnm"“lﬂ§ Call Toll-Free 800-845-6471 search: T =D B TesTIMONIRS
SaveAtEagle.com™ ... e

. . . ' : Scanflert
Join our e-mail list Home - Laptops. Hotebooks, PDA's, Hew. Factory Befurbished, Used / Refurbished, Dell VAHOO
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Cordless Phones battery replacements at great pnces! 21315340 like 3 =tudios
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® Advanced Operators: “Daterange:”
— Daterange: <start date>-<end date>
— Find the Web pages between start date and end date
— Note: start date and end date use the Julian date

— The Julian date 1s calculated by the number of days
since January 1, 4713 BC. For example, the Julian
date for August 1, 2001 1s 2452122

— Examples:
2004.07.10=2453196
2004.08.10=2453258
— Vulnerabilities date range: 2453196-2453258
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® Advanced Operators “Link:”
— Link: URL
Find the Web pages having a link to the specified URL
Related: URL
Find the Web pages that are “similar” to the specified Web page

info: URL

Present some information that Google has about that Web page

Define: search term

Provide a definition of the words gathered from various online
sources

Examples:

Link: gosecure.ca
Related: gosecure.ca
Info: gosecure.ca
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2 Google Search: info:www.gosecure.ca - Microsoft Internet Explorer |Z||E|E|
J .lr

Fle Edt Miew Favorites Tools  Help i

@Back g @ v \ﬂ @ ;\] j_J Search {H':{Favnrites @Media 6‘3 [-x:" :; "E‘ﬂ

Address @http:HWWW.gl:ll:lglE‘-'.I:EI,IISEEIr'l:l'l?Sl:lLlr'l:Eilj=l'lEI"."I:"EI'It&jE=UTF-E&E|=iI'I|:I:I':'."::-Sn':'uWWW':'."::'EEgDSEEUFE':'.'"-:-ZEI:EI b GD Lirks
GUDSIE* oz, goseCUre, Ca v %SEarch Web - @ Fﬂt‘ @ 1 blocked Eﬂptinns

Web Images Groups MNews more »

™ o Adwanced Search
GO(JSIQ Infowaew. gosecure. ca |SEENT?h Preferences

Search: @ the web O pages from Canada

Web showing web page information for www.gosecure.ca
GoSecurse
(>oogle can show you the following information for this URL:

Show Google's cache of wisw gosecure ca

Find web pages that are similar to wiww gosecure.ca

Find web pages that link to v gosecure ca
Find web pages that contain the term “www gosecure.ca”

X | Discussions | @ % tﬂ ﬁ | E | ﬂDiscussinns not available on htkp: e, google. caf 7]

I@  Internet
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3 Google Search: define:"network security” - Microsoft Internet Explorer |Z||E|E|
EL

File Edit Mjew Faworites Tools  Help h

L] o~ [y} . TN
@ Back ~ () \ﬂ @ { A P ! Search ‘“f;:(’ Favirites @ Media ﬁ‘j - g = |‘ ﬁ
address |:§| hitkps ) feaww, qoogle, ca) search?hl=entie=_UTF-880=define%: 30 %2 2network+ security e 22 &meta= » | GO
GDDglE * | define: "netwark securiby” b % Search Wweb - @ @ E—'-' 1 blocked E Options /& E ?

.S

Links

Web Images Groups News more s

GO LJSle |deﬁne:"netwurk security”| H Search W

Search: & the web O pages from Canada

Web

Tip: Try remaving quotes from your search to get more results.

Definitions of Network Security on the YWeb:

Protection of netwarks and their services from unauthorized modification, destruction, or disclosure, and provision of assurance
that the network performs its crtical functions correctly and there are no harmful side-effects. Metwork security includes
providing far data integrity.

wonaw 15 state ty us/ldfpubs/compsecurity/alossary. html

Security procedures and controls that protect a network from: (a) unauthorized access, modification, and information
disclosure; and (bl physical impairment or destruction.
wwy, Clan. goviciao_document_library/glossary/M. htm

Managing the physical and lagical accessihility of yaur netwark resources. Physical includes safeguarding the actual
eguipment; lagical includes controlling customers’ access to netwark resources.
wwny. thinkhdi.com/publications/glossary. asp

Discussions = | ﬁ % tﬂ ﬁl 3| | _ﬁDiscussiDns nok available on htkpef ey, google,.caf
I@ & Internet
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® Advanced Operators “phonebook:”
— Phonebook

— Search the entire Google phonebook
— rphonebook

— Search residential listings only

— bphonebook

— Search business listings only

— Examples:
Phonebook: robert las vegas (robert in Las Vegas)

Phonebook: (702) 944-2001 (reverse search, not always work)
The phonebook is quite limited to U.S.A

32
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<A Google Search: robert las vegas - Microsoft Internet Explorer |'-_||E|rz|
File Edit Miew Favorites Tools  Help 11-'

GBack T &4 |£| |EL| _:] x-._j Search ‘a:-l'\'( Favorites @Media 'E‘:]:

Address |:§| hittp: f frnann, google . cafsearch?hl=entie=UTF-G&pb=Ffaq=robert+las+wegastpb=F V| 50 Links
Google - |ru:u|:uert las vegas w | B searchweb + g FaesRank Bho piocked doptions & @ >

Web Images Groups PMNews more »

s

GO ngle |r|:||:|ert las VEQAS | [ Search PhoneBook ] [ Search the Web ] Frefarences

PhoneBook

Business Phonehook Fesults 1-5 of ahout 219 for robert las vegas. (0.31 seconds)

Century %ision Center, Robert Pearsaon Od - (702 944-2001 - | Las Vegas, MY 39101 - ¥ahoo! Maps - MapGluest

Eob, Head Start Centers, Robert Jones Gardens - (702) 435-3770 - 1750 Marion Dr, Las Vegas, NY 83115 - ¥ahoo! Maps - MapQuest

Clark County Of, Constable Robert Bobby G Gronauer - (702) 285-24356 - | Las Vegas, MY 89101 - ¥ahoo! Maps - MapQuest

Clark County Of, Constable Robert Bobby G Gronauer, Las “egas Township - (7027 455-409% - 309 = 3rd St, Las Wegas, MY 89101 -
fahool Maps - MapGluest

American Family Insurance, Career Opportunities, Harrison Robert - (702) 732-4708 - 3993 Howard Hughes Pkwy, Las Vegas, MY 89109 -
fahool Maps - MapGluest

More business listings... (Bemoval Infa)

Residential Phonebook Results 1-5 of about T for robert las vegas. (0.31 seconds)

| Robert- (702 433-6314 - 3820 S Mellis Blvd, Las Vegas, MY 82121 - ¥ahoo! Maps - MapQuest

Enrigue Robert - (702) 792-9312 - 2700 5 Walley “iew Blvd, Las Wegas, MY 89102 - ¥ahoo! Maps - MapCluest

F S Robent- (702 631-2034 - |, Las Vegas, MY 83101 - ¥ahoo! Maps - MapQuest

Hrvward Rahart - (77070 2EAO-RESR - 1 ae Vanae R B91M1 - Yahanl Mans - ManTneet
X | Discussions | "f; % b ﬁ | ﬁ | ﬂDiscussiDns not available on htkp: f v, google. caf
I@ Cone & Internst
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2 Google Search: {702} 944-2001 - Microsoft Internet Explorer |:||E|

File Edit ‘ew Favorites Tools  Help

eﬁack - \_/] \ﬂ @ h f-__j Search ‘g:r’ Favarites @Media Q‘E <] ~ L\--"'.'\."_ E i D‘ﬁ

Address :Ej http: ) e, google . cafsearchrhl=endie=UTF-G8pb=Fffq=%28702 %%29+344-2001 + 2pb=FEbtnG=52arch+PhoneBook, w G0 Links
GGDglE' (702} 944-2001 v | @ searchweb - 0 FaoeRak Dho blocked B]options & [@

X
'Il;r

Web Images Groups MNews more s

GO ngle (702) 944-2001 ’ =earch PhaneBook ] ’ =earch the Web ] Preferences

PhoneBook

M

Business Phonebook Results 1- 8 of 8 for (702) 9442001 . (0.03 seconds)

Century Wision Center, Robert Pearson Od - (T02) 944-2001 - | Las Yegas, Ny 83101 - ¥ahoo! Maps - MapQuest

Century Yision Center, Ronald Dutton Od - (702) 944-2001 - | Las Yegas, NV 89101 - Yahoo! Maps - MapQuest

Century YWision Center - (702) 944-2001 - 8230 W Sahara Ave, Las Vegas, Ny 89117 - ¥ahoo! Maps - MapQuest

Century Vision Center, Michael Crutchfield Od - (702) 944-2001 - 8230 W Sahara Ave, Las Yegas, MY 83117 - Yahoo! Maps - MapQuest

Cohen David B MD - (702) 944-2001 - 3230 W Sahara Ave, Las Yegas, MY 89117 - Yahoo! Maps - MapQuest

Crutchfield Michael Od - (702) 944-2001 - 53230 W Sahara Ave Infocus, Las Wegas, MY 89101 - Yahoao! Maps - MapQuest

Dutton Ronald Od - (702) 944-2001 - 8230 YW Sahara Ave, Las Wegas, MY 83117 - Y¥ahoo! Maps - MapQuest

samers William Od - (702) 944-2001 - 5230 W Sahara Ave, Las Vegas, MY 89117 - Yahoo! Maps - MapQuest

Discussions = | ;f; % tﬂ ﬁ | ﬁ | ﬂDiscussiDns not available on http: /sy, google.caf

& Inkernet
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® Google, Friend or Enemy?
— Google 1s everyone’s best friend (yours or hackers)

— Information gathering and vulnerability 1dentification
are the tasks in the first phase of a typical hacking
scenario

— Passitive, stealth and huge data collection

— Google can do more than search

— Have you used Google to audit your organization
today?

35
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® What can Google can do for a hacker?

— Search sensitive information like payroll, SIN, even
the personal email box

— Vulnerabilities scanner
— Transparent proxy

36
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® Salary
— Salary filetype: xls site: edu
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‘2N http:fAwww.google.calfsearch?q-cache:HW 7aGUTTMIMJ:www_csun.eduf/-facacctfsalaryfcalc/fsalar. .. r__|rE|_|
File  Edit Wiew  Favorites Tools  Help l'l'-lr,
- - | j l:"l N ) g i [ - Y- & ~ J ﬂ
@ Back =2 » ! Tal | o~ Search 7. Fawvorites -@ Media {3 = E |
Address |:E| hktp: fivavaws, google . cafsearchyq=cache: HW 7 aGUTTMIM I v, csun. eduf~Facacctfsalary foalcfzalary _calc, xls4s | a0 Liriks
Go Dgl'f:' - |salar':.-' Filebtype:xls sikeredu b | £ Search web - @ FageRank Lh > blocked =

M

1 Based on 7/1/02 Salary Schedule SALARY INCREASE CALCULATOR

Enter Base | Timebase or Adjusted
Desired Salary Action Salary Adjustment Salary Comments

Full-Tirne to Part-tirme A% 56 000 $3 600.00 Base Salary » Timebase

Full-Time to Part-Tirme 12 month $B 200 $4.140.00 |Base Salary * Timebase

AN to 12 Month (15% Increase) 6 000 +15.0% $6.900.00 |Base Salary = 1.15

12 Month to AY (MMinus 159 6 200 $6.,000.00 Base Salary divided by 1.15

7 Difference-in-Pay Leave (7/1/02) %= 000 -§53035 296500 |Base Salary minus minimurm of Rank -

<

b Discussions = | "f; % 4:.3 ﬁ} | E | ﬂDiSCUEEiDns nok available on bkkp: f Py, Slalate] ERE=10
& Done & Internet
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® Sccurity social mnsurance number
— Intitle: Payroll intext: ssn filetype: xls site: edu

39
GoSecure Inc. 03/07/2007




“Zl Payroll Register - Microsoft Internet Explorer

File Edit Wiewy Favorites Tools Help

eﬁack = \_J |ﬂ @ _:‘] f_j Search "*EF-':.;" Favorites -ﬁ'rﬂedia €‘3 [_ .q__'-_;;

= -|LJj&

Address |:§| http: f fvavas, google . cafsearchrg=cache: aT19-kK-QisDC J:

IMps/AdvELr7 i Tut_06/E_HEP1.XLSH | Go Links

GDDgl'E - |intitle:|:la':.-'rn:u|l intexk:ssn filetype: xls site:edu

~ | 5 Search web -~ b

T20=Fant Lh 2 blocked >

5 Fegular

Pay Hours

Worked

Fate

D risty Cole

10 Joze Herrera

11 EBrooke Hoower

Chvertirme

Hours

Whorked

L

Federal State

Wyithhold Withhald

Discussions ~ | "f;] % ‘._B g | E | ﬂDiscussiDns not available on hekp: Jfvawaea, Slalats| SR ==1]

@ Done

& Internet
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® Sccurity Social Insurance Number
— Payroll intext: Employee intext: ssn iletype: xIs
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E | http:waw.guugle.ca!search?q=cache:5E-CQMi3U1c_- Microsoft Internet Explorer Z E\

File Edit ‘iew Favorites Tools  Help

! A =, _FnL " b _-'j _\'l E
@Back .7 |ﬂ @ lj /7 ! Search . Favorites erﬂedm ﬁ‘} ['.'_"_'_\.' = - D‘ﬂ
tiddress |£§| httpe v, gaogle . cafsearch?g=cache: SE-COMi3LUECD: wlst V| Go | Links
GODS]E * |payroll intextiemployee inkextissn filetype:xs % SearchWeb - @ F@ @ 2 blocked E Options & @ payrall @ employes E »

L

]
'!*r

Employee #1 Time Card Employee #4

Pay Period Ending: July 27, 2000 Pay Period Ending: July 27, 2000

social Security Mumbes 252 Ten " social Secunty Mumber, o0 R

us: Single Exemptions: U Marital Status: Single Exemptions: 1

ductions: Hospital: $15.00 |Other: $25.00 special Deductions: Hospital: none  |Cther: $10.00
<

X | Discussions + | ﬁ % tg ﬁ | E | E liscussions nok available on htkp: /e, google, caf
@ P Internet
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® Financial Information
— Filetype: xls “checking account

29 ¢¢

credit card” -

intext: Application -intext: Form (only 39 results)
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<2} http:{hwww.google.cafsearch?gq-cache: 120tViPs-0cJ Microsoft Internet Exploren |Z||E|fz|
;r

File  Edit  Wiew Fawvorites Tools  Help N

eﬁack = \_/J Iﬂ @ _;j /;__\J Search ‘-;1:( Favarites G"Media 6{1 [_';v ;

Address |:§| htkp:f fvivw, gooale, cafsearchig=cache: 120EViPs-0c i, o5 skedwards, eduf~Ibaker cisc 1318/ checkbook/register . xls+Hfiletype xls+9%62 2checking+ account % 22+ %% 2 2credit+i V| Go Lirks

GDDS[E - |:king account” "credit card” -intext: application -intext:Form % | % Search Web - @ F,ﬂ'f @ 11 blocked E Options & @ checking account @ credit c; *
-~

4 1619 7/6/99 Mortgage payment 1350.00 11150.00

Ti6/99 car insur 1236 82 991318

7H0/99 OTC Deposits 1025818

7/12/99 Internet Connection 10242 18

7H3/99|Pedernales electric 10030 87

7113/99 OTC Deposits 11016 .38

10 1623 7/14/99 SW Bell Tel 1096217

11 1624 7/15/99|Flying trip to New Orleans 7 hrs @ $45 31500 10647 17

X | piscussions = | j’f; % J ﬁl 5 | EDiscussions not available on Rtkp: s, google.caf
&] Done & Internet
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® Financial Information
— Intitle: “Index of” finances.xls (9)
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e | http:/ffwww. personal. psu.edufusers/b/j/bje181/Finances.xls - Microsoft Internet Explorer

File Edit Wiew Insert Format Tools Data  GoTo  Fawvorites  Help

eﬁack - & |ﬂ IE"I _"l\] /-_-\JSearch ‘-E:IT:(:’Favorites @Media ‘E‘j m <] ~ .,__;’_ — S|ﬁ

EEX
#

Address |@| bkt v personal. psu.edufusersfbyjfbig1 81 fFinances, xls

CE

GUDglE‘ - |intitle:"1ndex of" finances. xls w | % Search Web = @ F@ 5 16 blocked
E2G - A

E Options 4 @ Inde: of @ finances @ #ls

A | ¢ | D | E

G

| H | =

Date Description Amount Type Note

Summer 2004

Car service for flashing lights $69.50 Dehit - Temporary Payment
Dad's repayment for car service Check Reimbursement
Shampoo and fish tank tubing $4. 60 Cash FPersonal

First Pres offering through May $150.00 Check Personal

Gas for Rachel's car $25.00 Dehit Transportation
Dinner at Brat Stop w' Mom and Dad $27.00 Dehit Dining

Kitten supplies $35.20 Dehit Personal
Plane ticket to NYC $255.20 Debit Transportation
PSU account refund (general deposit) -550.00 Deposit

FReservation deposit for Tuckaway Heights $100.00 Check Apartment
Metra ticket to Chicago $5.00 Cash Transpontation
Food at Blues Fest $3.50 Cash Dining

Elues Fest keychain $3.00 Cash Perzonal
Dinner at Giordano's wf Joy, Neighbor, %ince $10.00 Cash Dining

Gas for Rachel's car $15.00 Dehit Transportation
Garage sale proceeds from Morm -525.00 | Cash Gift

Initial shots far Chat $99.00 Check Cat

Deposit for Tuckaway Heights (minus resery. depl) Ha05.00 Check Apartrment
2-year ¥ine Line subscription renewal $44.00 Check Personal

e I D O . O . |

b . T . . . . . . . I |

Check reimbursement is still a deposit
withdrawal considered part of deposit when cash back is taken

Separate PSFCLU and 5/3 sormehowlll

wrarafra s frafraralraralr] = === === ===

M 4 » »[\2004 { Balance - 2004 £ 03-04 4 Balance - 03-04 {NYC { Balance - NYC 4 Sp 03 £ Leeds £ | €
¥ | Discussions * | "f; % J ﬁl = | ﬂDiscussions not available on http: [ v, personal . psu.edu;

Item hreakdown

Grocery
Apartrment
Books
Schoal
Transpartation
FPersonal
Dining

Gifts
Mon-PSU
Misc

$0.00
§705.00
$0.00
$0.00
$300.20
$236.50
$40.50
$0.00
$0.00
57.244.00

Total

$8,526.50

j The server does not appear to be a valid discussion server. i

GoSecure Inc.

& Unknown Zone
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® Personal Mailbox
— Intitle: Index.of inurl: Inbox (456) (mit mailbox)

GoSecure Inc.
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2 Index of imini———i—hiii—/ i l/inbox - Microsoft Internet Explorer Z

File Edit View Favorites Tools Help

=

3
:f
e Back - @ - |ﬂ @ < h /:‘_\J Search \_EF":(, Favarites e Media @ [‘j'\: - :; E = D‘ ﬁ

Address | V| 5o
GUDglﬁ' - |intitle:inde><.u:uf inurl:inbos v| % SearchWeb - @ F@'ﬁ @ 16 blocked E Options @ inde: @ of @ inbo

~
HName Lazt modified Size Description B

Parent Directory 1T-Mar-2004 H

#1l 17T-Mar-2004 14:21

#10 17-Mar-2004 14:45
17T-Mar-2004 14:45
17-Mar-2004 14:4%5
17T-Mar-2004 14:45
17T-Mar-2004 14:34
17-Mar-2004 14:45
17T-Mar-2004 14:34
1T-Mar-2004 15:16
17T-Mar-2004 15:16
17-Mar-2004 15:16
17-Mar-2004 14:21
17-Mar-2004 15:16
17-Mar-2004 156:16
17T-Mar-2004 14:53
1T-Mar-2004 15:16
17T-Mar-2004 14:53
17T-Mar-2004 15:26 2k

Discussians = | f,lf; % t; ﬁ | = | 1P Discussions nat available an

0 [ o) [+ () () [ () [ o) [+ o) [ [ [ [ [0 [ Ry

x

& Internet
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® Personal Mailbox

— After several clicks , got the private email
messages

GoSecure Inc.
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| hitp:/hwww-2.cs.cmu.edufafs/cs.cmu. edufuserfmws/OldFiles/Mailfinbox/#1 - Microsoft Internet Explorer
Fil=  Edit Wiew Faworites Tools Help

eﬁack - > |£| |EL| _;.\I /'.-\JSearch ‘gl_j:(Favorites @Media {‘3 3 - .‘r; — D‘ﬁ

Address |$§| hEkpe fhweny-2 5 .crmuedufafsfos  oru edufuser frmws OldFiles Mail finbosx % 231

v|GD

G(‘JDglE‘ - |intit|e:index.0F inurlinbios: w | 0 Search web - @ PageRiank B 16 blacked

E Options

S @ index @ of @ inbox

Eeturn-Fath: <kspiwveylp@xd0Olzate. ada.at>
Delivered-To: mws+Hiuxl. sp. o=, cmu. edu
Feceiwved: from EDRC.CMULEDUT ([128.2.203.42]1) by uxl.sp.cs. cmil edu id =2alS148;
17 Mar 2004 T:15 EST
Received: from MES. andrew. cmu. edu ([128.2.10.115]) by edrc.cmu. edu id aa0d183;
1T Mar 2004 T:14 E3T

Receiwved: from med. toho—u. ac. jp (c-6T-166-49-63. client. comcast. net [67. 166,49, 63])

by mx5. andrew. cmu. edu (8. 12, 1078, 12,100 with SMTP id i2HCEOmNOITTTI

for <mws@andrew.cmu. edur; Wed, 17 Mar 2004 07:14:08 -0500
Mezzage-ID: <9T7df01c40c9E3T30656Ef05a0bc03d38med. t oho—1. ac. jp
From: “Kelwin Spivey” <kspivevlp@xd00zate.ada.at>
To: mwas@andrew. cmu. edu
Subject: More efficient than via—gra
Date: Wed, 17 Mar 2004 23:12:2T7 —-06B00
NIME-Werzion: 1.0
Contert-Type: text/html;

charzet="1izo0—8858-1"
Content-Transfer-Encoding: quoted-printable
F-NMIME-futoconwerted: from 8bit to gquoted-printable by mxb. andrew. cmu. edu id 1ZHCEOmMO1T77T1
¥-TIDL: becff044e73426d3d9% cdafealbd TTE3

<HTML ><BODT>

{P»<FONT SIIE=3D2:Generic cializ (Regalis), at cheap prices. <BE>

Most places charge $20, we charge $5. Quite a2 difference. <BR><BR>

Cialisz is known as a Super—V=EDagra or Weekend-V=EDagra because itz effec=

tz start sooner and last much longer. </FONT:

P> <FONT 5IZE=3D2:5hipped worldwide. <ER»<BR:Tour easvy—tousze solution=
iz here: <&

HREF=3D"http:/ wwwr. mega—health. net/ciaf Toxvgen” *http: A we. mega-health. ne=

t/cia/ Pomygens/ A</ FONT>

{fP»<P»<FONT SIZE=3D2> L/FONT >

<BR><FONT S5IIE=3D2:The link below iz for thosze who hate zpam...</FONT:

<BRF<FONT SIIZE=3D2x<4

HEEF=3D"http:/ www. mega—health. net/off. html" >http: Ao mega—health. net /o=

ff. html</8x</FONT > <BR>—=3D=3D-

e FrmToTTe o frrmmer

X | Discussions = | j’_‘; % J ﬁ | 5 | ﬂDiscussions niot available an htkp: [ funaw-2, 05, crou, edof

@ Dane

& Internet
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® Personal Mailbox

— Intitle: Index.of inurl: Inbox (inurl: User OR
inurl: Mail) (220)

GoSecure Inc.
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2} Google Search: intitle:index.of inurl:inbox (inurl:user OR inurl:Mail) - Microsoft Internet Explorer, |:||E|

X
'l*r

File Edit ‘iew Favorites Tools  Help

@ Back = \_/I \ﬂ @ ;j f'__\l Search ‘_g:‘:f Favorites e Media ﬁ‘} [_\: - :; < D‘ ﬁ
Address | | v| Go
G'D'Dglﬁ - |intit|e:inu:|ex.u:uf inurlinbaz norluser QR inurl:Mail) V| {45 Search web - @ FageRiank £ 16 blocked E Options 48 @ index @ of @ inbrc @ LsE

M
Web [mages Groups MNews Froogle more s —

GO (_nge tle:inde::-::.u:uf inurl:inbox_(inurl:user OR ir|ur|:r'-.-'1:ai|'j| search l w

Web Results 1 - 22 of about 220 for intitle:index.of inurl:inbox (inurl:user OR inurl:Mail). (0.37 seconds)

Index of ~karabo/halidiMail INBOX  exp mant intrinsic ...
Index of /~karabo/lKhalid/Mail INBOX _exp_mant intrinsic camments_files.
Mame Last modified Size Description Parent Directory 21-Feb ...

wiw-persanal. engin.umich. edu/~karabo/khalid/ Mail%20%20INE0R%20_exp_mant%20intrinsic%20comments_files/ - 3k - Cached - Similar pages

Index of ~karabolhalid/Mail INBOX EE MonsterTRAK Resume [Job ...
Index of i~karabos/ihalid/Mail INBOX RE MonsterTRAK Resume [Job #1226554],
group interview_files. Mame Last modified Size Description ...

woann-personal. engin.umich.edu’. - 3k - Cached - Sirmilar pages

Index of /scivwiscivin-fip/Mailiinb ox
Index of /scivw/scive-ftp/Mail/inbox. Name Last modified Size Description
Farent Directory 05-Jul-1935 15:03 - Apachef1 329 Server ...

wwee, hitl washington. edu/scivedscive-ftp/Mailfinbax/ - 1k - Cached - Similar pages

Index of fafs/sipb/user/sidiives/Maillinbox
Index of fafsisipbfuser/sidlives/Mail/inbox. Name Last modified
Size Description Parent Directory 18-Aug-2001 23:23 -

wnniy. it edusafs/siphiusersidlivesibailfinboxd - 1k - Cached - Similar pages

Index of /afs/siph/user/ayermish/Maillinbox

Index of /afs/sipb/user/ayermish/Mail/inbox. Mame Last modified Size

Description Parent Directory 24-Jan-1930 04:35 - 1 24-Jan-1230 ...

woany, it edudafs/sipbfuserfayermish/Mailfinbox - 2k - Cached - Similar pages

[ klore results from s mit.edu ] hat

¥ | Discussions * | ﬁ % tﬂ ﬁ] | E | EDiscussiDns not available on htkp: f faay, google, comy 7))
# Internet
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® Confidential Files
- “not for distribution” confidential (1,760)

53
GoSecure Inc. 03/07/2007




=

&
'l"lr

A Confidential - Not for. distribution 1 A ONCE Network Proposal to CommerceNet Prepared by: Kerry - Microsoft Internet Explorer |Z
File Edit “iew Fawvaoribes Tools  Help
b1 A = _Fl-ll_ . B _:J _"l [ -
@ Back - < \ﬂ @ ﬂ /- ! Search \HE,\L-’J Favarites e" Media @B [;-_-;-_\: T R = D| ﬂ
Address | | V| Go | Links

Google = "not for distribution” confidentil B searchweb ~ gt PRoeRank Bhe blocked e options &[G not1 ?

~

Confidential - Not for distribution

A ONCE Network Proposal to CIN

“ . . . . .. ; .
Proposal: ™ Executive Summt Series = focused on the Business Implications of Web Services.

SUMDMARY
X | Discussions * | 'fg % ﬂ ﬁ | §| EDiscussiDns not available on http:ff216.239.39, 104/
I@ Daone

& Internet
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® (Confidential Files

— “not for distribution” confidential filetype: pdf
(marketing info) (456)

GoSecure Inc.
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‘2 Microsoft PowerPoint - AIMMS. Informs.AREVA. ppt - Microsoft Internet Explorer |:||E|E|
L

File Edit ‘ew Favorites Tools  Help i

eﬁack . \_,) \ﬂ @ h j'__ﬁ Search ‘“i:( Favirites e\Media Q} [-*:' :; & "i‘ﬁ

fddress
GGDSIE = |"not For distribution” confidential filetype: pdf % SearchWeb - @ F@ @ 16 blocked

An Introduction to AIMMS

Clearing the US Energy Market

part III

Gertjan de Lange Peter Niewwesteeg
Cinef Commercial Officer AMDLY Cemuitod ot dvava

X | Discussions v | ﬁ % t; ﬁ | E | EDiscussiDns not available on http:ff216,239.39, 104f
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® (OS Detection

® Use the keywords of the default installation page
of a Web server to search.

® [se the title to search

® Usec the footer 1n a directory index page
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® OS Detection-Windows
— “Microsoft-I1IS/5.0 server at”
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A Index of flegislacoes/parecer_jurid_arquivos - Microsoft Internet Explorer |:||E|E|
o

File Edt ‘“iew Favorites  Tools  Help ;

eﬂack v \_/I \ﬂ @ h /;__] Search ‘*E;:(’ Favaorites eMedia ﬁ‘} [-,:v :'; iy - D‘ﬂ

Address | | v GEI Links
Google - "Microsoft-115/5.0 sarver at" @ cearchweb - g0 Faoefank Bh g2 blocked R options 4 [&) mic ?

Index of /legislacoes/parecer jurid arquivos

Name Last modified Silze [ezcription

a Parent Directory O8-Nar-2004 16:37

fileli=zt, zml 03-0ct-2002 10:10
header. htm 03-0ct-2002 10:10
image00l, gif 03-0ct-2002 10:10

Yicrosoft-IT5/5, 0 Server at www, pieiapmtin Fort 50

X | Discussions » *fg % tﬂ ﬁ | H | _@Discussinns not available on 7))

I@ Done & Internet
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® OS Detection - Windows
— Default web page?
— Intitle: “Welcome to Windows 2000 Internet Services”
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-2 Welcome to Windows 2000 Internet Services - Microsoft Internet Explorer

File  Edit  Wiew Fawvorites Tools  Help

eﬁack = \_/] |ﬂ @ _h /'._\J Search ‘g‘\::(Faw:urites @Media ﬁ‘l

3 Yk [ ﬁ
T — T
= [

Address |£§|

GDDglE - |intitle:"We|c0me to Windows 2000 Internet Services

w | b searchweb - g FageRank B g9 plocked

=)

X
4:

v B e ks
E Options & @ welcome to Windows 2000 Inte

"Windows 2000

Welcome to IIS 5.0

Internet Inforrmation Services (I115)
for Microsoft Windows 2000 brings
the power of Web computing to
wiindows. with IS, vou can easily
share files and printers and create
applications to securely publish
information to improve the way your
organization works, I[IS s a secure
platfarm for building and deploying
eCornmerce solutions, IIS also
makes it easy to bring mission-
critical business applications to the
wieb,

windows 2000 with IIS scales to
rmeet yvour needs, You can:

Set up a persanal weh server.

Zhare information within your
team.

Access databases.

Create an enterprise intranet,

IIS inteqgrates proven Internet
standards with Windows, so that
using the web does not mean

X | Discussions = | j’f; % =l ﬁl ] | @ Discussions nat availsble an

Iﬁ Integrated Management

You can manage 115 through the
Windows Z000 Computer
Managerment console, or by using
scripting. If yvou have installed
Windows 2000 Server or Windows
2000 Advanced Server, the
Administration Web site can also be
used to manage II5,

You can also right-click on a
directory, and you can share its
contents via the web, as well as
configure the most cornmon 115
settings,

Online Documentation

The award-winning IIS anline
docurnentation includes an index,
full-text search, and printing by
node ar by individual topic. You can:

® Get help with tasks,
#» Learn about server operation,
« Consult reference material,

L)

@ Cone

& Internet
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® OS Detection —Apache 1.3.11-1.3.26
— Intitle: Test.Page.for.Apache seeing.this.instead
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2 Test Page for Apache Installation - Microsoft Internet Explorer :

=

]
:’l

File Edit ‘Wiew Favorites Tools Help

\ [} — L ] i § , | ol _ .
e Back - </ \ﬂ @ { l\] P ) Search “}\(’ Favorites wMedla E‘E - &9 o - U‘ﬁ
Address | | V| Go | Links
GGDglE * |inkitle: Test .Page. for Apache seeing.this.instead % Search Web - ﬁ Fﬂﬂé,”k El 14 blacked E Optians & @ Test @ Page E »

It Worked!

If vou can see this, it means that the installation of the Apache software on this system was successful. You may
now add content to this directory and replace this page.

If vou are seeing this instead of the content vou expected, please contact the administrator of the
site involwved. If you send mail about this to the authors of the Apache software, who almost certainly
have nothing to do with this site, vour messaze will be ignored.

The Apache documentation has been included with this distribution.
You are free to use the imagze below on an Apache—powered web server. Thanks for using Apache!

wered by
AAPRPACHE

* | Discussions = | ﬁ % tﬂ ﬁ] | E | _@Discussiuns niot available on hkkp: v, cavelle, comy
&] Done # Internet

63
GoSecure Inc. 03/07/2007




GOSECURE GOO le HaCkin
Ne

® OS Detection-Apache SSL enable
— Intitle: Test.page “SSL/TLS-aware” (127)
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2 wow my Test Page for the SSL/TLS-aware Apache Installation on Web Site - Microsoft Internet Explorer E|E|rg|
;r

File Edit ‘ew Favorites Tools Help i

¥ — n j —
@ Back * () \iLI @ _l\] H ! Search i:/ Fawvorites @ Media @3 = < \_J‘ ﬁ
Address | | V| Go | Links
GOL‘JSIE ~ |inkitlz:test . page "S3LITLS-aware" % SearchWeb ~ ﬁj FEEHank E‘ 14 blacked E 2zEms & @ rest @ =t @ ”

M

Hey, it worked !
The SSL/TLS-aware Apache webserver was
successfully installed on this website.

If yvou can see this page, then the people who own this website have just installed the Apache
Web server software and the Apache Interface to OpenSSL (mod ssl) successfully. They now have to
add content to this directorv and replace this placeholder page, or else point the server at
their real content.

ATTENTION!

If vou are seeing this page instead of the site you espected, please contact the
administrator of the site involved. (Try sending mail to <webmaster@domaim. )
Although this site is running the Apache software it almost certainly has no other
connection to the Apache Group, so please do not send mall about this site or its
contents to the Apache authors. If vou do, wour message will be ignored.

The Apache online documentation has been included with this distribution.
Especially also read the mod s5l User Namual carefully.

Your are allowed to use the imazes below on vour SSl-aware Apache Web server.
Thanlre Far simive frache  mad cel and (eesS0T |

X | Discussions v | _&I % t} g | | ﬂDiscussiDns not available on htkpe /w3, freebsddiary .org)
&] Done & Internet
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® Scarch Passwords
— Search the well known password filenames in URL

— Search the database connection files or
configuration files to find a password and username

— Search specific username file for a specific product

66

GoSecure Inc.

03/07/2007




—

GOSECURE

Ne

® Search Passwords
— Inurl: etc inurl: passwd
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2 MiniUnixfetc/passwd - Microsoft Internet Explorer

File Edit ‘Miew Favorites  Tools  Help

eBack u \_/I \ﬂ @ ;j /:xj Search “Ej:{ Favarites &Media ﬁ‘} [_,:v :; o - i‘ﬂ

Address

S

]
H

L

w Go | Links

GODSIE T linurl: ek inurl: passwd % Search'web - @ Fﬂ@ EI 14 blocked

Eﬂptinns A @etc @pass »

MiniUnix/etc/passwd

Find at most |° ¥ related files.

[] including files from this version of Uniz.

root:z0:loz/:
gyziidiliifusrfays:
bin::3:1::/bin:
crol0:l::/usrfc:
man::3: 1 usr/man:
adm::3:1::/usr/ adm:

zl::
2l
2311
a2
A HH
i HH
aT::
A H

L [ Jr R A R ' T (A S A

tifsrefsourcef =1
tifsrefsource/ =2
tifsrefsourcef =3:
tifsrefsourcef =4
t:fsrefsource/ =6:
tifsrefsource/ =6
tifsrefsourcef =T
tifsrefsource/ =8:

% | Discussions = ;f; % tﬂ ﬁ} | B | EDiscussinns nat available an hkkp: | fminnie, tuhs, o)

-

@ Done

g Internet
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http:/lcustom. lab. unb. br/pub/FreeBSDfcurrent/src/etc/master. passwd - Microsoft Internet Explorer E”E”g‘
File Edit ‘“ew Favorites Tools  Help l';,

eBack > \ﬂ @ :‘J /..-\]SE:EH'E"I ‘iﬁ:f Favorites @Media '@f} - &g = \_J‘ﬁ

Address | v| Go | Links
Google » | inurletc inurl:passwd @ searchweb - gD PRk Dh 14 blacked e options & [&) etc [B) passwd

# $FreeBSD: srefeto/master.passwd,v 1.39 2004/08/01 21:33:47 warkm Exp §

#

root::0:0::0:0:Charlie &:/root:/binfcsh

toor:*:0:0::0:0:Bourne-again Superuser:/root:

daemon: *:1:1::0:0:0wner of many system processes:/root:/usr/shin/nologin
operator:*:2:5::0:0:3ystem &:/:/usr/sbhin/nologin

hin:#:3:7::0:0:Binaries Commands and Sourece:/:/usr/shindnologin

tty: %141 65533 ::0:0: Tey Zandbox:/:/usr/shin/nologin

Fanem: #:5: 65533 :0:0: EMem 3andbox:/ :/usr/shin/nologin

games:*:7:13::0:0:Games pseudo-user:/usr/games: fusr/shin/nologin

news: *:8:8::0:0:News Subsystem:/:/usr/sbin/nologin

wan:*:9:9::0:0:Mister Man Pages:/usr/share/wan:/usr/shin/nologin
sshd:*:22:22::0:0:3ecure 3hell Daemon:/var/empty:/usr/shin/nologin

smmsp: *:25:25::0:0:8endmail Submission User:/var/spool/oclientmoueus:/usr/shin/nologin
wailoull:*:26:26::0:0:%endmail Default User:/var/spool/mogueues:/usc/shin/nologin
bind:*:53:53::0:0:Bind Sandbox:/:/usr/sbhin/nologin

proxy:i*:i62:62::0:0:Packet Filter pseudo-user:/nonexistent:/usr/shin/nologin
_pflogd:*:64:64::0:0:pflogd privaep user:/var/empty:/usr/shin/nologin

uucp:FIE6 66100 TUCE pseudo-user:/var/spool/uueppublic: /usr/ local/ likexeo/ uuep/ uucico
pop:¥:68:6::0:0:Post Office Owner:/nonexistent:/usr/shin/nologin

wuw: ¥:80:80::0:0:World Wide Web Cwner:/nonexistent:/usr/sbin/nologin

nobody: ¥:65534: 65534 :0:0: Unprivileged user:/nonexistent:/usr/shin/nologin

% | Discussions = | "fg % tﬂ ﬁ | E | ﬂDiscussions not available on htkpe fcustom, lab.unb, brf
&] Done & Internst
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® Search Passwords
— Intitle: “Index of..etc” passwd
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File Edit Wiew Faworites Tools  Help

e Back - \_/J \ﬂ @ ¢ ;\] H..__\J Search ‘“g::(’ Faworites e Media GE [_ ; E v D| ﬁ
address |é§| hktp: ffftp.cs.concordia. ca)eke) V| G0 Links
Google - intitle:"Index of ..etc” passwd % searchweb = g DageRank By plocked . option: >

- Index of fetc - Microsoft Internet Explorer erz|
."l'

Name Last modified Size Dezcription

a Parent Directorwv 01-Now—2002 15:40
P prow

o
@ localtime J0-0ct-2002 15:26

31-0ct-2002 16:48

. nzswitch. cont J1-0ct-2002 16:52

@ pazzwd J1-0ct-2002 16:4%9

Apachesd. 5. 24 Server at Fip. cs concordia oa Fort 50

Index of /etc

X | Discussions = | "fg % b5 | ﬁ] | B | ﬂDiscussiDns nok available on http: ffFtp.cs. concordia. caf

I@ # Internst
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® Search Passwords
— "# -FrontPage-" inurl: service.pwd (then crack it)
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2 htp:/fwww. heyerlist.org/garderobe/_vti_pvifservice.pwd - Microsoft Internet Explorer

Fle Edt Miew Favortes Tools  Help

@Eack v \_J \ﬂ @ h ;] Search iﬁ:( Favarites e\Media @ rq:v :_; = ﬁ‘ﬁ

Address v Gn Lirks
GGDSIE* "# -FrontPage-" inurl:service, pud fhoeachwen - g PR Bh s e e options & (@] Frontps

# -FrontPage-
ekendall:hY1d15r73NLED
loniza: Szwodd7edDhF 1o

A | Disussions ¥ Jf; % tﬂ ?]| E| EDiscussinns niot available on http: w, heyerlst orgf
&) Done ) Internet
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® Search Passwords
— Inurl: admin.pwd filetype: pwd
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A http:/hwww.kdsi. net/mid-ne.automation/Admin. pwd - Microsoft Internet Explorer
Fle Edt ‘iew Favortes Tools  Help

@Eack , \_/J d \j Ij fjﬁearch H (’Favnntes e\Medm __;, :

Address | | v Gn Links
GGDSIE* iruatl:drin, pd Filetype:pwd %Search Web @ @@15 blacked EOptinns & @admin ?

ndneaut o: D INLhTHy951s: 2026: 100: Michael Floodman: /home/ndneauto: /bin/false

A | Discussions * ﬁ % tﬂ ﬁ] | 4 | EDiscussinns not available on bktp: i, kdsi ntf L)

|@ ) Internet
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® Search Passwords
— Filetype: inc dbconn
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A http:/hwww. powerof2.org/modules/includes/dbconn.inc - Microsoft Internet Explorer

Fle  Edt

View Favorites  Tools  Help

eﬁack " \ﬂ @ h /:J Search “f;:(’ Favorites e\rﬂedia &} [:, :“; ﬁ‘ﬁ

Address

L4

Google -

Filetypetine dbeonn

V| SearchWeb ~ @ Pagefiark Th 15 blncked

E (ptions ﬂ

Go  Liks
@ dhconn

A | Discussions v

var SERR_DESC; //Oracle Error Desc.
var Jatr;

function my_cormi) { //Create databaze connection using bg-id
$thiz-»i = 0;

fthiz-»c = @CIplogon ("poweroftwo”, “fourbylf”, "prod”) or die ("Could not comnect”);

function my erri) |
ferr = OCIError ($thiz-»aqlatmt)
$thiz-7ERR = Jerr["code”];
$thiz-»ERR_DESC = Jerr(["message’];

Jfg % tﬂ ﬂ | = | ﬁDiscussinns niot available on hktp:fwe, powerof2 orgf

@ Done
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® Scarch Passwords
— Filetype: inc intext: mysql connect
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A http:/iwww.texasmob.com/dojo/db.inc - Microsoft Internet Explorer

File Edt View Favorites Tools  Help

Oﬁack T | \_) d \j ﬂ /.JSEarch H (Faw:lrltes e\rﬂedla {2

Address

GDDSIE v Filetypeing inkexkimysgl_connect fh Search Web - @ Pagefiank £ 15 blocked

{Yphp
require_oncel’ common. inc')
/f

function dbCormect () {
fdbHandle = @mysql cormect (" localhost”, "rbrooks”, "2167") .

f (1§dbHandle) {
showDBError ("Trable to cormect to the database management system')

exit ()

I
if (l@myzql select dbi{"tmob")) {
showDEError (" Tnable to commect to the TexasMob database”)

exit (]

X | Discussions v ﬁ % tﬂ ﬁ | ﬁ | ﬂDiscussinns not available on hekp: fwee, besasmob,comy

I@ Done  Intermet
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® Scarch Passwords
— Filetype: i1 +ws_ftp +pwd (get the encrypted
passwords)
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[ ws_ftp[1] - Motepad
File Edit Formak Wiew Help

LOMSDATE=DQ
sndat=C " WSFTP™arror . waw
sndcs=C i WSFTPNCOonnect . waw
sndcf=C i WSFTPMarror . waw
sndts=C:"wWSFTPhCcomplete. waw
shndtf=C:“"WwWSFTPMarror. waw
soundflags=30

LE=ORT=1

RSORT=1

UseFindExec=0

bhalloon=0

DataeFmt=0

RETAIM=1

]
HOST=

UID=anomymou=
TIMEOFFSZET=0

[Metconnect—-PubT1i<]

HoST=seq.clan. Tikb.ri.us

UID=getpfw

PwWhD=vwZ213D0009Bl_ASEB0AASEOSABOFFEAd ST SAZTREET 2 AZ0E
LOCDIR=0C:™,

TIMEOQFFSET =0

radiro=" axport ftp | 0ub"

Tdiro=c:™,

[MAaRCHIWE]
HosT=Ttp.marciwve. com
UID=anomymous
PwWD=vw5SDBEASDDAOOAS YOS SBZ24 8187 00Al DAY FOODAF A ATYBEYDAAS SASAFAYELA QADAF PO 3BAEDS SEDCS
TIMEOFFSET=0

DIR=" output sfttpsclfhdtth”
rdiro=" output fTtps/Athdtth"
rdirl=" Aoutput"”

Tdiro=c:™,

TvPE=00l&

rodirz=","

LOCDIR=C 0™,
Tdirl=C:CDRMDIsClWwsTTp
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® Search Passwords
— Filetype: log inurl: “password.log”
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| Google Search: filetype:log inurl:*password. log™ - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

B

\.._.-r":l \__/] |ﬂ @ _h /.._\J Search ‘*EH:(’ Favorites @Media Q‘E <] ~ .:,; E @ U‘ﬂ

A=

X
.l*r

Address |

v| Go | Lirks

GODglE - |Fi|et\,.-'|:ue:log inurl:"password.log" V| §§% Search web  ~ @ FageRank D 15 hlocked

E Options 4 @ password log

Web Images Groups DMews Froogle more s

GO ngle filetype:log inutl:"passward. log” |[ Search | Advanced Search

L

Web Results 1 - 10 of about 23 for filetype:log inurl:"password.log™. (0.21 seconds)

narme: = "jphunt”; password: = "lbhunt”; UREL: = "hitpcfhome ne . ...
name: = "jbhunt"; password: = "jbhunt”; URL = "httpffhome. ne. e comdelay 123/ref23 html",
Eeth Haas name: = "BHaas"; password: = "Beth Haas"; URL: = "http ...

home. nc.rr.comdclay123/passwoard. log - 2k - Supplemental Result - Cached - Similar pages

name: = "tad" password: = "homepage": LURL: = "=a href="http: MAanaiey ...

narme: = "tad"; password: = "homepage”; LURL = "<a href="http:Aawaw dob. com tw” =http feaee. dob. com tw<ia=";
END_FILE

dob.tnc. edu tw/authorHDW fpassword. log - 1k - Cached - Similar pages

name:. = "momo";, password: = "momo’, UEL. = "password htm' ...
harme: = "mormo”; password: = "momo”; URL = "password. htm"; END_FILE
Jason123. uhome. net/passwoard. log - 1k - Supplemental Result - Cached - Similar pages

name: = "23202" password: = "ilgf'" URL: = "address htm'" name ...
narme: = "23202"; password: = "ilgf"; URL: = "address. htm"; name: = "23203"; password:
="ilgf"; URL: = "address. htm"; name: = "23204", passwaord: = "ilgf"; UEL ...

waw lib nchu. edu twdgroups/group2 1 password. log - 9k - Cached - Similar pages

name: = "admin"; password: = "computer”; UREL: = "hitp Mfrmembers. ...

narme: = "admin”; password: = "computer”; URL: = "http:#members tripod. de/Rick_Cooperffr.htm";
narme: = "paul"; password: = "papst"; URL: = "http:fmembers ...

mitglied. lycos. de/Rick_Cooper'mbripassword.log - 2k - Supplermental Result - Cached - Similar pages

e R PR T B T B G I P Y I

¥ | Discussions © | ’f; % r..; ﬁ | 5 | _{aDiscussiDns nok available on htkp; v, google, com)

&]
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® Scarch Username

— +intext: "webalizer" +intext: “Total Usernames’ +intext:
“Usage Statistics for”
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3 Usage Statistics for www. js-x.com - August 2004 - Microsoft Internet Explorer EHE”‘E
o

File Edt ‘iew Favorbes Tools  Help i

eﬁack T Y \ﬂ @ :‘J ;'_-xlﬁearch ‘iﬁ:{Favnrites @‘Media \@3 ' .",_ ‘d‘ﬁ

Address | | W Gl:l Links

GGDglE" " fintext:"Tokal Usernames” +inkext:"Usage Statistics for' % %SEEFEh Web @ F@ E—"' 15 blocked EDptinns & E i

19 4T 0.21% window, close A

20 46 0.21% javascript copy to clipboard

Top 1 of 1 Total Usernames

¢ N O NG viois | sermane

1 1 0.0y 1 oo 16 ooy 1 0.00% fhecerra

Top 15 of 2514 Total User Agents

g _ Ozer Agent

2 | Discussions jf; % tﬂ ﬁ| E| ﬂDiscussinns niot avaiable on btkp:  fwem, 5=, com/
& Done  Internet
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® [icense Key
— Filetype: lic lic intext: key (33) (license key)
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a Google Search: filetype:lic lic intext:key - Microsoft Internet Explorer

File Edit ‘Yjew Favorites Tools  Help

@Eack - \ﬂ @ :\] f_J Search iﬁ:(’ Favarites @Media @3 M :; S - D‘ﬂ
v

Address | |
Gﬂﬂglﬂ' Filebype:lic lic inkext:key v %SEarth Web - ﬁ’; FageRank L 1 blocked

REALNETWORKS INC. END USER LICENSE AGREEMENT REALNETWORKS BASIC ...

File Format: Unrecognized - Yiew as HThL

... hierein, RN hereby grants you a non-exclusive, nan-transferable license to install

and uze the version of the Software specified by your server license key. ...

mentar.creighton. edu/coolstuftfReal MNetwaorks/ real_server g2 basic w93/4416-01-19-0101 0001933332 lic -

similar pages

Key D219991008 Linwe 6 1P/GHCH30WwaEMMA4I9GKT C.
Key 02139991008 Linux: 61 PG HCHI0 Ao ExhME GLT C,
iy, 1biblio. arg/publlinu/commercial/caciMar lic - Tk - Cached - Similar pages

REALNETWORKS. INC. END USER LICENSE AGREEMENT REALSYSTEMIN SERVER ...
I

£

X | Discussions | ’f; % tﬂ ﬁ | E | _@Discussinns nok available on REEp: f v, google, camn/
&]  Internet
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® Cookies Syntax

— Filetype: inc inc intext: setcookie -cvs -examples -
sourceforge -site: php.net (120) (cookie schema)
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A http:/isa.rochester.edu/debatefinclude/cookies_news.inc - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

@Eack " \ﬂ @ ;j /ﬂl Search {:(’ Favorites @Media .@3 - l.._.-» ‘Q‘ﬂ

Address | |

GDDglE = |hext:setcookie -ovs -examples -sourceforge -siteiphp,net ¥ % Searchweh - ﬁ- F@f EI 16 blacked

7
{{Cookie for name, web and email in news—tnk wl. 2.2 tnka@linux-sottizes. net

if (Jparam name &% fzavel="1"){

fname=fparam name:

femail=fparam_email;

fweb=fparam weh:

telzeif ($zave=="1")1

setcookie( param name’, "7, time()-100000):

setcookie( param_email”, ", time()-1000007;
setcookie (“param web®, ", time()-100000)
setcookie( param_name”, $name, time()+315360000) ;
setcookie("param email”, Femail, timel)+315360000);
setcockie("param web”, Jweb, time()+315360000)

i

X | Discussions T‘g % ﬁ} ﬁ | E | ﬂDiscussiDns not available on http:ffsa. rochester, edu/

Ej Daone
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® Sensitive Directories Listing
— Powerful buzz word: Index of

— Search the well known vulnerable directories names
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® Sensitive Directories Listing
~ “index of cgi-bin” (3590)
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A Index of Jcgi-bin/ - Microsoft Internet Explorer

File Edt View Favorites Tools  Help

eEack v \_/l \ﬂ @ ;j /:J Search ‘f::r’ Favorites e\fﬂedia ﬁ‘} [:v :.; E g ﬁ‘ﬂ

Address @hl hitkp: oy, utu, Fifogi-bin

v Gn Links

GUDSIE * "index of cgi-bin"

% Search Web - @ F@ @ 15 blacked

Eﬂptinns ﬁ @ ?

Index of /cgi-bin/

Name Lazt modified

| .
;l Parent Directory

_-| forum-admin pl 18-Jan-2000 10:24

forum. pl 18-Jar-2000 10:24
tutkimus/ 16-0ct-2002 09:36

Jlze

13K

18K
4K

Dezcription

X | Discussions * ’f; % tﬂ ﬁ | ﬁ | EDiscussinns not available on hkkp:fomey, b, fif

Y

I@ Dane  Intermet
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® Sensitive Directories Listing
— Intitle: “Index of” cfide (coldfusion directory)
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3 Index of JCFIDE/ - Microsoft Internet Explorer

File Edit  Wiew Favoribes Tools  Help

eﬁack - @ - \ﬂ @ h j.._xj Search “g:l:(’ Favorites G‘MEdia ﬁ‘} [_:' u::.;; N E‘ﬂ

Address|

W

GDDSIE - |intitle:"1nde>< of" cfide

V| i searchweb » g aeeReank B s biocked

Eﬁptinns ﬁ @ »

A=

FHIGD

3
'Ir

1

Links

Index of /CFIDE/

Application.cfm
administrator/
classes/
componentutilss
debag,
install.cfm
probe.ctm
scriptsd

0s/19/0z2
0s/21/03
05/21/03
0s/21/03
ng/21/03
0s/19/0z2
05/19/02
05/21/03

Discussions = | T; % tﬁ ﬁ | E | EDiscussiDns nat available on http: /148,223,105, 180:5500/

&

& Internet
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® Sensitive Directories Listing
— Intitle: index.of.winnt
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ndex of fwinnt - Microsoft Internet Explorer : E|

File Edit  Wiew Favoribes Tools  Help ,'f

e Back - \_/I \ﬂ @ 4 h j_xj Search “Sj:(’ Favorites ﬁ" Media E} [_x - :_; Ly - D ‘ ﬂ

Address | w Go Links

GDDglE = |intitle:index.uf.winnt w | % Search Wweb - @ @ EI 15 blocked E Options 4 @ »
-

Name Last modified Dezscription

Parent Directory 27v=Jul-20049 17:15

T4 FPlainPassword.reg 11-0ct-2001 15:45

Win2000 PlainPasswor..> 11-0ct-2001 15:48

WMin35 FPlainPassword.reg 11-Oct-2001 15:45

WinS5 FlainPassword.reg 11-0ct-2001 15:45

Winf¥-CacheHandling.reg 11-0Oct-2001 15:45

WindowsTerminalierve..> 11-0ct-2001 15:48

apache/ 17-Mar-2003 18:26

hotfixes-post3IP3/ 29-hug-2001 19:54

nocache.reg O0Z2-0ct-2002 10:04

optionapackdNTwork, 29-iug-2001 19:54

optionspackdntserver) Z29-hug-2001 19:54

optionspackdwings/ 29-ldug-2001 19:54

smhrrantd 1N=-Mar-2nn3 14:nz= -

Discussions = | T; % tﬁ ﬁ | E | ﬂDiscussiDns nat available on http:ffafrodite, upf tche, br)

-
Ed
Ed
k4
#
i
k4
9
9
i
9
L
3
&
€]

& Internet
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® Sensitive Directories Listing

— Intitle: “index of” 11ssamples (dangeous 11ssamples)
(32)
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22 Index of Jglides/iissamplesfhomepage - Microsoft Internet Explorer |Z| |E|

|
'l*r

File Edit  W¥iew Favoribes  Tools  Help

e Back - \_/I \ﬂ @ : :] f_J Search “S::(’ Favarites @ Media ﬁ‘j [_; - j = @ D‘ﬁ
Address |@| http: ffhome. ec.rr. comyglidesfiissamples/homepage) b o Lirks
GODSIE * |inkitle:"index of" iissamples % Search Web - ﬁ- @ 5 15 blocked @ Options 4 @ »

Index of /glides/iissamples/homepage

Name Lazt modified Size Description

Farent Directory 13-HNow-2003 11:

Ws_FTP. LOG

bullet. gif
default. asp
file. gif
global. aza
gueszthlk. azp
myfiles. asp

13-Jan—-2001
13-Jan—-2001
13-Jan—-2001
13-Tan—2001
13-Jan-2001
13-Jan-2001
13-Jan-2001

158:
158:
18:
18:
18:
18:
15:

zighbook. asp 13-Jan—2001 18:
zub. inc 13-Jan—2001 18:
theme. inc 13-Jan—2001 18:
themes/ 15-Now—2003 11:

Discussions = | f; % ,_3 ﬁ | 5 | _@Discussiuns not available on htkp:ffhome, ec,re.com)f
I@ & Internet

98
GoSecure Inc. 03/07/2007




GOSECURE GOO le HaCkin
Ne

® Sensitive Directories Listing
— Inurl: nussamples (1080)
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2 Google Search: inurl:iissamples - Microsoft Internet Explorer

File Edit  Wiew Favoribes Tools  Help

eﬁack - \_/, \ﬂ @ h j'__xl Search “gj:(’ Favarites G‘Media E‘j} [_:' -::;; o - E‘ﬂ

Address |@ http: /v, google. cafsearch?g=inurliissamples++&hl=en&lr=Rie=UTF-S&stark=108:sa=N

W

GDDSIE > |inur|:iissamples V| % Search Web - @ @ EI 15 blocked

Eﬁptinns ﬁ @ »
s

LEX |
| 'lr

1

Go  Lirks

Web |mages Groups MNews more »

- . Advanced Search
GO L)gle linurl:iissamples || Search | 2dvanced Search

Search: & the web O pages from Canada

Web Results 11 - 20 of about 1,080 for inurl:iissamples . (0.21 seconds)

wirnal shadey comdiissamples/exai thowitworks/codebnws asp
Similar pages

File fiissamples/issamples/oop/gfullhit.htw. The template file ...

File fiissamples/issamples/oop/gfullhit.htw. The template

file specified in CiTemplate cannot be found.

denrmv. g flissamplesfissamples/oop’ gfullhit. htwCiRestriction=none&CiHiliteType=Full - 1k - Cached - Similar pages

This text is coming from Headernfo.asp.
This text is coming from Headerlnfo.asp.
floti. bell. ac. ukfiisfiissamples’ sdk/asp/simple/Headerinfo.asp - 1k - Cached - Similar pages

floti bell ac ukfiisfissamplesisdkiaspidocsitoolbar . asp

oirnilar pages
[ More results from floti.bell.ac.uk |

The format of QUEEY STREING is invalid.
The format of QLUERY _STRIMG is irvalid,

X | Discussions = | T; % tﬁ ﬁ | E | ﬂDiscussiDns nat available on http:ffevss, google, caf

&

& Internet
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® Database Manipulation

— Different database applications leave different signatures
on the database files
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® Database Manipulation

— “Welcome to phpMyAdmin” AND “Create new
database” -intext: “No Priviledge” (find a page that
might have privilege to update mysql)

102
GoSecure Inc. 03/07/2007




3 phpMyAdmin running on localhost - phpMyAdmin 2.5.7-pl1 - Microsoft Internet Explorer |:||E|

X
'l*r

Eile Edit Mew Fawarites Tools  Help

eﬁack = e - \ﬂ @ h /.._\J Search ‘H:,‘J'::(’ Favorites @Media Q‘E 3~ :_.;_; ‘D‘ﬂ

Address |:E:| hikbpe: [ e, o, caf O fevents W SFphiladelphia/phpkyadmingmain. php?lang=en-iso-8359-18server=1 V| Go Links
GDDglE + |dmin" AND " Create new database” -intext:"Na Priviedge” | @0 Searchweb = g F20eRank D e blocked B options & [&] 7

Welcome to phpMyAdmin 2.5.7-pl1

MySOL 3.23.49 running on localhost as seveni@localhost

MySOL phpMyAdmin

i~ Create new database [Documentation] - Language (%) | English (en-iso-8859-1)

Creat
|'3'k - phpMyAdmin documentation

i~ Official phphyAdmin Hamepage
I~ Show processes [Documentation] [Changelog] [CWS]  [Lists]
i Databases

- Export

The Scfg['PmaAbsoluteUri'] directive MUST be set in your configuration file!

Discussions * | @ % tﬂ ﬁ | 3 | ﬂDiscussiDns not available on http: s, ome,cal

& Internet
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® Database Manipulation

— “Welcome to phpMyAdmin” AND “Create new
database” (after several hits, we got this)
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3 avbase? running on localhost - phpMyAdmin 2.5.7 - Microsoft Internet Explorer [

=

%]
'?r

File Edit ‘iew Fawarites Tools Help

eﬂack - \_/, \ﬂ @ h /‘.'_\J Seatch ‘-Ej:f-’ Favorites erﬂedia ﬁ‘} [__:" :_; ‘D‘ﬂ
.ﬁ.gldress| T W Gu:u Links

GGDSI'E - |"Welcome ko phpMyadmin® AND " Create new database" VJ f§ searchweb - g FamEfank Bh e Blacked Bloptions & [&) 7
Structure | SOL r Export Search Query -

Field : | v|
Sort: | V|
Show :

Criteria :

Ins : Dﬂ.ﬂd: {:}
pel: [ Or: ®

Modify : Or: O And: ® Or: O And: ® Or: © And: @
; Ins (] Del [] Ins (] Del [] Ins (] Del []

Use Tables all-guery on database avbase2:
Add/Delete Criteria Row

account
author
category

Add/Delete Field Columns
[ Update Cluery ]

[ Submit Cluery ]

format

Discussions * | ’f; % ?j ﬁ | E | EDiscussiDns not available on bktp: fflomu. unice. fr)
I@ & Internst
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® Database Manipulation

— “Select a database to view” intitle: “filemaker
pro” (94) Filemaker
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File Edit ‘Wiew Favorites Tools  Help

@ Back - \_/I \ﬂ @ ;j f...__xj Search “5:':(’ Favarites e Media €‘3 [j ) D‘ ﬂ
Address |:§| http: /i 150,146,234/ v| Go  Links
GDDSI'E - |"Se|e-:t a database ko wiew" intitle: "filermaker pro” - | B searchweb - g FageRank Boh e Hocked ] options >

F]leMakPé(i' ¢ ¢

Web Companion

&
These FileMaker Pro databases are shared by IAC.

E

- o)
Select a database to view? .

pliconel ectures. FP3
DIPENDENTITIAC. FP3
newcnr. FP3
preprintdb. FP3
preprintiac. fpo
plzzalac. FPS

Staffd FP3
financestaff. FFs
registro. FPS
tecnoareastaff. FP3
SCIENTIFICCOMMITTEE. FPS
CTAFF. FP3
preprintdb. FP3
seminari. FP3
quadernifinale. fpa

¥ | Discussions * | "f; % r_ﬂ g | 5 | EDiscussiDns not available on htkp: ff150, 146, 2, 54/
I@ Done & Internst
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® Database Manipulation
— After several clicks and you can query the table
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2 Table View - staff.fp3 - Microsoft Internet Explorer

File Edit Miew Favorites Tools  Help

Q Back - [ |£| |EL| _l\J /- ) Search ‘:E’ Favoarites ﬁ‘ Media @?

Address | w . Ga Liriks
GOL'?'glE‘ + |"select a database ko view" intitle:"filermaker pra” ~ | &5 Searchweb - @ FageRank B 16 blocked E Options  **

o

Table View Form View Search | 2 | ™ |

Database: staff. fp3

Wiewing record range 1-25 of 386

Nome Cognome telefono email
Record range: +30—

1.25 H Fita sbbondanza 06224T02TE abbondanza®i ac., rm. cnr. 1t

Total records: 36 e +E9— . .
Nas=imiliano Adamo adamo®i ac, rm. cnr. 1t

Sorted OEER4T0Z3E

Fiero Barone 52354?'023? barone®l ac. rm. cnr. 1t

| Findall |
+39-—

Nas=simo Bernaschi 06324702749 massimofiac. rm. cnr. 1t

Michiel Bert=sch 5224_0262'? bertsch@iac. rm. cnr. 1t

Stefano Bianchini Eggé-ilTUESE bianchin®iac. rm. cnr. 1t

. e . +30-— . .
Nas=similiano Caramia caramla®liac. rm. cnr. 1t

NEBR4TOZ22
+39-—

2 Giuliana Carinsi o arimer— direzio@iac, rm. cnr. it

<

® | Discussions - | ] % pei ﬁ | | XA Discussions not available on htkp: (150,146, 2.34)
;El Applek FMConktrolPanel started & Internst
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® Database Manipulation

— “# Dumping data for table (username|user|users|
password)” -site: mysql.com —cvs (289) (backup data
of mysqldump)
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http://216.239.39.104/search?q—cache:Uuoa7Sgg4BAJ: typo3.sunsite. dk/LAMP/24.ahversion/mysql.sql4 - Mi... [= |[B]EX]
'lrl

File Edit Wiew Fawvorites Tools Help

@ Back - > » | |,n-: _l\J /-._ﬁ Search u:.—-’ Faworites @ Media {E‘E

-

address | |

4

So L'ﬁglﬁ - |:|Ie [username |user|users |password ) -site:mysql.com -cvs | g search web ~ g FameRank Boh g6 hlocked

& o
Eop >

Froces=s_priwv eruumf N, ¥ ) MOT NULL default "N,
File_priw eroam O N, ¥ ) NOT NULL default "W,
Grant_priwv enumi N, T ) NOT MULL defanlt "I,
Feferernces_priv eroam( 7, T ) MOT MNULL default "N,
Index_priv eroam ' M, ¥ ) NOT MNULL defanlt "7,
Alter _priv eroom O N, T ) NOT MNULL defanlt "7,
Show_db_priv enoam (" N, 7T 3 NOT NULL defaunlt "N,
Super_priwv erom O N L, 7T ) NOT MNULL defanlt "7,
Create tmp table priv erum{ N, ¥ ) NOT NULL default "N,
Lock_tablesz_priwv enum( 7, T ) NOT NULL defanlt "I,
Execute priv erpmm( N, ¥ ) MOT NULL defaunlt "N,
Fepl_=slawe_priv enumi M , ¥ ) NOT NULL default "N,
Fepl client priv enom{ N, T ) NOT NULL defanlt "W,
z=l_twpe ernam (7,7 ANY ., X509, SPECIFIED” ) MOT NULL defaunlt
zz]l_cipher blob HOT MNULL,
zh0Y_issuer blob NOT NIOLL,
=509 _=ubject blob NOT HNULL,
max_questionzs int (11) un=zigned NOT MNULL defanlt 07,
max_updatesz int (11) unsigned MOT NIOLL default " 07,
max_contnections int (11) unsigned MOT NULL default " 07,
PEIMARY EEY (Host, User)

1 TYPE=M+ISAM COMMENT="TUszerzs and global privilegesz ;

— Dumping data for table " u=ser’

INSERT INTO user VALUES (° localhost’,” root’,
INSEERET INTQ uszer VALUES (7 localhost’, tvpo3d , ", N

<
¥ | Discussions | e % !ﬂ ﬁ | | LA Discussions not available on http:ff216.239,39, 104/

s

:El Cone

# Internet
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® Database Manipulation

— “# Dumping data for table (username|user|users|
password)” —site: mysqgl.com -cvs
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hitp:{fspot. pcc.edul-rpalmerfcis233jfassipnmentsfassignl6fcis233j.5ql - Microsoft Internet Explorer

File Edit Miew  Fawvorites Tools  Help

eﬁack = x_/.l |ﬂ @ _:‘] /-__] Search l?_,-"‘:( Favworites @MEdia E‘E ™ -:.; ‘D‘ﬂ

address |

GDDgIE - |J|E {usernarne |user|users|password)” -sitemysgl.com -cvs | | f% searchweb g PResBank Doh e biocked
Mr5QL dump 8. 22

Ho=zt: localho=st Databa=se: ci1=22333

Serwver werszion 3. 23, bhl-maw-—nt

Drop Databaze 1f exiztz ci=2333;
Create Databaze ci1i2233;5;
uze cizZ3idj;

—— Table structure for table "users’

CEEATE TABLE users |
UzerKesy int (9) MOT NULL auto_increment,
UzerName warchar (15) MOT NIULL default °°
Paz=zword warchar (15) MNOT NIULL default °°
Aotive tinyint (1) defanlt " 17,
FEIMARY KETY (UzerKes)
TTPE=M=I54M;

a

a

—— Dumping datza for table “users’

INSERT INTO users VALUES (1, Greg’ , biffle’, 1)
INSERT INTO users VALUES (2, Doug’,  pbmaster®, 1) ;
IMNSERT INTO users VALUES (3,7 Stewn’,’ linuzmaster™, 17
INSERT INTO users VALUES (4,7 Skip’, " wpmaster™, 1) ;

-
x Discussions | "’f; % tﬂ '5] | ﬁ | _@Discussiuns niok available on htkp: ffspok, poc, eduf o)
I;El Done & Internet
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® Database Manipulation

— “4# Dumping data for table (username|user|users|
password)” -site: mysql.com —cvs
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‘3 SitePoint Forums - Microsoft Internet Explorer, |Z||E|E|
gr

File Edit Yiew Favorkes Tools  Help

W —, it T
@ Back - 9 \ﬂ \ELI { lj / ! Search E:(’ Favorites @ Media @3 . , _.] ﬁ
Address | | M i
Gﬂﬁglf » |iord)" -site:mysal.com -cvs [ % Search'Web - @ @ 56 blocked E Cptions ﬂ @ Dumping data For table username user users password

i

Links **

*

INSERT INTO "user” WALUES (1, 'sarahc’, '3defaf3ch554b10847002700174f8116", 'admin@actionpoint.net’,
‘Zarah’, 'Coleman’, 'sarahc’, '20040806092330°, 20040506092514);

INSERT INTO “user” WALUES (2, 'sarah’, '3defafich554b108470027b017af8116", 'sarah@kyelani.com’,
‘=arah’, 'Coleman’, 'sarah’, '20040806000223", 20040806004017);

# Table structure for table “userZcollection”
#

CREATE TABLE "userZcollection”

“user_id" int{11) MOT MULL default ‘D',
“collection_id” int{11) NOT WULL default '0°,
PRIMARY KEY (" user_id"," collection_id ")

I TYPE=MyISAM COMMENT="Assign users to groups';

#
# Dumping data for table “wserZoollection”

INSERT INTO “userZoollection”™ VALUES (1, 1);
INSERT INTOQ “userZcollection”™ VALUES (2, 2);

There are two users in the database right now far testing, one admin (me) and one user (also me - in disguise)

Mow when content is delivered, Harry's system checlks for a permission named in table ‘permission’, which *seems* to have to go through four different

tahlac A mat = tria A falea

@ Dang ® Internet

115
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® Secnsitive System Information

— Network security reports have lists of vulnerabilities for
your system

— Configuration files often contain the application
parameters inventory
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® Network Security Report (ISS)

— “Network Host Assessment Report™ “Internet
Scanner” (1ss report) (13)
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2} Network Host Assessment Report - Microsoft Internet Explorer :

[=1E3
File Edit ‘iew Faworites Tools  Help -:f

5 — fi )
e Back = () \ﬂ @ () - Search [ Favories ﬁ" Media €3
Address | | v| Go | Links
Gﬂﬁglﬁ - |"Metwork Host Assessment Report” “Internet Scanner” % | @9 Searchweb - g3 FamEfank Dh e blacked ) options & [&) P

Page 1

Network Host Assessment Report Sorted hy DNS 13m0
Name

Report Description

This report provides detailed network host configuration and walnerability information. It identifies all services and vulnerabilities associated
with each azzessible system.

Seggion Name: E & D Section & Seggion ID: 13
File Hame: Sessiond_ 000413 Template: Comprehensive
Comment: Weekly Scan Terminabton Status: Fuushed

Scan Summary Information

Hostz Scanned: 3 2000004413 18:15:20
Hoziz Active: 3 2000i04/13 15:17:02
Hosts Inactive: oo.al.az2

X | Discussions * | "f; % “:3 ﬁ | E | _@Discussiuns not available on httpff216.239.39. 104/
I;El Done & Internet
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® Network Security Report (ISS)
— “Host Vulnerability Summary Report” (ISS report) (25)
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2 Host Vulnerability Summary Report - Microsoft Internet Explorer |Z| |E|

X
:{r

File Edit ‘iew Favorites Tools  Help

e Back - _/l \ﬂ @ { h f,l__xl Search ° \:_;":r} Favorikes @ Media Q‘E < ~ : ﬁ v |_J ‘ ﬂ
Address | V| Go Links
GDDglE » |"Host Yulnerability Summary Report” B searchweb = g0 PageRank B e blocked B4 options 4 [§ Host ?

Report Description

This report displays summary information detaling the organization's susceptibility to attack in relation to its policy and vulnerability
conditions. Specifically, this report identifies network wulnerabiities and suggests comrective action. Vulnerabalities are clagsified as high,
medium and low. High risk walnerabilities are those which provide unauthorized access to the host, and possibly, the network,

Session Name: E & D Zection & Session ID: 15
File Name: Sessiond 000413 Template: Comprehensive
Comment: Weekly Scan Termination Siatus: Finished

Scan Summary Information

Hositz Scanmed: 3 2000004015 18:15:20
Hosiz Active: 3 2000/04/13 18:17:02
Hostz Inactive: ] 000142

DINS Name Host IP Address Operating System Vulnerahility Name Severity

X | Discussions = | "f; % tﬂ ﬁ | = | ﬂDiscussinns not available on htkp: /f216.239.39. 104/
I@ Done & Internst

LI b A |
Host Vulnerability Summary Report Sorted by DNS Name =
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® Network Security Report (nessus)

— “This file was generated by Nessus” || intitle:”’Nessus
Scan Report” -site:nessus.org (185)
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3 Nessus Scan Report - Microsoft Internet Explorer |Z”E|

&3
'1;

File Edit Wwiew Favaorites  Tools  Help

eﬁack = x_/'l |ﬂ @ _h g,-__hl Search xg:':fFaunrites @Media @3 < L‘_-'F M L‘J‘ﬁ
Address | -

GDDglﬁ * |ny Messus” || inkitle: "Messus Scan Report” -site:nessus. org ¥ % Search Web - ﬁ Tﬂ @ 16 blacked
Host List

Host(s) Possible Issue

charlemagne, dyndns. org Security holeds) found
[ return ta top ]

Analysis of Host

Address of Host  |Port/Service Issue regarding Port
charlemagne, dvndns, org | discard (3)tcp) Mo Infarmation
charlemagne.,dyndns.org |daykime {(13tcp) Security warningis) found
charlemagne, dyndns.org | Ftp (21 /kcp) Security warningls) found
charlemagne, dvndns, org | telnek (23)tcp) Security warning(s) found
charlemagne.dvndns,org [smbp (25tcp) Security notes found
charlemagne, dvndns. org | time (37 kcp) Security notes found
charlemagne. dyndns,org | Finger (79 kcp) Security warning(s) Found
charlemagne, dyndns, org vy (S07Ecp) Security hole Found
charlemagne.dyndns.org |pop3 (110/kcp) Security notes Faund
charlemagne, dyndns.org | sunrpe {111 tepd Security notes found
charlemagne, dvndns. org | generalitcp Security hole Found
charlemagne, dyndns, org |general ficrp Securiby warning(s) Found

1 1 1 1 [N - - 1

X | Discussions = | "jfg % 'ﬁ] ﬁ | lil | ﬂDiscussinns not available on htkp:ffboisson, homeip, net)
I;’E[ Dane & Internet
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® Network Scanner Report (Snort)
— “SnortSnarf alert page” (15,500)
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2 Overview of 2558 alerts from 218.191.177.52 in /varflog/auth.log et al - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help
; - A - ) . _‘n._) ) i Y i
G Back ? \ﬂ \EI] O Search 7. Favorites @ Media 6’-‘{ = Ii‘ 3

Address |

G(‘JDS]E = |"SnortSnarf alert page" v | fcearchweb - g FaeRank Bhye piocked

EIBX

w G-:u Lirks
Eﬁptinns & @ »

SILICON SnortSnarf alert page

Source: 218 181 .177.52: overview

cnortonarf w020516. 1

Signature section (3371) Top 20 source IPs Top 20 dest IPs

2558 such alerts found using input module SnortFilelnput, with sources:

o Svar/logfauth. log
Earliest: 04:04:21 on &6/6/2004
Latest: 07:34:21 on 6/7/2004
19 different signatures are present for ZiE 7871 177 52 as a source

= 1 drnctarces ~F TAR] FTE BEod Jasis -
¥ | Discussions * | (% % tﬁ ﬁ | | ﬂDiscussiDns not available on http: ffbenzilla.no-ip.com/

Y

:Ej Done

& Internet

GoSecure Inc.
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® Network Security Report (Snort)

— Intitle: “Analysis Console for Intrusion Databases”
+intext:”’by Roman Danyliw” inurl:acid/
acid main.php (13 results, acid alert database)
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3 Analysis Console for Intrusion Databases {ACID) - Microsoft Internet Explorer

File Edit ew Favorites Tools  Help

@Back - '\._.;J @ @ {:j pSEarch ‘Etnl'g‘Favnrites *Media @ D;gv .,:_; E ‘E‘ﬂ

Address

"
W

Google = |acID "by Roman Danylivw” filetype:php v | fcearchweb - g Famefank Dh e blocked 15 nuiorl

Analysis Console for |ntrusion Databases

Added 40 alert(s) to the Alert cache

Queried on : Thu August 12, 2004 17:10:13
Database: snonti@ (schema version: 10B)
Time window: [2004-06-22 16:04:56] - [2004-05-12 17:10:03]

Sensors: 1 Traffic Profile by Protocol
Unique Alerts: 116 { 17 TCP (86%)
categories ) '

-]
Total Humber of Alerts: 5550 UDP (11%)

Source IP addresses:; 997 _

Dest. IP addresses: 135 ICMP (2%)
Unigue IF links 1138

Source Ports: 3333 Fortzcan Traffic (0%)
o TCP {31267 UDP { 254)
o [Dest Ports: 21

x | Discussions * | "fg % tﬂ ﬁ | gl | EDiscussiDns not available on http: / fwene, awdonline, com)
I@ Done & Internet
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® Configuration Files (robots.txt)

— (inurl: “robot.txt” | inurl: “robots.txt”) intext:disallow
filetype:txt

— Robots.txt means to protect you privacy from crawlers

— But allows you to determine the file system architecture
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< http:hwww.whitehouse.govirobots.txt - Microsoft Internet Explorer

Fle Edt Yiew Favorites Tools  Help

@Eack v \_) \ﬂ @ h ;3 Search “-E;:{ Favorites e\rﬂedia Q} [:r :..»" = ﬁ‘ﬁ

Address | |

GUDSIE' "vobat,bxt" | inurl:"robaks,bet" ) intest: disallow filetype:tet ¥ %Search Web - @ Fﬂ @ 16 blocked

Jzer-agent: ¥
Dizallow:/cgi-bin
Dizallow: /zearch
Dizallows /query. htnl
Dizallow: /help
Dizallow:/360pics/1rag
Dizallow:/360pics/text
Dizallow: /911791 1day/1raq
Dizallows /911/911day/text
Dizallow:/911/heroes/1rag
Dizallows /911 heroes/text

LT [ I N o T [ B S

A | Discussions * "fg % t;’ ﬁ | E | EDiscussinns riot available on bktp: i, ISR, qov|
&] Done i Intermet
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® A vulnerable targets scanning example
— Get the new vulnerabilities from advisory

— Find the signature from vendor Website

— Google search to find the targets

— Perform further malicious actions
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® An advisory looks like
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-2 Secunia - Advisories - Smart Guest Book Database Content Disclosure Security Issue - Microsoft Internet Explorer

File Edit Wiew Faworites Tools  Help

. — i
- | N ) = f ; A
Q Back. =2 » ,5.: 'l | Search 7. Favorites @ Media Q-‘{

Address ﬁéj http: i secunia. comfadvisories 12401 |
G(‘JDglE‘ = liook.mdb site:secunia.com % Search web - @ El 57 blocked Y| autoFil E Options & @ SmartGuestBook, @ rrdb

Secunia Advisories Smart Guest Book Database Content Disclosure Security Issue m

Secunia Advisory: SA17401
Release Date: 2004-038-30

Search

Critical: OTrm .
Moderately critical

Impact: Exposure of sensitive infarrmation

Where: From rermote
Solution Status: Unpatched 2004-08-23

Mew at Secunia.com:
* Improved product

) ) pages
Zelect 3 product and view a complete list of all * Ewtra Statistics

Patched/Unpatched Secunia advisories affecting it,

Software: Smart Guest Book 2.x

* Feedback system
* Al Secunia advisories

Description: : .. -
nLr . . now include "Solution
A security issue has been reported in Srmart Guest Book, which may allow Status”

malicious people to gain knowledge of sensitive information,

The problem is that the database file "SmartGuestBook . mdh" by default is
accessible by anyvone. This may disclose warious information including the Z004-08-16
adrministrative usernarme and password by downloading the file from an & new spoofing

affected web site, vulnerability has been
. found in Internet
Solution:

. , . Expl 6. A test |
Info ¢ Contact :j‘:lace the database file in a separate database directory and restrict access to aigiijarl:?lg here.es 1=

Products

Secunia Testzone Provided and/or discovered by:

T —— Security .Met Information F004-07-01

. Many browsers are
Lustomer Area vulnerable to the Frame
Injection Yulnerability .
Test yvour browser
here,

Flease note: The nformmation, which this Secunia Adwisory is based upon,
comes from thivd party unless stated otherwise,

Secunia collects, validates, and verifies all vulnerability reports issued by
security rerearch groups, vrendors, and others,

Secunia Advisories
Get the RSE feed or

a Internet

Send Feedback to Secunia:
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® Vendor Website Information
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-} Installing the Free Smart Guest Book 2.0 for an Access Database - Microsoft Internet Explorer [Zl[ﬁl[‘i__(l
r

Fie Edit Miew Faworites  Tools  Help

. — i —
= I : 3 ) =F i i - ' ' | - fﬂ
e Back > \ﬂ <l 0 | A Search L_}_\..:/ Favorites ﬁ‘ Media {3 : ﬂ _‘
Address |§| hiktp: v, smartwebby  comfweb_productsfflash_guestbook)AccessInstallationFres, asp
GODglf:‘ - |5martGuestBouk.asp b | % Search Web - @ EI 57 blocked E Options & @ SmartGuestBook @ asp

W bby

Web Creativity Unleashed

Services Portfolio Products Resources Contact Us

A. Contents of the zip file Free Srmart Guest Book M3 SQL Server Installation

rou will find the fallowing files:

SrmartGuestbool.mdb (Access Database)

SrmartGuestbool,swf (Flash Interface)

ZmartGuestboolk,.asp (ASP file where the Flash interface is placed)
SmartGuestbookCode.asp (ASP file accessed by the swf file)
scripts.)s {(Javascript code)

badwordfilter txt {comma delirmited bad words list)
CloseWwindow . htrn (to autornatically close the window)

Readrne txt {content similar to this page section)

Note: If vou have your own site and want a quick installation just follow the 1st and 3rd steps. That's It!
B. Installation steps

Important: Place all the above files in a folder called SmartGuestBook under your site root,
Yery Important : Please give the folder write permission (If you don't know how to do this, please contact your site administrator).

If wour site is being hosted by another site i.e. your site is a freely hosted site, vou would have to most probably place the access
database file in a specified database folder as assigned by vour service provider, vou will thus need to make a few changes to the pages
to give the correct path to the SmartGuestBoolk files

‘ Inkernek
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® (Google search
— Inurl: smartguestbook.asp
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2 Google Search; inurk:smartguestbook.asp - Microsoft nternet Explorer

Fle Edt View Favortes Took  Hebp

@Eack* \J U ﬂ JSeach %(Fawmtes e‘MedH [\: e J Jﬁ

Address @http:ﬁwww.gnngle.cafsearch?hl=enﬁeje=UTF-E&q=inur|°fc.3nsmartguestbnnk.aspEemeta= \
GUDSIE* nusmartguesthook asp ¥ %Searth Wb @ @E? blocked @Optiuns & @smartguestbuuk @asp

Web Images Groups News more

Gougle nurtsnartguestbook asp lSEHﬂ?h ﬂp_[d;?;;:efearch

Search: ) theweb O pages fiom Canads

Web Resus 1- 10 of about 26 for inurl:smartguesthook.asp. (0.32 seconds|

v

‘@ § Dtemet
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® The victim’s Website
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<A Laura Hamil's Guest-Book - Microsoft Internet Explorer [Z”E|rz|
Eile Edit Wiew  Favorites Tools  Help .l:llr

& — 1 .
1 b =l . i - " - -
e Back - I | ,.,-_..: al | ! Search 5. Favarites -@ Media @3 = w| J Ii i
fddress | httpe ! IamarbGuestBook)SmartGuestbook. asp V| Go Links **

Google -~ linurl:smartquesthaok.asp | & Searchweb - g3 G157 blocked Fd options  § | [&] smartguestboo >
GUESt = Bnﬂk Hew Entry

Dated

Mame

Saen

E-mail Address
sean@gemdigi.com
Comments 'n" suggestions

Wow

Entry Of

Reset Frevious Mext

&) Done ® Internct
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® Download the database Game over
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s Guest-Book - Microsoft Internet Explorer

@Back - @ - @ @ \_;\] /':__j Search k-E,'r\l'\_f‘F.En-'orites eMedia @ Di,-?gv :,,, I.‘A_;I - I_J ﬁ

T

Address |@ bkt sy RETEEEN . com) SmartisuestBook) SmartGuestboak, mdb

GOOgle - inurtismartguestbook.asp v | @ Searchweb ~ % Fh57 blocked Bl options @ | (&) smertguestbook &) =sp
Guest - Book  mewenwy

Dated

Saen

E-mail Adc

sean@gemdigi.com ﬂLE Download EJ

P Some filez can harm your computer. [F the file information below
\:f) looks suspicious, or vou do not fully trust the source, do not oper ar
zawve thiz file.
File name: SmartGuestbook, mdb
Filz tupe:  Microsoft Office Access Application
Entry of Frorm: gy I, com

Reset Previous Next & Thiz type of file could harm pour computer if it containg

malicious code.

Would you like to open the file or save it to your computer?

[ Open ] [ Save ] l Cancel ] l More Info

Always azk before opening this wpe of file

é Start downloading From site: htkp: /e, N . com)'SmartGuestBookfSmartGuestbook, mdb 8 Internet
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® Transparent Proxy
— Normal surfing on www.myip.nu
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2 myip.nu - Microsoft Internet Explorer

|Ei.4n.=. Edit VWiew Favorites Tools  Help

.\:ﬁ Back ~ . . A . Favorites .!"Media £

| ~
| Address | ] http:fw

Go 5',1"3' = linurl:smartguestbook.asp ¥ % SearchWweb - “E.""’ El.‘.'-? blocked E':'Dtil:nn-_: _v EJJ smarkguestbook @a‘:—l:-

www.myip.nu

Your IP address : INIEEN126.55
Your Country are : CA Canada
You Browser is: Mozlla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; NET CLR 1.1.4322)

Tuesday 78 September, 2004
You are the 37615th wisitor since 11 May 2003

. I8 your .nu name still available?
nudomain: s
WWW. vournamenu | Gol |

Livetodot”

ﬂ Inkernet
(URJAVE DAY
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® Transparent Proxy

— When we use Google translation tool to surf
wWwWw.myip.nu

GoSecure Inc.
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3 Translated version of http:fhananw. myip.nuf - Microsoft Internet Explorer

Address g htkp: gle, com/tra tH in, BN e - i | < W a 30 Links

GO glt"" inurlismartquesth

p— maqt e atie aller Fr 1111 o
-~O0ole 3 page has been automatically translated from English.
GOO éiL View Original Weh Page

WWWwW.mylip.nu

Your IP address : 216.239.39.5

Your Country are : US United States
You Browser i1s: Mozlla/4.0 (compatible; MSIE 6.0, Windows NT 5.1; .NET CLR 1.1.4322),gzip(gfe) (via translate.google.com)

Tuesday 7th September, 2004
You are the 376 10th wisitor since 11 Mfay 2003

ip-atlas

Metworle Quety Tool
Hetworl utils

Subnet Calculator

WWho Is

nudomain; '® ¥eur -nu name still availaier
WWW. |vournamenu I Gol J

4

,@ Done, buk with errors on page, £ Internet
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® Google Automated Scanning

— Google doesn’t like the 1dea about automating Google
scan. They issue a free licence limited to 1000 queries/
day to Google

— Gooscan
— Gooscan 1s a UNIX (Linux/BSD/Mac OS X)) tool that

automates queries against Google search appliances,
which helps to do the external vulnerability assessment.
For more information about this tool, including the
ethical implications of its use. See:
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http://johnny.ihackstuff.com/
http://johnny.ihackstuff.com/
http://johnny.ihackstuff.com/
http://johnny.ihackstuff.com/
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® Google Automated Tools
— SiteDigger

— SiteDigger searches Google’s cache to look for
vulnerabilities, errors, configuration 1ssues, proprietary
information, and interesting security nuggets on Web
sites. See:
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http://www.foundstone.com/
http://www.foundstone.com/

E Foundstone SiteDigger 1.0
File ©pkions Help aAbout

Foundstone: | SiteDigger=

Resultz l Signatures ]

|F"Iease enter a domain

E =port Results

Connecting to Foundstone .com....
Doseynloading file Schema.xml from Foundstone . .com

Signatures successfully updated

Dovynloaded file s=aved at CProgram Files'\Foundstone\SiteDigoger

Enter Google licenze keyw:

| E320ISBAFHE K9z jmzkiGiul 37HASIF

GoSecure Inc.
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® Google Automated Tools
— Athena

— Another Google query tool. It supports an open XML
configuration format to support multiple search engines
(not just Google)

GoSecure Inc.
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Athena rzl

Fil= Help

Selected Search Engine: |Defau|t [Google.com] ﬂ I Search I | Stop | | Fieload | | Back | | Fonward | | E =it

Refine Quen: | Current LRL: |http:.-".-"www.g-:ungle.cnm.-"&earch?q=intitle:inde:-c.Df+master.pasawd+&btnﬁ=GDDgIe+Search

intitle:"'Index of'' zecring

intitle: index. of master.pa

intitle:'lndex of' ' htpazawd'' htpasswd bak
intitle:'lndex of'' upload. asp

intitle:'lndex of'' AT -admin.cai

Cuery
Description:

wc [intitle inde:x. of master. passwd =earch | o e
Web

e Results 1 - 10 of about 628 for intitle:inde x.of master.passwd . (0.23 seconds)

‘This query looked for a directary listing that might contain a pazzword file.

Index of /etc/passwd
Index of fetc/passwd. ... 20-Feb-2001 10:11 3k log_orders 31-Jul-2003 13:10 14k
mailform.pl 31-Jul-2003 12:55 4k mailto.cgi 31-Jul-2003 12:55 2k master. passwid 31- ...

gray-woarld. netfetc/passwds - Similar pages

Index of /distfrecbhsd/S 2 1/i286/cd2ietc
Index of fdistfAreebsd/S 2 1/E8386/cd2fete. .. 564 mail.roc 23-Feb-2004 19:42 106 mailf
23-Feb-2004 12:42 - manpath.config 23-Feb-2004 19:42 1.1k master. passwd 23-Feb ...

wanny, maxtux, oo ukfdistfreebsddS 2 14386 cd2fetef - 10k - Cached - Similar pages

Index of /distfreebsdid 10fcdSietc

Index of /distffreebsd/d 10/cd2/ete. .. 22:28 BAK mail re 25-May-2004 2228 106 mail/
25-hay-2004 22:28 - manpath. config 25-May-2004 22:28 1.0k master. passwd 25-May ...
woaewy maxtux co ukfdistfreebsdid 10/cd2ieted - 11k - Cached - Similar pages

[ Maore results from wwaw. maxtux. co. uk |

Index of /jpdoor
Index of /pdoor. ... Then you would give it something like this: GET f HTTR/Z2cat
fetc/master. passwid|mail usengblah It will read anything after 'GET F HTTR/Z as ..

cpS. lucidy. comfpdaoor’ - 3k - Cached - Similar pages

Index of netbsd-help for October, 2002
Index of netbsd-help for October, 2002, From, Subject. ... Gan Uesli Starling, passwd [EL240fz
& master.passwil from backup. David 5. Fe: passwd & master. passwid from backup. ... Item collect

‘Bzwm. -l mms. B, [(®mzw - B, [BEezm. - & pic-... B acr.. [ 7 En R R [E]

148
GoSecure Inc. 03/07/2007

E NAVI.U [Acropolis Now)




GOSECURE GOO le HaCkin
Ne

® Google Materials
— Googledorks

— The famous Google Hack Website, 1t has many different
examples of unbelievable things:
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http://johnny.ihackstuff.com/
http://johnny.ihackstuff.com/
http://johnny.ihackstuff.com/
http://johnny.ihackstuff.com/

) johnny.ihackstuff.com :: I'm jOhnny. I hack stuff. - Microsoft Internet Explorer

File Edit Wie Favoribes  Tools  Help

sk v () (%] @] (0 O search ¢ Favorite

o ! V; 30 Links

| . Inkernet
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® Google Materials
— Freshgoo

— Search Google for the page published on today, yesterday,
within the last seven days or last 30 days:
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http://www.freshgoo.com/index.php
http://www.freshgoo.com/index.php
http://www.freshgoo.com/index.php
http://www.freshgoo.com/index.php

‘2 Fresh Goofgle): Date Range Search, Batch Search, Movie Reviews, Local Search, Google Dance ... '__ E|E|

File Edit ‘iew  Fawvarites Tools  Help "‘.'

@Eack - u) |ﬂ @ lj ):_JSearch H{Favurltes eMedla @ [‘{v .,5?,, r‘J_-"Fl _J ﬂ

address @ hiktp: ! e Freshgoo, cominde:, php (et Links **
G'DDglE * |google hack, ~ % Search Web - @ EI &7 blocked E Options & @ goog

s

FreshGoo.com|

=eatch Google for sites added today, vesterday, within the last sewven dawys, or last 30 days.

[Tﬂda'_-,-' ] [ Yesterday ] [ Last ¥ days ] [ Last 30 days ]

GOL ngem [ Last 3 months ] [ Last B months ] [ Last 1 year ]

[ Soogle Search ]

September 2004

subdMTu W ThF =a
1 2 3 4

s 6z 91011 Seelsscan

121214 151617 18
meekscan

12202122232425 —_— :
56 97 9% 50 20 Designed by Google (@ UEL

ﬂ Internet
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® Protect Your Data
— Keep patching your systems and applications

— Keep your sensitive data off the Web apply authentication
- (RSA, Clienless VPN)

— Disable directory browsing

— Google hack your Website

— Consider removing your site from Google's index:

— Use a robots.txt file to against Web crawlers:
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http://www.google.com/remove.html
http://www.google.com/remove.html
http://www.robotstxt.org/
http://www.robotstxt.org/

. Google Hacking References
N

Google APIS:
Remove:
Googledorks:

O’reilly Google Hack:

Google Hack Presentation, Jonhnny Long:

“Autism: Using google to hack:

“Google: Net Hacker Tool du Jour:
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http://www.google.com/apis
http://www.google.com/apis
http://www.google.com/remove.html
http://www.google.com/remove.html
http://johnny.ihackstuff.com/
http://johnny.ihackstuff.com/
http://www.oreilly.com/catalog/googlehks/
http://www.oreilly.com/catalog/googlehks/
http://johnny.ihackstuff.com/modules.php?op=modload&name=Downloads&file=index&req=viewdownload&cid=1
http://johnny.ihackstuff.com/modules.php?op=modload&name=Downloads&file=index&req=viewdownload&cid=1
http://johnny.ihackstuff.com/modules.php?op=modload&name=Downloads&file=index&req=viewdownload&cid=1
http://johnny.ihackstuff.com/modules.php?op=modload&name=Downloads&file=index&req=viewdownload&cid=1
http://www.smart-dev.com/texts/google.txt
http://www.smart-dev.com/texts/google.txt
http://www.wired.com/news/infostructure/0,1377,57897,00.html
http://www.wired.com/news/infostructure/0,1377,57897,00.html
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Contact Information:

Robert Masse
rmasse(@gosecure.ca
www.GoSecure.ca

407 McGill, suite 900
Montréal, Québec, Canada
H2Y 2G2

514-287-7427
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