Gisco SvsTems

Documentation

HOME CONTENTS  PREVIOUS MNEAT GLOSSARY FEEDBACK SEARCH

Internetworking Technology Handbook

. Internetworking Basics

. Introduction to LAN Protocols

. Introduction to WAN Technologies

. Bridging Basics

. Routing Basics

. Network Management Basics

. Ethernet

. Fiber Distributed Data Interface (FDDI)

. Token Ring/IEEE 802.5

. Frame Relay

. High-Speed Seria Interface (HSSI)

. Integrated Services Digital Network (ISDN) Overview

. Point to Point Protocol (PPP)

. Switched Multimegabit Data Service (SMDS)

. Dia-Up Technologies

. Synchronous Data Link Control (SDL C)and Derivatives

. X.25 Qverview

. Virtua Private Networks (VPNS)



http://www.cisco.com/univercd/home/home.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/index.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ics/index.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm
http://www.cisco.com/feedback
http://www.cisco.com/univercd/home/search.htm
http://www.cisco.com/univercd/cc/lib/help.htm

Voice/Data Integration Technologies

Wireless

Digital Subscriber Line

Cable Technologies

Transparent Bridging

Mixed Media Bridging

Source-Route Bridging (SRB)

LAN Switching

Asynchronous Transfer Mode (ATM) Switching

MPLS

Data-Link Switching (DL Sw)

Open Systems Interconnection (OSI) Protocols

Internet Protocols (1P)

|Pv6

Xerox Network Systems

NetWare Protocols

Apple Talk

Banyan VINES

IBM Systems Network Architecture (SNA) Protocols

DECnet

Enhanced Interior Gateway Routing Protocol (ElGRP)

IBM System Network Architecture (SNA) Routing




. Interior Gateway Routing Protocol (IGRP)

. Internet Protocol (IP) Multicast

. NetWare Link-Services Protocol (NL SP)

. Open Systems Interconnection (OSI) Routing Protocol

. Open Shortest Path First (OSPF)

. Routing Information Protocol (RIP)

. Resource-Reservation Protocol (RSVP)

. Quality of Service (QoS)

. Simple Multicast Routing Protocol (SMRP)

. Security Technologies

. Directory-Enabled Networking

. Networking Caching Technologies

. IBM Network Management

. Remote Monitoring (RMON)

. Simple Network M anagement Protocol (SNM P)

. Border Gateway Protocol (BGP)

. Multiservice Access Technologies

. Tag Switching

HOME CONTENTS  PREVIOUS NEAT GLOSSARY FEEDBACK SEARCH

HELP

All contents are copyright © 1992--2005 Cisco Systems, Inc. All rights reserved.
Important Notices and Privacy Statement.



http://www.cisco.com/univercd/home/home.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/index.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ics/index.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm
http://www.cisco.com/feedback
http://www.cisco.com/univercd/home/search.htm
http://www.cisco.com/univercd/cc/lib/help.htm
http://www.cisco.com/public/copyright.html
http://www.cisco.com/public/privacy.html

Documentation
HOME COMTENTS PREVIOUS NEKLT GLOSSARY FEEDBALCK SEARCH

Table of Contents E

Chapter Goals

Internetworking Basics

What Isan Internetwork?
History of Internetworking
| nternetworking Challenges
Open System | nter connection Reference M odel
Characteristics of the OS| Layers
Protocols
OSl Model and Communication Between Systems
I nteraction Between OS| Model Layers
OSl Layer Services
OSl Model Layers and Information Exchange
OSl Model Physical Layer
OSl Model DataLink Layer
OSl Model Network Layer
OSl Model Transport Layer
OSl Model Session Layer
OSl Model Presentation Layer
OSl| Model Application Layer
Information Formats
I SO Hierarchy of Networks
Connection-Oriented and Connectionless Network Services
Internetwork Addressing
DataLink Layer Addresses
MAC Addresses
Mapping Addresses
Network Layer Addresses
Hierarchical Versus Flat Address Space
Address Assignments
Addresses Versus Names
Flow Control Basics
Error-Checking Basics
Multiplexing Basics
Standar ds Or ganizations

Summary
Review Questions



http://www.cisco.com/univercd/home/home.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm
http://www.cisco.com/feedback
http://www.cisco.com/univercd/home/search.htm
http://www.cisco.com/univercd/cc/lib/help.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/introint.pdf

For More |lnformation

Chapter Goals

. Learn what makes up an internetwork.

. Learn the basics of the OSI model.

. Learn the differences between connection-oriented and connectionless services.
. Learn about the different types of addresses used in an internetwork.

. Learn about flow control and error-checking basics.

Internetworking Basics

This chapter works with the next six chaptersto act as afoundation for the technology
discussions that follow. In this chapter, some fundamental concepts and terms used in the
evolving language of internetworking are addressed. In the same way that this book
provides a foundation for understanding modern networking, this chapter summarizes
some common themes presented throughout the remainder of this book. Topics include
flow control, error checking, and multiplexing, but this chapter focuses mainly on
mapping the Open System Interconnection (OSl) model to networking/internetworking
functions, and also summarizing the general nature of addressing schemes within the
context

of the OSI model. The OSI model represents the building blocks for internetworks.
Understanding the conceptual model hel ps you understand the complex pieces that make
up an internetwork.

What Is an Internetwork?

Aninternetwork is a collection of individual networks, connected by intermediate
networking devices, that functions as a single large network. Internetworking refersto the
industry, products, and procedures that meet the challenge of creating and administering
internetworks. Figure 1-1 illustrates some different kinds of network technologies that can
be interconnected by routers and other networking devices to create an internetwork.

Figure 1-1: Different Network Technologies Can Be Connected to Create an
I nter networ k
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History of Internetworking

The first networks were time-sharing networks that used mainframes and attached
terminals. Such environments were implemented by both IBM's Systems Network
Architecture (SNA) and Digital's network architecture.

Local-area networks (LANS) evolved around the PC revolution. LANs enabled multiple
usersin arelatively small geographical areato exchange files and messages, as well as
access shared resources such asfile servers and printers.

Wide-area networks (WANS) interconnect LANs with geographically dispersed usersto
create connectivity. Some of the technologies used for connecting LANsinclude T1, T3,
ATM, ISDN, ADSL, Frame Relay, radio links, and others. New methods of connecting
dispersed LANSs are appearing everyday.

Today, high-speed LANSs and switched internetworks are becoming widely used, largely
because they operate at very high speeds and support such high-bandwidth applications as
multimedia and videoconferencing.

Internetworking evolved as a solution to three key problems: isolated LANS, duplication
of resources, and alack of network management. Isolated L ANs made electronic
communication between different offices or departments impossible. Duplication of
resources meant that the same hardware and software had to be supplied to each office or
department, as did separate support staff. Thislack of network management meant that no
centralized method of managing and troubleshooting networks existed.

Internetworking Challenges

Implementing afunctional internetwork is no simple task. Many challenges must be faced,
especialy in the areas of connectivity, reliability, network management, and flexibility.
Each areaiskey in establishing an efficient and effective internetwork.

The challenge when connecting various systems is to support communication among



disparate technologies. Different sites, for example, may use different types of media
operating at varying speeds, or may even include different types of systems that need to
communicate.

Because companies rely heavily on data communication, internetworks must provide a
certain level of reliability. Thisis an unpredictable world, so many large internetworks
include redundancy to allow for communication even when problems occur.

Furthermore, network management must provide centralized support and troubleshooting
capabilitiesin an internetwork. Configuration, security, performance, and other issues
must be adequately addressed for the internetwork to function smoothly. Security within
an internetwork is essential. Many people think of network security from the perspective
of protecting the private network from outside attacks. However, it isjust asimportant to
protect the network from internal attacks, especially because most security breaches come
from inside. Networks must also be secured so that the internal network cannot be used as
atool to attack other external sites.

Early in the year 2000, many major web sites were the victims of distributed denial of
service (DDOY) attacks. These attacks were possible because a great number of private
networks currently connected with the Internet were not properly secured. These private
networks were used astools for the attackers.

Because nothing in thisworld is stagnant, internetworks must be flexible enough to
change with new demands.

Open System Interconnection Reference Model

The Open System Interconnection (OS) reference model describes how information from
a software application in one computer moves through a network medium to a software
application in another computer. The OS| reference model is a conceptual model
composed of seven layers, each specifying particular network functions. The model was
developed by the International Organization for Standardization (1SO) in 1984, and it is
now considered the primary architectural model for intercomputer communications. The
OSI model divides the tasks involved with moving information between networked
computers into seven smaller, more manageabl e task groups. A task or group of tasksis
then assigned to each of the seven OSI layers. Each layer is reasonably self-contained so
that the tasks assigned to each layer can be implemented independently. This enables the
solutions offered by one layer to be updated without adversely affecting the other layers.
Thefollowing list details the seven layers of the Open System Interconnection (OSl)
reference model:

. Layer 7—Application
. Layer 6—Presentation
. Layer 5—Session

. Layer 4—Transport



. Layer 3—Network
. Layer 2—Datalink

. Layer 1—Physica

*% Note A handy way to remember the seven layersis the sentence "All people
seem to need data processing.” The beginning letter of each word corresponds
to alayer.

. All—Application layer

. People—Presentation layer
. Seem—Session layer

. To—Transport layer

. Need—Network layer

. Data—Datalink layer

« Processing—Physical layer

Figure 1-2 illustrates the seven-layer OSl reference model.

Figure 1-2: The OSI Reference Model Contains Seven Independent Layers
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Characteristics of the OSI Layers

The seven layers of the OS| reference model can be divided into two categories: upper
layers and lower layers.

The upper layers of the OSI model deal with application issues and generally are
implemented only in software. The highest layer, the application layer, is closest to the end
user. Both users and application layer processes interact with software applications that



contain a communications component. The term upper layer is sometimes used to refer to
any layer above another layer in the OSI model.

The lower layers of the OSI model handle data transport issues. The physical layer and the
datalink layer are implemented in hardware and software. The lowest layer, the physical
layer, is closest to the physical network medium (the network cabling, for example) and is
responsible for actually placing information on the medium.

Figure 1-3 illustrates the division between the upper and lower OS| layers.

Figure 1-3: Two Sets of Layers Make Up the OSI Layers
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Protocols

The OSI model provides a conceptua framework for communication between computers,
but the model itself is not a method of communication. Actual communication is made
possible by using communication protocols. In the context of data networking, a protocol
isaformal set of rules and conventions that governs how computers exchange information
over anetwork medium. A protocol implements the functions of one or more of the OS|
layers.

A wide variety of communication protocols exist. Some of these protocolsinclude LAN
protocols, WAN protocols, network protocols, and routing protocols. LAN protocols
operate at the physical and datalink layers of the OSI model and define communication
over the various LAN media. WAN protocols operate at the lowest three layers of the OSI
model and define communication over the various wide-area media. Routing protocols are
network layer protocols that are responsible for exchanging information between routers
so that the routers can select the proper path for network traffic. Finally, network protocols
are the various upper-layer protocols that exist in a given protocol suite. Many protocols
rely on others for operation. For example, many routing protocols use network protocols to
exchange information between routers. This concept of building upon the layers already in
existence is the foundation of the OSlI model.

OSI Model and Communication Between Systems

Information being transferred from a software application in one computer system to a
software application in another must pass through the OS| layers. For example, if a
software application in System A has information to transmit to a software application in
System B, the application program in System A will passitsinformation to the application



layer (Layer 7) of System A. The application layer then passes the information to the
presentation layer (Layer 6), which relays the data to the session layer (Layer 5), and so on
down to the physical layer (Layer 1). At the physical layer, the information is placed on
the physical network medium and is sent across the medium to System B. The physical
layer of System B removes the information from the physical medium, and then its
physical layer passes the information up to the datalink layer (Layer 2), which passesit to
the network layer (Layer 3), and so on, until it reaches the application layer (Layer 7) of
System B. Finally, the application layer of System B passes the information to the
recipient application program to complete the communication process.

Interaction Between OSI Model Layers

A given layer in the OSI model generally communicates with three other OS| layers: the
layer directly above it, the layer directly below it, and its peer layer in other networked
computer systems. The data link layer in System A, for example, communicates with the
network layer of System A, the physical layer of System A, and the data link layer in
System B. Figure 1-4 illustrates this example.

Figure 1-4: OSI Model Layers Communicate with Other Layers
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OSI Layer Services

One OSI layer communicates with another layer to make use of the services provided by
the second layer. The services provided by adjacent layers help agiven OS| layer
communicate with its peer layer in other computer systems. Three basic elements are
involved in layer services: the service user, the service provider, and the service access
point (SAP).

In this context, the service user isthe OSI layer that requests services from an adjacent
OSl layer. The service provider isthe OSl layer that provides services to service users.
OSl layers can provide services to multiple service users. The SAP is a conceptual
location at which one OSl layer can request the services of another OSl layer.

Figure 1-5 illustrates how these three elements interact at the network and data link layers.

Figure 1-5: Service Users, Providers, and SAPsInteract at the Network and Data
Link Layers
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OSI Model Layers and Information Exchange

The seven OSl layers use various forms of control information to communicate with their
peer layersin other computer systems. This control information consists of specific
requests and instructions that are exchanged between peer OSI layers.

Control information typically takes one of two forms: headers and trailers. Headers are
prepended to data that has been passed down from upper layers. Trailers are appended to
data that has been passed down from upper layers. An OSI layer is not required to attach a
header or atrailer to data from upper layers.

Headers, trailers, and data are relative concepts, depending on the layer that analyzes the
information unit. At the network layer, for example, an information unit consists of a
Layer 3 header and data. At the datalink layer, however, al the information passed down
by the network layer (the Layer 3 header and the data) is treated as data.

In other words, the data portion of an information unit at a given OS| layer potentially
can contain headers, trailers, and data from al the higher layers. Thisis known as
encapsulation. Figure 1-6 shows how the header and data from one layer are encapsulated
into the header of the next lowest layer.

Figure 1-6: Headers and Data Can Be Encapsulated During Information Exchange
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Information Exchange Process

The information exchange process occurs between peer OSl layers. Each layer in the
source system adds control information to data, and each layer in the destination system
analyzes and removes the control information from that data.

If System A has data from a software application to send to System B, the datais passed to
the application layer. The application layer in System A then communicates any control
information required by the application layer in System B by prepending a header to the
data. The resulting information unit (a header and the data) is passed to the presentation
layer, which prepends its own header containing control information intended for the
presentation layer in System B. The information unit grows in size as each layer prepends
its own header (and, in some cases, atrailer) that contains control information to be used
by its peer layer in System B. At the physical layer, the entire information unit is placed
onto the network medium.

The physical layer in System B receives the information unit and passesit to the data link
layer. The datalink layer in System B then reads the control information contained in the
header prepended by the datalink layer in System A. The header is then removed, and the
remainder of the information unit is passed to the network layer. Each layer performs the
same actions: The layer reads the header from its peer layer, strips it off, and passes the
remaining information unit to the next highest layer. After the application layer performs
these actions, the data is passed to the recipient software application in System B, in
exactly the form in which it was transmitted by the application in System A.

OSI Model Physical Layer

The physical layer defines the electrical, mechanical, procedural, and functional
specifications for activating, maintaining, and deactivating the physical link between
communicating network systems. Physical layer specifications define characteristics such
as voltage levels, timing of voltage changes, physical data rates, maximum transmission
distances, and physical connectors. Physical layer implementations can be categorized as
either LAN or WAN specifications. Figure 1-7 illustrates some common LAN and WAN
physical layer implementations.

Figure 1-7: Physical Layer Implementations Can Be LAN or WAN Specifications
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Physical layer implementations

OSI Model Data Link Layer

The datalink layer provides reliable transit of data across a physical network link.
Different data link layer specifications define different network and protocol
characteristics, including physical addressing, network topology, error notification,
sequencing of frames, and flow control. Physical addressing (as opposed to network
addressing) defines how devices are addressed at the data link layer. Network topol ogy
consists of the data link layer specifications that often define how devices are to be
physically connected, such asin abus or aring topology. Error notification alerts upper-
layer protocols that a transmission error has occurred, and the sequencing of data frames
reorders frames that are transmitted out of sequence. Finally, flow control moderates the
transmission of data so that the receiving device is not overwhelmed with more traffic than
it can handle at one time.

The Institute of Electrical and Electronics Engineers (IEEE) has subdivided the data link

layer into two sublayers: Logica Link Control (LLC) and Media Access Control (MAC).
Figure 1-8 illustrates the | EEE sublayers of the data link layer.

Figure 1-8: The Data Link Layer Contains Two Sublayers
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The Logical Link Control (LLC) sublayer of the data link layer manages communications
between devices over asingle link of anetwork. LLC isdefined in the IEEE 802.2
specification and supports both connectionless and connection-oriented services used by
higher-layer protocols. IEEE 802.2 defines a number of fields in datalink layer frames
that enable multiple higher-layer protocols to share a single physical datalink. The Media
Access Control (MAC) sublayer of the data link layer manages protocol access to the



physical network medium. The IEEE MAC specification defines MAC addresses, which
enable multiple devices to uniquely identify one another at the datalink layer.

OSI Model Network Layer

The network layer defines the network address, which differs from the MAC address.
Some network layer implementations, such as the Internet Protocol (1P), define network
addresses in away that route selection can be determined systematically by comparing the
source network address with the destination network address and applying the subnet
mask. Because this layer defines the logical network layout, routers can use this layer to
determine how to forward packets. Because of this, much of the design and configuration
work for internetworks happens at Layer 3, the network layer.

OSI Model Transport Layer

The transport layer accepts data from the session layer and segments the data for transport
across the network. Generally, the transport layer is responsible for making sure that the
datais delivered error-free and in the proper sequence. Flow control generally occurs at
the transport layer.

Flow control manages data transmission between devices so that the transmitting device
does not send more data than the receiving device can process. Multiplexing enables data
from several applications to be transmitted onto asingle physical link. Virtual circuits are
established, maintained, and terminated by the transport layer. Error checking involves
creating various mechanisms for detecting transmission errors, while error recovery
involves acting, such as requesting that data be retransmitted, to resolve any errors that
occur.

The transport protocols used on the Internet are TCP and UDP.

OSI Model Session Layer

The session layer establishes, manages, and terminates communication sessions.
Communication sessions consist of service requests and service responses that occur
between applications located in different network devices. These requests and responses
are coordinated by protocols implemented at the session layer. Some examples of session-
layer implementations include Zone Information Protocol (ZIP), the AppleTalk protocol
that coordinates the name binding process; and Session Control Protocol (SCP), the
DECnet Phase IV session layer protocol.

OSI Model Presentation Layer

The presentation layer provides avariety of coding and conversion functions that are
applied to application layer data. These functions ensure that information sent from the
application layer of one system would be readable by the application layer of another
system. Some examples of presentation layer coding and conversion schemes include
common data representation formats, conversion of character representation formats,
common data compression schemes, and common data encryption schemes.



Common data representation formats, or the use of standard image, sound, and video
formats, enable the interchange of application data between different types of computer
systems. Conversion schemes are used to exchange information with systems by using
different text and data representations, such as EBCDIC and ASCII. Standard data
compression schemes enable data that is compressed at the source device to be properly
decompressed at the destination. Standard data encryption schemes enable data encrypted
at the source device to be properly deciphered at the destination.

Presentation layer implementations are not typically associated with a particular protocol
stack. Some well-known standards for video include QuickTime and Motion Picture
Experts Group (MPEG). QuickTimeis an Apple Computer specification for video and
audio, and MPEG is a standard for video compression and coding.

Among the well-known graphic image formats are Graphics Interchange Format (GIF),
Joint Photographic Experts Group (JPEG), and Tagged Image File Format (TIFF). GIF isa
standard for compressing and coding graphic images. JPEG is another compression and
coding standard for graphic images, and TIFF is a standard coding format for graphic
images.

OSI Model Application Layer

The application layer isthe OSI layer closest to the end user, which means that both the
OSl application layer and the user interact directly with the software application.

This layer interacts with software applications that implement a communicating
component. Such application programs fall outside the scope of the OSI model.
Application layer functions typically include identifying communication partners,
determining resource availability, and synchronizing communication.

When identifying communication partners, the application layer determines the identity
and availability of communication partners for an application with data to transmit.
When determining resource availability, the application layer must decide whether
sufficient network resources for the requested communication exist. In synchronizing
communication, all communication between applications requires cooperation that is
managed by the application layer.

Some examples of application layer implementations include Telnet, File Transfer
Protocol (FTP), and Simple Mail Transfer Protocol (SMTP).

Information Formats

The data and control information that is transmitted through internetworks takes a variety
of forms. The terms used to refer to these information formats are not used consistently
in the internetworking industry but sometimes are used interchangeably. Common
information formats include frames, packets, datagrams, segments, messages, cells, and
data units.

A frameis an information unit whose source and destination are data link layer entities. A
frameis composed of the datalink layer header (and possibly atrailer) and upper-layer



data. The header and trailer contain control information intended for the data link layer
entity in the destination system. Data from upper-layer entities is encapsulated in the data
link layer header and trailer. Figure 1-9 illustrates the basic components of a data link
layer frame.

Figure 1-9: Data from Upper-Layer EntitiesMakes Up the Data Link Layer Frame
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A packet is an information unit whose source and destination are network layer entities. A
packet is composed of the network layer header (and possibly atrailer) and upper-layer
data. The header and trailer contain control information intended for the network layer
entity in the destination system. Data from upper-layer entities is encapsulated in the
network layer header and trailer. Figure 1-10 illustrates the basic components of a network
layer packet.

Figure 1-10: Three Basic Components Make Up a Network Layer Packet
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The term datagram usually refers to an information unit whose source and destination are
network layer entities that use connectionless network service.

The term segment usually refers to an information unit whose source and destination are
transport layer entities.

A message is an information unit whose source and destination entities exist above the
network layer (often at the application layer).

A cell isan information unit of afixed size whose source and destination are data link
layer entities. Cells are used in switched environments, such as Asynchronous Transfer
Mode (ATM) and Switched Multimegabit Data Service (SMDS) networks. A cell is
composed

of the header and payload. The header contains control information intended for the
destination data link layer entity and istypically 5 byteslong. The payload contains upper-
layer datathat is encapsulated in the cell header and istypically 48 bytes|ong.

The length of the header and the payload fields always are the same for each cell.
Figure 1-11 depicts the components of atypical cell.



Figure 1-11: Two Components Make Up a Typical Cell
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Data unit is a generic term that refersto avariety of information units. Some common data
units are service data units (SDUSs), protocol data units, and bridge protocol data units
(BPDUSs). SDUs are information units from upper-layer protocols that define a service
request to alower-layer protocol. PDU is OSl terminology for a packet. BPDUs are used
by the spanning-tree algorithm as hello messages.

ISO Hierarchy of Networks

Large networks typically are organized as hierarchies. A hierarchical organization
provides such advantages as ease of management, flexibility, and areduction in
unnecessary traffic. Thus, the International Organization for Standardization (1SO) has
adopted a number of terminology conventions for addressing network entities. Key terms
defined in this section include end system (ES), intermediate system (1S), area, and
autonomous system (AS).

An ESisanetwork device that does not perform routing or other traffic forwarding
functions. Typical ESsinclude such devices as terminals, personal computers, and
printers. An ISis anetwork device that performs routing or other traffic-forwarding
functions. Typical 1Ssinclude such devices as routers, switches, and bridges. Two types of
IS networks exist: intradomain IS and interdomain IS. An intradomain IS communicates
within a single autonomous system, while an interdomain IS communi cates within and
between autonomous systems. An area isalogical group of network segments and their
attached devices. Areas are subdivisions of autonomous systems (ASs). AnASisa
collection of networks under acommon administration that share acommon routing
strategy. Autonomous systems are subdivided into areas, and an AS is sometimes called a
domain. Figure 1-12 illustrates a hierarchical network and its components.

Figure 1-12: A Hierarchical Network Contains Numerous Components
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Connection-Oriented and Connectionless Network
Services

In general, transport protocols can be characterized as being either connection-oriented or
connectionless. Connection-oriented services must first establish a connection with the
desired service before passing any data. A connectionless service can send the data
without any need to establish a connection first. In general, connection-oriented services
provide some level of delivery guarantee, whereas connectionless services do not.

Connection-oriented service involves three phases: connection establishment, data
transfer, and connection termination.

During connection establishment, the end nodes may reserve resources for the connection.
The end nodes al'so may negotiate and establish certain criteriafor the transfer, such asa
window size used in TCP connections. This resource reservation is one of the things
exploited in some denial of service (DOS) attacks. An attacking system will send many
requests for establishing a connection but then will never complete the connection. The
attacked computer is then left with resources allocated for many never-completed
connections. Then, when an end node tries to complete an actual connection, there are not
enough resources for the valid connection.

The data transfer phase occurs when the actual datais transmitted over the connection.
During data transfer, most connection-oriented services will monitor for lost packets and
handle resending them. The protocol is generally also responsible for putting the packets
in the right sequence before passing the data up the protocol stack.

When the transfer of datais complete, the end nodes terminate the connection and release
resources reserved for the connection.

Connection-oriented network services have more overhead than connectionless ones.
Connection-oriented services must negotiate a connection, transfer data, and tear down the
connection, whereas a connectionless transfer can ssimply send the data without the added
overhead of creating and tearing down a connection. Each has its place in internetworks.



Internetwork Addressing

Inter network addresses identify devices separately or as members of a group. Addressing
schemes vary depending on the protocol family and the OSI layer. Three types of
internetwork addresses are commonly used: datalink layer addresses, Media Access
Control (MAC) addresses, and network layer addresses.

Data Link Layer Addresses

A data link layer address uniquely identifies each physical network connection of a
network device. Data-link addresses sometimes are referred to as physical or hardware
addresses. Data-link addresses usually exist within aflat address space and have a pre-
established and typically fixed relationship to a specific device.

End systems generally have only one physical network connection and thus have only one
data-link address. Routers and other internetworking devices typically have multiple
physical network connections and therefore have multiple data-link addresses. Figure 1-13
illustrates how each interface on adeviceis uniquely identified by a data-link address.

Figure 1-13: Each Interface on a Device IsUniquely Identified by a Data-L ink
Address.
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MAC Addresses

Media Access Control (MAC) addresses consist of a subset of datalink layer addresses.
MAC addresses identify network entities in LANSs that implement the IEEE MAC
addresses of the data link layer. As with most data-link addresses, MAC addresses are
unique for each LAN interface. Figure 1-14 illustrates the relationship between MAC
addresses, data-link addresses, and the |EEE sublayers of the data link layer.

Figure 1-14: MAC Addresses, Data-Link Addresses, and the | EEE Sublayers of the
DataLink Layer AreAll Related
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MAC addresses are 48 bits in length and are expressed as 12 hexadecimal digits. The first
6 hexadecimal digits, which are administered by the |EEE, identify the manufacturer or
vendor and thus comprise the Organizationally Unique Identifier (OUI). The last 6
hexadecimal digits comprise the interface serial number, or another value administered by
the specific vendor. MAC addresses sometimes are called burned-in addresses (BIAS)
because they are burned into read-only memory (ROM) and are copied into random-access
memory (RAM) when the interface card initializes. Figure 1-15 illustrates the MAC
address format.

Figure 1-15: The MAC Address Contains a Unique For mat of Hexadecimal Digits
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Because internetworks generally use network addresses to route traffic around the
network, there is a need to map network addresses to MA C addresses. When the network
layer has determined the destination station's network address, it must forward the
information over a physical network using aMAC address. Different protocol suites use
different methods to perform this mapping, but the most popular is Address Resolution
Protocol (ARP).

Different protocol suites use different methods for determining the MAC address of a
device. The following three methods are used most often. Address Resolution Protocol
(ARP) maps network addressesto MAC addresses. The Hello protocol enables network
devices to learn the MAC addresses of other network devices. MAC addresses either are
embedded in the network layer address or are generated by an algorithm.

Address Resolution Protocol (ARP) is the method used in the TCP/IP suite. When a
network device needs to send data to another device on the same network, it knows the
source and destination network addresses for the data transfer. 1t must somehow map the
destination address to a MAC address before forwarding the data. First, the sending station
will check its ARP table to seeif it has aready discovered this destination station's MAC
address. If it has not, it will send a broadcast on the network with the destination station's
IP address contained in the broadcast. Every station on the network receives the broadcast



and compares the embedded |P address to its own. Only the station with the matching IP
address replies to the sending station with a packet containing the MAC address for the
station. The first station then adds this information to its ARP table for future reference
and proceeds to transfer the data.

When the destination device lies on a remote network, one beyond a router, the processis
the same except that the sending station sends the ARP request for the MAC address of its
default gateway. It then forwards the information to that device. The default gateway will
then forward the information over whatever networks necessary to deliver the packet to
the network on which the destination device resides. The router on the destination device's
network then uses ARP to obtain the MAC of the actual destination device and delivers
the packet.

The Hello protocol is a network layer protocol that enables network devices to identify
one another and indicate that they are still functional. When a new end system powers up,
for example, it broadcasts hello messages onto the network. Devices on the network then
return hello replies, and hello messages are also sent at specific intervals to indicate that
they are still functional. Network devices can learn the MA C addresses of other devices by
examining Hello protocol packets.

Three protocols use predictable MAC addresses. In these protocol suites, MAC addresses
are predictable because the network layer either embeds the MAC address in the network
layer address or uses an algorithm to determine the MAC address. The three protocols are
Xerox Network Systems (XNS), Novell Internetwork Packet Exchange (IPX), and
DECnet Phase V.

Network Layer Addresses

A network layer address identifies an entity at the network layer of the OS| layers.
Network addresses usually exist within ahierarchical address space and sometimes are
called virtual or logical addresses.

The relationship between a network address and a device islogical and unfixed; it
typically is based either on physical network characteristics (the device is on a particular
network segment) or on groupings that have no physical basis (the device is part of an
AppleTak zone). End systems require one network layer address for each network layer
protocol that they support. (This assumes that the device has only one physical network
connection.) Routers and other internetworking devices require one network layer address
per physical network connection for each network layer protocol supported. For example,
arouter with three interfaces each running AppleTalk, TCP/IP, and OSI must have three
network layer addresses for each interface. The router therefore has nine network layer
addresses. Figure 1-16 illustrates how each network interface must be assigned a network
address for each protocol supported.

Figure 1-16: Each Network Interface Must Be Assigned a Network Addressfor Each
Protocol Supported
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Hierarchical Versus Flat Address Space

Internetwork address space typically takes one of two forms: hierarchical address space or
flat address space. A hierarchical address space is organized into numerous subgroups,
each successively narrowing an address until it points to a single device (in amanner
similar to street addresses). A flat address space is organized into asingle group (in a
manner similar to U.S. Social Security numbers).

Hierarchical addressing offers certain advantages over flat-addressing schemes. Address
sorting and recall is ssimplified using comparison operations. For example, "Ireland” in a
street address eliminates any other country as a possible location. Figure 1-17 illustrates
the difference between hierarchical and flat address spaces.

Figure 1-17: Hierarchical and Flat Address Spaces Differ in Comparison Operations
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Address Assignments

Addresses are assigned to devices as one of two types: static and dynamic. Satic
addresses are assigned by a network administrator according to a preconceived
internetwork addressing plan. A static address does not change until the network
administrator manually changes it. Dynamic addresses are obtained by devices when they
attach to a network, by means of some protocol-specific process. A device using a
dynamic address often has a different address each time that it connects to the network.
Some networks use a server to assign addresses. Server-assigned addresses are recycled
for reuse as devices disconnect.

A deviceistherefore likely to have a different address each time that it connectsto the
network.

Addresses Versus Names

Internetwork devices usually have both a name and an address associated with them.
Internetwork names typically are location-independent and remain associated with a
device wherever that device moves (for example, from one building to another).
Internetwork addresses usually are location-dependent and change when a device is moved
(although MAC addresses are an exception to thisrule). Aswith network addresses being
mapped to MAC addresses, names are usually mapped to network addresses through some
protocol. The Internet uses Domain Name System (DNS) to map the name of adeviceto
its IP address. For example, it's easier for you to remember www.cisco.com instead of
some I P address. Therefore, you type www.cisco.com into your browser when you want to
access Cisco's web site. Your computer performs a DNS lookup of the IP address for
Cisco's web server and then communicates with it using the network address.

Flow Control Basics

Flow control is afunction that prevents network congestion by ensuring that transmitting



devices do not overwhelm receiving devices with data. A high-speed computer, for
example, may generate traffic faster than the network can transfer it, or faster than the
destination device can receive and processit. The three commonly used methods for
handling network congestion are buffering, transmitting source-quench messages, and
windowing.

Buffering is used by network devices to temporarily store bursts of excess datain memory
until they can be processed. Occasional data bursts are easily handled by buffering. Excess
data bursts can exhaust memory, however, forcing the device to discard any additional
datagrams that arrive.

Source-quench messages are used by receiving devicesto help prevent their buffers from
overflowing. The receiving device sends source-guench messages to request that the
source reduce its current rate of data transmission. First, the receiving device begins
discarding received data due to overflowing buffers. Second, the receiving device begins
sending source-quench messages to the transmitting device at the rate of one message for
each packet dropped. The source device receives the source-quench messages and lowers
the datarate until it stops receiving the messages. Finally, the source device then gradually
increases the data rate as long as no further source-quench requests are received.

Windowing is aflow-control scheme in which the source device requires an
acknowledgment from the destination after a certain number of packets have been
transmitted. With awindow size of 3, the source requires an acknowledgment after
sending three packets, as follows. First, the source device sends three packets to the
destination device. Then, after receiving the three packets, the destination device sends an
acknowledgment to the source. The source receives the acknowledgment and sends three
more packets. If the destination does not receive one or more of the packets for some
reason, such as overflowing buffers, it does not receive enough packets to send an
acknowledgment. The source then retransmits the packets at a reduced transmission rate.

Error-Checking Basics

Error-checking schemes determine whether transmitted data has become corrupt or
otherwise damaged while traveling from the source to the destination. Error checking is
implemented at several of the OSI layers.

One common error-checking scheme is the cyclic redundancy check (CRC), which detects
and discards corrupted data. Error-correction functions (such as data retransmission) are
left to higher-layer protocols. A CRC value is generated by a calculation that is performed
at the source device. The destination device compares this value to its own calculation to
determine whether errors occurred during transmission. First, the source device performs a
predetermined set of calculations over the contents of the packet to be sent. Then, the
source places the calculated value in the packet and sends the packet to the destination.
The destination performs the same predetermined set of calculations over the contents of
the packet and then compares its computed value with that contained in the packet. If the
values are equal, the packet is considered valid. If the values are unequal, the packet
contains errors and is discarded.

Multiplexing Basics



Multiplexing is a process in which multiple data channels are combined into a single data
or physical channel at the source. Multiplexing can be implemented at any of the OS
layers. Conversely, demultiplexing is the process of separating multiplexed data channels
at the destination. One example of multiplexing is when data from multiple applicationsis
multiplexed into a single lower-layer data packet. Figure 1-18 illustrates this example.

Figure 1-18: Multiple Applications Can Be Multiplexed into a Single L ower-L ayer
Data Packet
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Another example of multiplexing is when data from multiple devices is combined into a
single physical channel (using adevice called a multiplexer). Figure 1-19 illustrates this
example.

Figure 1-19: Multiple Devices Can Be Multiplexed into a Single Physical Channel
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A multiplexer isaphysical layer device that combines multiple data streams into one or
more output channels at the source. Multiplexers demultiplex the channelsinto multiple
data streams at the remote end and thus maximize the use of the bandwidth of the physical
medium by enabling it to be shared by multiple traffic sources.

Some methods used for multiplexing data are time-division multiplexing (TDM)),
asynchronous time-division multiplexing (ATDM), frequency-division multiplexing
(FDM), and statistical multiplexing.

In TDM, information from each data channel is allocated bandwidth based on preassigned
time dots, regardless of whether there is data to transmit. In ATDM, information from
data channelsis allocated bandwidth as needed by using dynamically assigned time slots.
In FDM, information from each data channel is allocated bandwidth based on the signal
frequency of the traffic. In statistical multiplexing, bandwidth is dynamically allocated to
any data channels that have information to transmit.



Standards Organizations

A wide variety of organizations contribute to internetworking standards by providing
forums for discussion, turning informal discussion into formal specifications, and
proliferating specifications after they are standardized.

Most standards organizations create formal standards by using specific processes:
organizing ideas, discussing the approach, developing draft standards, voting on all or
certain aspects of the standards, and then formally releasing the completed standard to the
public.

Some of the best-known standards organizations that contribute to internetworking
standards include these:

. International Organization for Standardization (1SO)—ISO is an international
standards organi zation responsible for awide range of standards, including many
that are relevant to networking. Its best-known contribution is the development of
the OSl reference model and the OSI protocol suite.

. American National Standards Institute (ANSI)—ANSI, which is a'so a member
of
the SO, is the coordinating body for voluntary standards groups within the United
States. ANSI developed the Fiber Distributed Data Interface (FDDI) and other
communications standards.

. Electronic Industries Association (EIA)—EIA specifies electrical transmission
standards, including those used in networking. The EIA developed the widely used
EIA/TIA-232 standard (formerly known as RS-232).

. Ingtitute of Electrical and Electronic Engineers (IEEE)—IEEE is a professional
organization that defines networking and other standards. The |EEE developed the
widely used LAN standards |EEE 802.3 and |EEE 802.5.

. International Telecommunication Union Telecommunication Standar dization
Sector (ITU-T)—Formerly called the Committee for International Telegraph and
Telephone (CCITT), ITU-T isnow an international organization that develops
communication standards. The ITU-T developed X.25 and other communications
standards.

. Internet ActivitiesBoard (IAB)—IAB isagroup of internetwork researchers who
discuss issues pertinent to the Internet and set Internet policies through decisions
and task forces. The IAB designates some Request For Comments (RFC)
documents as Internet standards, including Transmission Control Protocol/Internet
Protocol (TCP/IP) and the Simple Network Management Protocol (SNMP).

Summary

This chapter introduced the building blocks on which internetworks are built. Under-
standing where complex pieces of internetworks fit into the OSI model will help you



understand the concepts better. Internetworks are complex systems that, when viewed as a
whole, are too much to understand. Only by breaking the network down into the
conceptual pieces can it be easily understood. As you read and experience internetworks,
try to think of them in terms of OSI layers and conceptual pieces.

Understanding the interaction between various layers and protocols makes designing,
configuring, and diagnosing internetworks possible. Without understanding of the building
blocks, you cannot understand the interaction between them.

Review Questions

Q—What are the layers of the OS model?

A—Application, presentation, session, transport, network, data link, physical. Remember
the sentence "All people seem to need data processing.”

Q—Which layer determines path selection in an internetwork?
A—Layer 3, the network layer.
Q—What types of things are defined at the physical layer?

A—Voltage levels, time of voltage changes, physical data rates, maximum transmission
distances, physical connectors, and type of media.

Q—What is one method of mapping network addresses to MAC addresses?
A—ARRP, Héllo, predictable.
Q—Which includes more overhead, connection-oriented or connectionless services?

A—Connection-oriented.

For More Information

Cisco's web site (www.cisco.com) is awonderful source for more information about these
topics. The Documentation section includes in-depth discussions on many of the topics
covered in this chapter.

Teare, Diane. Designing Cisco Networks. Indianapolis: Cisco Press, July 1999.
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Chapter Goals

¢ Learn about different LAN protocols.

¢ Understand the different methods used to deal with media contention.

e Learn about different LAN topologies.

Introduction to LAN Protocols

This chapter introduces the various media-access methods, transmission methods, topologies,
and devices used in a local-area network (LAN). Topics addressed focus on the methods and
devices used in Ethernet/IEEE 802.3, Token Ring/IEEE 802.5, and Fiber Distributed Data
Interface (FDDI). Subsequent chapters in Part I, "LAN Protocols," address specific protocols in
more detail. Figure 2-1 illustrates the basic layout of these three implementations.

Figure 2-1 Three LAN Implementations Are Used Most Commonly
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A LAN is a high-speed data network that covers a relatively small geographic area. It typically
connects workstations, personal computers, printers, servers, and other devices. LANs offer
computer users many advantages, including shared access to devices and applications, file
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exchange between connected users, and communication between users via electronic mail and
other applications.

LAN Protocols and the OSI Reference Model

LAN protocols function at the lowest two layers of the OSI reference model, as discussed in
Chapter 1, "Internetworking Basics," between the physical layer and the data link layer. Figure
2-2 illustrates how several popular LAN protocols map to the OSI reference model.

Figure 2-2 Popular LAN Protocols Mapped to the OSI Reference Model
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LAN Media-Access Methods

Media contention occurs when two or more network devices have data to send at the same
time. Because multiple devices cannot talk on the network simultaneously, some type of
method must be used to allow one device access to the network media at a time. This is done
in two main ways: carrier sense multiple access collision detect (CSMA/CD) and token passing.

In networks using CSMA/CD technology such as Ethernet, network devices contend for the
network media. When a device has data to send, it first listens to see if any other device is
currently using the network. If not, it starts sending its data. After finishing its transmission, it
listens again to see if a collision occurred. A collision occurs when two devices send data
simultaneously. When a collision happens, each device waits a random length of time before
resending its data. In most cases, a collision will not occur again between the two devices.
Because of this type of network contention, the busier a network becomes, the more collisions
occur. This is why performance of Ethernet degrades rapidly as the number of devices on a
single network increases.

In token-passing networks such as Token Ring and FDDI, a special network frame called a
token is passed around the network from device to device. When a device has data to send, it
must wait until it has the token and then sends its data. When the data transmission is
complete, the token is released so that other devices may use the network media. The main
advantage of token-passing networks is that they are deterministic. In other words, it is easy to
calculate the maximum time that will pass before a device has the opportunity to send data.
This explains the popularity of token-passing networks in some real-time environments such as
factories, where machinery must be capable of communicating at a determinable interval.

For CSMA/CD networks, switches segment the network into multiple collision domains. This
reduces the number of devices per network segment that must contend for the media. By
creating smaller collision domains, the performance of a network can be increased significantly
without requiring addressing changes.

Normally CSMA/CD networks are half-duplex, meaning that while a device sends information, it
cannot receive at the time. While that device is talking, it is incapable of also listening for other
traffic. This is much like a walkie-talkie. When one person wants to talk, he presses the transmit
button and begins speaking. While he is talking, no one else on the same frequency can talk.
When the sending person is finished, he releases the transmit button and the frequency is
available to others.



When switches are introduced, full-duplex operation is possible. Full-duplex works much like a
telephone—you can listen as well as talk at the same time. When a network device is attached
directly to the port of a network switch, the two devices may be capable of operating in full-
duplex mode. In full-duplex mode, performance can be increased, but

not quite as much as some like to claim. A 100-Mbps Ethernet segment is capable of
transmitting 200 Mbps of data, but only 100 Mbps can travel in one direction at a time. Because
most data connections are asymmetric (with more data traveling in one direction than the
other), the gain is not as great as many claim. However, full-duplex operation does increase the
throughput of most applications because the network media is no longer shared. Two devices
on a full-duplex connection can send data as soon as it is ready.

Token-passing networks such as Token Ring can also benefit from network switches. In large
networks, the delay between turns to transmit may be significant because the token is passed
around the network.

LAN Transmission Methods

LAN data transmissions fall into three classifications: unicast, multicast, and broadcast.
In each type of transmission, a single packet is sent to one or more nodes.

In a unicast transmission, a single packet is sent from the source to a destination on a network.
First, the source node addresses the packet by using the address of the destination node. The
package is then sent onto the network, and finally, the network passes the packet to its
destination.

A multicast transmission consists of a single data packet that is copied and sent to a specific
subset of nodes on the network. First, the source node addresses the packet by using a
multicast address. The packet is then sent into the network, which makes copies of the packet
and sends a copy to each node that is part of the multicast address.

A broadcast transmission consists of a single data packet that is copied and sent to all nodes
on the network. In these types of transmissions, the source node addresses the packet by using
the broadcast address. The packet is then sent on to the network, which makes copies of the
packet and sends a copy to every node on the network.

LAN Topologies

LAN topologies define the manner in which network devices are organized. Four common LAN
topologies exist: bus, ring, star, and tree. These topologies are logical architectures, but the
actual devices need not be physically organized in these configurations. Logical bus and ring
topologies, for example, are commonly organized physically as a star. A bus topology is a linear
LAN architecture in which transmissions from network stations propagate the length of the
medium and are received by all other stations. Of the three

most widely used LAN implementations, Ethernet/IEEE 802.3 networks—including 100BaseT—
implement a bus topology, which is illustrated in Figure 2-3.

Figure 2-3 Some Networks Implement a Local Bus Topology

A ring topology is a LAN architecture that consists of a series of devices connected to one
another by unidirectional transmission links to form a single closed loop. Both Token Ring/IEEE
802.5 and FDDI networks implement a ring topology. Figure 2-4 depicts a logical ring topology.

Figure 2-4 Some Networks Implement a Logical Ring Topology
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A star topology is a LAN architecture in which the endpoints on a network are connected to a
common central hub, or switch, by dedicated links. Logical bus and ring topologies are often
implemented physically in a star topology, which is illustrated in Figure 2-5.

A tree topology is a LAN architecture that is identical to the bus topology, except that branches
with multiple nodes are possible in this case. Figure 2-5 illustrates a logical tree topology.

Figure 2-5 A Logical Tree Topology Can Contain Multiple Nodes
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LAN Devices

Devices commonly used in LANs include repeaters, hubs, LAN extenders, bridges, LAN
switches, and routers.

S

Note Repeaters, hubs, and LAN extenders are discussed briefly in this section. The function
and operation of bridges, switches, and routers are discussed generally in Chapter 4, "Bridging
and Switching Basics," and Chapter 5, "Routing Basics."

A repeater is a physical layer device used to interconnect the media segments of an extended
network. A repeater essentially enables a series of cable segments to be treated as a single
cable. Repeaters receive signals from one network segment and amplify, retime, and retransmit
those signals to another network segment. These actions prevent signal deterioration caused
by long cable lengths and large numbers of connected devices. Repeaters are incapable of
performing complex filtering and other traffic processing. In addition, all electrical signals,
including electrical disturbances and other errors, are repeated and amplified. The total number
of repeaters and network segments that can be connected is limited due to timing and other
issues. Figure 2-6 illustrates a repeater connecting two network segments.

Figure 2-6 A Repeater Connects Two Network Segments
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A hub is a physical layer device that connects multiple user stations, each via a dedicated
cable. Electrical interconnections are established inside the hub. Hubs are used to create a
physical star network while maintaining the logical bus or ring configuration of the LAN. In some
respects, a hub functions as a multiport repeater.

Repeater

A LAN extender is a remote-access multilayer switch that connects to a host router. LAN
extenders forward traffic from all the standard network layer protocols (such as IP, IPX, and
AppleTalk) and filter traffic based on the MAC address or network layer protocol type. LAN
extenders scale well because the host router filters out unwanted broadcasts and multicasts.
However, LAN extenders are not capable of segmenting traffic or creating security firewalls.
Figure 2-7 illustrates multiple LAN extenders connected to the host router through a WAN.

Figure 2-7 Multiple LAN Extenders Can Connect to the Host Router Through a WAN
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Review Questions

Q—Describe the type of media access used by Ethernet.

A—Ethernet uses carrier sense multiple access collision detect (CSMA/CD). Each network
station listens before and after transmitting data. If a collision is detected, both stations wait a
random time before trying to resend.

Q—Describe the type of media access used by Token Ring.

A—Token Ring passes a special type of packet called a token around the network. If a network
device has data to send, it must wait until it has the token to send it. After the data has been
sent, the token is released back on the network.

Q—Describe unicast, multicast, and broadcast transmissions.

A—A unicast is a transmission from one source to one destination. A multicast is a
transmission from one source to many stations that register to receive the traffic. A broadcast is



a transmission from one source to every station on the local network segment.

For More Information

Cisco's web site (www.cisco.com) is a wonderful source for more information about these

topics. The Documentation section includes in-depth discussions on many of the topics covered
in this chapter.

Teare, Diane. Designing Cisco Networks. Indianapolis: Cisco Press, July 1999.
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Chapter Goals
. Become familiar with WAN terminology.
. Learn about different types of WAN connections.

. Become familiar with different types of WAN equipment.

Introduction to WAN Technologies

This chapter introduces the various protocols and technol ogies used in wide-area network
(WAN) environments. Topics summarized here include point-to-point links, circuit
switching, packet switching, virtual circuits, dialup services, and WAN devices. Chapters
in Part 111, "WAN Protocols," address specific technologies in more detail.

What Is a WAN?

A WAN is a data communications network that covers arelatively broad geographic area
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and that often uses transmission facilities provided by common carriers, such as telephone
companies. WAN technologies generally function at the lower three layers of the OSI
reference model: the physical layer, the data link layer, and the network layer. Figure 3-1
illustrates the relationship between the common WAN technol ogies and the OSI mode!.

Figure 3-1: WAN Technologies Operate at the L owest L evels of the OSI Model
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Point-to-Point Links

A point-to-point link provides a single, pre-established WAN communications path from
the customer premises through a carrier network, such as a telephone company, to a
remote network. Point-to-point lines are usualy leased from a carrier and thus are often
called leased lines. For a point-to-point line, the carrier allocates pairs of wire and facility
hardware to your line only. These circuits are generally priced based on bandwidth
required and distance between the two connected points. Point-to-point links are generally
more expensive than shared services such as Frame Relay. Figure 3-2 illustrates a typical
point-to-point link through aWAN.

Figure 3-2: A Typical Point-to-Point Link Operates Through a WAN to a Remote
Networ k
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Circuit Switching

Switched circuits alow data connections that can be initiated when needed and terminated
when communication is complete. This works much like a normal telephone line works



for voice communication. Integrated Services Digital Network (ISDN) is agood example
of circuit switching. When arouter has data for a remote site, the switched circuit is
initiated with the circuit number of the remote network. In the case of ISDN circuits, the
device actually places a call to the telephone number of the remote ISDN circuit. When
the

two networks are connected and authenticated, they can transfer data. When the data
transmission is complete, the call can be terminated. Figure 3-3 illustrates an example of
thistype of circuit.

Figure 3-3: A Circuit-Switched WAN Undergoes a Process Similar to That Used for a
Telephone Call
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Packet Switching

Packet switching isa WAN technology in which users share common carrier resources.
Because this allows the carrier to make more efficient use of itsinfrastructure, the cost to
the customer is generally much better than with point-to-point lines. In a packet switching
setup, networks have connections into the carrier's network, and many customers share the
carrier's network. The carrier can then create virtual circuits between customers' sites by
which packets of data are delivered from one to the other through the network. The section
of the carrier's network that is shared is often referred to as a cloud.

Some examples of packet-switching networks include Asynchronous Transfer Mode
(ATM), Frame Relay, Switched Multimegabit Data Services (SMDS), and X.25. Figure
3-4 shows an exampl e packet-switched circuit.

The virtual connections between customer sites are often referred to as avirtual circuit.

Figure 3-4: Packet Switching Transfers Packets Acrossa Carrier Network



Cugioemar
PBrRMiERS

Carmsr 0 ke s i 16
T Y | S

i |
o L)
; vt N S - .
( lmem] [0 TS e
1 B E ........
= B P
WAN e [ 222 B
........... B
;U-‘:; e
L
b i 1
L s 2 {177 ]
F /
)
L
| S

WAN Virtual Circuits

A virtual circuitisalogical circuit created within a shared network between two network
devices. Two types of virtual circuits exist: switched virtual circuits (SVCs) and
permanent virtual circuits (PVCs).

SVCsarevirtua circuits that are dynamically established on demand and terminated when
transmission is complete. Communication over an SV C consists of three phases: circuit
establishment, data transfer, and circuit termination. The establishment phase involves
creating the virtual circuit between the source and destination devices. Data transfer
involves transmitting data between the devices over the virtual circuit, and the circuit
termination phase involves tearing down the virtual circuit between the source and
destination devices. SV Cs are used in situations in which data transmission between
devicesis sporadic, largely because SV Cs increase bandwidth used due to the circuit
establishment and termination phases, but they decrease the cost associated with constant
virtual circuit availability.

PVC is a permanently established virtual circuit that consists of one mode: data transfer.
PV Cs are used in situations in which data transfer between devicesis constant. PVCs
decrease the bandwidth use associated with the establishment and termination of virtual
circuits, but they increase costs due to constant virtual circuit availability. PVCs are
generaly configured by the service provider when an order is placed for service.

WAN Dialup Services

Dialup services offer cost-effective methods for connectivity across WANSs. Two popular
dialup implementations are dial-on-demand routing (DDR) and dial backup.

DDR is atechnique whereby arouter can dynamically initiate a call on a switched circuit
when it needs to send data. In aDDR setup, the router is configured to initiate the call
when certain criteria are met, such as a particular type of network traffic needing to be
transmitted. When the connection is made, traffic passes over the line. The router
configuration specifies an idle timer that tells the router to drop the connection when the
circuit has remained idle for a certain period.

Dial backup is another way of configuring DDR. However, in dia backup, the switched



circuit is used to provide backup service for another type of circuit, such as point-to-point
or packet switching. The router is configured so that when afailure is detected on the
primary circuit, the dial backup lineisinitiated. The dial backup line then supports the
WAN connection until the primary circuit is restored. When this occurs, the dial backup
connection is terminated.

WAN Devices

WANSs use numerous types of devicesthat are specific to WAN environments. WAN
switches, access servers, modems, CSU/DSUs, and ISDN terminal adapters are discussed
in the following sections. Other devices found in WAN environments that are used in
WAN implementations include routers, ATM switches, and multiplexers.

WAN Switch

A WAN switch is amultiport internetworking device used in carrier networks. These
devices typically switch such traffic as Frame Relay, X.25, and SMDS, and operate at the
datalink layer of the OSI reference model. Figure 3-5 illustrates two routers at remote
ends of aWAN that are connected by WAN switches.

Figure 3-5: Two Routers at Remote Ends of a WAN Can Be Connected by WAN
Switches

WAN swilch

Access Server

An access server acts as a concentration point for dial-in and dial-out connections. Figure
3-6 illustrates an access server concentrating dial-out connections into a WAN.

Figure 3-6: An Access Server Concentrates Dial-Out Connectionsinto a WAN



A modemis adevice that interprets digital and analog signals, enabling data to be
transmitted over voice-grade telephone lines. At the source, digital signals are converted to
aform suitable for transmission over analog communication facilities. At the destination,
these analog signals are returned to their digital form. Figure 3-7 illustrates a simple
modem-to-modem connection through a WAN.

Figure 3-7: A Modem Connection Through a WAN Handles Analog and Digital
Signals

Mpdem

CSU/DSU

A channel service unit/digital service unit (CSU/DU) is adigital-interface device used to
connect arouter to adigital circuit likeaT1. The CSU/DSU aso provides signal timing
for communication between these devices. Figure 3-8 illustrates the placement of the CSU/
DSU inaWAN implementation.

Figure 3-8: The CSU/DSU Stands Between the Switch and the Terminal
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ISDN Terminal Adapter

An ISDN terminal adapter is adevice used to connect ISDN Basic Rate Interface (BRI)
connections to other interfaces, such as EIA/TIA-232 on arouter. A terminal adapter is
essentially an ISDN modem, although it is called aterminal adapter because it does not
actually convert analog to digital signals. Figure 3-9 illustrates the placement of the



terminal adapter in an ISDN environment.

Figure 3-9: The Terminal Adapter Connectsthe | SDN Terminal Adapter to Other
Interfaces
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Review Questions

Q—What are some types of WAN circuits?
A—DPoint-to-point, packet-switched, and circuit-switched.
Q—What isDDR, and how isit different from dial backup?

A—DDR is dial-on-demand routing. DDR dials up the remote site when traffic needs to
be transmitted. Dial backup uses the same type of services, but for backup to a primary
circuit. When the primary circuit fails, the dial backup lineisinitiated until the primary
circuit is restored.

Q—What isa CSU/DSU used for?
A—A CSU/DSU interfaces arouter with adigital linesuchasaT1.
Q—What is the difference between a modem and an ISDN terminal adapter?

A—A modem converts digital signalsinto analog for transmission over atelephone line.
Because ISDN circuits are digital, the conversion from digital to analog is not required.

For More Information
Mahler, Kevin. CCNA Training Guide. Indianapolis: New Riders, 1999.
Cisco I0SDial Solutions. Indianapolis: Cisco Press, 1998.

Cisco IOSWide Area Networking Solutions. Indianapolis: Cisco Press, 1999.
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Chapter Goals
. Learn about different LAN protocols.
. Learn about the different methods used to deal with media contention.

. Learn about different LAN topologies.

Bridging and Switching Basics

This chapter introduces the technol ogies employed in devices loosely referred to as
bridges and switches. Topics summarized here include general link layer device
operations, local and remote bridging, ATM switching, and LAN switching. Chaptersin
Part V, "Bridging and Switching," address specific technologies in more detail.

What Are Bridges and Switches?

Bridges and switches are data communications devices that operate principaly at Layer 2
of the OSI reference model. As such, they are widely referred to as datalink layer devices.

Bridges became commercially available in the early 1980s. At the time of their
introduction, bridges connected and enabled packet forwarding between homogeneous
networks. More recently, bridging between different networks has also been defined and
standardi zed.
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Several kinds of bridging have proven important as internetworking devices. Transparent
bridging isfound primarily in Ethernet environments, while source-route bridging occurs
primarily in Token Ring environments. Translational bridging provides trans ation
between the formats and transit principles of different mediatypes (usually Ethernet and
Token Ring). Finally, source-route transparent bridging combines the algorithms of
transparent bridging and source-route bridging to enable communication in mixed
Ethernet/Token Ring environments.

Today, switching technology has emerged as the evolutionary heir to bridging-based
internetworking solutions. Switching implementations now dominate applicationsin
which bridging technol ogies were implemented in prior network designs. Superior
throughput performance, higher port density, lower per-port cost, and greater flexibility
have contributed to the emergence of switches as replacement technology for bridges and
as complements to routing technology.

Link Layer Device Overview

Bridging and switching occur at the link layer, which controls data flow, handles
transmission errors, provides physical (as opposed to logical) addressing, and manages
access to the physical medium. Bridges provide these functions by using various link layer
protocols that dictate specific flow control, error handling, addressing, and media-access
algorithms. Examples of popular link layer protocols include Ethernet, Token Ring, and
FDDI.

Bridges and switches are not complicated devices. They analyze incoming frames, make
forwarding decisions based on information contained in the frames, and forward the
frames toward the destination. In some cases, such as source-route bridging, the entire
path to the destination is contained in each frame. In other cases, such as transparent
bridging, frames are forwarded one hop at a time toward the destination.

Upper-layer protocol transparency is a primary advantage of both bridging and switching.
Because both device types operate at the link layer, they are not required to examine upper-
layer information. This means that they can rapidly forward traffic representing any
network layer protocol. It is not uncommon for a bridge to move AppleTak, DECnet,
TCP/IP, XNS, and other traffic between two or more networks.

Bridges are capable of filtering frames based on any Layer 2 fields. For example, abridge
can be programmed to reject (not forward) all frames sourced from a particular network.
Because link layer information often includes a reference to an upper-layer protocol,
bridges usually can filter on this parameter. Furthermore, filters can be helpful in dealing
with unnecessary broadcast and multicast packets.

By dividing large networks into self-contained units, bridges and switches provide several
advantages. Because only a certain percentage of traffic is forwarded, a bridge or switch
diminishes the traffic experienced by devices on al connected segments. The bridge or
switch will act as afirewall for some potentially damaging network errors and will
accommodate communication between a larger number of devices than would be
supported on any single LAN connected to the bridge. Bridges and switches extend the
effective length of aLAN, permitting the attachment of distant stations that was not



previously permitted.

Although bridges and switches share most relevant attributes, several distinctions
differentiate these technologies. Bridges are generally used to segment aLAN into a
couple of smaller segments. Switches are generally used to segment alarge LAN into
many smaller segments. Bridges generally have only afew portsfor LAN connectivity,
whereas switches generally have many. Small switches such as the Cisco Catalyst 2924XL
have 24 ports capable of creating 24 different network segmentsfor aLAN. Larger
switches such as the Cisco Catalyst 6500 can have hundreds of ports. Switches can aso be
used to connect LANs with different media—for example, a 10-Mbps Ethernet LAN and a
100-Mbps Ethernet LAN can be connected using a switch. Some switches support cut-
through switching, which reduces latency and delays in the network, while bridges support
only store-and-forward traffic switching. Finally, switches reduce collisions on network
segments because they provide dedicated bandwidth to each network segment.

Types of Bridges

Bridges can be grouped into categories based on various product characteristics. Using one
popular classification scheme, bridges are either local or remote. Local bridges provide a
direct connection between multiple LAN segments in the same area. Remote bridges
connect multiple LAN segments in different areas, usually over telecommunications lines.
Figure 4-1 illustrates these two configurations.

Figure4-1: Local and Remote Bridges Connect LAN Segmentsin Specific Areas
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Remote bridging presents several unigue internetworking challenges, one of which isthe
difference between LAN and WAN speeds. Although several fast WAN technol ogies now
are establishing a presence in geographically dispersed internetworks, LAN speeds are
often much faster than WAN speeds. Vast differencesin LAN and WAN speeds can
prevent users from running delay-sensitive LAN applications over the WAN.

Remote bridges cannot improve WAN speeds, but they can compensate for speed
discrepancies through a sufficient buffering capability. If aLAN device capable of a 3-
Mbps transmission rate wants to communicate with a device on aremote LAN, the local
bridge must regulate the 3-Mbps data stream so that it does not overwhelm the 64-kbps
seria link. Thisis done by storing the incoming data in onboard buffers and sending it
over the serial link at arate that the serial link can accommodate. This buffering can be
achieved only for short bursts of datathat do not overwhelm the bridge's buffering
capability.

The Institute of Electrical and Electronic Engineers (IEEE) differentiates the OSI link
layer into two separate sublayers: the Media Access Control (MAC) sublayer and the



Logical Link Control (LLC) sublayer. The MAC sublayer permits and orchestrates media
access, such as contention and token passing, while the LLC sublayer deals with framing,
flow control, error control, and MAC sublayer addressing.

Some bridges are MAC-layer bridges, which bridge between homogeneous networks (for
example, |EEE 802.3 and |EEE 802.3), while other bridges can trandate between different
link layer protocols (for example, IEEE 802.3 and |EEE 802.5). The basic mechanics of
such atrandation are shown in Figure 4-2.

Figure4-2: A MAC-Layer Bridge Connectsthe |EEE 802.3 and |EEE 802.5
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Figure 4-2 illustrates an |EEE 802.3 host (Host A) formulating a packet that contains
application information and encapsul ating the packet in an |EEE 802.3-compatible frame
for transit over the |EEE 802.3 medium to the bridge. At the bridge, the frame is stripped
of its IEEE 802.3 header at the MAC sublayer of the link layer and is subsequently passed
up to the LLC sublayer for further processing. After this processing, the packet is passed
back down to an |EEE 802.5 implementation, which encapsulates the packet in an IEEE
802.5 header for transmission on the |EEE 802.5 network to the IEEE 802.5 host (Host B).

A bridge's tranglation between networks of different typesis never perfect because one
network likely will support certain frame fields and protocol functions not supported by
the other network.

Types of Switches

Switches are data link layer devices that, like bridges, enable multiple physical LAN
segments to be interconnected into a single larger network. Similar to bridges, switches
forward and flood traffic based on MAC addresses. Any network device will create some



latency. Switches can use different forwarding techniques—two of these are store-and-
forward switching and cut-through switching.

In store-and-forward switching, an entire frame must be received before it is forwarded.
This means that the latency through the switch is relative to the frame size—the larger the
frame size, the longer the delay through the switch. Cut-through switching allows the
switch to begin forwarding the frame when enough of the frame is received to make a
forwarding decision. This reduces the latency through the switch. Store-and-forward
switching gives the switch the opportunity to evaluate the frame for errors before
forwarding it. This capability to not forward frames containing errorsis one of the
advantages of switches over hubs. Cut-through switching does not offer this advantage, so
the switch might forward frames containing errors. Many types of switches exist,
including ATM switches, LAN switches, and various types of WAN switches.

ATM Switch

Asynchronous Transfer Mode (ATM) switches provide high-speed switching and scalable
bandwidths in the workgroup, the enterprise network backbone, and the wide area. ATM
switches support voice, video, and data applications, and are designed to switch fixed-size
information units called cells, which are used in ATM communications. Figure 4-3
illustrates an enterprise network comprised of multiple LANSs interconnected across an
ATM backbone.

Figure 4-3: Multi-LAN Networks Can Use an ATM-Based Backbone When
Switching Cells
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LAN Switch

LAN switches are used to interconnect multiple LAN segments. LAN switching provides
dedicated, collision-free communication between network devices, with support for
multiple simultaneous conversations. LAN switches are designed to switch dataframes at
high speeds. Figure 4-4 illustrates a ssmple network in which aLAN switch interconnects
a 10-Mbps and a 100-Mbps Ethernet LAN.



Figure4-4: A LAN Switch Can Link 10-Mbpsand 100-M bps Ethernet Segments
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Review Questions

Q—What layer of the OS reference model to bridges and switches operate.
A—Bridges and switches are data communications devices that operate principally at
Layer 2 of the OSI reference model. As such, they are widely referred to as data link-layer
devices.

Q—What is controlled at the link layer?

A—Bridging and switching occur at the link layer, which controls data flow, handles
transmission errors, provides physical (as opposed to logical) addressing, and manages
access to the physical medium.

Q—Under one popular classification scheme what are bridges classified as?

A—L ocal or Remote: Local bridges provide a direct connection between multiple LAN
segments in the same area. Remote bridges connect multiple LAN segments in different
areas, usually over telecommunications lines.

Q—What is a switch?

A—Switches are data link-layer devicesthat, like bridges, enable multiple physical LAN
segments to be interconnected into asingle larger network.

For More Information

Cisco's web site (www.cisco.com) is awonderful source for more information about these
topics. The Documentation section includes in-depth discussions on many of the topics
covered in this chapter.

Clark, Kennedy, and Kevin Hamilton. Cisco LAN Switching. Indianapolis: Cisco Press,
August 1999.

Cisco Systems, Inc. Cisco |OS Bridging and IBM Network Solutions. Indianapolis: Cisco



Press, June 1998.
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Chapter Goals
. Learn the basics of routing protocols.
. Learn the differences between link-state and distance vector routing protocols.
. Learn about the metrics used by routing protocols to determine path selection.

. Learnthe basics of how datatravels from end stations through intermediate stations
and on to the destination end station.

. Understand the difference between routed protocols and routing protocols.

Routing Basics

This chapter introduces the underlying concepts widely used in routing protocols. Topics
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summarized here include routing protocol components and algorithms. In addition, the
role of routing protocolsis briefly contrasted with the role of routed or network protocols.
Subsequent chaptersin Part VI, "Routing Protocols," address specific routing protocolsin
more detail, while the network protocols that use routing protocols are discussed in Part
VI, "Network Protocols."

What Is Routing?

Routing is the act of moving information across an internetwork from a source to a
destination. Along the way, at least one intermediate node typically is encountered.
Routing is often contrasted with bridging, which might seem to accomplish precisely the
same thing to the casual observer. The primary difference between the two is that bridging
occurs at Layer 2 (the link layer) of the OSI reference model, whereas routing occurs at
Layer 3 (the network layer). This distinction provides routing and bridging with different
information to use in the process of moving information from source to destination, so the
two functions accomplish their tasks in different ways.

The topic of routing has been covered in computer science literature for more than two
decades, but routing achieved commercial popularity as late as the mid-1980s. The
primary reason for thistime lag is that networks in the 1970s were simple, homogeneous
environments. Only relatively recently has large-scal e internetworking become popular.

Routing Components

Routing involves two basic activities. determining optimal routing paths and transporting
information groups (typically called packets) through an internetwork. In the context of
the routing process, the latter of these is referred to as packet switching. Although packet
switching is relatively straightforward, path determination can be very complex.

Path Determination

Routing protocols use metrics to evaluate what path will be the best for a packet to travel.
A metric is astandard of measurement, such as path bandwidth, that is used by routing
algorithms to determine the optimal path to a destination. To aid the process of path
determination, routing algorithms initialize and maintain routing tables, which contain
route information. Route information varies depending on the routing algorithm used.

Routing algorithms fill routing tables with a variety of information. Destination/next hop
associations tell arouter that a particular destination can be reached optimally by sending
the packet to a particular router representing the "next hop" on the way to the fina
destination. When a router receives an incoming packet, it checks the destination address
and attempts to associate this address with a next hop. Figure 5-1 depicts a sample
destination/next hop routing table.

Figure 5-1: Destination/Next Hop Associations Deter mine the Data's Optimal Path
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Routing tables also can contain other information, such as data about the desirability of a
path. Routers compare metrics to determine optimal routes, and these metrics differ
depending on the design of the routing algorithm used. A variety of common metrics will
be introduced and described later in this chapter.

Routers communi cate with one another and maintain their routing tables through the
transmission of avariety of messages. The routing update message is one such message
that generally consists of all or a portion of arouting table. By analyzing routing updates
from all other routers, arouter can build a detailed picture of network topology. A link-
state advertisement, another example of a message sent between routers, informs other
routers of the state of the sender's links. Link information also can be used to build a
complete picture of network topology to enable routers to determine optimal routesto
network destinations.

Switching

Switching algorithmsis relatively simple; it is the same for most routing protocaols. In
most cases, a host determines that it must send a packet to another host. Having acquired a
router's address by some means, the source host sends a packet addressed specifically to
arouter's physical (Media Access Control [MAC]-layer) address, this time with the
protocol (network layer) address of the destination host.

As it examines the packet's destination protocol address, the router determines that it either
knows or does not know how to forward the packet to the next hop. If the router does not
know how to forward the packet, it typically drops the packet. If the router knows how to
forward the packet, however, it changes the destination physical addressto that of the next
hop and transmits the packet.

The next hop may be the ultimate destination host. If not, the next hop is usually another
router, which executes the same switching decision process. As the packet moves through
the internetwork, its physical address changes, but its protocol address remains constant,
asillustrated in Figure 5-2.

The preceding discussion describes switching between a source and a destination end
system. The International Organization for Standardization (1SO) has developed a
hierarchical terminology that is useful in describing this process. Using this terminology,
network devices without the capability to forward packets between subnetworks are called
end systems (ESs), whereas network devices with these capabilities are called intermediate
systems (1Ss). | Ss are further divided into those that can communicate within routing
domains (intradomain 1Ss) and those that communicate both within and between routing
domains (interdomain | Ss). A routing domain generally is considered a portion of an



internetwork under common administrative authority that is regulated by a particular set of
administrative guidelines. Routing domains are also called autonomous systems. With
certain protocols, routing domains can be divided into routing areas, but intradomain
routing protocols are still used for switching both within and between areas.

Figure 5-2: Numerous Routers May Comeinto Play During the Switching Process
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Routing Algorithms

Routing algorithms can be differentiated based on several key characteristics. First, the
particular goals of the algorithm designer affect the operation of the resulting routing
protocol. Second, various types of routing algorithms exist, and each algorithm has a
different impact on network and router resources. Finally, routing algorithms use a variety
of metrics that affect calculation of optimal routes. The following sections analyze these
routing algorithm attributes.

Design Goals

Routing algorithms often have one or more of the following design goals.
. Optimality
. Simplicity and low overhead
. Robustness and stability

. Rapid convergence



. Flexibility

Optimality refersto the capability of the routing algorithm to select the best route, which
depends on the metrics and metric weightings used to make the calculation. For example,
one routing algorithm may use a number of hops and delays, but it may weigh delay more
heavily in the calculation. Naturally, routing protocols must define their metric calcul ation
algorithms strictly.

Routing algorithms also are designed to be as simple as possible. In other words, the
routing algorithm must offer its functionality efficiently, with a minimum of software and
utilization overhead. Efficiency is particularly important when the software implementing
the routing algorithm must run on a computer with limited physical resources.

Routing algorithms must be robust, which means that they should perform correctly in

the face of unusual or unforeseen circumstances, such as hardware failures, high load
conditions, and incorrect implementations. Because routers are located at network junction
points, they can cause considerable problems when they fail. The best routing algorithms
are often those that have withstood the test of time and that have proven stable under a
variety of network conditions.

In addition, routing algorithms must converge rapidly. Convergence is the process of
agreement, by all routers, on optimal routes. When a network event causes routes to either
go down or become available, routers distribute routing update messages that permeate
networks, stimulating recal culation of optimal routes and eventually causing all routersto
agree on these routes. Routing algorithms that converge slowly can cause routing loops or
network outages.

In the routing loop displayed in Figure 5-3, a packet arrives at Router 1 at time t1. Router
1 already has been updated and thus knows that the optimal route to the destination calls
for Router 2 to be the next stop. Router 1 therefore forwards the packet to Router 2, but
because this router has not yet been updated, it believes that the optimal next hop is Router
1. Router 2 therefore forwards the packet back to Router 1, and the packet continues to
bounce back and forth between the two routers until Router 2 receives its routing update or
until the packet has been switched the maximum number of times allowed.

Figure 5-3: Slow Convergence and Routing L oops Can Hinder Progress
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Routing algorithms should also be flexible, which means that they should quickly and
accurately adapt to avariety of network circumstances. Assume, for example, that a
network segment has gone down. As many routing algorithms become aware of the
problem, they will quickly select the next-best path for all routes normally using that
segment. Routing algorithms can be programmed to adapt to changes in network
bandwidth, router queue size, and network delay, among other variables.

Algorithm Types
Routing algorithms can be classified by type. Key differentiators include these:
. Static versus dynamic
. Single-path versus multipath
. Flat versus hierarchical
. Host-intelligent versus router-intelligent
. Intradomain versus interdomain
. Link-state versus distance vector
Static Versus Dynamic

Satic routing algorithms are hardly algorithms at all, but are table mappings established
by the network administrator before the beginning of routing. These mappings do not
change unless the network administrator alters them. Algorithms that use static routes are
simple to design and work well in environments where network traffic is relatively
predictable and where network design isrelatively ssimple.

Because static routing systems cannot react to network changes, they generally are
considered unsuitable for today's large, constantly changing networks. Most of the
dominant routing algorithms today are dynamic routing algorithms, which adjust to
changing network circumstances by analyzing incoming routing update messages. If the
message indicates that a network change has occurred, the routing software recal culates
routes and sends out new routing update messages. These messages permeate the network,
stimulating routers to rerun their algorithms and change their routing tables accordingly.

Dynamic routing algorithms can be supplemented with static routes where appropriate. A
router of last resort (arouter to which all unroutable packets are sent), for example, can be
designated to act as arepository for all unroutable packets, ensuring that all messages are
at least handled in some way.

Single-Path Versus Multipath

Some sophisticated routing protocols support multiple paths to the same destination.
Unlike single-path algorithms, these multipath algorithms permit traffic multiplexing over
multiple lines. The advantages of multipath algorithms are obvious: They can provide



substantially better throughput and reliability. Thisis generally called |load sharing.
Flat Versus Hierarchical

Some routing algorithms operate in a flat space, while others use routing hierarchies. In a
flat routing system, the routers are peers of all others. In a hierarchical routing system,
some routers form what amounts to a routing backbone. Packets from nonbackbone
routers travel to the backbone routers, where they are sent through the backbone until they
reach the general area of the destination. At this point, they travel from the last backbone
router through one or more nonbackbone routers to the final destination.

Routing systems often designate logical groups of nodes, called domains, autonomous
systems, or areas. In hierarchical systems, some routersin a domain can communicate
with routersin other domains, while others can communicate only with routers within
their domain. In very large networks, additional hierarchical levels may exist, with routers
at the highest hierarchical level forming the routing backbone.

The primary advantage of hierarchical routing is that it mimics the organization of most
companies and therefore supports their traffic patterns well. Most network communication
occurs within small company groups (domains). Because intradomain routers need to
know only about other routers within their domain, their routing algorithms can be
simplified, and, depending on the routing algorithm being used, routing update traffic can
be reduced accordingly.

Host-Intelligent Versus Router-Intelligent

Some routing algorithms assume that the source end node will determine the entire route.
Thisisusually referred to as source routing. In source-routing systems, routers merely act
as store-and-forward devices, mindlessly sending the packet to the next stop.

Other algorithms assume that hosts know nothing about routes. In these algorithms,
routers determine the path through the internetwork based on their own calculations. In the
first system, the hosts have the routing intelligence. In the latter system, routers have the
routing intelligence.

Intradomain Versus Interdomain

Some routing algorithms work only within domains; others work within and between
domains. The nature of these two algorithm typesis different. It stands to reason,
therefore, that an optimal intradomain-routing algorithm would not necessarily be an
optimal interdomain-routing algorithm.

Link-State Versus Distance Vector

Link-state algorithms (also known as shortest path first algorithms) flood routing
information to all nodes in the internetwork. Each router, however, sends only the portion
of the routing table that describes the state of its own links. In link-state algorithms, each
router builds a picture of the entire network in its routing tables. Distance vector
algorithms (also known as Bellman-Ford agorithms) call for each router to send all or



some portion of its routing table, but only to its neighbors. In essence, link-state
algorithms send small updates everywhere, while distance vector algorithms send larger
updates only to neighboring routers. Distance vector algorithms know only about their
neighbors.

Because they converge more quickly, link-state algorithms are somewhat 1ess prone to
routing loops than distance vector algorithms. On the other hand, link-state algorithms
require more CPU power and memory than distance vector algorithms. Link-state
algorithms, therefore, can be more expensive to implement and support. Link-state
protocols are generally more scalable than distance vector protocols.

Routing Metrics

Routing tables contain information used by switching software to select the best route. But
how, specifically, are routing tables built? What is the specific nature of the information
that they contain? How do routing algorithms determine that one route is preferable to
others?

Routing algorithms have used many different metrics to determine the best route.
Sophisticated routing algorithms can base route selection on multiple metrics, combining
them in asingle (hybrid) metric. All the following metrics have been used:

. Path length

. Reliability

. Delay

. Bandwidth

. Load

. Communication cost

Path length is the most common routing metric. Some routing protocols allow network
administrators to assign arbitrary costs to each network link. In this case, path length isthe
sum of the costs associated with each link traversed. Other routing protocols define hop
count, a metric that specifies the number of passes through internetworking products, such
asrouters, that a packet must take en route from a source to a destination.

Reliability, in the context of routing algorithms, refers to the dependability (usually
described in terms of the bit-error rate) of each network link. Some network links might go
down more often than others. After a network fails, certain network links might be
repaired more easily or more quickly than other links. Any reliability factors can be taken
into account in the assignment of the reliability ratings, which are arbitrary numeric values
usually assigned to network links by network administrators.

Routing delay refers to the length of time required to move a packet from source to
destination through the internetwork. Delay depends on many factors, including the



bandwidth of intermediate network links, the port queues at each router along the way,
network congestion on all intermediate network links, and the physical distance to be
traveled. Because delay is a conglomeration of several important variables, it isacommon
and useful metric.

Bandwidth refers to the available traffic capacity of alink. All other things being equal, a
10-Mbps Ethernet link would be preferable to a 64-kbps leased line. Although bandwidth
isarating of the maximum attainable throughput on alink, routes through links with
greater bandwidth do not necessarily provide better routes than routes through slower
links. For example, if afaster link is busier, the actual time required to send a packet to the
destination could be greater.

Load refers to the degree to which a network resource, such as arouter, isbusy. Load can
be calculated in avariety of ways, including CPU utilization and packets processed per
second. Monitoring these parameters on a continual basis can be resource-intensive itself.

Communication cost is another important metric, especially because some companies may
not care about performance as much as they care about operating expenditures. Although
line delay may be longer, they will send packets over their own lines rather than through
the public lines that cost money for usage time.

Network Protocols

Routed protocols are transported by routing protocols across an internetwork. In general,
routed protocolsin this context also are referred to as network protocols. These network
protocols perform avariety of functions required for communication between user
applications in source and destination devices, and these functions can differ widely
among protocol suites. Network protocols occur at the upper five layers of the OS
reference model: the network layer, the transport layer, the session layer, the presentation
layer, and the application layer.

Confusion about the terms routed protocol and routing protocol is common. Routed
protocols are protocols that are routed over an internetwork. Examples of such protocols
are the Internet Protocol (1P), DECnet, AppleTalk, Novell NetWare, OSl, Banyan VINES,
and Xerox Network System (XNS). Routing protocols, on the other hand, are protocols
that implement routing algorithms. Put simply, routing protocols are used by intermediate
systems to build tables used in determining path selection of routed protocols. Examples
of these protocols include Interior Gateway Routing Protocol (IGRP), Enhanced Interior
Gateway Routing Protocol (Enhanced IGRP), Open Shortest Path First (OSPF), Exterior
Gateway Protocol (EGP), Border Gateway Protocol (BGP), Intermediate System-to-
Intermediate System (I1S-1S), and Routing Information Protocol (RIP). Routed and routing
protocols are discussed in detail later in this book.

Review Questions
Q—Describe the process of routing packets.

A— Routing isthe act of moving information across an internetwork from a sourceto a
destination.



Q—What are some routing algorithm types?

A—Static, dynamic, flat, hierarchical, host-intelligent, router-intelligent, intradomain,
interdomain, link-state, and distance vector.

Q—Describe the difference between static and dynamic routing.

A—Static routing is configured by the network administrator and is not capable of
adjusting to changes in the network without network administrator intervention. Dynamic
routing adjusts to changing network circumstances by analyzing incoming routing update
messages without administrator intervention.

Q—What are some of the metrics used by routing protocols?

A—Path length, reliability, delay, bandwidth, load, and communication cost.
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Chapter Goal

. Become familiar with the basic functions of a network management system.

Network Management Basics

Introduction

This chapter describes functions common to most network-management architectures and
protocols. It also presents the five conceptual areas of management as defined by the
International Organization for Standardization (1SO). Subsequent chaptersin Part X,
"Network Management,” address specific network management technologies, protocols,
and platformsin more detail.

What Is Network Management?

Networ k management means different things to different people. In some cases, it involves
asolitary network consultant monitoring network activity with an outdated protocol
analyzer. In other cases, network management involves a distributed database, autopolling
of network devices, and high-end workstations generating real-time graphical views of
network topology changes and traffic. In general, network management is a service that
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employs a variety of tools, applications, and devices to assist human network managersin
monitoring and maintaining networks.

A Historical Perspective

The early 1980s saw tremendous expansion in the area of network deployment. As
companies realized the cost benefits and productivity gains created by network
technology, they began to add networks and expand existing networks almost as rapidly as
new network technologies and products were introduced. By the mid-1980s, certain
compani es were experiencing growing pains from deploying many different (and
sometimes incompatible) network technologies.

The problems associated with network expansion affect both day-to-day network
operation management and strategic network growth planning. Each new network
technology requiresits own set of experts. In the early 1980s, the staffing requirements
alone for managing large, heterogeneous networks created a crisis for many organizations.
An urgent need arose for automated network management (including what is typically
called network capacity planning) integrated across diverse environments.

Network Management Architecture

Most network management architectures use the same basic structure and set of
relationships. End stations (managed devices), such as computer systems and other
network devices, run software that enables them to send alerts when they recognize
problems (for example, when one or more user-determined thresholds are exceeded).
Upon receiving these alerts, management entities are programmed to react by executing
one, several, or agroup of actions, including operator notification, event logging, system
shutdown, and automatic attempts at system repair.

Management entities also can poll end stations to check the values of certain variables.
Polling can be automatic or user-initiated, but agents in the managed devices respond to all
polls. Agents are software modules that first compile information about the managed
devices in which they reside, then store this information in a management database, and
finally provideit (proactively or reactively) to management entities within network
management systems (NM Ss) via a network management protocol. Well-known network
management protocols include the Simple Network Management Protocol (SNMP) and
Common Management Information Protocol (CMIP). Management proxies are entities
that provide management information on behalf of other entities. Figure 6-1 depicts a
typical network management architecture.

Figure6-1: A Typical Network Management Architecture Maintains Many
Relationships
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ISO Network Management Model

The 1SO has contributed a great deal to network standardization. Its network management
model isthe primary means for understanding the major functions of network
management systems. This model consists of five conceptual areas, as discussed in the
next sections.

Performance Management

The goal of performance management is to measure and make available various aspects of
network performance so that internetwork performance can be maintained at an acceptable
level. Examples of performance variables that might be provided include network
throughput, user response times, and line utilization.

Performance management involves three main steps. First, performance datais gathered
on variables of interest to network administrators. Second, the datais analyzed to
determine normal (baseline) levels. Finally, appropriate performance thresholds are
determined for each important variable so that exceeding these thresholds indicates a
network problem worthy of attention.

Management entities continually monitor performance variables. When a performance
threshold is exceeded, an alert is generated and sent to the network management system.

Each of the steps just described is part of the process to set up areactive system. When
performance becomes unacceptabl e because of an exceeded user-defined threshold, the
system reacts by sending a message. Performance management also permits proactive
methods. For example, network simulation can be used to project how network growth
will affect performance metrics. Such simulation can alert administrators to impending
problems so that counteractive measures can be taken.

Configuration Management



The goal of configuration management is to monitor network and system configuration
information so that the effects on network operation of various versions of hardware and
software elements can be tracked and managed.

Each network device has a variety of version information associated with it. An
engineering workstation, for example, may be configured as follows:

. Operating system, Version 3.2

. Ethernet interface, Version 5.4

. TCP/IP software, Version 2.0

. NetWare software, Version 4.1

. NFS software, Version 5.1

. Seria communications controller, Version 1.1
. X.25 software, Version 1.0

. SNMP software, Version 3.1

Configuration management subsystems store this information in a database for easy
access. When a problem occurs, this database can be searched for clues that may help
solve the problem.

Accounting Management

The goal of accounting management is to measure network utilization parameters so that
individual or group uses on the network can be regulated appropriately. Such regulation
minimizes network problems (because network resources can be apportioned based on
resource capacities) and maximizes the fairness of network access across all users.

As with performance management, the first step toward appropriate accounting
management is to measure utilization of al important network resources. Analysis of the
results provides insight into current usage patterns, and usage quotas can be set at this
point. Some correction, of course, will be required to reach optimal access practices. From
this point, ongoing measurement of resource use can yield billing information as well as
information used to assess continued fair and optimal resource utilization.

Fault Management

The goal of fault management is to detect, log, notify users of, and (to the extent possible)
automatically fix network problemsto keep the network running effectively. Because
faults can cause downtime or unacceptable network degradation, fault management is
perhaps the most widely implemented of the SO network management elements.



Fault management involves first determining symptoms and isolating the problem. Then
the problem isfixed and the solution is tested on all-important subsystems. Finaly, the
detection and resolution of the problem is recorded.

Security Management

The goal of security management isto control access to network resources according to
local guidelines so that the network cannot be sabotaged (intentionally or unintentionally)
and sensitive information cannot be accessed by those without appropriate authorization.
A security management subsystem, for example, can monitor userslogging onto a
network resource and can refuse access to those who enter inappropriate access codes.

Security management subsystems work by partitioning network resources into authorized
and unauthorized areas. For some users, access to any network resource is inappropriate,
mostly because such users are usually company outsiders. For other (internal) network
users, access to information originating from a particular department is inappropriate.
Access to Human Resource files, for example, isinappropriate for most users outside the
Human Resources department.

Security management subsystems perform several functions. They identify sensitive
network resources (including systems, files, and other entities) and determine mappings
between sensitive network resources and user sets. They also monitor access pointsto
sensitive network resources and log inappropriate access to sensitive network resources.

Review Questions

Q—Name the different areas of network management.
A—Configuration, accounting, fault, security, and performance.
Q—What are the goals of performance management?

A—NMeasure and make available various aspects of network performance so that
internetwork performance can be maintained at an acceptable level.

Q—What are the goals of configuration management?

A—Monitor network and system configuration information so that the effects on network
operation of various versions of hardware and software elements can be tracked and
managed.

Q—What are the goals of accounting management?

A—NMeasure network utilization parameters so that individual or group uses on the
network can be regul ated appropriately.

Q—What are the goals of fault management?



A—Detect, log, notify users of, and automatically fix network problems to keep the
network running effectively.

Q—What are the goals of security management?

A—Control access to network resources according to local guidelines so that the network
cannot be sabotaged and so that sensitive information cannot be accessed by those without
appropriate authorization.
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Chapter Goals

« Understand the required and optional MAC frame formats, their purposes, and their
compatibility requirements.

« List the various Ethernet physical layers, signaling procedures, and link media
requirements/limitations.

«  Describe the trade-offs associated with implementing or upgrading Ethernet LANs—
choosing data rates, operational modes, and network equipment.

Ethernet Technologies

Background

The term Ethernet refers to the family of local-area network (LAN) products covered by the IEEE
802.3 standard that defines what is commonly known as the CSMA/CD protocol. Three data
rates are currently defined for operation over optical fiber and twisted-pair cables:

e 10 Mbps—10Base-T Ethernet
e 100 Mbps—Fast Ethernet
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e 1000 Mbps—Gigabit Ethernet

10-Gigabit Ethernet is under development and will likely be published as the IEEE 802.3ae
supplement to the IEEE 802.3 base standard in late 2001 or early 2002.

Other technologies and protocols have been touted as likely replacements, but the market has
spoken. Ethernet has survived as the major LAN technology (it is currently used for
approximately 85 percent of the world's LAN-connected PCs and workstations) because its
protocol has the following characteristics:

e Is easy to understand, implement, manage, and maintain
e Allows low-cost network implementations
*  Provides extensive topological flexibility for network installation

«  Guarantees successful interconnection and operation of standards-compliant products,
regardless of manufacturer

Ethernet—A Brief History

The original Ethernet was developed as an experimental coaxial cable network in the 1970s by
Xerox Corporation to operate with a data rate of 3 Mbps using a carrier sense multiple access
collision detect (CSMA/CD) protocol for LANs with sporadic but occasionally heavy traffic
requirements. Success with that project attracted early attention and led to the 1980 joint
development of the 10-Mbps Ethernet Version 1.0 specification by the three-company
consortium: Digital Equipment Corporation, Intel Corporation, and Xerox Corporation.

The original IEEE 802.3 standard was based on, and was very similar to, the Ethernet Version
1.0 specification. The draft standard was approved by the 802.3 working group in 1983 and was
subsequently published as an official standard in 1985 (ANSI/IEEE Std. 802.3-1985). Since
then, a number of supplements to the standard have been defined to take advantage of
improvements in the technologies and to support additional network media and higher data rate
capabilities, plus several new optional network access control features.

Throughout the rest of this chapter, the terms Ethernet and 802.3 will refer exclusively to
network implementations compatible with the IEEE 802.3 standard.

Ethernet Network Elements

Ethernet LANs consist of network nodes and interconnecting media. The network nodes fall into
two major classes:

« Dataterminal equipment (DTE)—Devices that are either the source or the destination
of data frames. DTEs are typically devices such as PCs, workstations, file servers, or print
servers that, as a group, are all often referred to as end stations.

» Data communication equipment (DCE)—Intermediate network devices that receive
and forward frames across the network. DCEs may be either standalone devices such as
repeaters, network switches, and routers, or communications interface units such as
interface cards and modems.

Throughout this chapter, standalone intermediate network devices will be referred to as either
intermediate nodes or DCEs. Network interface cards will be referred to as NICs.

The current Ethernet media options include two general types of copper cable: unshielded
twisted-pair (UTP) and shielded twisted-pair (STP), plus several types of optical fiber cable.

Ethernet Network Topologies and Structures

LANs take on many topological configurations, but regardless of their size or complexity, all will
be a combination of only three basic interconnection structures or network building blocks.

The simplest structure is the point-to-point interconnection, shown in Figure 7-1. Only two
network units are involved, and the connection may be DTE-to-DTE, DTE-to-DCE, or DCE-to-
DCE. The cable in point-to-point interconnections is known as a network link. The maximum
allowable length of the link depends on the type of cable and the transmission method that is
used.

Figure 7-1 Example Point-to-Point Interconnection
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The original Ethernet networks were implemented with a coaxial bus structure, as shown in
Figure 7-2. Segment lengths were limited to 500 meters, and up to 100 stations could be
connected to a single segment. Individual segments could be interconnected with repeaters, as
long as multiple paths did not exist between any two stations on the network and the number of
DTEs did not exceed 1024. The total path distance between the most-distant pair of stations
was also not allowed to exceed a maximum prescribed value.

Figure 7-2 Example Coaxial Bus Topology
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Although new networks are no longer connected in a bus configuration, some older bus-
connected networks do still exist and are still useful.

Since the early 1990s, the network configuration of choice has been the star-connected
topology, shown in Figure 7-3. The central network unit is either a multiport repeater (also known
as a hub) or a network switch. All connections in a star network are point-to-point links
implemented with either twisted-pair or optical fiber cable.

Figure 7-3 Example Star-Connected Topology

The IEEE 802.3 Logical Relationship to the ISO Reference Model

Figure 7-4 shows the IEEE 802.3 logical layers and their relationship to the OSI reference
model. As with all IEEE 802 protocols, the ISO data link layer is divided into two IEEE 802
sublayers, the Media Access Control (MAC) sublayer and the MAC-client sublayer. The IEEE
802.3 physical layer corresponds to the ISO physical layer.



Figure 7-4 Ethernet's Logical Relationship to the ISO Reference Model
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The MAC-client sublayer may be one of the following:

e Logical Link Control (LLC), if the unitis a DTE. This sublayer provides the interface
between the Ethernet MAC and the upper layers in the protocol stack of the end station. The

LLC sublayer is defined by IEEE 802.2 standards.
«  Bridge entity, if the unit is a DCE. Bridge entities provide

LAN-to-LAN interfaces between

LANSs that use the same protocol (for example, Ethernet to Ethernet) and also between
different protocols (for example, Ethernet to Token Ring). Bridge entities are defined by IEEE

802.1 standards.

Because specifications for LLC and bridge entities are common f
network compatibility becomes the primary responsibility of the p

or all IEEE 802 LAN protocaols,
articular network protocol.

Figure 7-5 shows different compatibility requirements imposed by the MAC and physical levels

for basic data communication over an Ethernet link.

Figure 7-5 MAC and Physical Layer Compatibility Requirements for Basic Data
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The MAC layer controls the node's access to the network media and is specific to the individual
protocol. All IEEE 802.3 MACs must meet the same basic set of logical requirements, regardless
of whether they include one or more of the defined optional protocol extensions. The only
requirement for basic communication (communication that does not require optional protocol
extensions) between two network nodes is that both MACs must support the same transmission
rate.

The 802.3 physical layer is specific to the transmission data rate, the signal encoding, and the
type of media interconnecting the two nodes. Gigabit Ethernet, for example, is defined to
operate over either twisted-pair or optical fiber cable, but each specific type of cable or signal-
encoding procedure requires a different physical layer implementation.

The Ethernet MAC Sublayer
The MAC sublayer has two primary responsibilities:

« Data encapsulation, including frame assembly before transmission, and frame parsing/
error detection during and after reception

* Media access control, including initiation of frame transmission and recovery from
transmission failure

The Basic Ethernet Frame Format

The IEEE 802.3 standard defines a basic data frame format that is required for all MAC
implementations, plus several additional optional formats that are used to extend the protocol's
basic capability. The basic data frame format contains the seven fields shown in Figure 7-6.

* Preamble (PRE)—Consists of 7 bytes. The PRE is an alternating pattern of ones and
zeros that tells receiving stations that a frame is coming, and that provides a means to
synchronize the frame-reception portions of receiving physical layers with the incoming bit
stream.

e Start-of-frame delimiter (SOF)—Consists of 1 byte. The SOF is an alternating pattern
of ones and zeros, ending with two consecutive 1-bits indicating that the next bit is the left-
most bit in the left-most byte of the destination address.

« Destination address (DA)—Consists of 6 bytes. The DA field identifies which station(s)
should receive the frame. The left-most bit in the DA field indicates whether the address is an
individual address (indicated by a 0) or a group address (indicated by a 1). The second bit
from the left indicates whether the DA is globally administered (indicated by a 0) or locally
administered (indicated by a 1). The remaining 46 bits are a uniquely assigned value that
identifies a single station, a defined group of stations, or all stations on the network.

e Source addresses (SA)—Consists of 6 bytes. The SA field identifies the sending
station. The SA is always an individual address and the left-most bit in the SA field is always
0.

« Length/Type—Consists of 2 bytes. This field indicates either the number of MAC-client
data bytes that are contained in the data field of the frame, or the frame type ID if the frame
is assembled using an optional format. If the Length/Type field value is less than or equal to
1500, the number of LLC bytes in the Data field is equal to the Length/Type field value. If the
Length/Type field value is greater than 1536, the frame is an optional type frame, and the
Length/Type field value identifies the particular type of frame being sent or received.

- Data—Is a sequence of n bytes of any value, where n is less than or equal to 1500. If
the length of the Data field is less than 46, the Data field must be extended by adding a filler
(a pad) sufficient to bring the Data field length to 46 bytes.

¢« Frame check sequence (FCS)—Consists of 4 bytes. This sequence contains a 32-bit
cyclic redundancy check (CRC) value, which is created by the sending MAC and is
recalculated by the receiving MAC to check for damaged frames. The FCS is generated over
the DA, SA, Length/Type, and Data fields.

Figure 7-6 The Basic IEEE 802.3 MAC Data Frame Format
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Note Individual addresses are also known as unicast addresses because they refer to a single
MAC and are assigned by the NIC manufacturer from a block of addresses allocated by the
IEEE. Group addresses (a.k.a. multicast addresses) identify the end stations in a workgroup and
are assigned by the network manager. A special group address (all 1s—the broadcast address)
indicates all stations on the network.

Frame Transmission

Whenever an end station MAC receives a transmit-frame request with the accompanying
address and data information from the LLC sublayer, the MAC begins the transmission
sequence by transferring the LLC information into the MAC frame buffer.

»  The preamble and start-of-frame delimiter are inserted in the PRE and SOF fields.
e The destination and source addresses are inserted into the address fields.

¢« The LLC data bytes are counted, and the number of bytes is inserted into the Length/
Type field.

¢« The LLC data bytes are inserted into the Data field. If the number of LLC data bytes is
less than 46, a pad is added to bring the Data field length up to 46.

* An FCS value is generated over the DA, SA, Length/Type, and Data fields and is
appended to the end of the Data field.

After the frame is assembled, actual frame transmission will depend on whether the MAC is
operating in half-duplex or full-duplex mode.

The IEEE 802.3 standard currently requires that all Ethernet MACs support half-duplex
operation, in which the MAC can be either transmitting or receiving a frame, but it cannot be
doing both simultaneously. Full-duplex operation is an optional MAC capability that allows the
MAC to transmit and receive frames simultaneously.

Half-Duplex Transmission—The CSMA/CD Access Method

The CSMA/CD protocol was originally developed as a means by which two or more stations
could share a common media in a switch-less environment when the protocol does not require
central arbitration, access tokens, or assigned time slots to indicate when a station will be
allowed to transmit. Each Ethernet MAC determines for itself when it will be allowed to send a
frame.

The CSMA/CD access rules are summarized by the protocol's acronym:

e Carrier sense—Each station continuously listens for traffic on the medium to determine
when gaps between frame transmissions occur.

« Multiple access—Stations may begin transmitting any time they detect that the network
is quiet (there is no traffic).

e Collision detect—If two or more stations in the same CSMA/CD network (collision
domain) begin transmitting at approximately the same time, the bit streams from the
transmitting stations will interfere (collide) with each other, and both transmissions will be



unreadable. If that happens, each transmitting station must be capable of detecting that a
collision has occurred before it has finished sending its frame.

Each must stop transmitting as soon as it has detected the collision and then must wait a
quasirandom length of time (determined by a back-off algorithm) before attempting to
retransmit the frame.

The worst-case situation occurs when the two most-distant stations on the network both need to
send a frame and when the second station does not begin transmitting until just before the frame
from the first station arrives. The collision will be detected almost immediately by the second
station, but it will not be detected by the first station until the corrupted signal has propagated all
the way back to that station. The maximum time that is required to detect a collision (the collision
window, or "slot time") is approximately equal to twice the signal propagation time between the
two most-distant stations on the network.

This means that both the minimum frame length and the maximum collision diameter are directly
related to the slot time. Longer minimum frame lengths translate to longer slot times and larger
collision diameters; shorter minimum frame lengths correspond to shorter slot times and smaller
collision diameters.

The trade-off was between the need to reduce the impact of collision recovery and the need for
network diameters to be large enough to accommodate reasonable network sizes. The
compromise was to choose a maximum network diameter (about 2500 meters) and then to set
the minimum frame length long enough to ensure detection of all worst-case collisions.

The compromise worked well for 10 Mbps, but it was a problem for higher data-rate Ethernet
developers. Fast Ethernet was required to provide backward compatibility with earlier Ethernet
networks, including the existing IEEE 802.3 frame format and error-detection procedures, plus
all applications and networking software running on the

10-Mbps networks.

Although signal propagation velocity is essentially constant for all transmission rates, the time
required to transmit a frame is inversely related to the transmission rate. At 100 Mbps, a
minimum-length frame can be transmitted in approximately one-tenth of the defined slot time,
and any collision that occurred during the transmission would not likely be detected by the
transmitting stations. This, in turn, meant that the maximum network diameters specified for 10-
Mbps networks could not be used for 100-Mbps networks. The solution for Fast Ethernet was to
reduce the maximum network diameter by approximately a factor of 10 (to a little more than 200
meters).

The same problem also arose during specification development for Gigabit Ethernet, but
decreasing network diameters by another factor of 10 (to approximately 20 meters) for 1000-
Mbps operation was simply not practical. This time, the developers elected to maintain
approximately the same maximum collision domain diameters as 100-Mbps networks and to
increase the apparent minimum frame size by adding a variable-length nondata extension field
to frames that are shorter than the minimum length (the extension field is removed during frame
reception).

Figure 7-7 shows the MAC frame format with the gigabit extension field, and Table 7-1 shows
the effect of the trade-off between the transmission data rate and the minimum frame size for 10-
Mbps, 100-Mbps, and 1000-Mbps Ethernet.

Figure 7-7 MAC Frame with Gigabit Carrier Extension
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Table 7-1 Limits for Half-Duplex Operation

Parameter 10 Mbps 100 Mbps 1000 Mbps




Minimum frame size | 64 bytes 64 bytes 520 bytesl (with
extension field
added)

Maximum collision 100 meters 100 meters 100 meters UTP

([j)l_?rgeter, DTE to UTP UTP 316 meters fiber

412 meters
fiber

Maximum collision 2500 meters | 205 meters 200 meters

diameter with

repeaters

Maximum number of |5 2 1
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1520 bytes applies to 1000Base-T implementations. The minimum frame size with extension field for 1000Base-
Xis reduced to 416 bytes because 1000Base-X encodes and transmits 10 bits for each byte.

Another change to the Ethernet CSMA/CD transmit specification was the addition of frame
bursting for gigabit operation. Burst mode is a feature that allows a MAC to send a short
sequence (a burst) of frames equal to approximately 5.4 maximum-length frames without having
to relinquish control of the medium. The transmitting MAC fills each interframe interval with
extension bits, as shown in Figure 7-8, so that other stations on the network will see that the
network is busy and will not attempt transmission until after the burst is complete.

Figure 7-8 A Gigabit Frame-Burst Sequence
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If the length of the first frame is less than the minimum frame length, an extension field is added
to extend the frame length to the value indicated in Table 7-1. Subsequent frames

in a frame-burst sequence do not need extension fields, and a frame burst may continue as long
as the burst limit has not been reached. If the burst limit is reached after a frame transmission
has begun, transmission is allowed to continue until that entire frame has been sent.

Frame extension fields are not defined, and burst mode is not allowed for 10 Mbps and 100
Mbps transmission rates.

Full-Duplex Transmission—An Optional Approach to Higher Network Efficiency

Full-duplex operation is an optional MAC capability that allows simultaneous two-way
transmission over point-to-point links. Full duplex transmission is functionally much simpler than
half-duplex transmission because it involves no media contention, no collisions, no need to
schedule retransmissions, and no need for extension bits on the end of short frames. The result
is not only more time available for transmission, but also an effective doubling of the link
bandwidth because each link can now support full-rate, simultaneous, two-way transmission.

Transmission can usually begin as soon as frames are ready to send. The only restriction is that
there must be a minimum-length interframe gap between successive frames, as shown in Figure
7-9, and each frame must conform to Ethernet frame format standards.

Figure 7-9 Full Duplex Operation Allows Simultaneous Two-Way Transmission on
the Same Link
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Flow Control

Full-duplex operation requires concurrent implementation of the optional flow-control capability
that allows a receiving node (such as a network switch port) that is becoming congested to
request the sending node (such as a file server) to stop sending frames for a selected short
period of time. Control is MAC-to-MAC through the use of a pause frame that is automatically
generated by the receiving MAC. If the congestion is relieved before the requested wait has
expired, a second pause frame with a zero time-to-wait value can be sent to request resumption
of transmission. An overview of the flow control operation is shown in Figure 7-10.

Figure 7-10 An Overview of the IEEE 802.3 Flow Control Sequence
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The full-duplex operation and its companion flow control capability are both options for all
Ethernet MACs and all transmission rates. Both options are enabled on a link-by-link basis,
assuming that the associated physical layers are also capable of supporting full-duplex
operation.

Pause frames are identified as MAC control frames by an exclusive assigned (reserved) length/
type value. They are also assigned a reserved destination address value to ensure that an
incoming pause frame is never forwarded to upper protocol layers or to other ports in a switch.

Frame Reception

Frame reception is essentially the same for both half-duplex and full-duplex operations, except
that full-duplex MACs must have separate frame buffers and data paths to allow for
simultaneous frame transmission and reception.

Frame reception is the reverse of frame transmission. The destination address of the received
frame is checked and matched against the station's address list (its MAC address, its group
addresses, and the broadcast address) to determine whether the frame is destined for that
station. If an address match is found, the frame length is checked and the received FCS is
compared to the FCS that was generated during frame reception. If the frame length is okay and
there is an FCS match, the frame type is determined by the contents of the Length/Type field.
The frame is then parsed and forwarded to the appropriate upper layer.

The VLAN Tagging Option

VLAN tagging is a MAC option that provides three important capabilities not previously available
to Ethernet network users and network managers:

* Provides a means to expedite time-critical network traffic by setting transmission
priorities for outgoing frames.

« Allows stations to be assigned to logical groups, to communicate across multiple LANs
as though they were on a single LAN. Bridges and switches filter destination addresses and
forward VLAN frames only to ports that serve the VLAN to which the traffic belongs.



» Simplifies network management and makes adds, moves, and changes easier to
administer.

A VLAN-tagged frame is simply a basic MAC data frame that has had a 4-byte VLAN header
inserted between the SA and Length/Type fields, as shown in Figure 7-11.

Figure 7-11 VLAN-Tagged Frames Are Identified When the MAC Finds the LAN
Type Value in the Normal Length/Type Field Location
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The VLAN header consists of two fields:
e Areserved 2-byte type value, indicating that the frame is a VLAN frame

«  Atwo-byte Tag-Control field that contains both the transmission priority (O to 7, where 7
is the highest) and a VLAN ID that identifies the particular VLAN over which the frame is to
be sent

The receiving MAC reads the reserved type value, which is located in the normal Length/Type
field position, and interprets the received frame as a VLAN frame. Then the following occurs:

« Ifthe MAC is installed in a switch port, the frame is forwarded according to its priority
level to all ports that are associated with the indicated VLAN identifier.

« Ifthe MAC is installed in an end station, it removes the 4-byte VLAN header and
processes the frame in the same manner as a basic data frame.

VLAN tagging requires that all network nodes involved with a VLAN group be equipped with the
VLAN option.

The Ethernet Physical Layers

Because Ethernet devices implement only the bottom two layers of the OSI protocol stack, they
are typically implemented as network interface cards (NICs) that plug into the host device's
motherboard. The different NICs are identified by a three-part product name that is based on the
physical layer attributes.

The naming convention is a concatenation of three terms indicating the transmission rate, the
transmission method, and the media type/signal encoding. For example, consider this:

* 10Base-T =10 Mbps, baseband, over two twisted-pair cables

e« 100Base-T2 = 100 Mbps, baseband, over two twisted-pair cables

e 100Base-T4 = 100 Mbps, baseband, over four-twisted pair cables

« 1000Base-LX = 100 Mbps, baseband, long wavelength over optical fiber cable

A question sometimes arises as to why the middle term always seems to be "Base." Early
versions of the protocol also allowed for broadband transmission (for example, 10Broad), but
broadband implementations were not successful in the marketplace. All current Ethernet
implementations use baseband transmission.

Encoding for Signal Transmission

In baseband transmission, the frame information is directly impressed upon the link as a
sequence of pulses or data symbols that are typically attenuated (reduced in size) and distorted
(changed in shape) before they reach the other end of the link. The receiver's task is to detect
each pulse as it arrives and then to extract its correct value before transferring the reconstructed
information to the receiving MAC.

Filters and pulse-shaping circuits can help restore the size and shape of the received
waveforms, but additional measures must be taken to ensure that the received signals are
sampled at the correct time in the pulse period and at same rate as the transmit clock:

e The receive clock must be recovered from the incoming data stream to allow the



receiving physical layer to synchronize with the incoming pulses.

« Compensating measures must be taken for a transmission effect known as baseline
wander.

Clock recovery requires level transitions in the incoming signal to identify and synchronize on
pulse boundaries. The alternating 1s and Os of the frame preamble were designed both to
indicate that a frame was arriving and to aid in clock recovery. However, recovered clocks can
drift and possibly lose synchronization if pulse levels remain constant and there are no
transitions to detect (for example, during long strings of 0s).

Baseline wander results because Ethernet links are AC-coupled to the transceivers and because
AC coupling is incapable of maintaining voltage levels for more than a short time. As a result,
transmitted pulses are distorted by a droop effect similar to the exaggerated example shown in
Figure 7-12. In long strings of either 1s or 0s, the droop can become so severe that the voltage
level passes through the decision threshold, resulting in erroneous sampled values for the
affected pulses.

Figure 7-12 A Concept Example of Baseline Wander
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Fortunately, encoding the outgoing signal before transmission can significantly reduce the effect
of both these problems, as well as reduce the possibility of transmission errors. Early Ethernet
implementations, up to and including 10Base-T, all used the Manchester encoding method,
shown in Figure 7-13. Each pulse is clearly identified by the direction of the midpulse transition
rather than by its sampled level value.

Figure 7-13 Transition-Based Manchester Binary Encoding
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Unfortunately, Manchester encoding introduces some difficult frequency-related problems that
make it unsuitable for use at higher data rates. Ethernet versions subsequent to 10Base-T all
use different encoding procedures that include some or all of the following techniques:

e Using data scrambling—A procedure that scrambles the bits in each byte in an orderly
(and recoverable) manner. Some 0s are changed to 1s, some 1s are changed to Os, and
some bits are left the same. The result is reduced run-length of same-value bits, increased
transition density, and easier clock recovery.
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» Expanding the code space—A technique that allows assignment of separate codes for
data and control symbols (such as start-of-stream and end-of-stream delimiters, extension
bits, and so on) and that assists in transmission error detection.

* Using forward error-correcting codes—An encoding in which redundant information is
added to the transmitted data stream so that some types of transmission errors can be
corrected during frame reception.

Note Forward error-correcting codes are used in 1000Base-T to achieve an effective reduction
in the bit error rate. Ethernet protocol limits error handling to detection of bit errors in the
received frame. Recovery of frames received with uncorrectable errors or missing frames is the
responsibility of higher layers in the protocol stack.

The 802.3 Physical Layer Relationship to the ISO Reference Model

Although the specific logical model of the physical layer may vary from version to version, all
Ethernet NICs generally conform to the generic model shown in Figure 7-14.

Figure 7-14 The Generic Ethernet Physical Layer Reference Model
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The physical layer for each transmission rate is divided into sublayers that are independent of
the particular media type and sublayers that are specific to the media type or signal encoding.

«  The reconciliation sublayer and the optional media-independent interface (Ml in
10-Mbps and 100-Mbps Ethernet, GMII in Gigabit Ethernet) provide the logical connection
between the MAC and the different sets of media-dependent layers. The MIl and GMII are
defined with separate transmit and receive data paths that are bit-serial for 10-Mbps
implementations, nibble-serial (4 bits wide) for 100-Mbps implementations, and byte-serial (8
bits wide) for 1000-Mbps implementations. The media-independent interfaces and the
reconciliation sublayer are common for their respective transmission rates and are
configured for full-duplex operation in 10Base-T and all subsequent Ethernet versions.

¢ The media-dependent physical coding sublayer (PCS) provides the logic for encoding,
multiplexing, and synchronization of the outgoing symbol streams as well symbol code



alignment, demultiplexing, and decoding of the incoming data.

¢ The physical medium attachment (PMA) sublayer contains the signal transmitters and
receivers (transceivers), as well as the clock recovery logic for the received data streams.

«  The medium-dependent interface (MDI) is the cable connector between the signal
transceivers and the link.

*  The Auto-negotiation sublayer allows the NICs at each end of the link to exchange
information about their individual capabilities, and then to negotiate and select

the most favorable operational mode that they both are capable of supporting. Auto-
negotiation is optional in early Ethernet implementations and is mandatory in later versions.

Depending on which type of signal encoding is used and how the links are configured, the PCS
and PMA may or may not be capable of supporting full-duplex operation.

10-Mbps Ethernet—10Base-T

10Base-T provides Manchester-encoded 10-Mbps bit-serial communication over two unshielded
twisted-pair cables. Although the standard was designed to support transmission over common
telephone cable, the more typical link configuration is to use two pair of a four-pair Category 3 or
5 cable, terminated at each NIC with an 8-pin RJ-45 connector (the MDI), as shown in Figure 7-
15. Because each active pair is configured as a simplex link where transmission is in one
direction only, the 10Base-T physical layers can support either half-duplex or full-duplex
operation.

Figure 7-15 The Typical 10Base-T Link Is a Four-Pair UTP Cable in Which Two Pairs
Are Not Used
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Although 10Base-T may be considered essentially obsolete in some circles, it is included here
because there are still many 10Base-T Ethernet networks, and because full-duplex operation
has given 10BaseT an extended life.

10Base-T was also the first Ethernet version to include a link integrity test to determine the
health of the link. Immediately after powerup, the PMA transmits a normal link pulse (NLP) to tell
the NIC at the other end of the link that this NIC wants to establish an active link connection:

« If the NIC at the other end of the link is also powered up, it responds with its own NLP.

« If the NIC at the other end of the link is not powered up, this NIC continues sending an
NLP about once every 16 ms until it receives a response.

The link is activated only after both NICs are capable of exchanging valid NLPs.

100 Mbps—Fast Ethernet

Increasing the Ethernet transmission rate by a factor of ten over 10Base-T was not a simple
task, and the effort resulted in the development of three separate physical layer standards for
100 Mbps over UTP cable: 100Base-TX and 100Base-T4 in 1995, and 100Base-T2 in 1997.
Each was defined with different encoding requirements and a different set of media-dependent
sublayers, even though there is some overlap in the link cabling. Table 7-2 compares the
physical layer characteristics of 10Base-T to the various 100Base versions.

Table 7-2 Summary of 100Base-T Physical Layer Characteristics



Ethernet Transmit Encoding | Cabling Full-Duplex
Version Symbol Operation

Ratel

10Base-T 10 MBd Manchester | Two pairs of | Supported
UTP
Category -3
or better

100Base-TX |125 MBd 4B/5B Two pairs of | Supported
utpP
Category -5
or Type 1
STP

100Base-T4 |33 MBd 8B/6T Four pairs of | Not supported
UTP
Category -3
or better

100Base-T2 |25 MBd PAM5x5 Two pairs of | Supported
UTP
Category -3
or better

1 one baud = one transmitted symbol per second, where the transmitted symbol may contain the equivalent
value of 1 or more binary bits.

Although not all three 100-Mbps versions were successful in the marketplace, all three have
been discussed in the literature, and all three did impact future designs. As such, all three are
important to consider here.

100Base-X

100Base-X was designed to support transmission over either two pairs of Category 5 UTP
copper wire or two strands of optical fiber. Although the encoding, decoding, and clock recovery
procedures are the same for both media, the signal transmission is different—electrical pulses in
copper and light pulses in optical fiber. The signal transceivers that were included as part of the
PMA function in the generic logical model of Figure 7-14 were redefined as the separate
physical media-dependent (PMD) sublayers shown in Figure 7-16.

Figure 7-16 The 100Base-X Logical Model
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The 100Base-X encoding procedure is based on the earlier FDDI optical fiber physical media-
dependent and FDDI/CDDI copper twisted-pair physical media-dependent signaling standards
developed by ISO and ANSI. The 100Base-TX physical media-dependent sublayer (TP-PMD)
was implemented with CDDI semiconductor transceivers and RJ-45 connectors; the fiber PMD
was implemented with FDDI optical transceivers and the Low Cost Fibre Interface Connector
(commonly called the duplex SC connector).

The 4B/5B encoding procedure is the same as the encoding procedure used by FDDI, with only

minor adaptations to accommodate Ethernet frame control. Each 4-bit data nibble (representing

half of a data byte) is mapped into a 5-bit binary code-group that is transmitted bit-serial over the
link. The expanded code space provided by the 32 5-bit

code-groups allow separate assignment for the following:

e The 16 possible values in a 4-bit data nibble (16 code-groups).

«  Four control code-groups that are transmitted as code-group pairs to indicate the start-of-
stream delimiter (SSD) and the end-of-stream delimiter (ESD). Each MAC frame is
"encapsulated" to mark both the beginning and end of the frame. The first byte of preamble is
replaced with SSD code-group pair that precisely identifies the frame's code-group
boundaries. The ESD code-group pair is appended after the frame's FCS field.

e A special IDLE code-group that is continuously sent during interframe gaps to maintain
continuous synchronization between the NICs at each end of the link. The receipt of IDLE is
interpreted to mean that the link is quiet.

« Eleven invalid code-groups that are not intentionally transmitted by a NIC (although one
is used by a repeater to propagate receive errors). Receipt of any invalid code-group will
cause the incoming frame to be treated as an invalid frame.

Figure 7-17 shows how a MAC frame is encapsulated before being transmitted as a 100Base-X
code-group stream.

Figure 7-17 The 100Base-X Code-Group Stream with Frame Encapsulation
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100Base-TX transmits and receives on the same link pairs and uses the same pin assignments
on the MDI as 10Base-T. 100Base-TX and 100Base-FX both support half-duplex and full-duplex
transmission.

100Base-T4

100Base-T4 was developed to allow 10BaseT networks to be upgraded to 100-Mbps operation
without requiring existing four-pair Category 3 UTP cables to be replaced with the newer
Category 5 cables. Two of the four pairs are configured for half-duplex operation and can
support transmission in either direction, but only in one direction at a time. The other two pairs
are configured as simplex pairs dedicated to transmission in one direction only. Frame
transmission uses both half-duplex pairs, plus the simplex pair that is appropriate for the
transmission direction, as shown in Figure 7-18. The simplex pair for the opposite direction
provides carrier sense and collision detection. Full-duplex operation cannot be supported on
100Base-T4.

Figure 7-18 The 100Base-T4 Wire-Pair Usage During Frame Transmission
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100Base-T4 uses an 8B6T encoding scheme in which each 8-bit binary byte is mapped into a
pattern of six ternary (three-level: +1, 0, -1) symbols known as 6T code-groups. Separate 6T
code-groups are used for IDLE and for the control code-groups that are necessary for frame
transmission. IDLE received on the dedicated receive pair indicates that the link is quiet.

During frame transmission, 6T data code-groups are transmitted in a delayed round-robin
sequence over the three transmit wire-pairs, as shown in Figure 7-19. Each frame is
encapsulated with start-of-stream and end-of-packet 6T code-groups that mark both the
beginning and end of the frame, and the beginning and end of the 6T code-group stream on



each wire pair. Receipt of a non-IDLE code-group over the dedicated receive-pair any time
before the collision window expires indicates that a collision has occurred.

Figure 7-19 The 100Base-T4 Frame Transmission Sequence
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100Base-T2
The 100Base-T2 specification was developed as a better alternative for upgrading networks with
installed Category 3 cabling than was being provided by 100Base-T4. Two important new goals
were defined:
e To provide communication over two pairs of Category 3 or better cable

e To support both half-duplex and full-duplex operation

100Base-T2 uses a different signal transmission procedure than any previous twisted-pair
Ethernet implementations. Instead of using two simplex links to form one full-duplex link, the
100Base-T2 dual-duplex baseband transmission method sends encoded symbols
simultaneously in both directions on both wire pairs, as shown in Figure 7-20. The term
"TDX<3:2>" indicates the 2 most significant bits in the nibble before encoding and transmission.
"RDX<3:2>" indicates the same 2 bits after receipt and decoding.

Figure 7-20 The 100Base-T2 Link Topology
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Dual-duplex baseband transmission requires the NICs at each end of the link to be operated in a
master/slave loop-timing mode. Which NIC will be master and which will be slave

is determined by autonegotiation during link initiation. When the link is operational,
synchronization is based on the master NIC's internal transmit clock. The slave NIC uses the
recovered clock for both transmit and receive operations, as shown in Figure 7-21.

Each transmitted frame is encapsulated, and link synchronization is maintained with a
continuous stream of IDLE symbols during interframe gaps.

Figure 7-21 The 100Base-T2 Loop Timing Configuration
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The 100Base-T2 encoding process first scrambles the data frame nibbles to randomize the bit
sequence. It then maps the two upper bits and the two lower bits of each nibble into two five-
level (+2, +1, 0, -1, -2) pulse amplitude-modulated (PAM5) symbols that are simultaneously
transmitted over the two wire pairs (PAM5x5). Different scrambling procedures for master and
slave transmissions ensure that the data streams traveling in opposite directions on the same
wire pair are uncoordinated.

Signal reception is essentially the reverse of signal transmission. Because the signal on each
wire pair at the MDI is the sum of the transmitted signal and the received signal, each receiver
subtracts the transmitted symbols from the signal received at the MDI to recover the symbols in
the incoming data stream. The incoming symbol pair is then decoded, unscrambled, and
reconstituted as a data nibble for transfer to the MAC.

1000 Mbps—Gigabit Ethernet

The Gigabit Ethernet standards development resulted in two primary specifications: 1000Base-T
for UTP copper cable and 1000Base-X STP copper cable, as well as single and multimode
optical fiber (see Figure 7-22).

Figure 7-22 Gigabit Ethernet Variations
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1000Base-T

1000Base-T Ethernet provides full-duplex transmission over four-pair Category 5 or better UTP
cable. 1000Base-T is based largely on the findings and design approaches that led to the
development of the Fast Ethernet physical layer implementations:

e 100Base-TX proved that binary symbol streams could be successfully transmitted over
Category 5 UTP cable at 125 MBd.

* 100Base-T4 provided a basic understanding of the problems related to sending
multilevel signals over four wire pairs.

e 100Base-T2 proved that PAM5 encoding, coupled with digital signal processing, could
handle both simultaneous two-way data streams and potential crosstalk problems resulting
from alien signals on adjacent wire pairs.

1000Base-T scrambles each byte in the MAC frame to randomize the bit sequence before it is
encoded using a 4-D, 8-State Trellis Forward Error Correction (FEC) coding in which four PAM5
symbols are sent at the same time over four wire pairs. Four of the five levels in each PAM5
symbol represent 2 bits in the data byte. The fifth level is used for FEC coding, which enhances
symbol recovery in the presence of noise and crosstalk. Separate scramblers for the master and
slave PHYs create essentially uncorrelated data streams between the two opposite-travelling
symbol streams on each wire pair.

Thel000Base-T link topology is shown in Figure 7-23. The term "TDX<7:6>" indicates the 2
most significant bits in the data byte before encoding and transmission. "RDX<7:6>" indicates
the same 2 hits after receipt and decoding.

Figure 7-23 The 1000Base-T Link Topology
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The clock recovery and master/slave loop timing procedures are essentially the same as those
used in 100Base-T2 (see Figure 7-24). Which NIC will be master (typically the NIC in a multiport
intermediate network node) and which will be slave is determined during autonegotiation.

Figure 7-24 1000Base-T Master/Slave Loop Timing Configuration
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Each transmitted frame is encapsulated with start-of-stream and end-of-stream delimiters, and
loop timing is maintained by continuous streams of IDLE symbols sent on each wire pair during
interframe gaps. 1000Base-T supports both half-duplex and full-duplex operation.

1000Base-X

All three 1000Base-X versions support full-duplex binary transmission at 1250 Mbps over two
strands of optical fiber or two STP copper wire-pairs, as shown in Figure 7-25. Transmission
coding is based on the ANSI Fibre Channel 8B/10B encoding scheme. Each 8-bit data byte is
mapped into a 10-bit code-group for bit-serial transmission. Like earlier Ethernet versions, each
data frame is encapsulated at the physical layer before transmission, and link synchronization is
maintained by sending a continuous stream of IDLE code-groups during interframe gaps. All
1000Base-X physical layers support both half-duplex and full-duplex operation.

Figure 7-25 1000Base-X Link Configuration
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The principal differences among the 1000Base-X versions are the link media and connectors
that the particular versions will support and, in the case of optical media, the wavelength of the
optical signal (see Table 7-3).

Table 7-3 1000Base-X Link Configuration Support



Link 1000Base- 1000Base-SX 1000Base-LX
Configuration CX (850 nm (1300 nm
Wavelength) Wavelength)
150 Q STP copper | Supported Not supported Not supported
125/62.5 um Not Supported Supported
multimode optical supported
fiberl
125/50 pm Not Supported Supported
multimode optical supported
fiber
125/10 pm single Not Not supported Supported
mode optical fiber | supported
Allowed IEC style 1 or | SFF MT-RJ or SFF MT-RJ or
connectors Fibre Duplex SC Duplex SC
Channel style
2

1 The 125/62.5 um specification refers to the cladding and core diameters of the optical fiber.

Network Cabling—Link Crossover Requirements

Link compatibility requires that the transmitters at each end of the link be connected to the
receivers at the other end of the link. However, because cable connectors at both ends of the
link are keyed the same, the conductors must cross over at some point to ensure that transmitter
outputs are always connected to receiver inputs.

Unfortunately, when this requirement first came up in the development of 10Base-T, IEEE 802.3
chose not to make a hard rule as to whether the crossover should be implemented in the cable
as shown in Figure 7-26a or whether it should be implemented internally as shown in Figure 7-
26b.

Figure 7-26 Alternative Ways for Implementing the Link Crossover Requirement
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Instead, |IEEE 802.3 defined two rules and made two recommendations:
*  There must be an odd number of crossovers in all multiconductor links.

« Ifa PMD is equipped with an internal crossover, its MDI must be clearly labeled with the
graphical X symbol.



¢ Implementation of an internal crossover function is optional.

< When a DTE is connected to a repeater or switch (DCE) port, it is recommended that the
crossover be implemented within the DCE port.

The eventual result was that ports in most DCEs were equipped with PMDs that contained
internal crossover circuitry and that DTEs had PMDs without internal crossovers. This led to the
following oft-quoted de facto "installation rule":

« Use a straight-through cable when connecting DTE to DCE. Use a crossover cable when
connecting DTE to DTE or DCE to DCE.

Unfortunately, the de facto rule does not apply to all Ethernet versions that have been developed
subsequent to 10Base-T. As things now stand, the following is true:

« Allfiber-based systems use cables that have the crossover implemented within the
cable.

e All 100Base systems using twisted-pair links use the same rules and recommendations
as 10Base-T.

e« 1000Base-T NICs may implement a selectable internal crossover option that can be
negotiated and enabled during autonegotiation. When the selectable crossover option is not
implemented, 10Base-T rules and recommendations apply.

System Considerations

Given all the choices discussed previously, it might seem that it would be no problem to upgrade
an existing network or to plan a new network. The problem is twofold. Not all the choices are
reasonable for all networks, and not all Ethernet versions and options are available in the
market, even though they may have been specified in the standard.

Choosing UTP-Based Components and Media Category

By now, it should be obvious that UTP-based NICs are available for 10-Mbps, 100-Mbps, and
1000-Mbps implementations. The choice is relatively simple for both 10-Mbps and 1000-Mbps
operation: 10Base-T and 1000Base-T. From the previous discussions, however, it would not
seem to be that simple for 100-Mbps implementations.

Although three UTP-based NICs are defined for 100 Mbps, the market has effectively narrowed
the choice to just 100Base-TX, which became widely available during the first half of 1995:

e By the time 100Base-T4 products first appeared on the market, 100Base-TX was well
entrenched, and development of the full-duplex option, which 100Base-T4 could not support,
was well underway.

¢ The 100Base-T2 standard was not approved until spring 1997, too late to interest the
marketplace. As a result, 100Base-T2 products were not even manufactured.

Several choices have also been specified for UTP media: Category 3, 4, 5, or 5E. The
differences are cable cost and transmission rate capability, both of which increase with the
category numbers. However, current transmission rate requirements and cable cost should not
be the deciding factors in choosing which cable category to install. To allow for future
transmission rate needs, cables lower than Category 5 should not even be considered, and if
gigabit rates are a possible future need, Category 5E should be seriously considered:

« Installation labor costs are essentially constant for all types of UTP four-pair cable.

e Labor costs for upgrading installed cable (removing the existing and installing new) are
typically greater than the cost of the original installation.

e UTP cable is backward-compatible. Higher-category cable will support lower-category
NICs, but not vice versa.

e The physical life of UTP cable (decades) is much longer than the useable life of the
connected equipment.

Auto-negotiation—An Optional Method for Automatically Configuring Link
Operational Modes

The purpose of autonegotiation is to find a way for two NICs that share a UTP link to
communicate with each other, regardless of whether they both implemented the same Ethernet
version or option set.

Autonegotiation is performed totally within the physical layers during link initiation, without any
additional overhead either to the MAC or to higher protocol layers. Autonegotiation allows UTP-
based NICs to do the following:



e Advertise their Ethernet version and any optional capabilities to the NIC at the other end
of the link

¢ Acknowledge receipt and understanding of the operational modes that both NICs share
« Reject any operational modes that are not shared
»  Configure each NIC for highest-level operational mode that both NICs can support

Autonegotiation is specified as an option for 10Base-T, 100Base-TX, and 100Base-T4, but it is
required for 100Base-T2 and 1000Base-T implementations. Table 7-4 lists the defined selection
priority levels (highest level = top priority) for UTP-based Ethernet NICs.

Table 7-4 The Defined Autonegotiation Selection Levels for UTP

NICs
Selection Operational Mode Maximum Total Data
Level Transfer Rate (Mbps)?
9 1000Base-T full-duplex | 2000
8 1000Base-T half- 1000
duplex
7 100Base-T2 full-duplex |200
6 100Base-TX full-duplex | 200
5 100Base-T2 half- 100
duplex
4 100Base-T4 half- 100
duplex
3 100Base-TX half- 100
duplex
2 10Base-T full-duplex 20
1 10Base-T half-duplex 10

1 Because full-duplex operation allows simultaneous two-way transmission, the maximum total transfer rate for
full-duplex operation is double the half-duplex transmission rate.

The autonegotiation function in UTP-based NICs uses a modified 10Base-T link integrity pulse
sequence in which the NLPs are replaced by bursts of fast link pulses (FLPs), as shown in
Figure 7-27. Each FLP burst is an alternating clock/data sequence in which the data bits in the
burst identify the operational modes supported by the transmitting NIC and also provide
information used by the autonegotiation handshake mechanism. If the NIC at the other end of
the link is a compatible NIC but does not have autonegotiation capability, a parallel detection
function still allows it to be recognized. A NIC that fails to respond to FLP bursts and returns only
NLPs is treated as a 10Base-T half-duplex NIC.

Figure 7-27 Autonegotiation FLP Bursts Replace NLPs During Link Initiation
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At first glance, it may appear that the autonegotiation process would always select the mode
supported by the NIC with the lessor capability, which would be the case if both NICs use the
same encoding procedures and link configuration. For example, if both NICs are 100Base-TX
but only one supports full-duplex operation, the negotiated operational mode will be half-duplex
100Base-TX. Unfortunately, the different 100Base versions are not compatible with each other
at 100 Mbps, and a 100Base-TX full-duplex NIC would autonegotiate with a 100Base-T4 NIC to
operate in 10Base-T half-duplex mode.

Autonegotiation in 1000Base-X NICs is similar to autonegotiation in UTP-based systems, except
that it currently applies only to compatible 1000Base-X devices and is currently constrained to
negotiate only half-duplex or full-duplex operation and flow control direction.

Network Switches Provide a Second, and Often Better, Alternative to Higher Link
Speeds in CSMA/CD Network Upgrades

Competitively priced network switches became available on the market shortly after the mid-
1990s and essentially made network repeaters obsolete for large networks. Although repeaters
can accept only one frame at a time and then send it to all active ports (except the port on which
it is being received), switches are equipped with the following:

*  MAC-based ports with I/O frame buffers that effectively isolate the port from traffic being
sent at the same time to or from other ports on the switch

*  Multiple internal data paths that allow several frames to be transferred between different
ports at the same time

These may seem like small differences, but they produce a major effect in network operation.
Because each port provides access to a high-speed network bridge (the switch), the collision
domain in the network is reduced to a series of small domains in which the number of
participants is reduced to two—the switch port and the connected NIC (see Figure 7-28).
Furthermore, because each participant is now in a private collision domain, his or her available
bandwidth has not only been markedly increased, it was also done without having to change the
link speed.

Consider, for example, a 48-station workgroup with a couple of large file servers and several
network printers on a 100-Mbps CSMA/CD network. The average available bandwidth, not
counting interframe gaps and collision recovery, would be 100 = 50 = 2 Mbps (network print
servers do not generate network traffic). On the other hand, if the same workgroup were still on
a 10Base-T network in which the repeaters had been replaced with network switches, the
bandwidth available to each user would be 10 Mbps.

Clearly, network configuration is as important as raw link speed.

S

Note To ensure that each end station will be capable of communicating at full rate, the network
switches should be nonsaturating (be capable of accepting and transferring data at the full rate
from each port simultaneously).

Multispeed NICs

Auto-negotiation opened the door to the development of low-cost, multispeed NICs that, for
example, support both half- and full-duplex operation under either 100Base-TX or 10Base-T



signaling procedures. Multispeed NICs allow staged network upgrades in which the 10Base-T
half-duplex end stations can be connected to 100Base-TX full-duplex switch ports without
requiring the NIC in the PC to be changed. Then, as more bandwidth is needed for individual
PCs, the NICs in those PCs can be upgraded to 100Base-TX full-duplex mode.

Figure 7-28 Replacing the Network Repeaters with Switches Reduces the Collision
Domains to Two NICs Each
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(b) Switch-based CSMA/CD network

Choosing 1000Base-X Components and Media

Although Table 7-3 shows that there is considerable flexibility of choice in the 1000Base-X link
media, there is not total flexibility. Some choices are preferred over others:

« NICs at both ends of the link must be the same 1000Base-X version (CX, LX, or SX),
and the link connectors must match the NIC connectors.

< The 1000Base-CX specification allows either style 1 or style 2 connectors, but style 2 is
preferred because some style 1 connectors are not suitable for operation at 1250 Mbps.
1000Base-CX links are intended for patch-cord use within a communications closet and are
limited to 25 meters.

e The 1000Base-LX and 1000Base-SX specifications allow either the small form factor
SFF MT-RJ or the larger duplex SC connectors. Because SFF MT-RJ connectors are only
about half as large as duplex SC connectors, and because space is a premium, it follows that
SFF MT-RJ connectors may become the predominant connector.



¢ 1000Base-LX transceivers generally cost more than 1000Base-SX transceivers.

«  The maximum operating range for optical fibers depends on both the transmission
wavelength and the modal bandwidth (MHz.km) rating of the fiber. See Table 7-5.

Table 7-5 Maximum Operating Ranges for Common Optical

Fibers

Fiber Core Diameter/ 1000Base-SX 1000Base-LX

Modal Bandwidth (850 nm (1300 nm
Wavelength) Wavelength)

62.5 pm multimode fiber | 275 meters 550 metersl

(200/500) MHz.km

50 pm multimode fiber 500 meters 550 metersl

(400/400) MHz.km

50 um multimode fiber 550 meters 550 metersl

(500/500) MHz.km

10 pum single-mode fiber | Not supported 5000 meters

1 1000Base-LX transceivers may also require use of an offset-launch, mode-conditioning patch cord when
coupling to some existing multimode fibers.

The operating ranges shown in Table 7-5 are those specified in the IEEE 802.3 standard.

In practice, however, the maximum operating range for LX transceivers over 62.5 um multimode
fiber is approximately 700 meters, and some LX transceivers have been qualified to support a
10,000-meter operating range over single-mode fiber.

Multiple-Rate Ethernet Networks

Given the opportunities shown by the example in the previous sections, it is not surprising that
most large Ethernet networks are now implemented with a mix of transmission rates and link
media, as shown in the cable model in Figure 7-29.

Figure 7-29 An Example Multirate Network Topology—the ISO/IEC 11801 Cable
Model
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The ISO/IEC 11801 cable model is the network model on which the IEEE 802.3 standards are
based:

e Campus distributor—The term campus refers to a facility with two or more buildings in
a relatively small area. This is the central point of the campus backbone and the telecom
connection point with the outside world. In Ethernet LANs, the campus distributor would
typically be a gigabit switch with telecom interface capability.

e Building distributor—This is the building's connection point to the campus backbone.
An Ethernet building distributor would typically be a 1000/100- or 1000/100/10-Mbps switch.

e Floor distributor—This is the floor's connection point to the building distributor. ISO/IEC

11801 recommends at least one floor distributor for every 1000 m? of floor space in office
environments, and, if possible, a separate distributor for each floor in the building. An
Ethernet floor distributor would typically be a 1000/100/10- or 100/10-Mbps switch.

» Telecom outlet—This is the network connection point for PCs, workstations, and print
servers. File servers are typically colocated with and directly connected to the campus,
building, or floor distributors, as appropriate for their intended use.

e Campus backbone cabling—This is typically single- or multimode cable that
interconnects the central campus distributor with each of the building distributors.

e Building backbone cabling—This is typically Category 5 or better UTP or multimode



fiber cable that interconnects the building distributor with each of the floor distributors in the
building.

e Horizontal cabling—This is predominantly Category 5 or better UTP cable, although a
few installations are using multimode fiber.

As with UTP cable selection, the choice of link media and intermediate network nodes should
always be made with an eye to future transmission rate needs and the life expectancy of the
network elements, unpredictable though they may be. In the 1990s, LAN transmission rates
increased 100 times and, by 2002, will increase yet another 10 times.

This does not mean that all—or even some—end stations and their interconnecting links will
require gigabit capability. It does mean, however, that more central network nodes (such as
most campus distributors and many building distributors) should be equipped with gigabit
capability, and that all floor distributors should have at least 100 Mbps capability. It also means
that all network switches should be nonblocking and that all ports should have full-duplex
capability, and that any new campus backbone links should be installed with single-mode fiber.

Link Aggregation—Establishing Higher-Speed Network Trunks

Link aggregation is a recent optional MAC capability that allows several physical links to be
combined into one logical higher-speed trunk. It provides the means to increase the effective
data rate between two network nodes in unit multiples of the individual link transmission rate
rather than in an order-of-magnitude step.

Link aggregation can be a cost-effective way to provide higher-speed connections in Ethernet
LANSs that are reaching saturation with 100 Mbps transmission rates but that won't require
gigabit capability, at least in the short term. For example, the maximum length for 62.5 um
multimode fiber links is 2000 meters at 100 Mbps, and multimode fiber has been often used for
campus backbone links. The logical upgrade would seem to be to reuse these links for 1000
Mbps operation, but the maximum supportable length for multimode fiber is only 700 meters and
only with 1000Base-LX. If the existing links are longer than 700 meters, aggregating n existing
links will support an effective transmission rate of (100 n) Mbps.

Link aggregation should be viewed as a network configuration option that is primarily used in the
few interconnections that require higher data rates than can be provided by single links, such as
switch-to-switch and in switch-to-file server. It can also be used to increase the reliability of
critical links. Aggregated links can be rapidly reconfigured (typically in about 1 second or less) in
case of link failure, with low risk of duplicated or reordered frames.

Link aggregation does not affect either the IEEE 802.3 data frame format(s) or any higher layers
in the protocol stack. It is backward-compatible with "aggregation-unaware" devices and can be
used with any Ethernet data rate (although it does not make sense for 10 Mbps because it would
likely cost less to procure a pair of 100-Mbps NICs). Link aggregation can be enabled only on
parallel point-to-point links and those that support full-duplex same-speed operation.

Network Management

All higher-speed Ethernet specifications include definitions for managed objects and control
agents that are compatible with Simple Network Management Protocol (SNMP) and that can be
used to gather statistics about the operation of the network nodes and to assist in network
management. Because user information is anecdotal at best and usually comes long after the
fact, all larger networks should at least be configured with managed switches and network
servers to ensure that potential problems and bottlenecks can be identified before they cause
serious network deterioration.

Migrating to Higher-Speed Networks

By now, it should be apparent that upgrading existing networks typically does not require
wholesale equipment or media changes, but it does require knowledge of the current network
configuration and the network location of potential problems. This means that a network
management system should be in place and that a cable plant database should be both
available and accurate. It is time-consuming and often difficult to determine link type and
availability after the cables have been pulled through conduit, buried in walls, and layered in
cable trays.

Links are often the limiting factors in network upgrades. Existing Category 5 links should support
all current Ethernet rates from 10 Mbps to 1000 Mbps, although they should be tested to ensure
their capability to support gigabit rates. If the network is equipped with only Category 3 cable,
some links will have to be replaced before upgrading to 1000 Mbps. A similar situation exists
with single- and multimode fiber. Multimode fiber cannot be used for all backbone installations.
Single-mode fiber, on the other hand, not only can support all backbone lengths up to 10,000
meters at 1000 Mbps, but it also will be capable of supporting backbone use at 10-gigabit data



rates in the future.

Switch replacement can begin as soon as the necessary links are available. Existing switches at
the campus and building distributor levels can often be reused at the building or floor distributor
level. NICs can generally be replaced to extend the useful life of end stations. And so on.

Summary

The chapter began with an overview of the Ethernet technology, the network building blocks,
and Ethernet's relationship to the ISO seven-layer reference model. The requirements for MAC
and PHY compatibility also were introduced.

The basic MAC responsibilities were defined:

« Data encapsulation—Assembling the frame into the defined format before transmission
begins, and disassembling the frame after it has been received and checked for transmission
errors.

* Media access control—In the required CSMA/CD half-duplex mode, and in the optional
full-duplex mode.

Two optional MAC capability extensions and their associated frame formats were discussed.
The VLAN tagging option allows network nodes to be defined with logical as well as physical
addresses, and provides a means to assign transmission priorities on a frame-by-frame basis. A
specific format for the pause frame, which is used for short-term link flow control, is defined in
the standard but was not covered here because it is automatic MAC capability that is invoked as
needed to prevent input buffer overrun.

The PHY layer discussions included descriptions of the signaling procedures and media
requirements/limitations for the following:

¢ 10Base-T
. 100Base-TX, 100Base-T4, and 100Base-T2
. 1000Base-T, 1000Base-CX, 1000Base-LX, and 1000Base-SX

Although 100Base-FX was not specifically discussed, it uses the same signaling procedure as
100Base-TX, but over optical fiber media rather than UTP copper.

The remaining sections of the chapter were devoted to systems considerations for both twisted-
pair and optical fiber LAN implementations:

e Link crossover requirements in UTP networks

e Matching of PMDs and network media to ensure desired data rates
e Use of link aggregation to create higher-speed logical trunks

¢ Implementation of multispeed networks

After essentially finishing the chapter, you should have a reasonable working knowledge of the
Ethernet protocol and network technology. The next section should help determine whether you
need to go back and reread the chapter.

Review Questions
Q—Shouldn't all 10Base-T networks just be upgraded to 100 Mbps? Why or why not?

A—Not necessarily—if the current 10Base-T network is repeater-based, replacing the repeaters
with 10/100 nonsaturating switches would result in an automatic n times increase in the average
available bandwidth for each end station.

Q—Which 100Base version(s) are recommended? Why?

A—100Base-TX is recommended if the horizontal wiring is Category5 or better UTP. If the
horizontal cabling is Category 3, 100BaseT4 can be used, but it may be difficult to acquire
(some reports indicate that because 100Base-TX was available more than a year before T4, it
captured as much as 95 percent of the market). 100Base-T2 is not available.

Q—Which 1000Base version(s) are recommended? Where would they be used?

A—1000Base-T, is recommended if the horizontal cabling is Category 5 or better UTP.
1000Base-SX can be used if the horizontal cabling is multimode optical fiber, as well as for
some multimode backbones. 1000Base-LX can be used for either single-mode or multimode
optical fiber (see Table 7-5). 1000Base-CX can be used for short-haul equipment-room jumpers
up to 25 meters.

Q—What cable types should be used for new networks? For upgrading existing networks?
Why?



A—New or replacement UTP links may be Category 5E or better to allow for data rate growth to
1000 Mbps. Multimode fiber may be used as indicated in Table 7-5 for 1000Base-SX, or as
noted in the paragraph following Table 7-5 for 1000Base-LX. (These fibers will also provide
future support for shorter distances [between 100 and 300 meters, depending on the
wavelength] at 10,000 Mbps.) To be truly future-proof and to ensure that you will be able to
operate longer-distance backbones, choose single-mode fiber.

Q—How do you know when a network needs to be upgraded? Where do you start?
A—There are several ways:
« Your users will tell you (but often only after they have crossed the frustration threshold).

* Your network management system should be capable of indicating the load
characteristics for each DCE port.

*  Your organization is considering adding new applications (such as multimedia) that will
require more communication bandwidth.

* Your organization is growing, and there are not sufficient DCE ports in the right locations
to accommodate the additional users.

After you have determined the need, you can consider the options. Remember that the network
elements with the longest useful life (the link media, followed by the network servers and
network switches) can also be the most expensive to replace. Choose with an eye to future
growth, and consider reusing these elements wherever possible.
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Chapter Goals
. Provide background information about FDDI technology.
. Explain how FDDI works.

. Describe the differences between FDDI and Copper Distributed Data
Interface (CDDI).

. Describe how CDDI works.

Fiber Distributed Data Interface

Introduction

The Fiber Distributed Data Interface (FDDI) specifies a 100-M bps token-passing, dual-
ring LAN using fiber-optic cable. FDDI is frequently used as high-speed backbone
technology because of its support for high bandwidth and greater distances than copper. It
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should be noted that relatively recently, arelated copper specification, called Copper
Distributed Data Interface (CDDI), has emerged to provide 100-Mbps service over copper.
CDDI isthe implementation

of FDDI protocols over twisted-pair copper wire. This chapter focuses mainly on FDDI
specifications and operations, but it also provides a high-level overview of CDDI.

FDDI uses dual-ring architecture with traffic on each ring flowing in opposite directions
(called counter-rotating). The dual rings consist of a primary and a secondary ring. During
normal operation, the primary ring is used for data transmission, and the secondary ring
remainsidle. Aswill be discussed in detail later in this chapter, the primary purpose of the
dual ringsisto provide superior reliability and robustness. Figure 8-1 shows the counter-
rotating primary and secondary FDDI rings.

Figure 8-1: FDDI Uses Counter-Rotating Primary and Secondary Rings
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Standards

FDDI was developed by the American National Standards Institute (ANSI) X3T9.5
standards committee in the mid-1980s. At the time, high-speed engineering workstations
were beginning to tax the bandwidth of existing local-area networks (LANS) based on
Ethernet and Token Ring. A new LAN media was needed that could easily support these
workstations and their new distributed applications. At the same time, network reliability
had become an increasingly important issue as system managers migrated mission-critical
applications from large computers to networks. FDDI was developed to fill these needs.
After completing the FDDI specification, ANSI submitted FDDI to the International
Organization for Standardization (1SO), which created an international version of FDDI
that is completely compatible with the ANSI standard version.

FDDI Transmission Media

FDDI uses optical fiber as the primary transmission medium, but it also can run over
copper cabling. As mentioned earlier, FDDI over copper isreferred to as Copper-
Distributed Data Interface (CDDI). Optical fiber has several advantages over copper
media. In particular, security, reliability, and performance all are enhanced with optical
fiber media because fiber does not emit electrical signals. A physical medium that does
emit electrical signals (copper) can be tapped and therefore would permit unauthorized



access to the data that is transiting the medium. In addition, fiber isimmune to electrical
interference from radio frequency interference (RFI) and electromagnetic interference
(EMI). Fiber historically has supported much higher bandwidth (throughput potential) than
copper, although recent technological advances have made copper capable of transmitting
at 100 Mbps. Finally, FDDI allows 2 km between stations using multimode fiber, and even
longer distances using a single mode.

FDDI defines two types of optical fiber: single-mode and multimode. A modeisaray of
light that enters the fiber at a particular angle. Multimode fiber uses LED as the light-
generating device, while single-mode fiber generally uses lasers.

Multimode fiber allows multiple modes of light to propagate through the fiber. Because
these modes of light enter the fiber at different angles, they will arrive at the end of the
fiber at different times. This characteristic is known as modal dispersion. Modal

dispersion limits the bandwidth and distances that can be accomplished using multimode
fibers. For this reason, multimode fiber is generally used for connectivity within abuilding
or arelatively geographically contained environment.

Single-mode fiber allows only one mode of light to propagate through the fiber. Because
only asingle mode of light is used, modal dispersion is not present with single-mode fiber.
Therefore, single-mode fiber is capable of delivering considerably higher performance
connectivity over much larger distances, which iswhy it generally is used for connectivity
between buildings and within environments that are more geographically dispersed.

Figure 8-2 depicts single-mode fiber using a laser light source and multimode fiber using a
light emitting diode (LED) light source.

Figure 8-2: Light Sources Differ for SmgleM ode and Multimode Fibers
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FDDI Specifications

FDDI specifies the physical and media-access portions of the OSI reference model. FDDI
isnot actually a single specification, but it is a collection of four separate specifications,
each with a specific function. Combined, these specifications have the capability to
provide high-speed connectivity between upper-layer protocols such as TCP/IP and IPX,
and media such as fiber-optic cabling.

FDDI's four specifications are the Media Access Control (MAC), Physical Layer
Protocol (PHY), Physical-Medium Dependent (PMD), and Station Management (SMT)
specifications. The MAC specification defines how the medium is accessed, including



frame format, token handling, addressing, algorithms for calculating cyclic redundancy
check (CRC) value, and error-recovery mechanisms. The PHY specification defines data
encoding/decoding procedures, clocking requirements, and framing, among other
functions. The PMD specification defines the characteristics of the transmission medium,
including fiber-optic links, power levels, bit-error rates, optical components, and
connectors. The SMT specification defines FDDI station configuration, ring configuration,
and ring control features, including station insertion and removal, initialization, fault
isolation and recovery, scheduling, and statistics collection.

FDDI issimilar to IEEE 802.3 Ethernet and IEEE 802.5 Token Ring in its relationship
with the OSI model. Its primary purposeisto provide connectivity between upper OS|
layers of common protocols and the media used to connect network devices. Figure 8-3
illustrates the four FDDI specifications and their relationship to each other and to the
|EEE-defined Logical Link Control (LLC) sublayer. The LLC sublayer is a component of
Layer 2, the MAC layer, of the OSI reference mode!.

Figure 8-3: FDDI Specifications Map to the OSI Hierarchical Model
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FDDI Station-Attachment Types

One of the unique characteristics of FDDI isthat multiple ways actually exist by which to
connect FDDI devices. FDDI defines four types of devices: single-attachment station
(SAYS), dual-attachment station (DAS), single-attached concentrator (SAC), and dual-
attached concentrator (DAC).

An SAS attaches to only one ring (the primary) through a concentrator. One of the primary
advantages of connecting devices with SAS attachments is that the devices will not have
any effect on the FDDI ring if they are disconnected or powered off. Concentrators will be
covered in more detail in the following discussion.

Each FDDI DAS has two ports, designated A and B. These ports connect the DAS to the
dual FDDI ring. Therefore, each port provides a connection for both the primary and the



secondary rings. Asyou will see in the next section, devices using DAS connections will
affect the rings if they are disconnected or powered off. Figure 8-4 shows FDDI DAS A
and B ports with attachments to the primary and secondary rings.

Figure 8-4: FDDI DAS Ports Attach to the Primary and Secondary Rings
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An FDDI concentrator (also called a dual-attachment concentrator [ DAC]) isthe building
block of an FDDI network. It attaches directly to both the primary and secondary rings and
ensures that the failure or power-down of any SAS does not bring down thering. Thisis
particularly useful when PCs, or similar devices that are frequently powered on and off,
connect to the ring. Figure 8-5 shows the ring attachments of an FDDI SAS, DAS, and
concentrator.

Figure 8-5: A Concentrator Attachesto Both the Primary and Secondary Rings

FDDI ™

Concentrator

RS € ‘?

'_,4»'\

SAS SAD

ciEalas

FDDI Fault Tolerance

FDDI provides a number of fault-tolerant features. In particular, FDDI's dual-ring
environment, the implementation of the optical bypass switch, and dual-homing support
make FDDI aresilient mediatechnology.

Dual Ring



FDDI's primary fault-tolerant feature is the dual ring. If a station on the dual ring fails or
is powered down, or if the cable is damaged, the dual ring is automatically wrapped
(doubled back onto itself) into asingle ring. When the ring is wrapped, the dual-ring
topology becomes a single-ring topology. Data continues to be transmitted on the FDDI

ring without performance impact during the wrap condition. Figure 8-6 and Figure 8-7
illustrate the effect of aring wrapping in FDDI.

Figure 8-6: A Ring Recoversfrom a Station Failure by Wrapping
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When a single station fails, as shown in Figure 8-6, devices on either side of the failed (or
powered-down) station wrap, forming a single ring. Network operation continues for the
remaining stations on the ring. When a cable failure occurs, as shown in Figure 8-7,
devices on either side of the cable fault wrap. Network operation continues for all stations.

It should be noted that FDDI truly provides fault tolerance against asingle failure only.
When two or more failures occur, the FDDI ring segments into two or more independent
rings that are incapable of communicating with each other.

Optical Bypass Switch

An optical bypass switch provides continuous dual-ring operation if a device on the dual
ring fails. Thisis used both to prevent ring segmentation and to eliminate failed stations
from the ring. The optical bypass switch performs this function using optical mirrors that
pass light from the ring directly to the DAS device during normal operation. If afailure of
the DA S device occurs, such as a power-off, the optical bypass switch will pass the light
through itself by using internal mirrors and thereby will maintain the ring's integrity.

The benefit of this capability isthat the ring will not enter a wrapped condition in case of a
device failure. Figure 8-8 shows the functionality of an optical bypass switch in an FDDI
network. When using the OB, you will notice a tremendous digression of your network as
the packets are sent through the OB unit.

Figure 8-8: The Optical Bypass Switch Uses|Internal Mirrorsto Maintain a Network
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Dual Homing

Critical devices, such as routers or mainframe hosts, can use a fault-tolerant technique
called dual homing to provide additional redundancy and to help guarantee operation. In
dual-homing situations, the critical device is attached to two concentrators. Figure 8-9
shows a dual-homed configuration for devices such asfile servers and routers.

Figure 8-9: A Dual-Homed Configuration Guarantees Operation
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One pair of concentrator linksis declared the active link; the other pair is declared passive.
The passive link staysin backup mode until the primary link (or the concentrator to which

it is attached) is determined to have failed. When this occurs, the passive link
automatically activates.

FDDI Frame Format

The FDDI frame format is similar to the format of a Token Ring frame. Thisis one of the
areasin which FDDI borrows heavily from earlier LAN technologies, such as Token Ring.



FDDI frames can be as large as 4,500 bytes. Figure 8-10 shows the frame format of an
FDDI dataframe and token.

Figure 8-10: The FDDI FrameIsSimilar to That of a Token Ring Frame
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FDDI Frame Fields

The following descriptions summarize the FDDI data frame and token fieldsillustrated in
Figure 8-10.

. Preamble—Gives a unique sequence that prepares each station for an upcoming
frame.

. Start delimiter—Indicates the beginning of aframe by employing a signaling
pattern that differentiatesit from the rest of the frame.

. Frame control—Indicates the size of the address fields and whether the frame
contains asynchronous or synchronous data, among other control information.

. Destination address—Contains a unicast (singular), multicast (group), or
broadcast (every station) address. As with Ethernet and Token Ring addresses,
FDDI destination addresses are 6 bytes long.

. Source address—Identifies the single station that sent the frame. Aswith Ethernet
and Token Ring addresses, FDDI source addresses are 6 bytes long.

. Data—Contains either information destined for an upper-layer protocol or control
information.

. Frame check sequence (FCS)—Isfiled by the source station with a calculated
cyclic redundancy check value dependent on frame contents (as with Token Ring
and Ethernet). The destination address recal cul ates the value to determine whether
the frame was damaged in transit. If so, the frame is discarded.

. End delimiter—Contains unigue symbols; cannot be data symbols that indicate the
end of the frame.



. Frame status—Allows the source station to determine whether an error occurred;
identifies whether the frame was recognized and copied by a receiving station.

Copper Distributed Data Interface

Copper Distributed Data Interface (CDDI) is the implementation of FDDI protocols over
twisted-pair copper wire. Like FDDI, CDDI provides data rates of 100 Mbps and uses
dual-ring architecture to provide redundancy. CDDI supports distances of about 100
meters from desktop to concentrator.

CDDiI isdefined by the ANSI X3T9.5 Committee. The CDDI standard is officially named
the Twisted-Pair Physica Medium-Dependent (TP-PMD) standard. It is also referred to as
the Twisted-Pair Distributed Data Interface (TP-DDI), consistent with the term Fiber
Distributed Data Interface (FDDI). CDDI is consistent with the physical and media-access
control layers defined by the ANSI standard.

The ANSI standard recognizes only two types of cablesfor CDDI: shielded twisted pair
(STP) and unshielded twisted pair (UTP). STP cabling has 150-ohm impedance and
adheresto EIA/TIA 568 (IBM Type 1) specifications. UTP is data-grade cabling
(Category 5) consisting of four unshielded pairs using tight-pair twists and specially
developed insulating polymersin plastic jackets adhering to EIA/TIA 568B specifications.

Figure 8-11 illustrates the CDDI TP-PMD specification in relation to the remaining FDDI
specifications.

Figure 8-11: CDDI TP-PMD and FDDI Specifications Adhereto Different Standards
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Summary

The Fiber Distributed Data Interface (FDDI) specifies a 100-M bps token-passing, dual-
ring LAN architecture using fiber-optic cable. FDDI is frequently implemented as a high-
speed backbone technology because of its support for high bandwidth and greater
distances than copper.

Review Questions



Q—What are the benefits of using FDDI instead of CDDI?
A—L onger distance, no RFI, no EFI.
Q—What role does the DAC play in the FDDI network?

A—The concentrator is a dual-attachment station device and ensures that when single-
attachment station devices—such as PCs—are turned off, they do not interrupt the
network ring.
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Chapter Goals
. Describe the background of Token Ring technology.

. Explain how Token Ring works.

Token Ring/IEEE 802.5

The Token Ring network was originally developed by IBM in the 1970s. It is still IBM's
primary local-area network (LAN) technology. The related |EEE 802.5 specification is
almost identical to and completely compatible with IBM's Token Ring network. In fact,
the |EEE 802.5 specification was modeled after IBM Token Ring, and it continues to
shadow IBM's Token Ring development. The term Token Ring generally is used to refer to
both IBM's Token Ring network and |EEE 802.5 networks. This chapter addresses both
Token Ring and |EEE 802.5.

Token Ring and |EEE 802.5 networks are basically compatible, although the
specifications differ in minor ways. IBM's Token Ring network specifies a star, with all
end stations attached to a device called a multistation access unit (MSAU). In contrast,
|EEE 802.5 does not specify atopology, although virtually al IEEE 802.5
implementations are based on a star. Other differences exist, including mediatype (IEEE
802.5 does not specify a mediartype, although IBM Token Ring networks use twisted-pair
wire) and routing information field size. Figure 9-1 summarizes IBM Token Ring network
and |EEE 802.5 specifications.
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Figure 9-1: Although Dissimilar in Some Respects, IBM's Token Ring Network and
|EEE 802.5 Are Generally Compatible
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Physical Connections

IBM Token Ring network stations are directly connected to M SAUSs, which can be wired
together to form one large ring (see Figure 9-2). Patch cables connect M SAUSs to adjacent
MSAUSs, while lobe cables connect MSAUSs to stations. MSAUs include bypass relays for
removing stations from the ring.

Figure 9-2: MSAUs Can Be Wired Together to Form OneLargeRingin an IBM
Token Ring Networ k
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Token Ring Operation

Token Ring and |EEE 802.5 are two principal examples of token-passing networks (FDDI
is the other). Token-passing networks move a small frame, called atoken, around the
network. Possession of the token grants the right to transmit. If a node receiving the token
has no information to send, it passes the token to the next end station. Each station can
hold the token for a maximum period of time.

If a station possessing the token does have information to transmit, it seizes the token,
alters 1 bit of the token (which turns the token into a start-of-frame sequence), appends the
information that it wants to transmit, and sends this information to the next station on the
ring. While the information frame is circling the ring, no token is on the network (unless
the ring supports early token release), which means that other stations wanting to transmit
must wait. Therefore, collisions cannot occur in Token Ring networks. If early token
release is supported, a new token can be released when frame transmission is compl ete.

The information frame circulates the ring until it reaches the intended destination station,
which copies the information for further processing. The information frame continues to
circlethering and is finally removed when it reaches the sending station. The sending
station can check the returning frame to see whether the frame was seen and subsequently
copied by the destination.

Unlike CSMA/CD networks (such as Ethernet), token-passing networks are deterministic,
which means that it is possible to calcul ate the maximum time that will pass before any
end station will be capable of transmitting. This feature and several reliability features,
which are discussed in the section "Fault-Management Mechanisms," later in this chapter,
make Token Ring networks ideal for applicationsin which delay must be predictable and
robust network operation is important. Factory automation environments are examples of
such applications.

Priority System

Token Ring networks use a sophisticated priority system that permits certain user-
designated, high-priority stations to use the network more frequently. Token Ring frames
have two fields that control priority: the priority field and the reservation field.

Only stations with a priority equal to or higher than the priority value contained in a token
can seize that token. After the token is seized and changed to an information frame, only
stations with a priority value higher than that of the transmitting station can reserve the
token for the next pass around the network. When the next token is generated, it includes
the higher priority of the reserving station. Stations that raise atoken's priority level must
reinstate the previous priority after their transmission is complete.

Fault-Management Mechanisms

Token Ring networks employ several mechanisms for detecting and compensating for
network faults. For example, one station in the Token Ring network is selected to be the
active monitor. This station, which potentially can be any station on the network, actsas a



centralized source of timing information for other ring stations and performs a variety of
ring-maintenance functions. One of these functions is the removal of continuously
circulating frames from the ring. When a sending device fails, its frame may continue to
circlethering. This can prevent other stations from transmitting their own frames and
essentially can lock up the network. The active monitor can detect such frames, remove
them from the ring, and generate a new token.

The IBM Token Ring network's star topology also contributes to overall network
reliability. Because all information in a Token Ring network is seen by active MSAUS,
these devices can be programmed to check for problems and selectively remove stations
from thering, if necessary.

A Token Ring algorithm called beaconing detects and triesto repair certain network
faults. Whenever a station detects a serious problem with the network (such as acable
break), it sends a beacon frame, which defines afailure domain. This domain includes the
station reporting the failure, its nearest active upstream neighbor (NAUN), and everything
in between. Beaconing initiates a process called autoreconfiguration, in which nodes
within the failure domain automatically perform diagnostics in an attempt to reconfigure
the network around the failed areas. Physically, the MSAU can accomplish this through
electrical reconfiguration.

Frame Format

Token Ring and |EEE 802.5 support two basic frame types. tokens and data/command
frames. Tokens are 3 bytesin length and consist of a start delimiter, an access control byte,
and an end delimiter. Data/command frames vary in size, depending on the size of the
Information field. Data frames carry information for upper-layer protocols, while
command frames contain control information and have no data for upper-layer protocols.
Both formats are shown in Figure 9-3.

Figure 9-3: IEEE 802.5 and Token Ring Specify Tokens and Data/Command Frames
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Token Frame Fields

The three token frame fieldsillustrated in Figure 9-3 are summarized in the descriptions
that follow:

. Start delimiter—Alerts each station of the arrival of atoken (or data/command



frame). Thisfield includes signals that distinguish the byte from the rest of the
frame by violating the encoding scheme used elsewhere in the frame.

. Access-control byte—Contains the Priority field (the most significant 3 bits) and
the Reservation field (the least significant 3 bits), as well as atoken bit (used to
differentiate a token from a data/command frame) and a monitor bit (used by the
active monitor to determine whether aframeis circling the ring endlessly).

. End delimiter—Signals the end of the token or data/command frame. Thisfield
also contains bits to indicate a damaged frame and identify the frame that is the last
inalogical sequence.

Data/Command Frame Fields

Data/command frames have the same three fields as Token Frames, plus several others.
The Data/command frame fields illustrated in Figure 9-3 are described in the following
summaries.

. Start delimiter—Alerts each station of the arrival of atoken (or data/command
frame). Thisfield includes signals that distinguish the byte from the rest of the
frame by violating the encoding scheme used elsewhere in the frame.

. Access-control byte—Contains the Priority field (the most significant 3 bits) and
the Reservation field (the least significant 3 bits), as well as atoken bit (used to
differentiate a token from a data/command frame) and a monitor bit (used by the
active monitor to determine whether aframeis circling the ring endlessly).

. Frame-control bytes—Indicates whether the frame contains data or control
information. In control frames, this byte specifies the type of control information.

. Destination and sour ce addr esses—Consists of two 6-byte address fields that
identify the destination and source station addresses.

. Data—Indicates that the length of field is limited by the ring token holding time,
which defines the maximum time a station can hold the token.

. Frame-check sequence (FCS)—Isfiled by the source station with a calculated
value dependent on the frame contents. The destination station recal cul ates the
value to determine whether the frame was damaged in transit. If so, the frameis
discarded.

. End Déimiter—Signals the end of the token or data/command frame. The end
delimiter also contains bits to indicate a damaged frame and identify the frame that
Isthelast in alogical sequence.

. Frame Status—Is a 1-byte field terminating a command/data frame. The Frame
Status field includes the address-recognized indicator and frame-copied indicator.

Summary



Token Ring technology was developed in the 1970s by IBM. Token-passing networks
move a small frame, called atoken, around the network. Possession of the token grants the
right to transmit. If a node receiving the token has no information to send, it passes the
token to the next end station. Each station can hold the token for a maximum period of
time.

If a station possessing the token does have information to transmit, it seizes the token,
alters 1 bit of the token (which turns the token into a start-of-frame sequence), appends the
information that it wants to transmit, and sends this information to the next station on the
ring.

Review Questions

Q—Token Ring networks differ from Ethernet networks in what ways?

A—They are deterministic, meaning that the time before the next token will be passed can
be calculated. Extra credit: There are fewer collisions on a Token Ring network than on
Ethernet.

Q—For what types of applicationsis this beneficial ?

A—Applicationsin which delay must be predictable, and applications that require a robust
network operation.
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Chapter Goals
«  Describe the history of Frame Relay.
e Describe how Frame Relay works.
e Describe the primary functionality traits of Frame Relay.
» Describe Frame Relay network implementation.

« Describe the format of Frame Relay frames.

Frame Relay

Introduction

Frame Relay is a high-performance WAN protocol that operates at the physical and data link
layers of the OSI reference model. Frame Relay originally was designed for use across
Integrated Services Digital Network (ISDN) interfaces. Today, it is used over a variety of other
network interfaces as well. This chapter focuses on Frame Relay's specifications and
applications in the context of WAN services.

Frame Relay is an example of a packet-switched technology. Packet-switched networks enable
end stations to dynamically share the network medium and the available bandwidth. The
following two techniques are used in packet-switching technology:

e Variable-length packets
e Statistical multiplexing

Variable-length packets are used for more efficient and flexible data transfers. These packets
are switched between the various segments in the network until the destination is reached.

Statistical multiplexing techniques control network access in a packet-switched network. The
advantage of this technique is that it accommodates more flexibility and more efficient use of
bandwidth. Most of today's popular LANSs, such as Ethernet and Token Ring, are packet-
switched networks.

Frame Relay often is described as a streamlined version of X.25, offering fewer of the robust
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capabilities, such as windowing and retransmission of last data that are offered in X.25. This is
because Frame Relay typically operates over WAN facilities that offer more reliable connection
services and a higher degree of reliability than the facilities available during the late 1970s and
early 1980s that served as the common platforms for X.25 WANs. As mentioned earlier, Frame
Relay is strictly a Layer 2 protocol suite, whereas X.25 provides services at Layer 3 (the network
layer) as well. This enables Frame Relay to offer higher performance and greater transmission
efficiency than X.25, and makes Frame Relay suitable for current WAN applications, such as
LAN interconnection.

Frame Relay Standardization

Initial proposals for the standardization of Frame Relay were presented to the Consultative
Committee on International Telephone and Telegraph (CCITT) in 1984. Because of lack of
interoperability and lack of complete standardization, however, Frame Relay did not experience
significant deployment during the late 1980s.

A major development in Frame Relay's history occurred in 1990 when Cisco, Digital Equipment
Corporation (DEC), Northern Telecom, and StrataCom formed a consortium to focus on Frame
Relay technology development. This consortium developed a specification that conformed to the
basic Frame Relay protocol that was being discussed in CCITT, but it extended the protocol with
features that provide additional capabilities for complex internetworking environments. These
Frame Relay extensions are referred to collectively as the Local Management Interface (LMI).

Since the consortium's specification was developed and published, many vendors have
announced their support of this extended Frame Relay definition. ANSI and CCITT have
subsequently standardized their own variations of the original LMI specification, and these
standardized specifications now are more commonly used than the original version.

Internationally, Frame Relay was standardized by the International Telecommunication Union—
Telecommunications Standards Section (ITU-T). In the United States, Frame Relay is an
American National Standards Institute (ANSI) standard.

Frame Relay Devices
Devices attached to a Frame Relay WAN fall into the following two general categories:
» Data terminal equipment (DTE)
e Data circuit-terminating equipment (DCE)

DTEs generally are considered to be terminating equipment for a specific network and typically
are located on the premises of a customer. In fact, they may be owned by the customer.
Examples of DTE devices are terminals, personal computers, routers, and bridges.

DCEs are carrier-owned internetworking devices. The purpose of DCE equipment is to provide
clocking and switching services in a network, which are the devices that actually transmit data
through the WAN. In most cases, these are packet switches. Figure 10-1 shows the relationship
between the two categories of devices.

Figure 10-1 DCEs Generally Reside Within Carrier-Operated WANs
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The connection between a DTE device and a DCE device consists of both a physical layer
component and a link layer component. The physical component defines the mechanical,
electrical, functional, and procedural specifications for the connection between the devices. One
of the most commonly used physical layer interface specifications is the recommended standard
(RS)-232 specification. The link layer component defines the protocol that establishes the
connection between the DTE device, such as a router, and the DCE device, such as a switch.
This chapter examines a commonly utilized protocol specification used in WAN networking: the
Frame Relay protocol.

Frame Relay Virtual Circuits

Frame Relay provides connection-oriented data link layer communication. This means that a
defined communication exists between each pair of devices and that these connections are
associated with a connection identifier. This service is implemented by using a Frame Relay
virtual circuit, which is a logical connection created between two data terminal equipment (DTE)
devices across a Frame Relay packet-switched network (PSN).

Virtual circuits provide a bidirectional communication path from one DTE device to another and
are uniquely identified by a data-link connection identifier (DLCI). A number of virtual circuits can
be multiplexed into a single physical circuit for transmission across the network. This capability
often can reduce the equipment and network complexity required to connect multiple DTE
devices.

A virtual circuit can pass through any number of intermediate DCE devices (switches) located
within the Frame Relay PSN.

Frame Relay virtual circuits fall into two categories: switched virtual circuits (SVCs) and
permanent virtual circuits (PVCs).

Switched Virtual Circuits

Switched virtual circuits (SVCs) are temporary connections used in situations requiring only
sporadic data transfer between DTE devices across the Frame Relay network. A communication
session across an SVC consists of the following four operational states:

e Call setup—The virtual circuit between two Frame Relay DTE devices is established.
+ Data transfer—Data is transmitted between the DTE devices over the virtual circuit.

« Idle—The connection between DTE devices is still active, but no data is transferred. If
an SVC remains in an idle state for a defined period of time, the call can be terminated.

* Call termination—The virtual circuit between DTE devices is terminated.

After the virtual circuit is terminated, the DTE devices must establish a new SVC if there is
additional data to be exchanged. It is expected that SVCs will be established, maintained, and
terminated using the same signaling protocols used in ISDN.

Few manufacturers of Frame Relay DCE equipment support switched virtual circuit connections.
Therefore, their actual deployment is minimal in today's Frame Relay networks.

Previously not widely supported by Frame Relay equipment, SVCs are now the norm.
Companies have found that SVCs save money in the end because the circuit is not open all the
time.

Permanent Virtual Circuits

Permanent virtual circuits (PVCs) are permanently established connections that are used for
frequent and consistent data transfers between DTE devices across the Frame Relay network.
Communication across a PVC does not require the call setup and termination states that are
used with SVCs. PVCs always operate in one of the following two operational states:

. Data transfer—Data is transmitted between the DTE devices over the virtual circuit.

« Idle—The connection between DTE devices is active, but no data is transferred. Unlike
SVCs, PVCs will not be terminated under any circumstances when in an idle state.

DTE devices can begin transferring data whenever they are ready because the circuit is
permanently established.
Data-Link Connection Identifier

Frame Relay virtual circuits are identified by data-link connection identifiers (DLCIs). DLCI
values typically are assigned by the Frame Relay service provider (for example, the telephone
company).

Frame Relay DLCIs have local significance, which means that their values are unique in the



LAN, but not necessarily in the Frame Relay WAN.

Figure 10-2 illustrates how two different DTE devices can be assigned the same DLCI value
within one Frame Relay WAN.

Figure 10-2 A Single Frame Relay Virtual Circuit Can Be Assigned Different DLCls
on Each End of aVC
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Congestion-Control Mechanisms

Frame Relay reduces network overhead by implementing simple congestion-notification
mechanisms rather than explicit, per-virtual-circuit flow control. Frame Relay typically is
implemented on reliable network media, so data integrity is not sacrificed because flow control
can be left to higher-layer protocols. Frame Relay implements two congestion-notification
mechanisms:

«  Forward-explicit congestion notification (FECN)
»  Backward-explicit congestion notification (BECN)

FECN and BECN each is controlled by a single bit contained in the Frame Relay frame header.
The Frame Relay frame header also contains a Discard Eligibility (DE) bit, which is used to
identify less important traffic that can be dropped during periods of congestion.

The FECN bit is part of the Address field in the Frame Relay frame header. The FECN
mechanism is initiated when a DTE device sends Frame Relay frames into the network. If the
network is congested, DCE devices (switches) set the value of the frames' FECN bit to 1. When
the frames reach the destination DTE device, the Address field (with the FECN bit set) indicates
that the frame experienced congestion in the path from source to destination. The DTE device
can relay this information to a higher-layer protocol for processing. Depending on the
implementation, flow control may be initiated, or the indication may be ignored.

The BECN bit is part of the Address field in the Frame Relay frame header. DCE devices set the
value of the BECN bit to 1 in frames traveling in the opposite direction of frames with their FECN
bit set. This informs the receiving DTE device that a particular path through the network is
congested. The DTE device then can relay this information to a higher-layer protocol for
processing. Depending on the implementation, flow-control may be initiated, or the indication
may be ignored.

Frame Relay Discard Eligibility

The Discard Eligibility (DE) bit is used to indicate that a frame has lower importance than other
frames. The DE bit is part of the Address field in the Frame Relay frame header.

DTE devices can set the value of the DE bit of a frame to 1 to indicate that the frame has lower
importance than other frames. When the network becomes congested, DCE devices will discard
frames with the DE bit set before discarding those that do not. This reduces the likelihood of
critical data being dropped by Frame Relay DCE devices during periods of congestion.

Frame Relay Error Checking

Frame Relay uses a common error-checking mechanism known as the cyclic redundancy check
(CRC). The CRC compares two calculated values to determine whether errors occurred during
the transmission from source to destination. Frame Relay reduces network overhead by
implementing error checking rather than error correction. Frame Relay typically is implemented
on reliable network media, so data integrity is not sacrificed because error correction can be left
to higher-layer protocols running on top of Frame Relay.

Frame Relay Local Management Interface



The Local Management Interface (LMI) is a set of enhancements to the basic Frame Relay
specification. The LMI was developed in 1990 by Cisco Systems, StrataCom, Northern Telecom,
and Digital Equipment Corporation. It offers a number of features (called extensions) for
managing complex internetworks. Key Frame Relay LMI extensions include global addressing,
virtual circuit status messages, and multicasting.

The LMI global addressing extension gives Frame Relay data-link connection identifier (DLCI)
values global rather than local significance. DLCI values become DTE addresses that are
unique in the Frame Relay WAN. The global addressing extension adds functionality and
manageability to Frame Relay internetworks. Individual network interfaces and the end nodes
attached to them, for example, can be identified by using standard address-resolution and
discovery technigues. In addition, the entire Frame Relay network appears to be a typical LAN to
routers on its periphery.

LMI virtual circuit status messages provide communication and synchronization between Frame
Relay DTE and DCE devices. These messages are used to periodically report on the status of
PVCs, which prevents data from being sent into black holes (that is, over PVCs that no longer
exist).

The LMI multicasting extension allows multicast groups to be assigned. Multicasting saves
bandwidth by allowing routing updates and address-resolution messages to be sent only to
specific groups of routers. The extension also transmits reports on the status of multicast groups
in update messages.

Frame Relay Network Implementation

A common private Frame Relay network implementation is to equip a T1 multiplexer with both
Frame Relay and non-Frame Relay interfaces. Frame Relay traffic is forwarded out the Frame
Relay interface and onto the data network. Non-Frame Relay traffic is forwarded to the
appropriate application or service, such as a private branch exchange (PBX) for telephone
service or to a video-teleconferencing application.

A typical Frame Relay network consists of a number of DTE devices, such as routers, connected
to remote ports on multiplexer equipment via traditional point-to-point services such as T1,
fractional T1, or 56-Kb circuits. An example of a simple Frame Relay network is shown in Figure
10-3.

Figure 10-3 A Simple Frame Relay Network Connects Various Devices to Different
Services over a WAN
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The majority of Frame Relay networks deployed today are provisioned by service providers that
intend to offer transmission services to customers. This is often referred to as a public Frame
Relay service. Frame Relay is implemented in both public carrier-provided networks and in
private enterprise networks. The following section examines the two methodologies for
deploying Frame Relay.

Public Carrier-Provided Networks

In public carrier-provided Frame Relay networks, the Frame Relay switching equipment is
located in the central offices of a telecommunications carrier. Subscribers are charged based on
their network use but are relieved from administering and maintaining the Frame Relay network
equipment and service.

Generally, the DCE equipment also is owned by the telecommunications provider.
DTE equipment either will be customer-owned or perhaps will be owned by the
telecommunications provider as a service to the customer.

The majority of today's Frame Relay networks are public carrier-provided networks.

Private Enterprise Networks

More frequently, organizations worldwide are deploying private Frame Relay networks. In private
Frame Relay networks, the administration and maintenance of the network are the
responsibilities of the enterprise (a private company). All the equipment, including the switching
equipment, is owned by the customer.

Frame Relay Frame Formats

To understand much of the functionality of Frame Relay, it is helpful to understand the structure
of the Frame Relay frame. Figure 10-4 depicts the basic format of the Frame Relay frame, and
Figure 10-5 illustrates the LMI version of the Frame Relay frame.

Flags indicate the beginning and end of the frame. Three primary components make up
the Frame Relay frame: the header and address area, the user-data portion, and the frame
check sequence (FCS). The address area, which is 2 bytes in length, is comprised of 10
bits representing the actual circuit identifier and 6 bits of fields related to congestion



management. This identifier commonly is referred to as the data-link connection identifier
(DLCI). Each of these is discussed in the descriptions that follow.

Standard Frame Relay Frame

Standard Frame Relay frames consist of the fields illustrated in Figure 10-4.

Figure 10-4 Five Fields Comprise the Frame Relay Frame
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The following descriptions summarize the basic Frame Relay frame fields illustrated in Figure 10-
4.

¢ Flags—Delimits the beginning and end of the frame. The value of this field is always the
same and is represented either as the hexadecimal number 7E or as the binary number
01111110.

* Address—Contains the following information:

— DLCI—The 10-bit DLCI is the essence of the Frame Relay header. This value
represents the virtual connection between the DTE device and the switch. Each virtual
connection that is multiplexed onto the physical channel will be represented by a unique
DLCI. The DLCI values have local significance only, which means that they are unique
only to the physical channel on which they reside. Therefore, devices at opposite ends of
a connection can use different DLCI values to refer to the same virtual connection.

— Extended Address (EA)—The EA is used to indicate whether the byte in which the
EA value is 1 is the last addressing field. If the value is 1, then the current byte is
determined to be the last DLCI octet. Although current Frame Relay implementations all
use a two-octet DLCI, this capability does allow longer DLCIs to be used in the future.
The eighth bit of each byte of the Address field is used to indicate the EA.

— C/R—The C/R is the bit that follows the most significant DLCI byte in the Address
field. The C/R bit is not currently defined.

— Congestion Control—This consists of the 3 bits that control the Frame Relay
congestion-notification mechanisms. These are the FECN, BECN, and DE bits, which are
the last 3 bits in the Address field.

Forward-explicit congestion notification (FECN) is a single-bit field that can be set to a
value of 1 by a switch to indicate to an end DTE device, such as a router, that congestion
was experienced in the direction of the frame transmission from source to destination.
The primary benefit of the use of the FECN and BECN fields is the capability of higher-
layer protocols to react intelligently to these congestion indicators. Today, DECnet and
OsSI are the only higher-layer protocols that implement these capabilities.

Backward-explicit congestion notification (BECN) is a single-bit field that, when set to a
value of 1 by a switch, indicates that congestion was experienced in the network in the
direction opposite of the frame transmission from source to destination.

Discard eligibility (DE) is set by the DTE device, such as a router, to indicate that the
marked frame is of lesser importance relative to other frames being transmitted. Frames
that are marked as "discard eligible” should be discarded before other frames in a
congested network. This allows for a basic prioritization mechanism in Frame Relay
networks.

« Data—Contains encapsulated upper-layer data. Each frame in this variable-length field
includes a user data or payload field that will vary in length up to 16,000 octets. This field
serves to transport the higher-layer protocol packet (PDU) through a Frame Relay network.

* Frame Check Sequence—Ensures the integrity of transmitted data. This value is



computed by the source device and verified by the receiver to ensure integrity of
transmission.

LMI Frame Format

Frame Relay frames that conform to the LMI specifications consist of the fields illustrated in
Figure 10-5.

Figure 10-5 Nine Fields Comprise the Frame Relay That Conforms to the LMI Format
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The following descriptions summarize the fields illustrated in Figure 10-5.
¢ Flag—Delimits the beginning and end of the frame.

e LMI DLCI—Identifies the frame as an LMI frame instead of a basic Frame Relay frame.
The LMI-specific DLCI value defined in the LMI consortium specification is DLCI = 1023.

¢« Unnumbered Information Indicator—Sets the poll/final bit to zero.

e Protocol Discriminator—Always contains a value indicating that the frame is an LMI
frame.

e Call Reference—Always contains zeros. This field currently is not used for any purpose.

* Message Type—Labels the frame as one of the following message types:

— Status-inquiry message—Allows a user device to inquire about the status of the
network.

— Status message—Responds to status-inquiry messages. Status messages include
keepalives and PVC status messages.

* Information Elements—Contains a variable number of individual information elements
(IES). IEs consist of the following fields:

— IE Identifier—Uniquely identifies the IE.
— |IE Length—Indicates the length of the IE.
— Data—Consists of 1 or more bytes containing encapsulated upper-layer data.

« Frame Check Sequence (FCS)—Ensures the integrity of transmitted data.

Summary

Frame Relay is a networking protocol that works at the bottom two levels of the OSI reference
model: the physical and data link layers. It is an example of packet-switching technology, which
enables end stations to dynamically share network resources.

Frame Relay devices fall into the following two general categories:

« Data terminal equipment (DTESs), which include terminals, personal computers, routers,
and bridges

« Data circuit-terminating equipment (DCEs), which transmit the data through the network
and are often carrier-owned devices (although, increasingly, enterprises are buying their own
DCEs and implementing them in their networks)

Frame Relay networks transfer data using one of the following two connection types:

«  Switched virtual circuits (SVCs), which are temporary connections that are created for
each data transfer and then are terminated when the data transfer is complete (not a widely
used connection)

e Permanent virtual circuits (PVCs), which are permanent connections

The DLCI is a value assigned to each virtual circuit and DTE device connection point in the
Frame Relay WAN. Two different connections can be assigned the same value within the same
Frame Relay WAN—one on each side of the virtual connection.




In 1990, Cisco Systems, StrataCom, Northern Telecom, and Digital Equipment Corporation
developed a set of Frame Relay enhancements called the Local Management Interface (LMI).
The LMI enhancements offer a number of features (referred to as extensions) for managing
complex internetworks, including the following:

¢  Global addressing
e Virtual circuit status messages

e Multicasting

Review Questions
Q—What kind of technology is Frame Relay?
A—Packet-switched technology.

Q—Name the two kinds of packet-switching techniques discussed in this chapter, and briefly
describe each.

A—1. In variable-length switching, variable-length packets are switched between various
network segments to best use network resources until the final destination is reached. 2.
Statistical multiplexing techniques essentially use network resources in a more efficient way,

Q—Describe the difference between SVCs and PVCs.

A—A SVC, switched virtual circulit, is created for each data transfer and is terminated when the
data transfer is complete. PVC, permanent virtual circuit, is a permanent network connection
that does not terminate when the transfer of data is complete. Previously not widely supported
by Frame Relay equipment, SVCs are now used in many of today's networks.

Q—What is the data-link connection identifier (DLCI)?

A—The DLCI is a value assigned to each virtual circuit and DTE device connection point in the
Frame Relay WAN. Two different connections can be assigned the same value within the same
Frame Relay WAN—one on each side of the virtual connection.

Q—Describe how LMI Frame Relay differs from basic Frame Relay.

A—LMI Frame Relay adds a set of enhancements, referred to as extensions, to basic Frame
Relay. Key LMI extensions provide the following functionality: global addressing, virtual circuit
status messages, and multicasting.
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Chapter Goals
« Discuss the history and standards of HSSI.
«  Explain the technical specifications of HSSI.
¢ Describe the benefits of employing HSSI technology.

¢ Discuss how HSSI operates.

High-Speed Serial Interface

Introduction

The High-Speed Serial Interface (HSSI) is a DTE/DCE interface that was developed by Cisco

Systems and T3plus Networking to address the need for high-speed communication over WAN

links. The HSSI specification is available to any organization wanting to implement HSSI.
HSSI Interface Basics

HSSI defines both electrical and physical interfaces on DTE and DCE devices. It operates at
the physical layer of the OSI reference model.

HSSI technical characteristics are summarized in Table 11-1.

Table 11-1 HSSI Technical Characteristics

Characteristic Value

Maximum signaling rate 52 Mbps

Maximum cable length 50 feet

Number of connector points 50

Interface DTE-DCE

Electrical technology Differential ECL

Typical power consumption 610 mw

Topology Point-to-point

Cable type Shielded twisted-pair wire

The maximum signaling rate of HSSI is 52 Mbps. At this rate, HSSI can handle the T3 speeds
(45 Mbps) of many of today's fast WAN technologies, as well as the Optical Channel-1 (OC-1)
speeds (52 Mbps) of the synchronous digital hierarchy (SDH). In addition, HSSI easily can
provide high-speed connectivity between LANSs, such as Token Ring and Ethernet.

The use of differential emitter-coupled logic (ECL) helps HSSI achieve high data rates and low
noise levels. ECL has been used in Cray computer system interfaces for years and is specified
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by the ANSI High-Performance Parallel Interface (HIPPI) communications standard for
supercomputer LAN communications. ECL is an off-the-shelf technology that permits excellent
retiming on the receiver, resulting in reliable timing margins.

HSSI uses a subminiature, FCC-approved 50-pin connector that is smaller than its V.35
counterpart. To reduce the need for male-male and female-female adapters, HSSI cable
connectors are specified as male. The HSSI cable uses the same number of pins and wires as
the Small Computer Systems Interface 2 (SCSI-2) cable, but the HSSI electrical specification is
more concise.

HSSI Operation

The flexibility of the HSSI clock and data-signaling protocol makes user (or vendor) bandwidth
allocation possible. The DCE controls the clock by changing its speed or by deleting clock
pulses. In this way, the DCE can allocate bandwidth between applications. For example, a PBX
may require a particular amount of bandwidth, a router another amount, and a channel extender
a third amount. Bandwidth allocation is key to making T3 and other broadband services
affordable and popular.

HSSI assumes a peer-to-peer intelligence in the DCE and DTE. The control protocol is
simplified, with just two control signals required ("DTE available” and "DCE available"). Both
signals must be asserted before the data circuit can become valid. The DCE and DTE are
expected to be capable of managing the networks behind their interfaces. Reducing the number
of control signals improves circuit reliability by reducing the number of circuits that can fail.

Loopback Tests

HSSI provides four loopback tests, which are illustrated in Figure 11-1. The first provides a local
cable test as the signal loops back after it reaches the DTE port. The second test reaches the
line port of the local DCE. The third test reaches the line port of the remote DCE. Finally, the
fourth test is a DCE-initiated test of the DTE's DCE port.

Figure 11-1 HSSI Supports Four Loopback Tests
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Summary

HSSI is an interface technology that was developed by Cisco Systems and T3plus Networking
in the late 1990s to fill the need for a high-speed data communication solution over WAN links.
It uses differential emitter-coupled logic (ECL), which provides high-speed data transfer with low
noise levels. HSSI pin connectors are significantly smaller than pin connectors for competing
technologies. The HSSI cable uses the same number of pins and wires as the Small Computer
Systems Interface 2 (SCSI-2) cable, but its electrical specification is more concise. HSSI makes
bandwidth resources easy to allocate, making T3 and other broadband services available and
affordable. HSSI requires the presence of only two control signals, making it highly reliable
because there are fewer circuits that can fail. HSSI performs four loopback tests for reliability.

Review Questions

Q—Name at least three benefits of implementing HSSI technology in a network.

A—Benefits include these:



HSSI provides high-speed data communication over WAN and LAN links.

HSSI uses differential emitter-coupled logic (ECL), which provides high-speed data transfer with
low noise levels.

HSSI uses a subminiature FCC-approved 50-pin connector that is smaller than its V.35
competitor.

The HSSI cable uses the same number of pins and wires as the Small Computer Systems
Interface 2 (SCSI-2) cable, but the HSSI electrical specification is more concise.

HSSI makes bandwidth resources easy to allocate, making T3 and other broadband services
available and affordable.

HSSI requires the presence of only two control signals ("DTE available" and "DCE available"),
making it highly reliable because there are fewer circuits that can fail.

HSSI performs four loopback tests for reliability.
Q—Name the four loopback tests that HSSI performs.
A—Cable test, DCE test, Telco line test, DTE test.
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Chapter Goals
* Explain what ISDN is.
¢ Describe ISDN devices and how they operate.

« Describe the specifications for ISDN data transmittal for the three layers at which ISDN
transmits.

Integrated Services Digital Network

Introduction

Integrated Services Digital Network (ISDN) is comprised of digital telephony and data-transport
services offered by regional telephone carriers. ISDN involves the digitization of the telephone
network, which permits voice, data, text, graphics, music, video, and other source material to be
transmitted over existing telephone wires. The emergence of ISDN represents an effort to
standardize subscriber services, user/network interfaces, and network and internetwork
capabilities. ISDN applications include high-speed image applications (such as Group IV
facsimile), additional telephone lines in homes to serve the telecommuting industry, high-speed
file transfer, and videoconferencing. Voice service is also an application for ISDN. This chapter
summarizes the underlying technologies and services associated with ISDN.

ISDN Devices

ISDN devices include terminals, terminal adapters (TAs), network-termination devices, line-
termination equipment, and exchange-termination equipment. ISDN terminals come in two
types. Specialized ISDN terminals are referred to as terminal equipment type 1 (TE1). Non-
ISDN terminals, such as DTE, that predate the ISDN standards are referred to as terminal
equipment type 2 (TE2). TE1s connect to the ISDN network through a four-wire, twisted-pair
digital link. TE2s connect to the ISDN network through a TA. The ISDN TA can be either a
standalone device or a board inside the TE2. If the TE2 is implemented as a standalone device,
it connects to the TA via a standard physical-layer interface. Examples include EIA/TIA-232-C
(formerly RS-232-C), V.24, and V.35.

Beyond the TE1 and TE2 devices, the next connection point in the ISDN network is the network
termination type 1 (NT1) or network termination type 2 (NT2) device. These

are network-termination devices that connect the four-wire subscriber wiring to the conventional
two-wire local loop. In North America, the NT1 is a customer premises equipment (CPE) device.
In most other parts of the world, the NT1 is part of the network provided by the carrier. The NT2
is a more complicated device that typically is found in digital private branch exchanges (PBXs)
and that performs Layer 2 and 3 protocol functions and concentration services. An NT1/2
device also exists as a single device that combines the functions of an NT1 and an NT2.
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ISDN specifies a number of reference points that define logical interfaces between functional
groups, such as TAs and NT1s. ISDN reference points include the following:

*« R—The reference point between non-ISDN equipment and a TA.
¢ S—The reference point between user terminals and the NT2.
¢ T—The reference point between NT1 and NT2 devices.

e« U—The reference point between NT1 devices and line-termination equipment in the
carrier network. The U reference point is relevant only in North America, where the NT1
function is not provided by the carrier network.

Figure 12-1 illustrates a sample ISDN configuration and shows three devices attached to an
ISDN switch at the central office. Two of these devices are ISDN-compatible, so they can be
attached through an S reference point to NT2 devices. The third device (a standard, non-ISDN
telephone) attaches through the reference point to a TA. Any of these devices also could attach
to an NT1/2 device, which would replace both the NT1 and the NT2. In addition, although they
are not shown, similar user stations are attached to the far-right ISDN switch.

Figure 12-1 Sample ISDN Configuration lllustrates Relationships Between Devices
and Reference Points
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Services
There are two types of services associated with ISDN:
e BRI
PRI

ISDN BRI Service

The ISDN Basic Rate Interface (BRI) service offers two B channels and one D channel (2B+D).
BRI B-channel service operates at 64 kbps and is meant to carry user data; BRI D-channel
service operates at 16 kbps and is meant to carry control and signaling information, although it
can support user data transmission under certain circumstances. The D channel signaling
protocol comprises Layers 1 through 3 of the OSI reference model. BRI also provides for
framing control and other overhead, bringing its total bit rate to 192 kbps.

The BRI physical layer specification is International Telecommunication Union-
Telecommunications Standards Section (ITU-T) (formerly the Consultative Committee for
International Telegraph and Telephone [CCITT]) 1.430.

ISDN PRI Service



ISDN Primary Rate Interface (PRI) service offers 23 B channels and 1 D channel in North
America and Japan, yielding a total bit rate of 1.544 Mbps (the PRI D channel runs at 64 kbps).
ISDN PRI in Europe, Australia, and other parts of the world provides 30 B channels plus one 64-
kbps D channel and a total interface rate of 2.048 Mbps. The PRI physical layer specification is
ITU-T 1.431.

ISDN Specifications

This section describes the various ISDN specifications for Layer 1, Layer 2, and Layer 3.

Layer 1

ISDN physical layer (Layer 1) frame formats differ depending on whether the frame is outbound
(from terminal to network) or inbound (from network to terminal). Both physical layer interfaces
are shown in Figure 12-2.

The frames are 48 bits long, of which 36 bits represent data. The bits of an ISDN physical layer
frame are used as follows:

¢« F—Provides synchronization
e L—Adjusts the average bit value

¢ E—Ensures contention resolution when several terminals on a passive bus contend for
a channel

¢ A—Activates devices
e S—Is unassigned
¢ B1, B2, and D—Handle user data

Figure 12-2 ISDN Physical Layer Frame Formats Differ Depending on Their

Direction
Field lkength,
in bits 11T & 11111 & 111 & 111 &
FL B LIDLFL B LDL B1 LDL Bz
MT frame (network to terminal)
Field lkength,
in bits i1 & 11111 & 111 & 111 &

FIL| B1 |E|D|A|F|F| Bz |E|D|&| B1 |E|D|&| B2

TE frame (terminal to network)

A = Activation bit

B1 = B1 channeal bits

B2 = B2 channel bits

D =D channel (4 bits x 4000 frames/sec. = 16 kbps)
E = Echo of previous D bit

F = Framing bit
L = Load balancing
S = Spam bit

Multiple ISDN user devices can be physically attached to one circuit. In this configuration,
collisions can result if two terminals transmit simultaneously. Therefore, ISDN provides features
to determine link contention. When an NT receives a D bit from the TE, it echoes back the bit in
the next E-bit position. The TE expects the next E bit to be the same as its last transmitted D
bit.

Terminals cannot transmit into the D channel unless they first detect a specific number of ones
(indicating "no signal”) corresponding to a pre-established priority. If the TE detects a bit in the

echo (E) channel that is different from its D bits, it must stop transmitting immediately. This
simple technique ensures that only one terminal can transmit its D message at one time. After



successful D-message transmission, the terminal has its priority reduced by requiring it to
detect more continuous ones before transmitting. Terminals cannot raise their priority until all
other devices on the same line have had an opportunity to send a D message. Telephone
connections have higher priority than all other services, and signaling information has a higher
priority than nonsignaling information.

Layer 2

Layer 2 of the ISDN signaling protocol is Link Access Procedure, D channel (LAPD). LAPD is
similar to High-Level Data Link Control (HDLC) and Link Access Procedure, Balanced (LAPB)
(see Chapter 16, "Synchronous Data Link Control and Derivatives," and Chapter 17, "X.25," for
more information on these protocols). As the expansion of the LAPD acronym indicates, this
layer is used across the D channel to ensure that control and signaling information flows and is
received properly. The LAPD frame format (see Figure 12-3) is very similar to that of HDLC; like
HDLC, LAPD uses supervisory, information, and unnumbered frames. The LAPD protocol is
formally specified in ITU-T Q.920 and ITU-T Q.921.

Figure 12-3 LAPD Frame Format Is Similar to That of HDLC and LAPB

Field kength,
in bytes 1 2 1 Variable 1 1

Flag Addmess Cantmal Data FCS Flag

SAPlI |CRIEA| TEI [EA

SAP| = Service access paint identifier (& bits)
C/R = Command/responss bit

EA = Extended addressing bits

TEIl = Terminal end paint dentifier

The LAPD Flag and Control fields are identical to those of HDLC. The LAPD Address field can
be either 1 or 2 bytes long. If the extended address bit of the first byte is set, the address is 1
byte; if it is not set, the address is 2 bytes. The first Address-field byte contains the service
access point identifier (SAPI), which identifies the portal at which LAPD services are provided to
Layer 3. The C/R bit indicates whether the frame contains a command or a response. The
Terminal Endpoint Identifier (TEI) field identifies either a single terminal or multiple terminals. A
TEI of all ones indicates a broadcast.

Layer 3

Two Layer 3 specifications are used for ISDN signaling: ITU-T (formerly CCITT) 1.450 (also
known as ITU-T Q.930) and ITU-T 1.451 (also known as ITU-T Q.931). Together, these
protocols support user-to-user, circuit-switched, and packet-switched connections. A variety of
call-establishment, call-termination, information, and miscellaneous messages are specified,
including SETUP, CONNECT, RELEASE, USER INFORMATION, CANCEL, STATUS, and
DISCONNECT. These messages are functionally similar to those provided by the X.25 protocol
(see Chapter 17 for more information). Figure 12-4, from ITU-T 1.451, shows the typical stages
of an ISDN circuit-switched call.

Figure 12-4 An ISDN Circuit-Switched Call Moves Through Various Stages to Its
Destination
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ISDN is comprised of digital telephony and data-transport services offered by regional
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telephone carriers. ISDN involves the digitization of the telephone network to transmit voice,
data, text, graphics, music, video, and other source material over existing telephone wires.

ISDN devices include the following:

L]

Terminals

Terminal adapters (TAS)

Network-termination devices

Line-termination equipment

Exchange-termination equipment

The ISDN specification references specific connection points that define logical interfaces
between devices.

ISDN uses the following two types of services:

Basic Rate Interface (BRI, which offers two B channels and one D channel (2B+D)

Primary Rate Interface (PRI), which offers 23 B channels and 1 D channel in North



America and Japan, and 30 B channels and 1 D channel in Europe and Australia
ISDN runs on the bottom three layers of the OSI reference model, and each layer uses a
different specification to transmit data.

Review Questions

Q—Which reference point for ISDN logical devices is relevant only in North America?

A—U, the reference point between NT1 devices and line-termination equipment in the carrier
network.

Q—What are the two speeds of ISDN PRI services?

A—In North America and Japan, 23 B channels (1.472 Mbps) plus 1 D channel (64 kbps); in
Europe and Australia, 31 B channels (1.984 Mbps) plus 1 D channel (64 kbps).

Q—Of the 48 bits in the ISDN physical layer frame formats, how many bits represent data?
A—36.
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Chapter Goals

. Describe the development of PPP.
. Describe the components of PPP and how they operate.

. Provide asummary of the basic protocol elements and operations of PPP.

Point-to-Point Protocol

Introduction

The Point-to-Point Protocol (PPP) originally emerged as an encapsulation protocol for
transporting IP traffic over point-to-point links. PPP also established a standard for the
assignment and management of | P addresses, asynchronous (start/stop) and bit-oriented
synchronous encapsulation, network protocol multiplexing, link configuration, link quality
testing, error detection, and option negotiation for such capabilities as network layer
address negotiation and data-compression negotiation. PPP supports these functions by
providing an extensible Link Control Protocol (LCP) and afamily of Network Control
Protocols (NCPs) to negotiate optional configuration parameters and facilities. In addition
to IP, PPP supports other protocols, including Novell's Internetwork Packet Exchange
(IPX) and DECnet.

PPP Components
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PPP provides a method for transmitting datagrams over serial point-to-point links. PPP
contains three main components:

. A method for encapsulating datagrams over serial links. PPP uses the High-Level
Data Link Control (HDLC) protocol as a basis for encapsulating datagrams over
point-to-point links. (See Chapter 16, " Synchronous Data Link Control and
Derivatives,” for more information on HDLC.)

. Anextensible LCP to establish, configure, and test the data link connection.

. A family of NCPsfor establishing and configuring different network layer
protocols. PPP is designed to allow the simultaneous use of multiple network layer
protocols.

General Operation

To establish communications over a point-to-point link, the originating PPP first sends

L CP framesto configure and (optionally) test the data link. After the link has been
established and optional facilities have been negotiated as needed by the LCP, the
originating PPP sends NCP frames to choose and configure one or more network layer
protocols. When each of the chosen network layer protocols has been configured, packets
from each network layer protocol can be sent over the link. The link will remain
configured for communications until explicit LCP or NCP frames close the link, or until
some external event occurs (for example, an inactivity timer expires or a user intervenes).

Physical Layer Requirements

PPP is capable of operating across any DTE/DCE interface. Examplesinclude EIA/TIA-
232-C (formerly RS-232-C), EIA/TIA-422 (formerly RS-422), EIA/TIA-423 (formerly
RS-423), and International Telecommunication Union Telecommunication
Standardization Sector (ITU-T) (formerly CCITT) V.35. The only absolute requirement
imposed by PPP is the provision of a duplex circuit, either dedicated or switched, that can
operate in either an asynchronous or synchronous bit-serial mode, transparent to PPP link
layer frames. PPP does not impose any restrictions regarding transmission rate other than
those imposed by the particular DTE/DCE interface in use.

PPP Link Layer

PPP uses the principles, terminology, and frame structure of the International Organization
for Standardization (1SO) HDL C procedures (1SO 3309-1979), as modified by 1SO
3309:1984/PDAD1 "Addendum 1: Start/Stop Transmission.” SO 3309-1979 specifiesthe
HDL C frame structure for use in synchronous environments. 1SO 3309:1984/PDAD1
specifies proposed modifications to 1SO 3309-1979 to allow its use in asynchronous
environments. The PPP control procedures use the definitions and control field encodings
standardized in 1SO 4335-1979 and 1SO 4335-1979/Addendum 1-1979. The PPP frame
format appearsin Figure 13-1.



Figure 13-1: Six Fields Make Up the PPP Frame

Figdd length,

in bytes i i i 3 Variahle 2ord

Flag | Addrass C-::ulru; Prodocol Dala FCS

The following descriptions summarize the PPP frame fields illustrated in Figure 13-1:

. Flag—A single byte that indicates the beginning or end of aframe. The flag field
consists of the binary sequence 01111110.

. Address—A single byte that contains the binary sequence 11111111, the standard
broadcast address. PPP does not assign individual station addresses.

. Control—A single byte that contains the binary sequence 00000011, which calls
for transmission of user datain an unsequenced frame. A connectionless link
service similar to that of Logical Link Control (LLC) Type 1is provided. (For
more information about LL C types and frame types, refer to Chapter 16.)

. Protocol—Two bytes that identify the protocol encapsulated in the information
field of the frame. The most up-to-date values of the protocol field are specified in
the most recent Assigned Numbers Request For Comments (RFC).

. Data—Zero or more bytes that contain the datagram for the protocol specified in
the protocol field. The end of the information field is found by locating the closing
flag sequence and allowing 2 bytes for the FCS field. The default maximum length
of the information field is 1,500 bytes. By prior agreement, consenting PPP
implementations can use other values for the maximum information field length.

. Frame check sequence (FCS)—Normally 16 bits (2 bytes). By prior agreement,
consenting PPP implementations can use a 32-bit (4-byte) FCS for improved error
detection.

The LCP can negotiate modifications to the standard PPP frame structure. Modified
frames, however, always will be clearly distinguishable from standard frames.

PPP Link-Control Protocol

The PPP LCP provides a method of establishing, configuring, maintaining, and
terminating the point-to-point connection. L CP goes through four distinct phases.

First, link establishment and configuration negotiation occur. Before any network layer
datagrams (for example, 1P) can be exchanged, L CP first must open the connection and
negotiate configuration parameters. This phase is complete when a configuration-
acknowledgment frame has been both sent and received.

Thisisfollowed by link quality determination. LCP allows an optional link quality
determination phase following the link-establishment and configuration-negotiation phase.



In this phase, the link is tested to determine whether the link quality is sufficient to bring
up network layer protocols. This phase is optional. L CP can delay transmission of network
layer protocol information until this phase is complete.

At this point, network layer protocol configuration negotiation occurs. After LCP has
finished the link quality determination phase, network layer protocols can be configured
separately by the appropriate NCP and can be brought up and taken down at any time. If
LCP closesthelink, it informs the network layer protocols so that they can take
appropriate action.

Finally, link termination occurs. LCP can terminate the link at any time. Thisusually is
done at the request of a user but can happen because of a physical event, such asthe loss
of carrier or the expiration of an idle-period timer.

Three classes of LCP frames exist. Link-establishment frames are used to establish and
configure alink. Link-termination frames are used to terminate alink, and link-
maintenance frames are used to manage and debug a link.

These frames are used to accomplish the work of each of the L CP phases.

Summary

The Point-to-Point Protocol (PPP) originally emerged as an encapsulation protocol for
transporting I P traffic over point-to-point links. PPP also established a standard for
assigning and managing | P addresses, asynchronous and bit-oriented synchronous
encapsulation, network protocol multiplexing, link configuration, link quality testing, error
detection, and option negotiation for added networking capabilities.

PPP provides a method for transmitting datagrams over serial point-to-point links, which
include the following three components:

« A method for encapsulating datagrams over serial links
. An extensible LCP to establish, configure, and test the connection

. A family of NCPs for establishing and configuring different network layer
protocols

PPP is capable of operating across any DTE/DCE interface. PPP does not impose any
restriction regarding transmission rate other than those imposed by the particular DTE/
DCE interfacein use.

Six fields make up the PPP frame. The PPP L CP provides a method of establishing,
configuring, maintaining, and terminating the point-to-point connection.

Review Questions

Q—What are the main components of PPP?



A—Encapsulation of datagrams, LCP, and NCP.
Q—What is the only absolute physical layer requirement imposed by PPP?

A—The provision of aduplex circuit, either dedicated or switched, that can operatein
either an asynchronous or synchronous bit-serial mode, transparent to PPP link layer
frames.

Q—How many fields make up the PPP frame, and what are they?
A—Six: Flag, Address, Control, Protocol, Data, and Frame Check Sequence.
Q—How many phases does the PPP LCP go through, and what are they?

A—Four: Link establishment, link quality determination, network layer protocol
configuration negotiation, and link termination.
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Chapter Goals
. Tell how SMDS works, and describe its components.

. Describe the operational elements of the SMDS environment, and outline its
underlying protocol.

. Discussrelated technologies.

. Discuss SMDS access classes and cell formats.

Switched Multimegabit Data Service

Introduction

Switched Multimegabit Data Service (SVIDS) is a high-speed, packet-switched, datagram-
based WAN networking technology used for communication over public data networks
(PDNSs). SMDS can use fiber- or copper-based media; it supports speeds of 1.544 Mbps
over Digital Signal level 1 (DS-1) transmission facilities, or 44.736 Mbps over Digital
Signal level 3 (DS-3) transmission facilities. In addition, SMDS data units are large
enough to encapsulate entire IEEE 802.3, IEEE 802.5, and Fiber Distributed Data
Interface (FDDI) frames. This chapter summarizes the operational elements of the SMDS
environment and outlines the underlying protocol. A discussion of related technologies,
such as Distributed Queue Dual Bus (DQDB) is also provided. The chapter closes with
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discussions of SMDS access classes and cell formats.

SMDS Network Components

SMDS networks consist of several underlying devices to provide high-speed data service.
These include customer premises equipment (CPE), carrier equipment, and the subscriber
network interface (SNI). CPE isterminal equipment typically owned and maintained by
the customer. CPE includes end devices, such as terminals and personal computers, and
intermediate nodes, such as routers, modems, and multiplexers. Intermediate nodes,
however, sometimes are provided by the SMDS carrier. Carrier equipment generally
consists of high-speed WAN switches that must conform to certain network equipment
specifications, such as those outlined by Bell Communications Research (Bellcore). These
specifications define network operations, the interface between alocal carrier network and
along-distance carrier network, and the interface between two switchesinside asingle
carrier network.

The SNI isthe interface between CPE and carrier equipment. Thisinterface isthe point at
which the customer network ends and the carrier network begins. The function of the SNI
isto render the technology and operation of the carrier SMDS network transparent to the
customer. Figure 14-1 illustrates the relationships among these three components of an
SMDS network.

Figure 14-1: The SNI Providesan Interface Between the CPE and the Carrier
Equipment in SMDS
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SMDS Interface Protocol

The SVIDS Interface Protocol (SP) is used for communications between CPE and SMDS
carrier equipment. SIP provides connectionless service across the subscriber network
interface (SNI), allowing the CPE to access the SMDS network. SIP is based on the |IEEE
802.6 Distributed Queue Dua Bus (DQDB) standard for cell relay across metropolitan-
area networks (MANSs). The DQDB was chosen as the basis for SIP because it is an open
standard that supports al the SMDS service features. In addition, DQDB was designed for
compatibility with current carrier transmission standards, and it is aligned with emerging
standards for Broadband ISDN (BISDN), which will allow it to interoperate with
broadband video and voice services. Figure 14-2 illustrates where SIP isused in an SMDS
network.



SIP Levels

SIP consists of three levels. SIP Level 3 operates at the Media Access Control (MAC)
sublayer of the datalink layer of the OSI reference model. SIP Level 2 operates at the
MAC sublayer of the datalink layer. SIP Level 1 operates at the physical layer of the OS|
reference model. Figure 14-3 illustrates how SIP mapsto the OSI reference model,
including the IEEE datalink sublayers.

Figure 14-2: SIP Provides Connectionless Service Between the CPE and Carrier
Equipment
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SIP Level 3 begins operation when user information is passed to it in the form of SMDS
service data units (SDUs). SMDS SDUs then are encapsulated in a SIP Level 3 header and
trailer. The resulting frame is called aLevel 3 protocol data unit (PDU). SIP Level 3 PDUs
then are passed to SIP Level 2.

SIP Level 2, which operates at the Media Access Control (MAC) sublayer of the data link
layer, begins operating when it receives SIP Level 3 PDUs. The PDUs then are segmented
into uniformly sized (53-octet) Level 2 PDUSs, called cells. The cells are passed to SIP
Level 1 for placement on the physical medium.

SIP Level 1 operates at the physical layer and provides the physical-link protocol that
operates at DS-1 or DS-3 rates between CPE devices and the network. SIP Level 1

consists of the transmission system and Physical Layer Convergency Protocol (PLCP)
sublayers. The transmission system sublayer defines the characteristics and method of



attachment to aDS-1 or DS-3 transmission link. The PLCP specifies how SIP Level 2
cellsare to be arranged relative to the DS-1 or DS-3 frame. PLCP also defines other
management information.

Distributed Queue Dual Bus

The Distributed Queue Dual Bus (DQDB) isadatalink layer communication protocol
designed for use in metropolitan-area networks (MANS). DQDB specifies a network
topology composed of two unidirectional logical buses that interconnect multiple systems.
It isdefined in the IEEE 802.6 DQDB standard.

An access DQDB describes just the operation of the DQDB protocol (in SMDS, SIP)
across a user-network interface (in SMDS, across the SNI). Such operation is
distinguished from the operation of aDQDB protocol in any other environment (for
example, between carrier equipment within the SMDS PDN).

The access DQDB is composed of the basic SMDS network components:

. Carrier equipment—A switch in the SMDS network operates as one station on
the bus.

. CPE—One or more CPE devices operate as stations on the bus.
. SNI—The SNI acts as the interface between the CPE and the carrier equipment.

Figure 14-4 depicts a basic access DQDB, with two CPE devices and one switch (carrier
equipment) attached to the dua bus.

Figure 14-4: A Basic Access DQDB May Consist of an End Node, a Router, and a
Switch
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An SMDS access DQDB typically is arranged in a single-CPE configuration or a multi-
CPE configuration.

A single-CPE access DQDB configuration consists of one switch in the carrier SMDS
network and one CPE station at the subscriber site. Single-CPE DQDB configurations
create atwo-node DQDB subnetwork. Communication occurs only between the switch
and the one CPE device across the SNI. No contention is on the bus because no other CPE
devices attempt to accessit.



A multi-CPE configuration consists of one switch in the carrier SMDS network and a
number of interconnected CPE devices at the subscriber site (all belonging to the same
subscriber). In multi-CPE configurations, local communication between CPE devicesis
possible. Some local communication will be visible to the switch serving the SNI, and
some will not.

Contention for the bus by multiple devices requires the use of the DQDB distributed
queuing algorithm, which makes implementing a multi-CPE configuration more
complicated than implementing a single-CPE configuration.

SMDS Access Classes

SMIDS access classes enable SMDS networks to accommodate a broad range of traffic
requirements and equipment capabilities. Access classes constrain CPE devicesto a
sustained or average rate of datatransfer by establishing a maximum sustained
information transfer rate and a maximum allowed degree of traffic burstiness. (Burstiness,
in this context, is the propensity of a network to experience sudden increases in bandwidth
demand.) SMDS access classes sometimes are implemented using a credit-management
scheme. In this case, a credit-management algorithm creates and tracks a credit balance
for each customer interface. As packets are sent into the network, the credit balanceis
decremented. New credits are allocated periodically, up to an established maximum.
Credit management is used only on DS-3-rate SMDS interfaces, not on DS-1-rate
interfaces.

Five access classes are supported for DS-3-rate access (corresponding to sustained
information rates). Data rates supported are 4, 10, 16, 25, and 34 Mbps.

SMDS Addressing Overview

SMDS protocol data units (PDUSs) carry both a source and a destination address. SMDS
addresses are 10-digit values resembling conventional telephone numbers.

The SMDS addressing implementation offers group addressing and security features.

SMDS group addresses allow a single address to refer to multiple CPE stations, which
specify the group address in the Destination Address field of the PDU. The network makes
multiple copies of the PDU, which are delivered to all members of the group. Group
addresses reduce the amount of network resources required for distributing routing
information, resolving addresses, and dynamically discovering network resources. SMDS
group addressing is analogous to multicasting on LANS.

SMDS implements two security features: source address validation and address screening.
Source address validation ensures that the PDU source addressis legitimately assigned to
the SNI from which it originated. Source address validation prevents address spoofing, in
which illegal traffic assumes the source address of alegitimate device. Address screening
allows a subscriber to establish a private virtual network that excludes unwanted traffic. If
an address is disallowed, the data unit is not delivered.



SMDS Reference: SIP Level 3 PDU Format

Figure 14-5 illustrates the format of the SMDS Interface Protocol (SIP) Level 3 protocol
data unit (PDU).

The following descriptions briefly summarize the function of the SIP Level 3 PDU fields
illustrated in Figure 14-5.

Figure 14-5: A SIP Level 3 Protocol Data Unit Consists of 15 Fields
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. X+—Ensuresthat the SIP PDU format aligns with the DQDB protocol format.

SMDS does not process or change the values in these fields, which may be used by
systems connected to the SMDS network.

. RSVD—Consists of zeros.

. BEtag—Forms an association between the first and last segments of a segmented

SIP Level 3 PDU. Both fields contain identical values and are used to detect a
condition in which the last segment of one PDU and the first ssgment of the next
PDU are both lost, which resultsin the receipt of aninvalid Level 3 PDU.

. BAsize—Contains the buffer allocation size.

. Destination address (DA)—Consists of two parts:

o Addresstype—Occupies the 4 most significant bits of the field. The
Address Type can be either 1100 or 1110. The former indicates a 60-bit
individual address, while the latter indicates a 60-bit group address.

o Address—Givesthe individual or group SMDS address for the destination.
SMDS address formats are consistent with the North American Numbering
Plan (NANP).

The 4 most significant bits of the Destination Address subfield contain the value
0001 (the internationally defined country code for North America). The next 40
bits contain the binary-encoded value of the 10-digit SMDS address. The final 16



(least significant) bits are populated with ones for padding.

. Source address (SA)—Consists of two parts:

o Address type—Occupies the 4 most significant bits of the field. The Source
Address Type field can indicate only an individual address.

o Address—Occupies the individual SMDS address of the source. Thisfield
follows the same format as the Address subfield of the Destination Address
field.

. Higher layer protocol identifier (HL Pl)—Indicates the type of protocol

encapsulated in the Information field. The value is not important to SMDS, but it
can be used by certain systems connected to the network.

. Header extension length (HEL )—Indicates the number of 32-bit wordsin the

Header Extension (HE) field. Currently, the field sizefor SMDSisfixed at 12
bytes. (Thus, the HEL valueisaways 0011.)

Header extension (HE)—Contains the SMDS version number. Thisfield also
conveys the carrier-selection value, which is used to select the particular
interexchange carrier to carry SMDS traffic from one local carrier network to
another.

Information and Padding (Info + Pad)—Contains an encapsulated SMDS service
data unit (SDU) and padding that ensures that the field ends on a 32-bit boundary.

. Cyclicredundancy check (CRC)—Contains avalue used for error checking.

. Length—Indicates the length of the PDU.

SMDS Reference: SIP Level 2 Cell Format

Figure 14-6 illustrates the format of the SMDS Interface Protocol (SIP) Level 2 cell
format.

Figure 14-6: Seven Fields Comprisethe SMDS SIP Level 2 Cell
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The following descriptions briefly summarize the functions of the SIP Level 2 PDU fields
illustrated in Figure 14- 6:



. Access control—Contains different values, depending on the direction of
information flow. If the cell was sent from a switch to a CPE device, only the
indication of whether the Level 3 protocol data unit (PDU) containsinformation is
important. If the cell was sent from a CPE device to a switch, and if the CPE
configuration is multi-CPE, thisfield can carry request bits that indicate bids for
cells on the bus going from the switch to the CPE device.

Network control infor mation—Contains a value indicating whether the PDU
contains information.

. Segment type—Indicates whether the cell isthefirst, the last, or amiddie cell from
asegmented Level 3 PDU. Four possible segment type values exist:

1 00—Continuation of message

o 01—End of message

o 10—Beginning of message

o 11—Single-segment message

. Message | D—Associates Level 2 cellswith aLevel 3 PDU. The message ID isthe
same for al the segments of agiven Level 3 PDU. In amulti-CPE configuration,
Level 3 PDUs originating from different CPE devices must have a different

message |D. This alowsthe SMDS network receiving interleaved cells from
different Level 3 PDUsto associate each Level 2 cell with the correct Level 3 PDU.

Segmentation unit—Contains the data portion of the cell. If the Level 2 céll is
empty, thisfield is populated with zeros.

. Payload length—Indicates how many bytes of alLevel 3 PDU actually are
contained in the Segmentation Unit field. If the Level 2 cell isempty, thisfield is
popul ated with zeros.

Payload cyclic redundancy check (CRC)—Contains a CRC value used to detect
errorsin the following fields:

Segment Type

[}

n Message ID

o Segmentation Unit

Payload Length

(]

o Payload CRC

The Payload CRC value does not cover the Access Control or the Network Control



Information fields.

Summary

SMDS s a high-speed, packet-switched, datagram-based WAN networking technol ogy
used for communication over public data networks (PDNs). SMDS can use fiber- or
copper-based media. It supports speeds of 1.544 Mbps over DS-1 transmission facilities,
or 44.736 Mbps over DS-3 transmission facilities.
The following devices comprise SMDS networks:

« Customer premises equipment (CPE)

. Carrier equipment

. Subscriber network interface (SNI)

The SNI is the interface between the CPE and carrier equipment; it transparently enables
data transmission between the two networks.

. SMDS uses SIP to communicate between CPE and the carrier site using the DQDB
standard for cell relay across MANSs.

. SIPconsist of the following three levels:

o SIP Level 3, which operates at the MAC sublayer of the data link layer of
the OSl reference model

o SIPLevel 2, which also operates at the MAC sublayer of the datalink layer
of the OSl reference model

o SIPLevel 1, which operates at the physical layer of the OS| reference model

. SMDS PDUs carry both a source and a destination address, and offer both group
addressing and security features.

Review Questions

Q—Where does the SNI interface exist?

A—Between the CPE and the carrier equipment—where the customer network ends and
the carrier network begins.

Q—What does S P stand for?
A—SMDS Interface Protocol.

Q—At which layers of the OS reference model do each of the three S P levels operate?



A—SIP Level 3 and Level 2 operate at the MAC sublayer of the datalink layer; SIP Level
1 operates at the physical layer.

Q—How do multiple devices reconcile usage of a DQDB?

A—BYy using a distributed queuing algorithm, which makes implementing a multi-CPE
configuration much more complicated than implementing a single-CPE configuration.

Q—A credit-management scheme is sometimes used to implement SVIDS access classes
on which SMIDS interfaces only?

A—DS-3 rate SMDS interfaces.
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Chapter Goals
¢ Describe the history of dialup technology.
« Describe dialup connectivity technology.
« Describe the different types of dialup methods.
« Discuss the benefits (and drawbacks) of different dialup technologies.

Dial-up Technology

Introduction

Dialup is simply the application of the Public Switched Telephone Network (PSTN) to carry data
on behalf of the end user. It involves a customer premises equipment (CPE) device sending the
telephone switch a phone number to direct a connection to. The AS3600, AS5200, AS5300,
and AS5800 are all examples of routers that have the capability to run a PRI along with banks
of digital modems. The AS2511, on the other hand, is an example of a router that
communicates with external modems.

Since the time of Internetworking Technologies Handbook, 2nd edition, the carrier market has
continued to grow, and there have been demands for higher modem densities. The answer to
this need was a higher degree of interoperation with the telco equipment and the refinement of
the digital modem: a modem capable of direct digital access to the PSTN. This has allowed the
development of faster CPE modems that take advantage of the clarity of signal that the digital
modems enjoy. The fact that the digital modems connecting into the PSTN through a PRI or a
BRI can transmit data at more than 53 K using the V.90 communication standard attests to the
success of the idea.

A Short Dialup Technology Background

Dialup technology traces its origins back to the days of the telegraph. Simple signals being sent
across an extended circuit were created manually by tapping contacts together to turn the
circuit either on or off. In an effort to improve the service, Alexander Graham Bell invented the
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telephone in 1875 and changed communication forever. Having the capability to send a voice
across the line made the technology more accessible and attractive to consumers. By 1915, the
Bell system stretched from New York to San Francisco. Demand for the service drove
technological innovations, which led to the first transatlantic phone service in 1927 via radio
signal. Other innovations along the way included microwave stations that started connecting
American cities in 1948, integrated digital networks to improve the quality of service, and
communication satellites, which went into service in 1962 with the launch of Telstar 1. By 1970,
more than 90 percent of American homes had telephone service.

In 1979 the modulator-demodulator (modem) was introduced, and dialup networking was born.
The early modems were slower and subject to proprietary communication schemes. Early uses
of modems were for intermittent point-to-point WAN connections. Often, the call would come
into a regular phone at a data center. An operator would hear modem tones and place the
handset onto a special cradle that was the modem.

In the late 1980s, the ITU-T began setting up V-series recommendations to standardize
communications between both data communications equipment (DCE) and data terminal
equipment (DTE). Early standards included these:

. V.8—Standardized the method that modems use to initially determine the V-series
modulation at which they will communicate. Note that this standard applies only to the
communication session between the two DCE devices. This was later updated with V.8bis,
which also specified some of the communication standards between the DTE devices going
over the DCE's connection.

e V.21,V.23, V.27ter, V.29—Defined 300, 600/1200, 2400/4800, and 9600 baud
communications, respectively.

. V.25, V.25bis, V.25ter—Served as a series of standards for automated dialing,
answering, and control.

Modems increased greatly in sophistication in the late 1980s. This was due in part to the
breakup of the Bell system in 1984. With the client premises equipment in the hands of free
enterprise, competition spurred on the development of speedier connections. More recent
standards include these:

. V.32bis, V.34, V.90—Standardized 14400, 33600, and up to 56000 baud
communication speeds.

. V.110—Allowed an asynchronous DTE device to use an ISDN DCE (terminal adapter).

The first access servers were the AS2509 and the AS2511. The AS2509 could support 8

incoming connections using external modems, while the AS2511 could support 16. The AS5200
was introduced with 2 PRIs and could support 48 users using digital modems—this represented
a major leap forward in technology. Modem densities have increased steadily, with the AS5300
supporting four and then eight PRIs. The AS5800 was later introduced to fill the needs of carrier
class installations needing to handle dozens of incoming T1s and hundreds of user connections

A couple of outdated technologies bear mentioning in a historical discussion of dialer
technology. 56 Kflex is an older (pre-V.90) 56 K modem standard that was proposed by
Rockwell. Cisco supports version 1.1 of the 56 Kflex standard on its internal modems, but it
recommends migrating the CPE modems to V.90 as soon as possible. Another outdated
technology is the AS5100. The AS5100 was a joint venture between Cisco and a modem
manufacturer. The AS5100 was created as a way to increase modem density through the use
of quad modem cards. It involved a group of AS2511s built as cards that were inserted into a
backplane shared by quad modem cards, and a dual T1 card.

Today dialup is still used as an economical alternative (depending on the connection
requirements) to dedicated connectivity. It has important uses as backup connectivity, in case
the primary lines go down. Dialup also offers the flexibility to create dynamic connections as
needed.

Dialup Connectivity Technology

This section provides information from various dialup options. Also included are advanced
options for dialup connectivity and various dialup methods.

Plain Old Telephone Service

The regular phone lines used in voice calls are referred to as Plain old telephone service
(POTS). They are ubiquitous, familiar, and easy to obtain; local calls are normally free of
charge. This is the kind of service that the phone network was built on. Sounds carried over this
service are sampled at a rate of 8000 times per second (using 8 bits per sample) in their
conversion to digital signals so that sound can be carried on a 64 kbps channel at acceptable



levels.

S

Note So what's an acceptable level? Studies have shown the voice range to be 300 Hz to 3400
Hz. 4000 Hz covers the range, but according to Nyquist's theorem, sound must be sampled at
twice that rate to capture both the high and the low of the sound waves.

The encoding and decoding of voice is done by a piece of telco gear called a CODEC. The
CODEC was needed to allow backward-compatibility with the old analog phones that were
already in widespread use when the digital network was introduced. Thus, most phones found
in the home are simple analog devices.

Dialup connectivity across POTS lines has historically been limited to about 33,600 bps via
modem—often referred to as V.34 speeds. Recent improvements have increased the speed at
which data can be sent from a digital source to a modem on a POTS line, but using POTS lines
on both ends of the connection still results in V.34 connectivity in both directions.

Basic Rate Interface

Intended for home use, this application of ISDN uses the same copper as a POTS line, but it
offers direct digital connectivity to the telephone network. A special piece of equipment known
as a terminal adapter is required (although, depending on the country, it may be integrated into
the router or DCE device). Always make sure to check—the plug used to connect to the wall
socket looks the same whether it's the S/T or U demarcation point.

Normally, a Basic rate interface (BRI) interface has two B (bearer) channels to carry data, and
one D (delta) channel to carry control and signaling information. Local telephone carriers may
have different plans to suit local needs. Each B channel is a 64 K line. The individual 64 K
channels of the telephone network are commonly referred to as digital service 0 (DSO0). This is a
common denominator regardless of the types of services offered, as will be shown later in this
chapter.

The BRI interface is a dedicated connection to the switch and will remain up even if no calls are
placed.

S

Note So how do three channels get across a single pair of copper wires? It's a process called
time division multiplexing (TDM). The signals on the cable are divided into time slots. This
means that both ends of the line must synchronize their timing when the line is initialized.
Having the line up shows a state of MULTIPLE_FRAME_ESTABLISHED, which, among other
things, means the clocking is synchronized and the two devices communicating are now
sending TDM frames back and forth.

T1/E1l

The T1/E1 line is designed for use in businesses. T1 boasts 24 TDM channels run across

a cable with 2 copper pairs. E1 offers 32 channels, although 1 is dedicated to frame
synchronization. As is the case with the BRI, the T1/E1 connection goes directly into the telco
switch. The connection is dedicated, so like a BRI, the T1/E1 remains connected and
communicating to the switch all the time—even if there are no active calls. Each of the channels
in the T1/E1 is just a B channel, which is to say that it's a 64-K DS0. The T1/E1 is also referred
to as digital service 1 (DS1).

The North American T1 uses frames to define the timing between individual channels. For T1s,
each frame has 24 9-bit channels (8 bits of data, 1 bit for framing). That adds up to 193 bits per
frame. So, at 8000 of those per second, the T1 is carrying 1.544 Mbps between the switch and
the customer premises equipment (CPE).

The E1 similarly uses frames for timing, but the E1 uses 32 8-hit channels for a 256-bit frame.
Again at the 8000 Hz rate, the channel yields 2.048 Mbps of traffic between the switch and the
CPE. Most of the world uses the E1.

Depending on the region, various line code and framing schemes will have to be used for the
CPE and the switch to understand each other. For example, in North America, the encoding
scheme most often seen is called binary 8 zero substitution (B8ZS), and the most common
framing done is extended super frame (ESF). The telco through which the T1/E1 service is
purchased must indicate which line code and framing should be used.



For dialup purposes, there are two types of T1/E1: Primary Rate Interface (PRI) and channel
associated signaling (CAS). PRI and CAS T1/E1s are normally seen in central locations that
receive calls from remote sites or customers.

Primary Rate Interface

T1 Primary rate interface (PRI) service offers 23 B channels at 64 kbps at the cost of one D-
channel (the 24th channel) for call signaling. Using NFAS to allow multiple PRIs to use a single
D channel can minimize this disadvantage. E1 PRI service allows 30 channels, but it uses the
16th channel for ISDN signaling. The PRI service is an ISDN connection. It allows either voice-
grade (modem) or true ISDN calls to be made and received through the T1/E1. This is the type
of service most often seen in access servers because it fosters higher connection speeds.

Channel Associated Signaling

T1 Channel associated signaling (CAS) lines have 24 56K channels—part of each channel is
borrowed for call signaling. This type of service is also called robbed-bit signaling. The E1 CAS
still uses only the 16th channel for call signaling, but it uses the R2 international standard for
analog call signals.

CAS is not an ISDN interface; it allows only analog calls to come into the access server. This is
often done to allow an access server to work with a channel bank, and this scenario is seen
more commonly in South America, Europe, and Asia.

S

Note So what kind of signals need a call signaling channel? Each end of a call must indicate to
the other end what is going on with a message such as caller ID information, on-hook or off-
hook status, and call setup. If a message is sent from the switch indicating that a new call is
coming in, the CPE must tell the switch which channels are available. If the switch sends a call
into a channel that isn't expecting it, the switch will get back a message indicating that the
channel isn't available. An access server must maintain state information on its lines and be
prepared to coordinate inward and outward calls with the switch.

Modems

From a terminology standpoint, a modem is considered data communication equipment (DCE),
and the device using the modem is called data terminal equipment (DTE). As indicated earlier,
modems must adhere to a number of communication standards to work with other modems:
Bell103, Bell212A, V.21, V.22, V.22bis, V.23, V.32, V.32bis, V.FC, and V.34, to name a few.
These standards reflect a dual analog conversion model, which is shown in Figure 15-1.:

Figure 15-1 Communication Standards Reflect a Dual Analog Conversion Model

Advances in access server technology have allowed the development of new standards to take
advantage of better connectivity at the server end. These standards are X2, 56 Kflex, and V.90.
X2 and 56 Kflex represent earlier proprietary standards that were made obsolete by V.90. The
assumption made by all these standards is that the access server has digital connectivity to the
telephone network. The new model is shown in Figure 15-2:

Figure 15-2 New Standards Model



Notice that the signal goes through only one analog conversion. Because the conversion is
done on the client's side, traffic generated by the client modem is limited to V.34 speeds. The
traffic coming from the access server is not subject to the noise problems that an analog
conversion would introduce, so it can be sent at much higher speeds. Thus, the client can
receive data at v.90 speeds but can send data at only V.34 speeds.

So how does it really work? Here's the overall flow of the data as it goes through a modem as
shown in Figure 15-3:

Figure 15-3 Overall Flow of Data as it Goes Through a Modem
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Going from the DTE device, the data is sent through the UART, which handles buffering and
flow control with the host. The data compressor passes the data to the packetizer, which puts a
checksum on it and sends it on to the DSP. The packetizer also handles retransmits if the data
doesn't get through to the other DCE. The data travels onward to the digital to analog
processor, which pushes the data out the RJ11 jack to the phone line. Receiving data goes in
the reverse process.

In theory, V.90 modems could send data at 56 kbps, but because of limits placed on the phone
lines by government agencies, 53 kbps is all that is currently possible.

PPP

PPP bears mentioning because it is so vital to the operation of dialup technologies. Until PPP
came along in 1989 (RFC 1134—currently up to RFC 1661), dialup protocols were specific to
the protocol being used. To use multiple protocols, it was necessary to encapsulate any other
protocols within packets of whatever protocol the dialup link was running. Many of the



proprietary link methods (such as SLIP) didn't even have the capability to negotiate addressing.
Fortunately, PPP does this and many more things with flexibility and extensibility. PPP
connection establishment happens in three phases: Link Control Protocol (LCP), authentication,
and Network Control Protocol (NCP). (See Chapter 13, "Point-to-Point Protocol,” for more
information.)

LCP

LCP is the lowest layer of PPP. Because PPP does not follow a client/server model, both ends
of the point-to-point connection must agree on the negotiated protocols. When negotiation
begins, each of the peers wanting to establish a PPP connection must send a configure request
(CONFREQ). Included in the CONFREQ are any options that are not the link default. These
often include maximum receive unit, async control character map, authentication protocol, and
the magic number. At this stage, the peers negotiate their authentication method and indicate
whether they will support PPP multilink.

In the general flow of LCP negotiations, there are three possible responses to any CONFREQ:

1. A configure-acknowledge (CONFACK) must be issued if the peer recognizes the
options and agrees to the values seen in the CONFREQ.

2. A configure-reject (CONFREJ) must be sent if any of the options in the
CONFREQ are not recognized (such as some vendor-specific options) or if the values
for any of the options have been explicitly disallowed in the configuration of the peer.

3. A configure-negative-acknowledge (CONFNAK) must be sent if all the options in
the CONFREQ are recognized, but the values are not acceptable to the peer.

The two peers continue to exchange CONFREQs, CONFREJs, and CONFNAKSs until each
sends a CONFACK, until the dial connection is broken, or until one or both of the peers
indicates that the negotiation cannot be completed.

Authentication

Authentication is an optional phase, but it is highly recommended on all dial connections. In
some instances, it is a requirement for proper operation—dialer profiles, being a case in point.

The two principal types of authentication in PPP are the Password Authentication Protocol
(PAP) and the Challenge Handshake Authentication Protocol (CHAP), defined by RFC 1334
and updated by RFC 1994,

When discussing authentication, it is helpful to use the terms requester and authenticator to
distinguish the roles played by the devices at either end of the connection, although either peer
can act in either role.

Requester describes the device that requests network access and supplies authentication
information; the authenticator verifies the validity of the authentication information and either
allows or disallows the connection. It is common for both peers to act in both roles when a DDR
connection is being made between routers.

PAP is fairly simple. After successful completion of the LCP negotiation, the requester
repeatedly sends its username/password combination across the link until the authenticator
responds with an acknowledgment or until the link is broken. The authenticator may disconnect
the link if it determines that the username/password combination is not valid.

CHAP is somewhat more complicated. The authenticator sends a challenge to the requester,
which then responds with a value. This value is calculated by using a "one-way hash" function
to hash the challenge and the CHAP password together. The resulting value is sent to the
authenticator along with the requester's CHAP host name (which may be different from its
actual host name) in a response message.

The authenticator reads the host name in the response message, looks up the expected
password for that host name, and then calculates the value that it expects the requester

to send in its response by performing the same hash function the requester performed.

If the resulting values match, the authentication is successful. Failure should lead to a
disconnection. By RFC standards, the authenticator can request another authentication at any
time during the connection.

NCP

NCP negotiation is conducted in much the same manner as LCP negotiation with CONFREQs,
CONFREJs, CONFNAKSs, and CONFACKSs. However, in this phase of negotiation, the elements
being negotiated have to do with higher-layer protocols—IP, IPX, bridging, CDP, and so on.
One or more of these protocols may be negotiated. Refer to the following RFCs for more detail



on their associated protocols:
. RFC 1332 "IP Control Protocol"
. RFC 1552 "IPX Control Protocol"
. RFC 1378 "AppleTalk Control Protocol”
. RFC 1638 "Bridging Control Protocol”
. RFC 1762 "DECnet Control Protocol"
. RFC 1763 "VINES Control Protocol”

A Couple of Advanced Considerations

The Multilink Point-to-Point Protocol (MLP, RFC 1990) feature provides a load-balanced
method for splitting and recombining packets to a single end system across a logical pipe (also
called a bundle) formed by multiple links. Multilink PPP provides bandwidth on demand and
reduces transmission latency across WAN connections. At the same time, it provides
multivendor interoperability, packet fragmentation with proper sequencing, and load calculation
on both inbound and outbound traffic. The Cisco implementation of multilink PPP supports the
fragmentation and packet sequencing specifications in RFC1717.

Multilink PPP works over the following interface types (single or multiple):
e Asynchronous serial interfaces
. BRIs
o PRIs

Multichassis multilink PPP (MMP), on the other hand, provides the additional capability for links
to terminate at multiple routers with different remote addresses. MMP can also handle both
analog and digital traffic.

This functionality is intended for situations in which there is a large pool of dial-in users, and a
single access server cannot provide enough dial-in ports. MMP allows companies to provide a
single dialup number to their users and to apply the same solution to analog and digital calls.
This feature allows Internet service providers, for example, to allocate a single ISDN rotary
number to several ISDN PRIs and not have to worry about whether a user's second link is on
the same router.

MMP does not require reconfiguration of telephone company switches.

AAA

Another technology that should be mentioned because of its importance is Authentication,
Authorization, and Accounting (AAA). The protocols used in AAA can be either TACACS or
RADIUS. These two protocols were developed in support of a centralized method to keep track
of users and accesses made on a network. AAA is employed by setting up a server (or group of
servers) to centrally administer the user database. Information such as the user's password,
what address should be assigned to the user, and what protocols the user is allowed to run can
be controlled and monitored from a single workstation. AAA also has powerful auditing
capabilities that can be used to follow administratively important trends such as connection
speeds and disconnect reasons. Any medium or large dialup installation should be using AAA,
and it's not a bad idea for small shops, either.

Dialup Methods

Most routers support automated methods for dynamic links to be connected when traffic that

needs to get to the other end arrives. Cisco's implementation is called dial-on-demand routing
(DDR). It provides WAN connectivity on an economical, as-needed basis, either as a primary
link or as backup for a nondial serial link.

At its heart, DDR is just an extension of routing. Interesting packets are routed to a dialer
interface that triggers a dial attempt. Each of the concept's dialer interface and interesting traffic
bear explanation.

What's a Dialer?

The term dialer has a few meanings, depending on the specifics of the configuration, but in
general, it refers to the interface where the routing is actually happening. This is the interface
that knows the address and phone number where the traffic is supposed to go. When looking at
the routing table, the dialer interface should be the interface referenced for the next hop to
reach the network on the other side. The dialer interface does not have to be the physical



interface that is doing the dialing, but it can be made so by placing the configuration command
dialer in-band in a physical interface. Thereafter, the interface becomes a dialer. For example,
an async interface is not a dialer by default, but placing the configuration command dialer in-
band in the async interface causes dialer behavior on that interface. For example, calls
received by that async interface after applying the command will have an idle timeout applied to
the connection from then on. An example of a physical interface that is also a dialer by default
would be the BRI interface.

S

Note An idle timer is used by Cisco 10S to track how long a connection has gone without
interesting traffic. By default, it's set to 2 minutes; after 2 minutes of inactivity, the call is hung

up.

Beyond making physical interfaces into dialers, there are interfaces called dialer interfaces.
These are logical interfaces that call upon real interfaces to place calls. The advantage of using
a dialer interface is flexibility. A group of potential DDR links can share a handful of BRI
interfaces. Dialer interface configuration comes in two flavors: dialer map-based (sometimes
referred to as legacy DDR) and dialer profiles. Which method you use depends on the
circumstances under which you need dial connectivity. Dialer map-based DDR was first
introduced in 10S Version 9.0; dialer profiles were introduced in 10S Version 11.2.

Interesting Traffic

The term interesting is used to describe packets or traffic that will either trigger a dial attempt or,
if a dial link is already active, reset the idle timer on the dialer interface. For a packet to be
considered interesting, it must have these characteristics:

. The packet must meet the "permit" criteria defined by an access list.

. The access list must be referenced by the dialer-list, or the packet must be of a
protocol that is universally permitted by the dialer-list.

. The dialer-list must be associated with a dialer interface by use of a dialer group.

Packets are never automatically considered to be interesting (by default). Interesting packet
definitions must be explicitly declared in a router or access server configuration.

Benefits and Drawbacks

The benefits of dialup are flexibility and cost savings. First, let's look at why flexibility is
important. Intermittent connectivity is most often needed in mobile situations. A mobile
workforce needs to be capable of connecting from wherever they are. Phone lines are normally
available from wherever business is transacted, so a modem connection is the only reasonable
choice for mobile users.

In long-distance situations, a user often dials into a local ISP and uses an IPSec-encrypted
tunnel going back to a home gateway system that allows access to the rest of the corporate
network. In this example, the phone call itself costs nothing, and an account with the local ISP
could be significantly less expensive than the long-distance charges that would otherwise be
incurred. As another example, a BRI attached at a central office located in an area that offers
inexpensive rates on ISDN could have database servers configured to call out to other sites and
exchange data periodically. Each site needs only one BRI line, which is significantly less
expensive than dedicated links to each of the remote locations. Finally, in the case of a backup
link, the savings are seen when the primary link goes down but business continues, albeit
slower than normal.

Cost savings is a two-edged sword where dialup is concerned, however. The downside of a
dialup line is that connection costs for a heavily used line are higher than the price of dedicated
connectivity. Going over long distance raises the price even higher.

There's also speed to consider. Dialup connectivity has a strong high-end bandwidth,
particularly with the capability to tie channels together using PPP multilink, but dedicated
connectivity through a serial port can outperform dialup connections.

Another consideration is security. Certainly, any PPP connection should be authenticated, but
this presents anyone with the dialup number an opportunity to break into the system. A
significant part of any dialup system's configuration concerns the capability to keep out
unwanted guests. The good news is that it can be done, and AAA goes a long way toward
dealing with this problem. However, it is a disadvantage to have potential intruders coming in
through dialup lines.



Summary

Dialup technology has been around for a long time, but only in the last 20 years or so have the
phone lines been available for dialup networking. In that time, a number of standards have been
created to make sure that modems can communicate properly with each other and with the
systems that employ them. Cisco moved into the access market with the AS2509 and AS2511,
which used external analog modems, but Cisco currently produces access servers with cutting
edge digital modem technology.

Current dialup technologies include the venerable POTS line as a low-cost and ubiquitous
means of connecting via modem. To do this, it uses a single channel, or DSO0. A step up from
the POTS line is the ISDN BRI line, with two DSO channels and a D channel used for signaling.
Getting up to industrial-strength lines is the T1/E1. The T1 has 24 channels,

and the E1 has 32, although the E1 uses slot 0 for framing and slot 16 for call signaling. PRI
service is geared to allow ISDN clients to connect, while CAS will allow only asynchronous calls
in.

Modems themselves have advanced considerably in recent years to take advantage of the
direct digital connection that the access server modems have to the PSTN. This results in V.90
connections that can transfer data from the server to the client at speeds up to 53 kbps.
Because of the analog conversion on the analog line, transmissions from the client modem are
still capable of only 33.6 kbps.

After a connection is established, it's important to have a robust transport to use the link. PPP
fills that need. With its three-phase startup—LCP, authentication, and NCP—PPP adapts to its
environment and can learn its connection information while supporting a strong authentication
scheme. PPP can extend a connection into a bundle across multiple connections by using PPP
multilink. A step beyond that is extending the PPP multilink capability across multiple chassis.
For large installations, this is invaluable because users get their PPP multilink sessions
wherever the vacant DSOs are.

Dial-on-demand routing (DDR) uses two important concepts: the dialer and interesting traffic.
The dialer is simply the interface that is handling the routing and controlling whether a call is
placed. Interesting traffic is the traffic that has been defined as worth bringing up the link or
keeping it up for.

When to use dialup technology is a question of usage pattern. In some circumstances, such as
with a mobile endpoint, dialup is the only solution that will work. Also, in cases where
intermittent connectivity is needed, it can be more cost-effective. However, if connectivity is
needed most of the time, dialup may become the more costly alternative. Speed is another
concern: Dialup connections are not typically as fast as a dedicated network connection.
Security can be a concern for dialup sites as well.

Obviously, dialup technology has a place today at the outer edge of the network, providing
access to those who need it from unfamiliar locations or from locations where better
technologies are simply not available. Whenever the need calls for flexibility or low utilization in
a connection, dialup technologies should be looked at as a viable solution.

Review Questions

Q—How many years did it take the telephone to reach 90 percent of the homes in the United
States?

A—The telephone was invented in 1875, and in 1970, 90 percent of American homes had a
phone—it took 95 years.

Q—Which V series recommendations pertain to bits per second?
A—V.21, V.23, V.27ter, V.29, V.32bis, V.34, and V.90.
Q—How many DS 0Os are in a BRI, T1, and E1m respectively?

A—Two in a BRI (although the D channel might be considered a third); 24 in a T1; and 32 in an
E1l.

Q—What is the flow of data going through a modem from the RJ 11 to the DTE?

A—The data flows in the RJ 11 jack to the analog-to-digital converter. The DSP then gets the
data and forwards it on to the packetizer, which sends the data to the data compressor. The
decompressed data is then sent to the UART, which gets the data to the DTE device.

Q—What are the three phases of PPP negotiation? Why is the order significant?

A—LCP, authentication, and NCP. LCP must complete first because it determines whether the
link is viable and negotiates the link properties between the two peers. LCP also finds out
whether authentication is needed. Authentication happens before network protocols are



negotiated so that the network protocol negotiation will be capable of identifying the incoming
user or host and assigning the appropriate network attributes.

Q—How does interesting traffic relate to the idle timer?

A—Interesting traffic determines whether the link will remain up or time out. Interesting traffic
resets the idle timer to zero.

Q—Is a BRI interface a dialer? How would an async interface become a dialer?

A—A BRI interface is a dialer. An async interface could become a dialer by having the dialer in-
band configuration command entered into it.

Q—When is dialup connectivity appropriate to use? When isn't it appropriate?

A—Dialup connectivity is adaptable but expensive. For intermittent connections or connections
in which the endpoints move around, dialup is a convenient and sensible use. For permanent
connectivity or links that stay up most of the time, it is not appropriate.

For More Information
Cisco Systems. Cisco 10S Dial Solutions. Indianapolis: Cisco Press, 1998.
ftp://ftp.cisco.com/pub/rfc/RFC/
http://hea-www.harvard.edu/~fine/ISDN/overview.html
http://isds.bus.Isu/edu/cvoc/projects/TechLibrary/CablelS/history.html
http://www.att.com/history/
http://www.cisco.com/tac/
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Chapter Goals
. Describe the history of SDLC.
. Describe the types and topologies of SDLC.
. Describe the frame format of SDLC.

. Describe derivative protocols of SDLC.

Synchronous Data Link Control and
Derivatives

Introduction

IBM developed the Synchronous Data Link Control (SDLC) protocol in the mid-1970s for
use in Systems Network Architecture (SNA) environments. SDLC wasthe first link layer
protocol based on synchronous, bit-oriented operation. This chapter provides a summary
of SDLC's basic operational characteristics and outlines severa derivative protocols.

After developing SDLC, IBM submitted it to various standards committees. The
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International Organization for Standardization (1SO) modified SDLC to create the High-
Level DataLink Control (HDLC) protocol. The International Telecommunication Union-
Telecommunication Standardization Sector (ITU-T; formerly CCITT) subsequently
modified HDL C to create Link Access Procedure (LAP) and then Link Access Procedure,
Balanced (LAPB). The Institute of Electrical and Electronic Engineers (IEEE) modified
HDLC to create IEEE 802.2. Each of these protocols has become important in its domain,
but SDL C remains the primary SNA link layer protocol for WAN links.

SDLC Types and Topologies

SDL C supports a variety of link types and topologies. It can be used with point-to-point
and multipoint links, bounded and unbounded media, half-duplex and full-duplex
transmission facilities, and circuit-switched and packet-switched networks.

SDLC identifies two types of network nodes: primary and secondary. Primary nodes
control the operation of other stations, called secondaries. The primary polls the
secondaries in a predetermined order, and secondaries can then transmit if they have
outgoing data. The primary also sets up and tears down links and manages the link while it
is operational. Secondary nodes are controlled by a primary, which means that secondaries
can send information to the primary only if the primary grants permission.

SDLC primaries and secondaries can be connected in four basic configurations:
. Point-to-point—Involves only two nodes, one primary and one secondary.
. Multipoint—Involves one primary and multiple secondaries.

. Loop—Involves aloop topology, with the primary connected to the first and last
secondaries. Intermediate secondaries pass messages through one another as they
respond to the requests of the primary.

. Hub go-ahead—Involves an inbound and an outbound channel. The primary uses
the outbound channel to communicate with the secondaries. The secondaries use
the inbound channel to communicate with the primary. The inbound channel is
daisy-chained back to the primary through each secondary.

SDLC Frame Format

The SDLC frameis shown in Figure 16-1.

Figure 16-1: Six Fields Comprisethe SDLC Frame
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The following descriptions summarize the fields illustrated in Figure 16-1:
. Flag—Initiates and terminates error checking.

. Address—Contains the SDL C address of the secondary station, which indicates
whether the frame comes from the primary or secondary. This address can contain
a specific address, a group address, or a broadcast address. A primary iseither a
communication source or a destination, which eliminates the need to include the
address of the primary.

. Control—Employs three different formats, depending on the type of SDLC frame
used:

o Information (1) frame—Carries upper-layer information and some control
information. This frame sends and receives sequence numbers, and the poll
final (P/F) bit performs flow and error control. The send sequence number
refers to the number of the frame to be sent next. The receive sequence
number provides the number of the frame to be received next. Both sender
and receiver maintain send and receive sequence numbers.

A primary station uses the P/F bit to tell the secondary whether it requires
an immediate response. A secondary station uses the P/F bit to tell the
primary whether the current frame isthe last in its current response.

o Supervisory (S) frame—Provides control information. An S frame can
request and suspend transmission, report on status, and acknowledge recel pt
of | frames. S frames do not have an information field.

o Unnumbered (U) frame—Supports control purposes and is not sequenced.
A U frame can be used to initialize secondaries. Depending on the function
of the U frame, its control field is 1 or 2 bytes. Some U frames have an
information field.



. Data—Contains a path information unit (PIU) or exchange identification (XID)
information.

. Frame check sequence (FCS)—Precedes the ending flag delimiter and isusually a
cyclic redundancy check (CRC) calculation remainder. The CRC calculation is
redone in the receiver. If the result differs from the value in the original frame, an
error is assumed.

A typical SDLC-based network configuration is shown in Figure 16-2. Asillustrated, an
IBM establishment controller (formerly called a cluster controller) in aremote site
connects to dumb terminals and to a Token Ring network. In alocal site, an IBM host
connects (via channel -attached techniques) to an IBM front-end processor (FEP), which
also can have linksto local Token Ring LANs and an SNA backbone. The two sites are
connected through an SDL C-based 56-kbps leased line.

Figure 16-2: An SDLC LineLinksLocal and Remote Sitesover a Serial Line
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Derivative Protocols

Despite the fact that it omits several features used in SDLC, HDLC is generally considered
to be a compatible superset of SDLC. LAP isasubset of HDL C and was created to ensure
ongoing compatibility with HDLC, which had been modified in the early 1980s. IEEE
802.2 isamodification of HDLC for LAN environments. Qualified Logical Link Control
(QLLC) isalink layer protocol defined by IBM that enables SNA data to be transported
across X.25 networks.

High-Level Data Link Control

HDLC shares the frame format of SDLC, and HDLC fields provide the same functionality



asthosein SDLC. Also, asin SDLC, HDL C supports synchronous, full-duplex operation.

HDLC differsfrom SDLC in several minor ways, however. First, HDLC has an option for
a 32-bit checksum. Also, unlike SDLC, HDL C does not support the loop or hub go-ahead
configurations.

The major difference between HDLC and SDLC isthat SDL C supports only one transfer
mode, whereas HDL C supports three:

. Normal response mode (NRM )—Thistransfer modeisalso used by SDLC. In
this mode, secondaries cannot communicate with a primary until the primary has
given permission.

. Asynchronousresponse mode (ARM)—This transfer mode enables secondaries
to initiate communication with a primary without receiving permission.

. Asynchronous balanced mode (ABM)—ABM introduces the combined node,
which can act as a primary or a secondary, depending on the situation. All ABM
communication occurs between multiple combined nodes. In ABM environments,
any combined station can initiate data transmission without permission from any
other station.

Link-Access Procedure, Balanced

LAPB is best known for its presence in the X.25 protocol stack. LAPB shares the same
frame format, frame types, and field functions as SDLC and HDLC. Unlike either of these,
however, LAPB isrestricted to the ABM transfer mode and is appropriate only for
combined stations. Also, LAPB circuits can be established by either the data terminal
equipment (DTE) or the data circuit-terminating equipment (DCE). The station initiating
the call is determined to be the primary, and the responding station is the secondary.
Finally, LAPB use of the P/F bit is somewhat different from that of the other protocols.
For details on LAPB, see Chapter 17, "X.25."

IEEE 802.2

|IEEE 802.2 is often referred to asthe Logical Link Control (LLC). It isextremely popular
in LAN environments, where it interoperates with protocols such as |EEE 802.3, IEEE
802.4, and |EEE 802.5. IEEE 802.2 offers three types of service.

Type 1 provides unacknowledged connectionless service, which meansthat LLC Type 1
does not confirm data transfers. Because many upper-layer protocols, such as
Transmission Control Protocol/Internet Protocol (TCP/IP), offer reliable data transfer that
can compensate for unreliable lower-layer protocols, Type 1 isacommonly used service.

Type 2 provides connection-oriented service. LLC Type 2 (often called LLC2) service
establishes logical connections between sender and receiver and is therefore connection-
oriented. LL C2 acknowledges data upon receipt and isused in IBM communication
systems.



Type 3 provides acknowledged connectionless service. Although LLC Type 3 service
supports acknowledged data transfer, it does not establish logical connections. Asa
compromise between the other two LLC services, LLC Type 3 isuseful in factory-
automation environments where error detection isimportant but context storage space
(for virtual circuits) is extremely limited.

End stations can support multiple LLC service types. A Class | device supports only Type
1 service. A Class |1 device supports both Type 1 and Type 2 services. Class |11 devices
support both Type 1 and Type 3 services, and Class IV devices support all three types of
service.

Upper-layer processes use | EEE 802.2 services through service access points (SAPs). The
|EEE 802.2 header begins with a destination service access point (DSAP) field, which
identifies the receiving upper-layer process. In other words, after the receiving node's

| EEE 802.2 implementation completes its processing, the upper-layer process identified in
the DSAP field receives the remaining data. Following the DSAP address is the source
service access point (SSAP) address, which identifies the sending upper-layer process.

Qualified Logical Link Control

QLLC providesthe data-link control capabilities that are required to transport SNA data
across X.25 networks. Together, QLLC and X.25 replace SDLC in the SNA protocol
stack. QLL C usesthe packet-level layer (Layer 3) of the X.25 protocol stack. To indicate
that a Layer 3 X.25 packet must be handled by QLLC, a specia bit called the qualifier bit,
in the general format identifier (GFI) of the Layer 3 X.25 packet-level header, is set to 1.
The SNA datais carried as user datain Layer 3 X.25 packets. For more information about
the X.25 protocol stack, see Chapter 17.

Summary

The SDLC protocol was developed by IBM in the mid-1970s for use in SNA
environments. SDL C was the first link-layer protocol based on synchronous, bit-oriented
operation, and it remains the primary SNA link layer protocol for WAN links.

SDL C supports avariety of link types and topologies. It can be used with point-to-point
and multipoint links, bounded and unbounded media, half-duplex and full-duplex
transmission facilities, and circuit-switched and packet-switched networks.

SDL C identifies two types of network nodes. primary and secondary. Primary nodes
control the operation of other stations, called secondaries.

SDL C primaries and secondaries can be connected in four basic configurations: point-to-
point, multipoint, loop, and hub go-ahead.

The following protocols are derivatives of SDLC:
. HDLC, which supports three transfer modes, while SDL C supports only one

. LAPB, which isrestricted to the ABM transfer mode and is appropriate only for



combined stations
. |EEE 802.2, which is often referred to as LL C and has three types

« QLLC, which provides the data-link control capabilities that are required to
transport SNA data across X.25 networks

Review Questions
Q—Name two of the link types that SDLC supports.

A—DPoint-to-point links, multipoint links, bounded media, unbounded media, half-duplex
transmission facilities, full-duplex transmission facilities, circuit-switched networks, and
packet-switched networks.

Q—Name the four basic SDLC connection configurations.

A—Point-to-point, which involves only two nodes, one primary and one secondary;
multipoint, which involves one primary and multiple secondary nodes; loop, which
involves aloop topology with the primary connected to the first and last secondaries, and
intermediate secondaries in between; and hub go-ahead, which involves an inbound and an
outbound channel—the primary uses the outbound channel to communicate with the
secondaries, and the secondaries use the inbound channel to communicate with the
primary.

Q—How many fields does the SDLC frame have, and what are they?
A—Six: Flag, Address, Control, Data, FCS, Flag.

Q—-List the derivative protocols of SDLC, and describe their primary difference(s) from
DLC.

A—HDLC, which supports three transfer modes, while SDL C supports only one; LAPB,
which isrestricted to the ABM transfer mode and is appropriate only for combined
stations; IEEE 802.2, which is often referred to as LL C and has three types; and QLLC,
which provides the data-link control capabilitiesthat are required to transport SNA data
across X.25 networks.
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Chapter Goals
« Discuss the history and development of the X.25 protocol.
e Describe the basic functions and components of X.25.

* Describe the frame formats of X.25.

X.25

Introduction

X.25 is an International Telecommunication Union-Telecommunication Standardization Sector
(ITU-T) protocol standard for WAN communications that defines how connections between user
devices and network devices are established and maintained. X.25 is designed to operate
effectively regardless of the type of systems connected to the network. It is typically used in the
packet-switched networks (PSNs) of common carriers, such as the telephone companies.
Subscribers are charged based on their use of the network. The development of the X.25
standard was initiated by the common carriers in the 1970s. At that time, there was a need for
WAN protocols capable of providing connectivity across public data networks (PDNs). X.25 is
now administered as an international standard by the ITU-T.

X.25 Devices and Protocol Operation

X.25 network devices fall into three general categories: data terminal equipment (DTE), data
circuit-terminating equipment (DCE), and packet-switching exchange (PSE). Data terminal
equipment devices are end systems that communicate across the X.25 network. They are
usually terminals, personal computers, or network hosts, and are located on the premises of
individual subscribers. DCE devices are communications devices, such as modems and packet
switches, that provide the interface between DTE devices and a PSE, and are generally located
in the carrier's facilities. PSEs are switches that compose the bulk of the carrier's network. They
transfer data from one DTE device to another through the X.25 PSN. Figure 17-1 illustrates the
relationships among the three types of X.25 network devices.

Figure 17-1 DTEs, DCEs, and PSEs Make Up an X.25 Network
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Packet Assembler/Disassembler

The packet assembler/disassembler (PAD) is a device commonly found in X.25 networks.
PADs are used when a DTE device, such as a character-mode terminal, is too simple to
implement the full X.25 functionality. The PAD is located between a DTE device and a DCE
device, and it performs three primary functions: buffering (storing data until a device is ready to
process it), packet assembly, and packet disassembly. The PAD buffers data sent to or from
the DTE device. It also assembles outgoing data into packets and forwards them to the DCE
device. (This includes adding an X.25 header.) Finally, the PAD disassembles incoming
packets before forwarding the data to the DTE. (This includes removing the X.25 header.)
Figure 17-2 illustrates the basic operation of the PAD when receiving packets from the X.25
WAN.

Figure 17-2 The PAD Buffers, Assembles, and Disassembles Data Packets
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X.25 Session Establishment

X.25 sessions are established when one DTE device contacts another to request a
communication session. The DTE device that receives the request can either accept or refuse
the connection. If the request is accepted, the two systems begin full-duplex information
transfer. Either DTE device can terminate the connection. After the session is terminated, any
further communication requires the establishment of a new session.

X.25 Virtual Circuits

A virtual circuit is a logical connection created to ensure reliable communication between two
network devices. A virtual circuit denotes the existence of a logical, bidirectional path from one
DTE device to another across an X.25 network. Physically, the connection can pass through
any number of intermediate nodes, such as DCE devices and PSEs. Multiple virtual circuits
(logical connections) can be multiplexed onto a single physical circuit (a physical connection).



Virtual circuits are demultiplexed at the remote end, and data is sent to the appropriate
destinations. Figure 17-3 illustrates four separate virtual circuits being multiplexed onto a single
physical circuit.

Figure 17-3 Virtual Circuits Can Be Multiplexed onto a Single Physical Circuit
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Two types of X.25 virtual circuits exist: switched and permanent. Switched virtual circuits
(SVCs) are temporary connections used for sporadic data transfers. They require that two DTE
devices establish, maintain, and terminate a session each time the devices need to
communicate. Permanent virtual circuits (PVCs) are permanently established connections used
for frequent and consistent data transfers. PVCs do not require that sessions be established
and terminated. Therefore, DTEs can begin transferring data whenever necessary because the
session is always active.

The basic operation of an X.25 virtual circuit begins when the source DTE device specifies the
virtual circuit to be used (in the packet headers) and then sends the packets to a locally
connected DCE device. At this point, the local DCE device examines the packet headers to
determine which virtual circuit to use and then sends the packets to the closest PSE in the path
of that virtual circuit. PSEs (switches) pass the traffic to the next intermediate node in the path,
which may be another switch or the remote DCE device.

When the traffic arrives at the remote DCE device, the packet headers are examined and the
destination address is determined. The packets are then sent to the destination DTE device. If
communication occurs over an SVC and neither device has additional data to transfer, the
virtual circuit is terminated.

The X.25 Protocol Suite

The X.25 protocol suite maps to the lowest three layers of the OSI reference model. The
following protocols are typically used in X.25 implementations: Packet-Layer Protocol (PLP),
Link Access Procedure, Balanced (LAPB), and those among other physical-layer serial
interfaces (such as EIA/TIA-232, EIA/TIA-449, EIA-530, and G.703). Figure 17-4 maps the key
X.25 protocols to the layers of the OSI reference model.

Figure 17-4 Key X.25 Protocols Map to the Three Lower Layers of the OSI
Reference Model
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Packet-Layer Protocol

PLP is the X.25 network layer protocol. PLP manages packet exchanges between DTE devices
across virtual circuits. PLPs also can run over Logical Link Control 2 (LLC2) implementations on
LANs and over Integrated Services Digital Network (ISDN) interfaces running Link Access
Procedure on the D channel (LAPD).

The PLP operates in five distinct modes: call setup, data transfer, idle, call clearing, and
restarting.

Call setup mode is used to establish SVCs between DTE devices. A PLP uses the X.121
addressing scheme to set up the virtual circuit. The call setup mode is executed on a per-virtual-
circuit basis, which means that one virtual circuit can be in call setup mode while another is in
data transfer mode. This mode is used only with SVCs, not with PVCs.

Data transfer mode is used for transferring data between two DTE devices across a virtual
circuit. In this mode, PLP handles segmentation and reassembly, bit padding, and error and
flow control. This mode is executed on a per-virtual-circuit basis and is used with both PVCs
and SVCs.

Idle mode is used when a virtual circuit is established but data transfer is not occurring.
It is executed on a per-virtual-circuit basis and is used only with SVCs.

Call clearing mode is used to end communication sessions between DTE devices and to
terminate SVCs. This mode is executed on a per-virtual-circuit basis and is used only with
SVCs.

Restarting mode is used to synchronize transmission between a DTE device and a locally
connected DCE device. This mode is not executed on a per-virtual-circuit basis. It affects all the
DTE device's established virtual circuits.

Four types of PLP packet fields exist:

¢ General Format Identifier (GFl)—Identifies packet parameters, such as whether the
packet carries user data or control information, what kind of windowing is being used, and
whether delivery confirmation is required.

« Logical Channel Identifier (LCI)—Identifies the virtual circuit across the local DTE/
DCE interface.

« Packet Type Identifier (PTI)—Identifies the packet as one of 17 different PLP packet
types.

« User Data—Contains encapsulated upper-layer information. This field is present only in
data packets. Otherwise, additional fields containing control information are added.

Link Access Procedure, Balanced

LAPB is a data link layer protocol that manages communication and packet framing between
DTE and DCE devices. LAPB is a bit-oriented protocol that ensures that frames are correctly
ordered and error-free.

Three types of LAPB frames exist: information, supervisory, and unnumbered. The information



frame (I-frame) carries upper-layer information and some control information. I-frame functions
include sequencing, flow control, and error detection and recovery. I-frames carry send- and
receive-sequence numbers. The supervisory frame (S-frame) carries control information. S-
frame functions include requesting and suspending transmissions, reporting on status, and
acknowledging the receipt of I-frames. S-frames carry only receive-sequence numbers. The
unnumbered frame (U frame) carries control information. U-frame functions include link setup
and disconnection, as well as error reporting. U frames carry no sequence numbers.

The X.21bis Protocol

X.21bis is a physical layer protocol used in X.25 that defines the electrical and mechanical
procedures for using the physical medium. X.21bis handles the activation and deactivation of
the physical medium connecting DTE and DCE devices. It supports point-to-point connections,
speeds up to 19.2 kbps, and synchronous, full-duplex transmission over four-wire media. Figure
17-5 shows the format of the PLP packet and its relationship to the LAPB frame and the X.21bis
frame.

Figure 17-5 The PLP Packet Is Encapsulated Within the LAPB Frame and the
X.21bis Frame
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LAPB Frame Format

LAPB frames include a header, encapsulated data, and a trailer. Figure 17-6 illustrates the
format of the LAPB frame and its relationship to the PLP packet and the X.21bis frame.

The following descriptions summarize the fields illustrated in Figure 17-6:

«  Flag—Delimits the beginning and end of the LAPB frame. Bit stuffing is used to ensure
that the flag pattern does not occur within the body of the frame.

¢ Address—Indicates whether the frame carries a command or a response.

¢ Control—Qualifies command and response frames and indicates whether the frame is
an I-frame, an S-frame, or a U-frame. In addition, this field contains the frame's sequence
number and its function (for example, whether receiver-ready or disconnect). Control frames
vary in length depending on the frame type.

« Data—Contains upper-layer data in the form of an encapsulated PLP packet.

¢ FCS—Handles error checking and ensures the integrity of the transmitted data.

Figure 17-6 An LAPB Frame Includes a Header, a Trailer, and Encapsulated Data
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X.121 Address Format

X.121 addresses are used by the X.25 PLP in call setup mode to establish SVCs. Figure
17-7 illustrates the format of an X.121 address.

The X.121 Address field includes the International Data Number (IDN), which consists of two
fields: the Data Network Identification Code (DNIC) and the National Terminal Number (NTN).

DNIC is an optional field that identifies the exact PSN in which the destination DTE device is
located. This field is sometimes omitted in calls within the same PSN. The DNIC has two
subfields: Country and PSN. The Country subfield specifies the country in which the destination
PSN is located. The PSN field specifies the exact PSN in which the destination DTE device is
located.

The NTN identifies the exact DTE device in the PSN for which a packet is destined. This field
varies in length.

Figure 17-7 The X.121 Address Includes an IDN Field
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Summary

X.25 is an ITU-T standard protocol that defines how connections between user devices and
network devices are established and maintained, and that operates effectively regardless of the
type of systems connected to the network. X.25 devices include DTEs, DCEs, and PSNs. X.25



connections contain both SVCs and PVCs within the physical circuit. X.25 uses the following
three protocols, which map to the bottom three layers of the OSI reference model:

e PLP, which maps to the network layer

e LAPB, which maps to the data link layer

«  X.21bis, EIA/TIA-232, EIA/TIA-449, EIA-530, and G.703, which map to the physical
layer

Review Questions

Q—In what kind of networks does X.25 generally operate?

A—Ilt is typically used in packet-switched networks of common carriers, such as the telephone
companies.

Q—Name the three general categories into which X.25 devices fall.

A—DTESs, DCEs, and PSEs.

Q—What are the three main functions of the PAD?

A—-Buffering, packet assembly, and packet disassembly.

Q—Name the X.25 protocol suite and the layers in the OSI reference model to which they map.

A—PLP: network layer; LAPB: data link layer; X.21bis, EIA/TIA-232, EIA/TIA-449, EIA-530, and
G.703: physical layer.
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Chapter Goals
 Understand the basics of how L2TP can be used to build a VPN.

 Learn how L2TP's Layer 2 protocols enable secure passage through
unsecured networks.

«  Explain the relationship between L2TP and IPSec.

Virtual Private Networks

Background

Virtual private networks (VPNSs) are a fairly quixotic subject; there is no single
defining product, nor even much of a consensus among VPN vendors as to what
comprises a VPN. Consequently, everyone knows what a VPN is, but
establishing a single definition can be remarkably difficult. Some definitions are
sufficiently broad as to enable one to claim that Frame Relay qualifies as a VPN
when, in fact, it is an overlay network. Although an overlay network secures
transmissions through a public network, it does so passively via logical
separation of the data streams.

VPNSs provide a more active form of security by either encrypting or
encapsulating data for transmission through an unsecured network. These two
types of security—encryption and encapsulation—form the foundation of virtual
private networking. However, both encryption and encapsulation are generic
terms that describe a function that can be performed by a myriad of specific
technologies. To add to the confusion, these two sets of technologies can be
combined in different implementation topologies. Thus, VPNs can vary widely
from vendor to vendor.

This chapter provides an overview of building VPNs using the Layer 2 Tunneling
Protocol (L2TP), and it explores the possible implementation topologies.
Layer 2 Tunneling Protocol

The Internet Engineering Task Force (IETF) was faced with competing proposals
from Microsoft and Cisco Systems for a protocol specification that would secure
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the transmission of IP datagrams through uncontrolled and untrusted network
domains. Microsoft's proposal was an attempt to standardize the Point-to-Point
Tunneling Protocol (PPTP), which it had championed. Cisco, too, had a protocol
designed to perform a similar function. The IETF combined the best elements of
each proposal and specified the open standard L2TP.

The simplest description of L2TP's functionality is that it carries the Point-to-Point
Protocol (PPP) through networks that aren't point-to-point. PPP has become the
most popular communications protocol for remote access using circuit-switched
transmission facilities such as POTS lines or ISDN to create a temporary point-to-
point connection between the calling device and its destination.

L2TP simulates a point-to-point connection by encapsulating PPP datagrams for
transportation through routed networks or internetworks. Upon arrival at their
intended destination, the encapsulation is removed, and the PPP datagrams are
restored to their original format. Thus, a point-to-point communications session
can be supported through disparate networks. This technique is known as
tunneling.

Operational Mechanics

In a traditional remote access scenario, a remote user (or client) accesses a
network by directly connecting a network access server (NAS). Generally, the
NAS provides several distinct functions: It terminates the point-to-point
communications session of the remote user, validates the identity of that user,
and then serves that user with access to the network. Although most remote
access technologies bundle these functions into a single device, L2TP separates
them into two physically separate devices: the L2TP Access Server (LAS) and
the L2TP Network Server (LNS).

As its names imply, the L2TP Access Server supports authentication, and
ingress. Upon successful authentication, the remote user's session is forwarded
to the LNS, which lets that user into the network. Their separation enables
greater flexibility for implementation than other remote access technologies.

Implementation Topologies

L2TP can be implemented in two distinct topologies:
e Client-aware tunneling
»  Client-transparent tunneling

The distinction between these two topologies is whether the client machine that
is using L2TP to access a remote network is aware that its connection is being
tunneled.

Client-Aware Tunneling

The first implementation topology is known as client-aware tunneling. This name
is derived from the remote client initiating (hence, being "aware" of) the tunnel. In
this scenario, the client establishes a logical connection within a physical
connection to the LAS. The client remains aware of the tunneled connection all
the way through to the LNS, and it can even determine which of its traffic goes
through the tunnel.

Client-Transparent Tunneling

Client-transparent tunneling features L2TP access concentrators (LACS)
distributed geographically close to the remote users. Such geographic dispersion
is intended to reduce the long-distance telephone charges that would otherwise
be incurred by remote users dialing into a centrally located LAC.

The remote users need not support L2TP directly; they merely establish a point-
to-point communication session with the LAC using PPP. Ostensibly, the user



will be encapsulating IP datagrams in PPP frames. The LAC exchanges PPP
messages with the remote user and establishes an L2TP tunnel with the LNS
through which the remote user's PPP messages are passed.

The LNS is the remote user's gateway to its home network. It is the terminus of
the tunnel; it strips off all L2TP encapsulation and serves up network access for
the remote user.

Adding More Security

As useful as L2TP is, it is important to recognize that it is not a panacea. It
enables flexibility in delivering remote access, but it does not afford a high
degree of security for data in transit. This is due in large part to the relatively
nonsecure nature of PPP. In fairness, PPP was designed explicitly for point-to-
point communications, so securing the connection should not have been a high
priority.

An additional cause for concern stems from the fact that L2TP's tunnels are not
cryptographic. Their data payloads are transmitted in the clear, wrapped only by
L2TP and PPP framing. However, additional security may be afforded by
implementing the IPSec protocols in conjunction with L2TP. The IPSec protocols
support strong authentication technologies as well as encryption.

Summary

VPNs offer a compelling vision of connectivity through foreign networks at
greatly reduced operating costs. However, the reduced costs are accompanied
by increased risk. L2TP offers an open standard approach for supporting a
remote access VPN. When augmented by IPSec protocols, L2TP enables the
realization of the promise of a VPN: an open standard technology for securing
remote access in a virtually private network.

Review Questions
Q—What is a VPN?

A—A VPN is a generic term that describes any combination of technologies that
can be used to secure a connection through an otherwise unsecured or
untrusted network.

Q—Explain the difference between L2TP's LAC and LSN.

A—The LAC provides authentication and access concentration for remote users.
After a remote user is authenticated, that user's communications session is then
forwarded to the LSN, which provides access to that user's home network.

Q—What additional functionality does IPSec offer an L2TP implementation?

A—L2TP's native security mechanisms build on the assumption that the nature
of a

point-to-point connection satisfies most of a remote user's security requirements.
IPSec complements L2TP by offering a more robust set of technologies for
authenticating remote users and for securing data in transit through foreign
networks by encrypting data.

Q—What is a tunnel?

A—A tunnel is a logical structure that encapsulates the frame and data of one
protocol inside the Payload or Data field of another protocol. Thus, the
encapsulated data frame may transit through networks that it would otherwise
not be capable of traversing.

For More Information

For more information about L2TP and virtual private networking, refer to the
following sources of information:



« Black, Ulysses. PPP and L2TP: Remote Access Communications.
Prentice Hall: New York, 1999.

* Shea, Richard. L2TP Implementation and Operation. Addison Wesley
Longman: Boston, 1999.

* RFC 2401, "Security Architecture for the Internet Protocol"
 RFCs 2402 through 2410 (various IPSec specifications)

« RFC 2407, "The Internet IP Security Domain of Interpretation for
ISAKMP"

* RFC 2408, "Internet Security Association and Key Management Protocol
(ISAKMP)"

e http://www.cisco.com/univercd/cc/td/doc/product/software/
i0s120/120newft/120t/120tl/12tpt.htm

e http://www.cisco.com/warp/public/707/24.html
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Chapter Goals
»  Provide an overview of technologies and applications of integrated voice/data networking.
« Outline the differences between the various voice/data integration technologies, and tell when each should be used.
* Understand the specific protocols involved in voice/data networking.

»  List specific network engineering challenges and solutions associated with the integration of voice and data.

Voice/Data Integration Technologies

Introduction

Voice/data integration is important to network designers of both service providers and enterprise. Service providers are
attracted by the lower-cost model—the cost of packet voice is currently estimated to be only 20 to 50 percent of the cost of a
traditional circuit-based voice network. Likewise, enterprise network designers are interested in direct cost savings
associated with toll-bypass and tandem switching. Both are also interested in so-called "soft savings" associated with
reduced maintenance costs and more efficient network control and management. Finally, packet-based voice systems offer
access to newly enhanced services such as Unified Messaging and application control. These, in turn, promise to increase
the productivity of users and differentiate services.

Integration of voice and data technologies has accelerated rapidly in recent years because of both supply- and demand-side
interactions. On the demand side, customers are leveraging investment in network infrastructure to take advantage of
integrated applications such as voice applications. On the supply side, vendors have been able to take advantage of
breakthroughs in many areas, including standards, technology, and network performance.
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Standards

Many standards for interoperability for voice signaling have finally been ratified and matured to the point of reasonable
interoperability. This reduces the risk and costs faced by vendors offering components of a voice/data system, and it also
reduces the risk to consumers. Standards such as H.323 (approved by the ITU in June 1996), are now evolving through their
third and fourth iterations, while products based on initial standards still enjoy strong capabilities and interoperability. The
general maturity of standards has in turn generated robust protocol stacks that can be purchased "off the shelf" by vendors,
further ensuring interoperability.

Technology

Recent advances in technology have also enabled voice integration with data. For example, new Digital Signal Processor
(DSP) technology has allowed analog signals to be processed in the digital domain, which was difficult or impossible only a
few years earlier. These powerful new chips offer tremendous processing speeds, allowing voice to be sampled, digitized,
and compressed in real time. Further breakthroughs in the technology allow as many as four voice conversations to be
managed at the same time on a single chip, with even greater performance in development. These technologies greatly
reduce the cost and complexity of developing products and deploying voice over data solutions.

In other areas, the industry has also enjoyed breakthroughs in voice codec (coder/decoder) technology. Previously, it was
assumed that voice quality would suffer as bandwidth was decreased in a relatively linear fashion. However, new,
sophisticated algorithms employed in new codecs have changed that view. It is now possible to obtain reasonably good-
sounding voice at a fraction of the bandwidth once required. More importantly, these new algorithms have been incorporated
into the standards to allow interoperability of highly compressed voice.

Network Performance

Finally, data-networking technology has improved to the point that voice can be carried reliably. Over the last few years,
growth in voice traffic has been relatively small, while data traffic has grown exponentially. The result is that data traffic is
now greater than voice traffic in many networks. In addition, the relative importance of data traffic has grown, as businesses
and organizations come to base more business practices and policies on the ubiquity of data networks. This increase in
importance of data networks has forced a fundamental change in the way data networks are engineered, built, and managed.
Typical "best-effort" data modeling has given way to advanced policy-based networking with managed quality of service to
support an even greater range of applications. Voice traffic, as an application on a data network, has benefited greatly from
these technologies. For example, support of delay-sensitive SNA traffic over IP networks resulted in breakthroughs in latency
management and queuing prioritization, which was then applied to voice traffic.

As stated previously, deployment of new technologies and applications must also be driven by greater demand from users.
Breakthroughs in technology don't necessarily result in increased deployment unless they fill a real user need at a
reasonable cost. For example, digital audio tape (DAT) technologies never enjoyed widespread use outside the audiophile
community because of the high cost and only marginally better perceived performance than analog tapes. Voice/data
integration, however, provides users with very real benefits, both now and in the future. Most users of voice/data integration
technologies gain in two ways: Packet voice technologies are less expensive, and, in the future, they will offer much greater
capabilities compared to today's circuit-based voice systems.

Economic Advantages

It has been estimated that packet voice networking costs only 20 to 30 percent of an equivalent circuit-based voice network.
This is true for both carriers (service providers) and enterprise (private) users. Logically, this implies that enterprise users can
operate long-distance voice services between facilities at less cost than purchasing long-distance voice services from a
carrier, and it's often true. For example, many enterprise users have deployed integrated voice/data technologies to transport
voice over data wide-area networks (WANSs) between traditional PBXs across different geographical locations. The resulting
savings in long-distance toll charges often provide payback in as little as six months (especially if international calls are
avoided). Using data systems to carry voice as "virtual tie lines" between switches is also useful to service providers. In fact,
many new carriers have started to embrace packet-based voice technologies as their primary network infrastructure strategy
going forward.

However, savings associated with packet voice technologies don't stop with simple transport. It is also possible to switch
voice calls in the data domain more economically than traditional circuit-based voice switches. For large, multisite
enterprises, the savings result from using the data network to act as a "tandem switch" to route voice calls between PBXs on
a call-by-call basis. The resulting voice network structure is simpler to administer and uses a robust, nonblocking switching
fabric made up of data systems at its core.

Advances in Applications

Real cost savings are sufficient for deployment of voice/data integration technologies. However, there are added benefits,
which will become more evident in the future. As applications evolve, organizations will gain increased user productivity from
the integration of voice and computer applications. Computer telephony integration (CTI) was begun by PBX vendors in the
1980s to integrate computers with PBXs to provide applications such as advanced call center features (for example, "screen
pops" for agents).

However, as voice/data integration continues, the line between voice and data applications will continue to blur. For example,
Unified Messaging systems are now available that combine voice mail, e-mail, and fax messaging into a single, convenient
system. With these advanced systems, users can have e-mail read to them over the phone or can add document
attachments to voice mail. At the enterprise level, new applications such as virtual call centers allow call center agents to be
distributed anywhere within reach of the data network, while still receiving the full suite of call center functions and features.
They can even receive calls over their computers rather than using a traditional telephone instrument, and they can provide
"blended contact center" support to answer Web user questions with electronic chat capability and e-mail between voice
calls. These capabilities go far beyond simple cost savings and will ultimately make organizations much more effective and
profitable.

The strong pressures driving the integration of voice and data networks have resulted in various solutions to the problem,
each with its own strengths and weaknesses. Three general approaches exist:

*  Voice over ATM
*  Voice over Frame Relay

e Voice over IP



There are also mixed solutions, including voice over IP, over Frame Relay, and so on. These are illustrated in Figure 19-1
The figure shows that voice over ATM and voice over Frame Relay are primarily transport mechanisms between PBXs, while
voice over IP can connect all the way to the desktop. More details are available later in this chapter.

Figure 19-1 Mixed Solutions Including Voice over IP, Voice over Frame Relay, and so on.
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Voice over ATM

Voice over ATM (VOATM) can be supported as standard pulse code modulated (PCM) voice via circuit emulation (AAL1,
described later) or as variable bit rate voice in ATM cells as AAL2 (also described later). ATM offers many advantages for
transport and switching of voice. First, quality of service (QoS) guarantees can be specified by service provisioning or on a
per-call basis. In addition, call setup signaling for ATM switched virtual circuits (SVCs), Q.2931, is based on call setup
signaling for voice ISDN, Q.931. Administration is similar to circuit-based voice networks.

However, VoATM suffers from the burden of additional complexity and incomplete support and interoperability among
vendors. It also tends to be more expensive because it is oriented toward all optical networks. Most importantly, ATM is
typically deployed

as a WAN Layer 2 protocol and therefore does not extend all the way to the desktop. Nevertheless, ATM is quite effective for
providing trunking and tandem switching services between existing voice switches and PBXs.

Voice over Frame Relay (VoFR) has become widely deployed across many networks. Like VOATM, it is typically employed
as a tie trunk or tandem-switching function between remote PBXs. It benefits from much simpler administration and relatively
lower cost than VOATM, especially when deployed over a private WAN network. It also scales more economically than
VOATM, supporting links from T1 down to 56 kbps. When deployed over a carefully engineered Frame Relay network, VoFR
works very well and provides good quality. However, voice quality over Frame Relay can suffer depending on network
latency and jitter. Although minimal bandwidth and burstiness are routinely contracted, latency and jitter are often not
included in service level agreements (SLAs) with service providers. As a result, voice performance can vary. Even if quality is
good at first, voice quality can degrade over time as a service provider's network becomes saturated with more traffic. For
this reason, many large enterprise customers are beginning to specify latency and jitter, as well as overall packet throughput
from carriers. In these situations, voice over Frame Relay can provide excellent service.

Voice over IP (VolP) has begun to be deployed in recent years as well. Unlike voice over Frame Relay and Voice over ATM,
Voice over IP is a Layer 3 solution, and it offers much more value and utility because IP goes all the way to the desktop. This
means that in addition to providing basic tie trunk and tandem-switching functions to PBXs, VolP can actually begin to
replace those PBXs as an application. As a Layer 3 solution, VolIP is routable and can be carried transparently over any type
of network infrastructure, including both Frame Relay and ATM. Of all the packet voice technologies, VolP has perhaps the
most difficult time supporting voice quality because QoS cannot be guaranteed. Normal applications such as TCP running on
IP are insensitive to latency but must retransmit lost packets due to collisions or congestion. Voice is much more sensitive to
packet delay than packet loss. In addition to normal traffic congestion, QoS for VolIP is often dependent on lower layers that
are ignorant of the voice traffic mingled with the data traffic.

Voice Networking

Basic voice technology has been available for more than 100 years. During that time, the technology has matured to the
point at which it has become ubiquitous and largely invisible to most users. This legacy of slow evolution continues to affect
today's advanced voice networks in many ways, so it is important to understand the fundamentals of traditional voice
technology before emulating it on data networks.

Traditional analog telephone instruments used for plain old telephone service (POTS) use a simple two-wire interface to the
network. They rely on an internal two-wire/four-wire hybrid circuit to combine both transmit and receive signals. This
economical approach has been effective but requires special engineering regarding echo.

Basic Telephony

Three types of signaling are required for traditional telephony: supervision, alerting, and addressing. Supervision monitors



the state of the instrument—for example, allowing the central office or PBX to know when the receiver has been picked up to
make a call, or when a call is terminated. Alerting concerns the notification of a user that a call is present (ringing) or simple
call progress tones during a call (such as busy, ringback, and so on). Finally, addressing enables the user to dial a specific
extension.

In addition to signaling, telephony services also provide secure media transport for the voice itself, analog-to-digital
conversion, bonding and grounding for safety, power, and a variety of other functions when needed.

Analog voice interfaces have evolved over the years to provide for these basic functions while addressing specific
applications. Because basic POTS two-wire analog interfaces operate in a master/slave model, two basic types of analog
interfaces are necessary for data equipment to emulate: the user side and the network side. The user side (telephone)
expects to receive power from the network as well as supervision.

A foreign exchange service (FXS) interface is used to connect an analog telephone, fax machine, modem, or any other
device that would be connected to a phone line. It outputs 48 vdc power, ringing, and so on, and it accepts dialed digits. The
opposite of an FXS interface is a foreign exchange office (FXO) interface. It is used to connect to a switching system
providing services and supervision, and it expects the switch to provide supervision and other elements. (Why "foreign"? The
terms FXS and FXO were originally used within telephone company networks to describe provision of telephone service from
a central office other than normally assigned.)

Within FXS and FXO interfaces, it is also necessary to emulate variants in supervision. Typical telephones operate in a loop
start mode. The telephone normally presents a high impedance between the two wires. When the receiver goes off-hook, a
low-impedance closed circuit is created between the two wires. The switch, sensing current flow, then knows that the
receiver is off-hook and applies a dial tone. The switch also checks to be sure that the receiver is on-hook before sending a
ringing signal. This system works well for simple telephones, but it can cause problems on trunks between PBXs and COs
with high activity. In that situation, the remote end and the CO switch can both try to seize the line at the same time. This
situation, called glare, can freeze the trunk until one side releases it. The solution is to short tip or ring to ground as a signal
for line seizure rather than looping it. This is called ground start.

After the line is seized, it is necessary to dial the number. Normal human fingers cannot outrun the dial receivers in a modern
switch, but digits dialed by a PBX can. In that case, many analog trunks use a delay start or wink start method to notify the
calling device when the switch is ready to accept digits.

Another analog interface often used for trunking is E&M. This is a four- or six-wire interface that includes separate wires for
supervision in addition to the voice pair. E&M stands for "ear and mouth" or "Earth and magneto" and is derived from the
early telephony days. The E&M leads are used to signal on-hook and off-hook states.

Analog voice works well for basic trunk connections between switches or PBXs, but it is uneconomical when the number of
connections exceeds six to eight circuits. At that point, it is usually more efficient to use digital trunks. In North America, the
T1 (1.544 Mbps) trunk speed is used, consisting of 24 digitized analog voice conversations. In other parts of the world, E1
(2.048 Mbps) is used to carry 30 voice channels. (Engineers refer to the adoption of E1 and T1 internationally as "the
baseball rule"—there is a strong correlation of countries that play baseball to the use of T1. Therefore, the United States,
Canada, and Japan have the largest T1 networks, while other countries use E1.)

The first step in conversion to digital is sampling. The Nyquist theorem states that the sampling frequency should be twice
the rate of the highest desired frequency. Early telephony engineers decided that a range of 4000 hertz would be sufficient to
capture human voices (which matches the performance of long analog loops). Therefore, voice channels are sampled at a
rate of 8000 times per second, or once every 125 ms. Each of these samples consists of an 8-bit measurement, for a total of
64000 bits per second to be transmitted. As a final step, companding is used to provide greater accuracy of low-amplitude
components. In North America, this is u-law (mu-law), while elsewhere it is typically A-law. For international interworking
purposes, it is agreed that the North American side will make the conversion.

To construct a T1, 24 channels are assembled for a total of 1.536 Mbps, and an additional 8 bits are added every 125 ms for
framing, resulting in a rate of 1.544 Mbps. Often, T1 frames are combined into larger structures called SuperFrames (12
frames) and Extended-SuperFrames (24 frames). Additional signaling can then be transmitted by "robbing bits" from the
interior frames.

Basic T1 and E1 interfaces emulate a collection of analog voice trunks and use robbed bit signaling to transfer supervisory
information similar to the E&M analog model. As such, each channel carries its own signaling, and the interface is called
channel associated signaling (CAS). A more efficient method uses a common signaling channel for all the voice channels.
Primary Rate Interface for ISDN is the most common example of this common channel signaling (CCS).

If voice/data integration is to be successful, all of these voice interfaces must be supported to provide the widest possible
range of applications. Over the years, users have grown to expect a certain level of performance, reliability, and behavior of a
telecommunications system, which must be supported going forward. All these issues have been solved by various packet
voice systems today so that users can enjoy the same level of support to which they have become accustomed.

Voice over ATM

The ATM Forum and the ITU have specified different classes of services to represent different possible traffic types for
VOATM.

Designed primarily for voice communications, constant bit rate (CBR) and variable bit rate (VBR) classes have provisions for
passing real-time traffic and are suitable for guaranteeing a certain level of service. CBR, in particular, allows the amount of
bandwidth, end-to-end delay, and delay variation to be specified during the call setup.

Designed principally for bursty traffic, unspecified bit rate (UBR) and available bit rate (ABR) are more suitable for data
applications. UBR, in particular, makes no guarantees about the delivery of the data traffic.

The method of transporting voice channels through an ATM network depends on the nature of the traffic. Different ATM
adaptation types have been developed for different traffic types, each with its benefits and detriments. ATM adaptation layer
1 (AAL1) is the most common adaptation layer used with CBR services.

Unstructured AAL1 takes a continuous bit stream and places it within ATM cells. This is a common method of supporting a
full E1 byte stream from end to end. The problem with this approach is that a full E1 may be sent, regardless of the actual
number of voice channels in use. (An El is a wide-area digital transmission scheme used predominantly in Europe that
carries data at a rate of 2.048 Mbps.)

Structured AAL1 contains a pointer in the payload that allows the digital signal level 0 (DS0) structure to be maintained in
subsequent cells. This allows network efficiencies to be gained by not using bandwidth for unused DSO0s. (A DSO is a framing
specification used in transmitting digital signals over a single channel at 64 kbps on a T1 facility.)

The remapping option allows the ATM network to terminate structured AAL1 cells and remap DSO0s to the proper



destinations. This eliminates the need for permanent virtual circuits (PVCs) between every possible source/destination

combination. The major difference from the previous approach is that a PVC is not built across the network from edge to
edge.

VOATM Signaling

Figure 19-2 describes the transport method, in which voice signaling is carried through the network transparently. PVCs are
created for both signaling and voice transport. First, a signaling message is carried transparently over the signaling PVC from
end station to end station. Second, coordination between the end systems allows the selection of a PVC to carry the voice
communication between end stations.

Figure 19-2 The VOATM Signaling Transport Model Describes the Transport Method, in Which Voice Signaling
Is Carried Through the Network Transparently
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At no time is the ATM network participating in the interpretation of the signaling that takes place between end stations.
However, as a value-added feature, some products are capable of understanding channel associated signaling (CAS) and
can prevent the sending of empty voice cells when the end stations are on-hook.

Figure 19-3 shows the translate model. In this model, the ATM network interprets the signaling from both non-ATM and ATM
network devices. PVCs are created between the end stations and the ATM network. This contrasts with the previous model,
in which the PVCs are carried transparently across the network.

Figure 19-3 In the VOATM Signaling Translate Model, the ATM Network Interprets the Signaling from Both Non-
ATM and ATM Network Devices
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A signaling request from an end station causes the ATM network to create an SVC with the appropriate QoS to the desired
end station. The creation of an SVC versus the prior establishment of PVCs is clearly more advantageous for three reasons:

e SVCs are more efficient users of bandwidth than PVCs.
e QoS for connections do not need to be constant, as with PVCs.

*  The capability to switch calls within the network can lead to the elimination of the tandem private branch exchange
(PBX) and potentially the edge PBX. (A PBX is a digital or analog telephone switchboard located on the subscriber
premises and used to connect private and public telephone networks.)

VOATM Addressing



ATM standards support both private and public addressing schemes. Both schemes involve addresses that are 20 bytes in
length (shown in Figure 19-4).

Figure 19-4 ATM Supports a 20-Byte Addressing Format
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The Authority and Format Identifier (AFI) identifies the particular addressing format employed. Three identifiers are currently
specified: data country code (DCC), international code designator (ICD), and E.164. Each is administered by a standards
body. The second part of the address is the initial domain identifier (IDI). This address uniquely identifies the customer's
network. The E.164 scheme has a longer IDI that corresponds to the 15-digit ISDN network number. The final portion, the
domain-specific part (DSP), identifies logical groupings and ATM end stations.

In a transport model, you don't need to be aware of the underlying addressing used by the voice network. However, in the
translate model, the capability to communicate from a non-ATM network device to an ATM network device implies a level of
address mapping. Fortunately, ATM supports the E.164 addressing scheme, which is employed by telephone networks
throughout the world.

VOATM Routing

ATM uses a private network-to-network interface (PNNI), a hierarchical link-state routing protocol that is scalable for global
usage. In addition to determining reachability and routing within an ATM network, it is also capable of call setup.

A virtual circuit (VC) call request causes a connection with certain QoS requirements to be requested through the ATM
network. The route through the network is determined by the source ATM switch based on what it determines is the best path
through the network, based on the PNNI protocol and the QoS request. Each switch along the path is checked to determine
whether it has the appropriate resources for the connection.

When the connection is established, voice traffic flows between end stations as if a leased line existed between the two. This
specification spells out routing in private networks. Within carrier networks, the switch-to-switch protocol is B-ICI. Current
research and development of integrated non-ATM and ATM routing will yield new capabilities to build translate-level voice
and ATM networks.

VOATM and Delay

ATM has several mechanisms for controlling delay and delay variation. The QoS capabilities of ATM allow the specific
request of constant bit rate traffic with bandwidth and delay variation guarantees. The use of VC queues allows each traffic
stream to be treated uniquely. Priority can be given for the transmission of voice traffic. The use of small, fixed-size cells
reduces queuing delay and the delay variation associated with variable-sized packets.

Voice over Frame Relay

Voice over Frame Relay enables a network to carry live voice traffic (for example, telephone calls and faxes) over a Frame
Relay network. Frame Relay is a common and inexpensive transport that is provided by most of the large telcos.

VoFR Signaling

Historically, Frame Relay call setup has been proprietary by vendor. This has meant that products from different vendors
would not interoperate. Frame Relay Forum FRF.11 establishes a standard for call setup, coding types, and packet formats
for VOFR, and it provides the basis for interoperability between vendors.

VoFR Addressing

Address mapping is handled through static tables, dialed digits mapped to specific PVCs. How voice is routed depends on
which routing protocol is chosen to establish PVCs and the hardware used in the Frame Relay network. Routing can be
based on bandwidth limits, hops, delay, or some combination, but most routing implementations are based on maximizing
bandwidth utilization.

A full mesh of voice and data PVCs is used to minimize the number of network transit hops and to maximize the capability to
establish different QoS. A network designed in this fashion minimizes delay and improves voice quality, but it represents the
highest network cost.

Most Frame Relay providers charge based on the number of PVCs used. To reduce costs, both data and voice segments
can be configured to use the same PVC, thereby reducing the number of PVCs required. In this design, the central site
switch reroutes voice calls. This design has the potential of creating a transit hop when voice needs to go from one remote
office to another remote office. However, it avoids the compression and decompression that occurs when using a tandem
PBX.

A number of mechanisms can minimize delay and delay variation on a Frame Relay network. The presence of long data
frames on a low-speed Frame Relay link can cause unacceptable delays for time-sensitive voice frames. To reduce this
problem, some vendors implement smaller frame sizes to help reduce delay and delay variation. FRF.12 proposes an
industry-standard approach to do this, so products from different vendors will be capable of interoperating and consumers
will know what type of voice quality to expect.

Methods for prioritizing voice frames over data frames also help reduce delay and delay variation. This—and the use of
smaller frame sizes—is vendor-specific implementations. To ensure voice quality, the committed information rate (CIR) on



each PVC should be set to ensure that voice frames are not discarded. Future Frame Relay networks will provide SVC
signaling for call setup and may also allow Frame Relay DTEs to request a QoS for a call. This will enhance VoFR quality in
the future.

Voice over IP

As stated previously, voice over IP (VoIP) is an OSI Layer 3 solution rather than a Layer 2 solution. This feature allows VolP
to operate over Frame Relay and ATM networks autonomously. More importantly, VolP operates over typical LANs to go all
the way to the desktop. In this sense, VolP is more of an application than a service, and VolP protocols have evolved with
this in mind.

VolP protocols fall into two general categories: centralized and distributed. In general terms, centralized models follow a
client/server architecture, while distributed models

are based on peer-to-peer interactions. All VolP technologies use common media by transmitting voice information in RTP
packets over IP. They also agree by supporting a wide variety of compression codecs. The difference lies in signaling and
where call logic and call state are maintained, whether at the endpoints or at a central intelligent server. Both architectures
have advantages and disadvantages. Distributed models tend to scale well and are more resilient (robust) because they lack
a central point that could fail. Conversely, centralized call control models offer easier management and can support
traditional supplementary services (such as conferencing) more easily, but they can have scaling limits based on the capacity
of the central server. Hybrid and interworking models being developed also offer the best of both approaches.

Distributed VolIP call management schemes include the oldest architecture, H.323, and the newest, Session Initiation
Protocol (SIP). Centralized call management methods include Media Gateway Control Protocol and proprietary protocols
such as Skinny Station Protocol (from Cisco Systems). A brief overview of each of these protocols is provided next.

Voice Codec Overview

Voice coder/decoder (codec) technology has advanced rapidly over the last few years thanks to advancements in digital
signal processor (DSP) architectures as well as research into human speech and recognition. New codecs do more than
simply provide analog-to-digital conversion. They can apply sophisticated predictive patterns to analyze voice input and
subsequently transmit voice using a minimum of bandwidth. Some examples of voice codecs and the bandwidth used are
discussed in this section. In all cases, voice is carried in RTP packets over IP.

Simple pulse code modulated (PCM) voice is defined by ITU-T G.711. It allows two basic variations of 64-kbps PCM: Mu-law
and A-law. The methods are similar in that they both use logarithmic compression to achieve 12 to 13 bits of linear PCM
quality in 8 bits. However, they are different in relatively minor compression details (Mu-law has a slight advantage in low-
level signal-to-noise ratio performance). Usage has historically been along country and regional boundaries, with North
America using Mu-law and Europe using A-law modulation. Conversion from Mu-law to A-law is the responsibility of the Mu-
law country. When troubleshooting PCM systems, a mismatch will result in terrible-sounding voice but will still be intelligible.

Another compression method often used is adaptive differential pulse code modulation (ADPCM). A commonly used instance
of ADPCM, ITU-T G.726 encodes using 4-bit samples, giving a transmission rate of 32 kbps. Unlike PCM, the 4 bits do not
directly encode the amplitude of speech, but encode the differences in amplitude as well as the rate of change of that
amplitude, employing some very rudimentary linear prediction.

PCM and ADPCM are examples of waveform codecs, compression techniques that exploit redundant characteristics of the
waveform itself. New compression techniques have been developed over the past 10 to 15 years that further exploit
knowledge of the source characteristics of speech generation. These techniques employ signal-processing techniques that
compress speech by sending only simplified parametric information about the original speech excitation and vocal tract
shaping, requiring less bandwidth to transmit that information. These techniques can be grouped generally as "source"
codecs and include variations such as linear predictive coding (LPC), code excited linear prediction (CELP), and multipulse,
multilevel quantization (MP-MLQ).

There are also subcategories within these codec definitions. For example, code excited linear prediction (CELP) has been
augmented by a low-delay version, predictably called LD-CELP (for low delay CELP). It has also been augmented by a more
sophisticated vocal tract modeling technique using conjugate structure algebraic transformations. This results in a codec
called CSA-CELP. The list goes on and on, but it is important for network designers to understand only the trade-offs of
these approaches as they apply to network and application design.

Advanced predictive codecs rely on a mathematical model of the human vocal tract and, instead of sending compressed
voice, send mathematical representations so that voice can be generated at the receiving end. However, this required a
great deal of research to get the bugs out. For example, some early predictive codecs did a good job of reproducing the
developers' voices and were actively promoted—until it was discovered that they did

not reproduce female voices or Asian dialects very well. These codecs then had to be redesigned to include a broader range
of human voice types and sounds.

The ITU has standardized the most popular voice coding standards for telephony and packet voice to include the following:

e G.711, which describes the 64-kbps PCM voice-coding technique outlined earlier. G.711-encoded voice is already in
the correct format for digital voice delivery in the public phone network or through PBXs.

e (.726, which describes ADPCM coding at 40, 32, 24, and 16 kbps. ADPCM voice may also be interchanged
between packet voice and public phone or PBX networks, provided that the latter has ADPCM capability.

* (G.728, which describes a 16-kbps low-delay variation of CELP voice compression. CELP voice coding must be
transcoded to a public telephony format for delivery to or through telephone networks.

e G.729, which describes CELP compression that enables voice to be coded into 8-kbps streams. Two variations of
this standard (G.729 and G.729 Annex A) differ largely in computational complexity, and both generally provide speech
quality as good as that of 32-kbps ADPCM.

e G.723.1, which describes a compression technique that can be used for compressing speech or other audio signal
components of multimedia service at a very low bit rate. As part of the overall H.324 family of standards, this coder has
two bit rates associated with it: 5.3 and 6.3 kbps. The higher bit rate is based on MP-MLQ technology and has greater
quality; the lower bit rate is based on CELP, gives good quality, and provides system designers with additional flexibility.

As codecs rely increasingly on subjectively tuned compression techniques, standard objective quality measures such as total
harmonic distortion and signal-to-noise ratios have less correlation with perceived codec quality. A common benchmark for
quantifying the performance of the speech codec is the mean opinion score (MOS). Because voice quality and sound in
general are subjective to the listener, it is important to get a wide range of listeners and sample material. MOS tests are
given to a group of listeners who give each sample of speech material a rating of 1 (bad) to 5 (excellent). The scores are



then averaged to get the mean opinion score. MOS testing is also used to compare how well a particular codec works under
varying circumstances, including differing background noise levels, multiple encodes and decodes, and so on. This data can
then be used to compare against other codecs.

MOS scoring for several ITU-T codecs is illustrated in Table 19-1. This table shows the relationship between several low bit
rate codecs and standard PCM.

Table 19-1 Relative Processing Complexity and Mean Opinion Scores of Popular Voice

Codecs

Compression Method | Bit Rate (kbps) | processing 1 (Mips) |Framing Size | MOS Score
G.711 PCM 64 0.34 0.125 4.1
G.726 ADPCM 32 14 0.125 3.85
G.728 LD-CELP 16 33 0.625 3.61
G.729 CS-ACELP 8 20 10 3.92
G.729 x2 Encodings 8 20 10 3.27
G.729 x3 Encodings 8 20 10 2.68
G.729a CS-ACELP 8 10.5 10 3.7
G.723.1 MPMLQ 6.3 16 30 3.9
G.723.1 ACELP 5.3 16 30 3.65

Imip processing power given for Texas Instruments 54x DSPs
This table provides information useful in comparing various popular voice codec implementations. The relative bandwidth as
well as processing complexity (in millions of instructions per second [MIPS]) is useful in understanding the trade-offs
associated with various codecs. In general, higher mean opinion scores are associated with more complex codecs or more
bandwidth.

VolIP Network Design Constraints

After voice has been compressed and converted to data, the next step is to put it into

a Real Time Protocol (RTP) stream for transmission across an IP network. Network designers must consider both bandwidth
and delay when implementing VolP. Bandwidth requirements are critical and are determined not only by the codec selected,
but also by the overhead added by IP headers and other factors. Bandwidth is especially critical across expensive WAN
links. Delay is affected by propagation delay (speed of light constraints), serial delay (typically caused by buffering within
devices in transit), and packetization delay.

Network Bandwidth Requirements

The bandwidth of a voice conversation over IP is affected by a variety of factors. First, as described previously, the codec
employed for the conversation can vary widely from as little as 3 to 4 kbps to as much as 64 kbps. Layer 3 (IP) and Layer 2
(Ethernet) headers add additional overhead. Voice packets are typically very small and often contain no more than 20 bytes
of information, so it is obvious that overhead can quickly overwhelm the bandwidth requirements.

Systems designers have several tools to help reduce the problem. First, voice activity detection (VAD) is used at the source
to regulate the flow of packets by stopping transmission if the analog voice level falls below a threshold. This has the net
result of reducing the bandwidth requirements by about half because most human conversations are silent at least half the
time as the other person talks (unless there is a serious argument going on ...).

There are a couple of problems with this solution. First, switch on/switch off times must be carefully tuned to avoid clipping.
Cisco solves this problem by continuously sampling and coding, and then dropping the packet at the last moment if voice
energy fails to exceed a certain minimum within the allotted time. In effect, a mostly empty voice packet is queued and
prepared for transport, and will precede the speaker's first utterance, if necessary. The other problem created with VAD is the
lack of noise at the receiver end. Human users of these early systems frequently complained that it sounded like they had
been disconnected during the call because they no longer heard noise from the other end while they were talking. This
proves that VAD is working but is evidently not user-friendly.

Cisco and other manufacturers have solved this problem by adding comfort noise to the receive end of the conversation.
When a receiver is in buffer underflow condition—that is, it is not receiving packets—the system generates a low-level pink or
white noise signal to convince listeners that they are still connected. More advanced systems actually sample the ambient
background noise at the far end and reproduce it during periods of silence.

Another tool often used by network designers is to compress the RTP headers. A great deal of information in RTP headers is
duplicated or redundant in a stream. Cisco routers can compress the RTP headers on a hop-by-hop basis, reducing required
bandwidth by a significant amount.

The end result of these steps is illustrated in Table 19-2. This table shows the relative bandwidth requirements of various
codec implementations, along with additional overhead associated with typical network transport layers.

Table 19-2 VolP/Channel Bandwidth Consumption

Algorithm |Voice | MOS |Codec |Frame |Cisco Packets | IP/UDP/|CRTP L2 Layer2 |Total Total
BW Delay |Size Payload |per RTP Header header |Bandwidth |Band
kbps msec |(Bytes) | (Bytes) |Second |Header |(Bytes) (Bytes) |kbps no kbps

(Bytes) VAD

width
VAD




G.729 8 3.9 15 10 20 50 40 Ether |14 29.6 14.8
G.729 8 3.9 15 10 20 50 2 Ether |14 14.4 7.2
G.729 8 3.9 15 10 20 50 40 PPP |6 26.4 13.2
G.729 8 3.9 15 10 20 50 2 PPP |6 11.2 5.6
G.729 8 3.9 15 10 20 50 40 FR 4 25.6 12.8
G.729 8 3.9 15 10 20 50 2 FR 4 10.4 52
G.729 8 3.9 15 10 20 50 40 ATM |2cells |42.4 21.2
G.729 8 3.9 15 10 20 50 2 ATM |1 cell 21.2 10.6
G.711 64 41 1.5 160 160 50 40 Ether |14 85.6 42.8
G.711 64 4.1 1.5 160 160 50 2 Ether |14 70.4 35.2
G.711 64 4.1 1.5 160 160 50 40 PPP |6 82.4 41.2
G.711 64 4.1 15 160 160 50 2 PPP |6 67.2 33.6
G.711 64 4.1 15 160 160 50 40 FR 4 81.6 40.8
G.711 64 4.1 1.5 160 160 50 2 FR 4 66.4 33.2
G.711 64 4.1 1.5 160 160 50 40 ATM |5cells [106.0 53.0
G.711 64 4.1 15 160 160 50 2 ATM |4 cells |84.8 42.4
G.729 8 3.9 15 10 30 33 40 PPP |6 20.3 10.1
G.729 8 3.9 15 10 30 33 2 PPP |6 10.1 51
G.729 8 3.9 15 10 30 33 40 FR 4 19.7 9.9
G.729 8 3.9 15 10 30 33 2 FR 4 9.6 4.8
G.729 8 3.9 15 10 30 33 40 ATM |2cells |28.3 141
Algorithm |Voice | MOS |Codec |Frame |Cisco Packets | IP/UDP/|CRTP |L2 Layer2 | Total Total
BW Delay |Size Payload |per RTP Header header |Bandwidth |Bandwidth
kbps msec |(Bytes) | (Bytes) |Second |Header |(Bytes) (Bytes) |kbps no kbps|VAD
(Bytes) VAD
G.729 8 3.9 15 10 30 33 2 ATM |1cell 14.1 7.1
G.723.1 6.3 3.9 37.5 30 30 26 40 PPP |6 16.0 8.0
G.723.1 6.3 3.9 37.5 30 30 26 2 PPP |6 8.0 4.0
G.723.1 6.3 3.9 37.5 30 30 26 40 FR 4 15.5 7.8
G.723.1 6.3 3.9 37.5 30 30 26 2 FR 4 7.6 3.8
G.723.1 6.3 3.9 37.5 30 30 26 40 ATM |2cells |22.3 111
G.723.1 6.3 3.9 37.5 30 30 26 2 ATM |1 cell 111 5.6
G.723.1 5.3 3.65 |37.5 30 30 22 40 PPP |6 13.4 6.7
G.723.1 5.3 3.65 |37.5 30 30 22 2 PPP |6 6.7 34
G.723.1 5.3 3.65 |37.5 30 30 22 40 FR 4 13.1 6.5
G.723.1 5.3 3.65 |37.5 30 30 22 2 FR 4 6.4 3.2
G.723.1 5.3 3.65 |37.5 30 30 22 40 ATM |2cells |18.7 9.4
G.723.1 5.3 3.65 |37.5 30 30 22 2 ATM |1cell 9.4 4.7
Delay

Network designers planning to implement VolP must work within a delay budget imposed by the quality of the system to the
users. As a typical rule, total end-to-end delay must be kept to less than about 150 ms.

Propagation delay is determined by the medium used for transmission. The speed of light in a vacuum is 186,000 miles per
second, and electrons travel about 100,000 miles per second in copper. A fiber network halfway around the world (13,000
miles) would theoretically induce a one-way delay of about 70 milliseconds. Although this delay is almost imperceptible to the




human ear, propagation delays in conjunction with handling delays can cause noticeable speech degradation. Users who
have talked over satellite telephony links experience a delay approaching 1 second in some cases, with typical delays of
about 250 ms being tolerable. Delays greater than 250 ms begin to interfere with natural conversation flow, as speakers
interrupt each other.

Handling delays can impact traditional circuit-switched phone networks, but they are a larger issue in packetized
environments because of buffering of packets. Therefore, delay should be calculated to determine whether it stays below the
threshold of 150 to 200 ms.

G.729 has an algorithmic delay of about 20 milliseconds because of look ahead. In typical Voice over IP products, the DSP
generates a frame every 10 milliseconds. Two of these speech frames are then placed within one packet; the packet delay,
therefore, is 20 milliseconds.

There are other causes of delay in a packet-based network: the time necessary to move the actual packet to the output
gueue, and queue delay. Cisco I0S software is quite good at moving and determining the destination of a packet. (This fact
is mentioned because other packet-based solutions [PC-based and others] are not as good at determining packet destination
and moving the actual packet to the output queue.) The actual queue delay of the output queue is another cause of delay.
This factor should be kept to less than 10 milliseconds whenever possible by using whatever queuing methods are optimal
for that network.

Table 19-3 shows that different codecs introduce different amounts of delay.

Table 19-3 Codec-Introduced Delay

Compression Method Bit Rate (kbps) Compression Delay (ms)
G.711 PCM 64 0.75

G.726 ADPCM 32 1

G.728 LD-CELP 16 3to5

G.729 CS-ACELP 8 10

G.729a CS-ACELP 8 10

G.723.1 MPMLQ 6.3 30

G.723.1 ACELP 5.3 30

In addition to steady state delay, discussed previously, VolP applications are sensitive to variations in that delay. Unlike
circuit-based networks, the end-to-end delay over a packet network can vary widely depending on network congestion. Short-
term variations in delay are called jitter, defined as the variation from when a packet was expected and when it actually is
received. Voice devices have to compensate for jitter by setting up a playout buffer to play back voice in a smooth fashion
and to avoid discontinuity in the voice stream. This adds to the overall system delay (and complexity). This receive buffer can
be fixed at some value or, in the case of some advanced Cisco Systems devices, is adaptive.

Note that jitter is the primary impediment to transmitting VVolP over the Internet. A typical VolP call over the Internet would
traverse many different carrier systems, with widely varying latency and QoS management. As a result, VolP over the public
Internet results in poor quality and is typically discouraged by VolP vendors. Nevertheless, many software applications exist
to provide free voice services over the Internet. The common characteristic of these Voice over Internet systems is very large
receive buffers, which can add more than 1 second of delay to voice calls. Free voice is attractive, but to business users, the
poor quality means that these systems are worthless. However, some residential users are finding them adequate—
especially for bypassing international toll charges.

In the future, as Internet service providers enhance the QoS features of their networks, Voice over Internet solutions will
become more popular. In fact, many analysts predict that voice will eventually become free, as a bundled service with
Internet access.

Quality of Service for VolP

As seen previously, the quality of voice is greatly affected by latency and jitter in a packet network. Therefore, it is important
for network designers to consider implementation of QoS policies on the network. In addition to protecting voice from data,
this has the added benefit of protecting critical data applications from bandwidth starvation because of oversubscription of
voice calls.

The elements of good QoS design include provisions for managing packet loss, delay, jitter, and bandwidth efficiency. Tools
used to accomplish these goals are defined here:

* Policing—Provides simple limiting of packet rate, often by simply dropping packets that exceed thresholds to match
capacities between different network elements. Policing can be performed on either input or output of a device. Examples
include random early detection (RED) and WRED (weighted RED). These techniques help identify which packets are
good candidates to drop, if necessary.

« Traffic shaping—Provides the capability to buffer and smooth traffic flows into and out of devices based on packet
rate. Unlike policing, however, traffic shaping tries to avoid dropping packets, but it tends to add latency and jitter as they
are buffered for later transmission.

« Call admission control—Provides the capability to reject requests for network bandwidth from applications. In the
case of VoIP, an example might be the use of Resource Reservation Protocol (RSVP) to reserve bandwidth prior to
completion of a call. Similarly, an H.323 gatekeeper might be used in signaling to manage a portion of available
bandwidth on a per-call basis.

* Queuing/scheduling—These are used with buffering to determine the priority of packets to be transmitted. Separate
queues for voice and data, for example, allow delay-sensitive voice packets to slip ahead of data packets. Examples
useful for VoIP include weighted fair queuing and IP RTP priority queuing, among others.

« Tagging/marking—Includes various techniques to identify packets for special handling. In the case of VolP packets,



for example, the packets can be identified by RTP format, IP precedence bits (ToS bits), and so on. Tagging is also
critical to preserve QoS across network boundaries. For example, tag switching preserves IP tagging across an ATM
network, allowing VolP to traverse an ATM network.

*  Fragmentation—Refers to the capability of some network devices to subdivide large packets into smaller ones
before traversing a narrow bandwidth link. This is critical to prevent voice packets from getting "frozen out" while waiting
for a large data packet to go through. Fragmentation allows the smaller voice packets to be inserted within gaps in the
larger packet. The large packet is subsequently reassembled by a router on the other end of the link so that the data
application is unaffected.

H.323 Overview

H.323 is a derivative of the H.320 videoconferencing standard, but it assumes LAN connectivity rather than ISDN between
conferencing components. As such, QoS is not assumed and is not implicitly supported. When used to support a VolP
application, the calls are treated as audio-only videoconferences.

Standards-based videoconferencing is generally governed by the International Telecommunications Union (ITU) "H-series"
recommendations, which include H.320 (ISDN protocol), H.323 (LAN protocol), and H.324 (POTS protocol). These standards
specify the manner in which real-time audio, video, and data communications takes place over various communications
topologies. Standards compliance promotes common capabilities and interoperability between networked multimedia building
blocks that may be provided by multiple vendors.

The H.323 standard was ratified in 1996 and consists of the following component standards:

* H.225—Specifies messages for call control, including signaling, registration and admissions, and packetization/
synchronization of media streams.

» H.245—Specifies messages for opening and closing channels for media streams and other commands, requests and
indications.

* H.261—Video codec for audiovisual services at P c« 64 kbps.
* H.263—Specifies a new video codec for video POTS.
e G.711—Audio codec, 3.1 kHz at 48, 56, and 64 kbps (normal telephony).
e G.722—Audio codec, 7 kHz at 48, 56, and 64 kbps; ratified.
e G.728—Audio codec, 3.1 kHz at 16 kbps.
e G.723—Audio codec, for 5.3 and 6.3 kbps modes.
e (G.729—Audio codec (G.729a is a reduced complexity variant).
Following are H.323 device descriptions:

* Terminal—An H.323 terminal is an endpoint on the local-area network that provides for real-time, two-way
communications with another H.323 terminal, gateway, or multipoint control unit. This communication consists of control,
indications, audio, moving color video pictures, and data between the two terminals. A terminal may provide speech only,
speech and data, speech and video, or speech, data, and video.

e Gateway—An H.323 gateway (GW) is an endpoint on the local-area network that provides for real-time, two-way
communications between H.323 terminals on the LAN and other ITU terminals on a wide-area network, or to another

H.323 gateway. Other ITU terminals include those complying with recommendations H.310 (H.320 on B-ISDN), H.320
(ISDN), H.321 (ATM), H.322 (GQOS-LAN), H.324 (GSTN), H.324M (mobile), and V.70 (DSVD).

e Proxy—The proxy is a special type of gateway that, in effect, relays H.323 to another H.323 session. The Cisco
proxy is a key piece of the conferencing infrastructure that can provide QoS, traffic shaping, and policy management for
H.323 traffic.

*  Gatekeeper—The gatekeeper, which is optional in an H.323 system, provides call control services to the H.323
endpoints. More than one gatekeeper may be present and they can communicate with each other in an unspecified
fashion. The gatekeeper is logically separate from the endpoints, but its physical implementation may coexist with a
terminal, MCU, gateway, MC, or other non-H.323 LAN device.

e Multipoint control unit—The multipoint control unit (MCU) is an endpoint on the local-area network that provides the
capability for three or more terminals and gateways to participate in a multipoint conference. It may also connect two
terminals in a point-to-point conference, which may later develop into a multipoint conference. The MCU generally
operates in the fashion of an H.231 MCU, but an audio processor is not mandatory. The MCU consists of two parts: a
mandatory multipoint controller and optional multipoint processors. In the simplest case, an MCU may consist of only an
MC with no MPs.

*  Multipoint controller—The multipoint controller (MC) is an H.323 entity on

the local-area network that provides for the control of three or more terminals participating in a multipoint conference. It
may also connect two terminals in a point-to-point conference, which may later develop into a multipoint conference. The
MC provides for capability negotiation with all terminals to achieve common levels

of communications. It also may control conference resources, such as who is multicasting video. The MC does not
perform mixing or switching of audio, video, and data.

e Multipoint processor—The multipoint processor (MP) is an H.323 entity on the local-area network that provides for
the centralized processing of audio, video, and data streams in a multipoint conference. The MP provides for the mixing,
switching, or other processing of media streams under the control of the MC. The MP may process a single media stream
or multiple media streams, depending on the type of conference supported.

* Point-to-point conference—A point-to-point conference is a conference between two terminals. It may be either
directly between two H.323 terminals or between an H.323 terminal and an SCN terminal via a gateway. It is a call
between two terminals.

e Switched-circuit network (SCN)—A public or private switched telecom-munications network such as the GSTN, N-
ISDN, or B-ISDN.

H.323 provides for fairly intelligent endpoints, which are responsible for maintaining their own call state. In its simplest form,
H.323 is a peer-to-peer signaling system. Endpoints can call each other directly using the procedures provided by the
standards if they know each other's IP address. Initial call setup signaling messages follow the traditional ISDN Q.931 model,



using ASN.1-formatted information packets over TCP. As such, the signaling protocol relies on TCP retransmissions for QoS.
After the call setup phase, the two endpoints do a capabilities exchange to negotiate which of several standard audio codecs
to use, and finally they elect RTP port numbers to use for the voice media itself. Note that because RTP port numbers are
assigned dynamically by the endpoints within a wide range, there are some difficulties operating through firewalls unless they
maintain the call setup process itself.

H.323 Call Flow and Protocol Interworking

The provision of the communication is made in the steps shown in Figure 19-5.

Figure 19-5 Call Flow Between H.323 Devices
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As can be seen from Figure 19-5, H.323 is designed to be robust and flexible, but at the cost of less efficiency.

General MGCP Overview

Media Gateway Control Protocol (MGCP) represents a relatively new set of client/server VolP signaling protocols. These
protocols have evolved in answer to the need for stateful, centralized management of relatively dumb endpoint devices. This
capability greatly extends the utility of the system by making the VolP system easier to design, configure, and manage
because all major system changes occur at the server.

At the time of this writing, MGCP is an IETF draft. It may never be ratified as is by the IETF. Instead, a more advanced
derivative protocol called MEGACO will probably be the ultimate solution. However, market demand has encouraged several
vendors (including Cisco Systems) to announce support for MGCP in prestandard form. This has created the situation of a
de facto standard with interoperability demonstrations among various vendors. This is generally good for the market because
it has resulted in products with real customer value from various vendors.

As with most standards, MGCP has a colorful history. Initially, a client/server protocol called Simple Gateway Control
Protocol was proposed jointly by Bellcore (now Telcordia) and Cisco Systems. This was the first step toward a truly stateless
client. During the same period, another client/server protocol, called Internet Protocol Device Control (IPDC), was being
developed by Level 3 in conjunction with Cisco Systems and other vendors. IPDC was conceived as a more generic control
system for various IP multimedia devices. As the two protocols matured in the standards committees, they eventually merged
to form MGCP.

MGCP Concepts

As stated before, MGCP uses simple endpoints called media gateways (MGs). An intelligent media gateway controller
(MGC) or call agent (CA) provides services. The endpoint provides user interactions and interfaces, while the MGC provides
centralized call intelligence. A master/slave relationship is preserved at all times between the MGC and the MGs. In fact, all
changes of state are forwarded to the MGC via a series of relatively simple messages. The MG can then execute simple
actions based on commands from the MGC.

It is important to understand the stateless nature of the MG endpoints. They have no local call intelligence. For example, in
the case of an FXS type interface supporting an analog telephone, when the user goes off-hook, the gateway notifies the
MGC, which then instructs the MG to play the dial tone. When the user enters digits (DTMF) to dial a number, each digit is
relayed to the MGC individually because the MG has no concept of a dial plan. It doesn't know when the user has dialed
enough digits to complete a call. In a sense, the MG becomes a logical extension of the MGC. If any new services are
introduced (such as call waiting), they need be introduced only into the MGC.



Typically, MGCP messages are sent over IP/UDP between the MG and the MGC. Any special telephony signaling interfaces
(such as the D channel of a Primary Rate Interface) are simply forwarded directly to the MGC for processing rather than
terminating them in the MG. This means that for typical applications, the data connection between the MG and the MGC is
critical to keep calls up.

The media connection (voice path) itself is usually over IP/RTP, but direct VOATM and VoFrame Relay can also be used. (In
fact, MGCP does not specify the media.) For security, MGCP uses IPSec to protect the signaling information.

MGCP Advantages

MGCP offers several advantages over typical H.323 implementations. Although MGCP has not been ratified as an official
standard, enough vendors have demonstrated interoperability that it can be safely deployed by customers without fear of
being locked in. It leverages existing IETF protocols (SDP, SAP, RTSP). Probably most importantly, the centralized call
control model in MGCP allows for much more efficient service creation environments, including billing, call agents,
messaging services, and so on. Depending on vendor implementation, the MGC can support standard computer telephony
integration (CTI) interfaces such as Telephony Application Programming Interface (TAPI) used on PBXs.

MGCP Protocol Definitions
The MGCP model specifies the following:
» Endpoints—Specific trunk/port or service, such as an announcement server.

* Connections—The equivalent of a session. Connections offer several modes: send, receive, send/receive, inactive,
loopback, and a continuity test.

e Calls—Groupings of connections.
e Call agents—The media gateway controller (MGC).
MGCP messages are composed from a short list of primitives:
* NotificationRequest (RQNT)—Instructs the gateway to watch for specific events.
e Notify (NTFY)—Informs the MGC when requested events occur.
e CreateConnection (CRCX)—Creates a connection to an endpoint inside the gateway.
* ModifyConnection (MDCX)—Changes the parameters associated with an established connection.
« DeleteConnection—Deletes an existing connection. Ack returns call statistics.
e AuditEnpoint (AUEP)—Audits an existing endpoint.
e AuditConnection (AUCX)—Audits an existing connection.
* RestartinProgress (RSIP)—Is a gateway notification to the MGC that an MG or an endpoint is restarting or stopping.

Of specific interest are the notification messages. The media gateway uses these messages to tell the MGC of a change of
state. They typically involve signaling or events. Some examples of each are listed here:

* Signals—Ringing, distinctive ringing (0 to 7), ringback tone, dial tone, intercept tone, network congestion tone, busy
tone, confirm tone, answer tone, call waiting tone, off-hook warning tone, pre-emption tone, continuity tone, continuity
test, DTMF tones

* Events—Fax tones, modem tones, continuity tone, continuity detection (as a result of a continuity test), on-hook
transition, off-hook transition, flash hook, receipt of DTMF digits

MGCP has a number of features that make it attractive for deployment of VoIP systems. First, messaging is UDP-based
rather than TCP-based, which makes it more efficient. The centralized control model is subject to a single point of failure, so
media gateways can be designed to revert to a standby MGC upon failure of the primary controller. This can result in the
model being as reliable as any other call control model. MGCP scales well, typically depending only on the processing power
of the MGC. When that becomes the limiting factor, the network can be subdivided into separate MGC domains. Therefore,
an MGCP call control model can scale to millions of endpoints.

The protocaol is also reliable, with an acknowledgment for each request consisting of one

of three options: success, transient error, and permanent error. Requests that are not acknowledged can be retried. MGCP
also relies on DNS to resolve names to IP addresses. This means that the IP address can be abstracted to multiple nodes, or
a single node can have multiple IP addresses. Again, all this adds to the flexibility of the protocol.

Typical MGCP call flow is shown in Figure 19-6.

General SIP Tutorial

Session Initiation Protocol (SIP) is a new entry into the signaling arena, with a peer-to-peer architecture much like H.323.
However, unlike H.323, SIP is an Internet-type protocol in philosophy and intent. It is described in RFC 2543, which was
developed with the IETF MMUSIC Working Group in September 1999. Many technologists regard SIP as a competitor to
H.323 and complementary to client/server protocols such as MGCP. As such, it will probably see deployment in mixed
environments composed of combinations of SIP end points along with MGCP devices.

Figure 19-6 Typical MGCP Flow
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SIP depends on relatively intelligent endpoints, which require little or no interaction with servers. Each endpoint manages its
own signaling, both to the user and to other endpoints. Fundamentally, the SIP protocol provides session control, while
MGCP provides device control. This provides SIP with a number of advantages. First, the simple message structure provides
for call setup in fewer steps than H.323 so that performance is better than H.323 using similar processing hardware. SIP is
also more scalable than H.323 because it is inherently a distributed and stateless call model. Perhaps the key difference
(and advantage) of SIP is the fact that it is truly an Internet-model protocol from inception. It uses simple ASCIlI messaging
(instead of ASN.1) based on HTTP/1.1. This means that SIP messaging is easy to decode and troubleshoot—but more
importantly, it means that web-type applications can support SIP services with minimal changes. In fact, SIP fully supports
URL (with DNS) naming in addition to standard E.164 North American Numbering Plan addressing. That means that in a SIP
model, a user's e-mail address and phone address can be the same. It also means that the session is abstracted so that very
different endpoints can communicate with each other.

SIP is modeled to support some or all of five facets of establishing and terminating multimedia communications. Each of
these facets can be discovered or negotiated in a SIP session between two endpoints.

*  User location

e User capabilities
e User availability
e Call setup

e Call handling

Although SIP is philosophically a peer-to-peer protocol, it is made up of logical clients and servers, often collocated within an
endpoint. For example, a typical SIP client may be an IP phone, PC, or PDA; it contains both a user agent client (UAC) to
originate SIP requests and a user agent server (UAS) to terminate SIP requests. Also supported are SIP proxy servers, SIP
redirect servers (RS), registrars, and location servers. These servers are all optional but also very valuable in actual SIP
implementations.

SIP servers are defined here:
* Proxy server—Acts as a server and client; initiates SIP requests on behalf of a UAC.

* Redirect server (RS)—Receives a SIP request, maps the destination to one or more addresses, and responds with
those addresses.

* Registrar—Accepts requests for the registration of a current location from UACs. Typically is colocated with a
redirect server.

* Location server—Provides information about a callee's possible locations, typically contacted by a redirect server. A
location server/service may co-exist with a SIP redirect server.

SIP Messages

SIP messages consist of a simple vocabulary of requests and responses. Requests are called methods and include these:

* REGISTER—REegisters current location with the server.
* INVITE—Is sent by the caller to initiate a call.
* ACK—Is sent by the caller to acknowledge acceptance of a call by the callee. This message is not responded to.
* BYE—Is sent by either side to end a call.
e CANCEL—Is sent to end a call not yet connected.

*  OPTIONS—Is sent to query capabilities.



SIP Addressing
As mentioned previously, SIP addressing is modeled after mailto URLs. For example, a typical SIP address might look like:
sip: "einstein" aeinstein@smartguy.com; transport=udp
However, standard E.164 addressing can also be supported by embedding it in the same URL format, like this:
+14085553426@smartguy.com; user=phone
The address structure also indicates parameters such as transport type and multicast address.

SIP Call Flow

As seen in Figure 19-7, call setup with SIP is much simpler than H.323, even with a proxy server involved. Without the proxy
server, the endpoints must know each other. However, call setup proceeds from a simple INVITE message directly from one

endpoint to the other.

Figure 19-7 Call Flow for Session Initiation Protocol (SIP)
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Comparison and Contrast of the Various VoIP Signaling Alternatives

The various signaling alternatives each offer advantages and disadvantages for system designers. A few highlights are
presented here.

First, regarding MGCP and H.323, the scope of the protocols is different. MGCP is a simple device-control protocol, while
H.323 is a full-featured multimedia conferencing protocol. H.323 is currently approved up to version 3, while MGCP has not
been and may never be fully ratified; it is merely a de facto standard adopted by some manufacturers. As such, MGCP
interoperability has been demonstrated, but not industry-wide. Likewise, the complexity of H.323 has inhibited interoperability
as well.

MGCP can set up a call in as few as two round-trips, while H.323 typically requires seven or eight round-trips. (Note:
H.323v2 provides for a fast start process to set up some calls in only two round-trips, but this is not widely implemented.) Call
control is little more than device control for MGCP, while H.323 derives call flow from Q.931 ISDN signaling as a media
control protocol. This control information is transmitted over UDP for MGCP, and over TCP for H.323.

SIP and H.323 are more direct competitors. They are both peer-to-peer, full-featured multimedia protocols. SIP is an IETF
RFC, while H.323v3 has been approved by the ITU. Interoperability of both protocols has been demonstrated. SIP is more
efficient than H.323, allowing some call setups in as little as a single round-trip. In addition, SIP uses existing Internet-type
protocols, while H.323 continues to evolve new elements to fit into the Q.931 ISDN model.

Comparison of SIP to MGCP is similar to the comparison of H.323 to MGCP, in that SIP (like H.323) is a media-control
protocol and MGCP is a device-control protocol. The same differences emerge as before between client/server and peer-to-
peer. The fundamental difference is that peer-to-peer protocols such as H.323 and SIP tend to scale more gracefully, but
client/server protocols such as MGCP are easier to design and maintain.

Evolution of Solutions for Voice over Data

The first products to integrate voice and data were targeted at eliminating long-distance telephone toll charges by providing
tie lines between PBXs over a WAN infrastructure. These products were typically integrated into a router or another data
device and provided simple point-to-point tie line service using simple analog trunk ports. As the products matured, more
interface types were supported, including digital interfaces, E&M, and other types.

Later, as capabilities improved, support for analog telephone sets was introduced. This application was initially targeted at off-
premises extensions from the PBXs using Private Line Automatic Ringdown (PLAR) circuits, but later DTMF detection was
added within these gateway devices along with support for basic dial plans. Ultimately, this resulted in the capability of the
WAN network devices to provide not only transport, but also tandem switching for the attached PBXs.

Over time, enterprise-wide call logic began to migrate toward the WAN data network elements. Each individual PBX at the
edge of the WAN cloud needed only to forward intersite calls into the WAN gateways, without regard for further detailed trunk
route calculations. Dial plans provisioned in data gateways such as Cisco Systems-integrated voice/routers were sufficient to
manage trunking between many sites.

This model worked very well, especially for smaller networks of 10 or fewer sites. However, as installations grew increasingly
larger with greater numbers of sites, it became difficult to administer. Every time a new site was added or the dial plan was
otherwise changed, network engineers would need to manually log in to every router in the network to make corresponding
dial plan changes. This process with unwieldy and error-prone. Ultimately, vendors began introducing tools that made this job
easier. For example, the Cisco Voice Manager (CVM) product provides a GUI interface for dial plan configuration and



management, and allows network engineers to manage hundreds of voice gateways.

Again, these solutions were sufficient for many applications, but scaling again became an issue at even larger system sizes
with many hundreds to thousands of nodes. As large enterprises and service providers began to evaluate the technology,
they discovered

scaling issues in two general areas: connection admission control (CAC) and dial plan centralization.

Connection admission control became more important as voice traffic grew. It became obvious that although a gateway could
see another gateway across a logical flat mesh network, it was not always possible to complete a call. A method was needed
for some central intelligence to act as traffic cop and to regulate the number of calls between critical nodes. Calls exceeding
the defined number would be dropped or rerouted as necessary.

Dial plans also became too large to administer on small network elements. The flat mesh topology essentially made it
necessary to store dial plan information about all sites in each node. Memory and processor limitations soon became the
limiting factor to further growth.

The solution to both of these problems was the introduction of centralized call control. In the case of Voice over Frame Relay
and Voice over ATM, virtual switch controller-type systems were introduced to centralize the call logic and intelligence.
Likewise, for VolP, the H.323 gatekeeper function was used to provide this centralized control function. In the case of Cisco
Systems, for example, the Multimedia Conferencing Manager (MCM) H.323 gatekeeper application was deployed to support
voice networks as well as the videoconferencing networks for which it was developed.

Note that centralized call control logic does not mean centralization of voice paths. Only the dial plan administration and call
control are centralized. The actual switching of voice packets still occurs in the data network elements as it always has, so
the inherent economies and efficiency of packet voice solutions remain intact.

The Future: Telephony Applications

As integrated voice/data solutions continue to mature, a new wave of applications has emerged from various vendors.
Instead of providing simple transport and switching functions for PBXs, packet voice solutions can now begin to replace
those PBXs with an end-to-end solution. This means that packet voice technologies are no longer a service provided by the
network, but they become an application running on the network. The distinction is critical in terms of how these products are
marketed and administered. These products can be categorized by architecture and consist of the following general types:

e Un-PBX—In this architecture, a PC-based server contains both trunk gateway ports and analog telephone ports.
Typically, special software and drivers running on an NT operating system provide all standard key system functions to
the analog telephones. Supplementary functions such as hold and transfer are activated via hookflash and * commands.
The systems typically scale up to as many as 48 telephones. Note that there is no redundancy, but the overall cost of the
system can be much less than that of older key systems. Many products include integrated voicemail by saving digitized
voice messages on the hard disk.

« LAN-PBX—This is a general category of products that are based on LAN telephony all the way to the desktop. Some
products offer LAN telephony services through the use of a software client on the user's PC, while others actually offer
telephone instruments that plug into the LAN. Of the latter, products can be based on the MAC layer (Ethernet), ATM, or
IP. Products at Layer 3 (those that are IP-based) offer greater flexibility and scaling because IP is a routable protocol.
That means that these products can be used on different LAN segments. Products based on lower-layer protocols offer
an attractive price point because client complexity is lower.

Over the long run, the greatest challenges facing LAN telephony are reliability and scalability. These issues must be
addressed if voice/data integration is ever to replace the traditional PBX architecture. Products address these issues in a
number of ways. For example, the Cisco Systems IP telephony solution provides for redundant call processing servers so
that if one fails, the IP telephones switch to a backup unit. In addition, call control models that reduce server complexity
provide for better scalability. In this case, the Cisco Systems products use a client/server call control model similar to MGCP,
called Skinny Station Protocol. This allows a single server to manage thousands of telephone endpoints (telephones and
gateway ports).

Incentives Toward Packet Telephony Applications

LAN-based telephony solutions offer attractive business models to consumers today. Typical "un-PBX" systems cost less
than the key systems that they replace. Likewise, LAN-based PBX systems provide superior return on investment to
traditional PBX systems. Although initial equipment costs are comparable, LAN PBXs typically cost much less than PBXs to
install because they use the existing data infrastructure (Category 5 cabling) rather than separate voice wiring. Administration
is also less burdensome because LAN and

server administrators can manage the system without the need for dedicated telephony technicians. Finally, toll-bypass
savings are also a byproduct of the system because calls between offices stay on the data network from end to end. Over
time, these savings add up to the point that a LAN-based telephony system can offer considerable savings over traditional
PBXs.

This is not to say that PBX systems will disappear overnight. Instead, traditional PBX vendors are actively migrating the
existing products to become packet-enabled. Starting with simple data trunk cards to provide toll-bypass capability, PBX
vendors are adding H.323 VolP cards to allow the PBXs to manage H.323 clients as well. They see the PBX evolving into a
voice server, much as the LAN PBX vendors are building from the ground up. Only time will tell which solution will be
superior, but one thing is clear: Customers will have more choices than ever.

Perhaps the most compelling reason to consider IP telephony-type applications is the future integration of applications with
voice. Over the years, a significant amount of work has gone into computer telephony integration (CT]I) in traditional PBXs.
These systems began to offer application programming interfaces such as Telephony API (TAPI), Telephony Services API
(TSAPI), and Java Telephony API (JTAPI). This work has resulted in advanced call center functions, including screen pops
for agents and active call routing between call centers.

However, technologists believe that this is only the beginning. Integrated voice/data applications will revolutionize the way
people use these systems. For example, Unified Messaging enables users to access voicemail, e-mail, and fax from one
common server, using whatever media they choose. A user can retrieve voicemails on a PC (as .wav files) or, conversely,
can retrieve written messages from a telephone utilizing text-to-speech capability in the system.

Fundamental to all these examples is a rethinking about the way people access and use information. It will become possible
for the receiver of a message to determine the media rather than the sender. In addition, integration with intelligent assistant-
type software from various vendors will enable users to set up rules for management of all incoming calls. In the call center,
complex business rules (for example, checking credit before accepting new orders) can be applied to all forms of incoming
communications (voice, e-mail, and so on) uniformly. The final result will be not only cost savings, but also increased



efficiency for organizations that can learn to leverage this technology.

Summary

This chapter has provided an overview of technologies and applications of integrated voice/data networking. Specific protocol
and architectural definitions for voice over Frame Relay, voice over ATM, and voice over IP were provided. However, more
importantly, emphasis was placed on the reasons why these technologies have become prevalent. These technologies
support a range of applications with very real business benefits for users. These benefits include cost savings from
applications such as toll bypass through total replacement of PBXs with VolP technology. More importantly, new integrated
applications can benefit from packet voice technologies.

Along with these technologies comes the pressure of deciding which one is appropriate for specific situations. The value of
various solutions was reviewed, with Voice over ATM and Voice over Frame Relay shown as most appropriate for simple toll
bypass and tandem switching; Voice over IP provides support for end-to-end voice applications to the desktop at the
expense of greater complexity.

Review Questions
Q—What are the three main packet voice technologies?
A—Voice over Frame Relay, Voice over ATM, and Voice over IP are the three main packet voice technologies.
Q—How are packet voice technologies used to provide toll bypass cost savings?

A—Voice traffic between locations can be routed over a wide-area network with data instead of using long-distance carriers.
Depending on distance and toll charges, cost savings can be substantial.

Q—What are the primary voice-signaling protocols?
A—These are H.323, Session Initiation Protocol (SIP), and Media Gateway Control Protocol (MGCP).
Q—Describe how peer-to-peer voice signaling protocols are different from client/server protocols.

A—Client/server signaling protocols depend upon a central call control entity to maintain the state of the endpoints. This
model makes it easier to support advanced call features. Peer-to-peer protocols utilize smarter endpoints and do not require
a central call control entity, so they scale better.

For More Information

Books
Davidson. Voice over IP Fundamentals. Cisco Press.
Newton, Harry. Newton's Telecom Dictionary.

Dodd, Annabel Z. The Essential Guide to Telecommunications.
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Types of Wireless Technology

Eighteen major types of wireless technologies exist, containing alarge number of subset
technologies that range from ATM-protocol based (which sells at approximately $200,000 per
data link, to wireless local-area network (WLAN, which sells at less than $500,000 per data
link). Frequencies of the different technologies travel between several hundred feet (wireless
LAN) and 25 miles (MMDYS).

The process by which radio waves are propagated through the air, the amount of data carried,
immunity to interference from internal and external sources, and a host of other characteristics
varies from technology to technology.

Wireless technologies are differentiated by the following:

. Protocol—ATM or IP
. Connection type—Point-to-Point (P2P) or multipoint (P2MP) connections

. Spectrum—Licensed or unlicensed

Table 20-1 lists the different wireless technologies.

Table 20-1: Different Types of Wireless Technologies

Broadbandl Narrowband
WAN WAN and WLAN
Licensed?2 Unlicensed
Digita Analog
Line-of-site3 Non-line-of-site
Simplex4 Half-/full-Duplex
Point-to-point | Multipoint




1Broadband—Data rates that exceed 1.5 Mbps
2|_icensed—Granted by or purchased from the FCC
3Line-of-site—Direct line of site between two antennae
4Simplex—One transmitter

Base Station

The base station (also referred to as the hub or the cell site) is the central location that collects
all traffic to and from subscribers within a cell. The indoor base station equipment consists of
channel groups. The channel groups each connect to the existing network, typicaly withaDS-
3 with ATM signaling. The function of the channel group isto effectively act as a high-speed
radio modem for the DS-3 traffic. The outdoor base station equipment (Tx/Rx node) modules
are located on atower or arooftop mount and consist of a frequency trandlation hardware and
transmitters/receivers. The Tx/Rx node delivers and collects al the traffic to and from
subscribers within acell or a sector. Additionally, the Tx/Rx node equipment trand ates the
channel group output into the appropriate frequency for over-the-air transmission. Multiple
channel groups are used in each sector to meet the traffic demands, thus providing a highly
scalable architecture.

Introduction to QAM

Many modern fixed microwave communication systems are based on quadrature amplitude
modulation (QAM). These systems have various levels of complexity.

Simpler systems such as phase shift keying (PSK) are very robust and easy to implement
because they have low data rates. In PSK modulation, the shape of the wave is modified in
neither amplitude nor frequency, but rather in phase. The phase can be thought of as a shift in
time. In binary phase shift keying (BPSK), the phases for the sine wave start at either O or 1/4.
In BPSK modulation, only 1 bit is transmitted per cycle (called a symbol). In more complex
modulation schemes, more than 1 bit is transmitted per symbol. The modulation scheme
QPSK (quadrature phase shift keying) is similar to the BPSK. However, instead of only two
separate phase states, QPSK uses four (0, 1/2 Y4, ¥4, and 3/2 ¥/4), carrying 2 bits per symbol.
Like BPSK, QPSK is used because of its robustness. However, because it modulates only 2
bits per symboal, it still is not very efficient for high-speed commun-ications. Hence, higher bit
rates require the use of significant bandwidth.

Even though QPSK uses no state changes in amplitude, it is sometimes referred to as 4-QAM.
When four levels of amplitude are combined with the four levels of phase, we get 16-QAM.
In 16 QAM, 2 bits are encoded on phase changes, and 2 bits are encoded on amplitude
changes, yielding atotal of 4 bits per symbol.

In Figure 20-1, each unique phase is spaced equally in both the | and Q coordinates. The angle
of rotation indicates the phase, and the distance from the center point indicates the amplitude.
This approach to modulation can be expanded out to 64-QAM and 256-QAM or higher.
Although 64-QAM is very popular in both cable and wireless broadband products, 256-QAM
is also being tested. The higher the density in QAM, the higher a signal-to-noise (/n) ratio
must be maintained to meet the required bit-error rates (BERS).



Figure 20-1: Error Ratesfor PSK and QAM Systems
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How the data is encoded also plays an important part in the equation. The datais usually
scrambled, and a significant amount of forward error correction (FEC) datais also
transmitted. Therefore, the system can recover those bits that are lost because of noise,
multipath, and interference. A significant improvement in BER is achieved using FEC for a
given SNR at the receiver. (See Figure 20-2.)

Figure 20-2: BER Against Signal-to-Noise for Coded and Uncoded Data Streams
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Advanced Signaling Techniques Used to Mitigate Multipath

Several techniques have been used to make digital modulation schemes more robust: QAM
with decision feedback equalization (DFE), direct sequence spread spectrum (DSSS),
frequency-division multiplexing (FDM), and orthogonal frequency-division multiplexing
(OFDM).

QAM with DFE

Inwireless QAM systems, DFE is used to mitigate the effects of the intersymbol interference
(1S) caused by multipath. When delay spread is present, the echoes of previous symbols

corrupt the sampling instant for the current symbol. The DFE filter oversamples the incoming
signal and filters out the echoed carriers. The complexity of DFE schemes causes them not to



scale with increases in bandwidth. The complexity of the DFE filter (number of taps) is
proportional to the size of the delay spread. The number of required tapsis proportional to the
delay spread (in seconds) multiplied by the symbol rate.

For a QAM-based wireless system transmitting in the MM DS band (6-MHz-wide channel) to
survive a 4-pusec delay spread, the number of taps required would equal 24. To equalize a
system with 24 taps, a DFE system would need 72 feedforward and 24 feedback taps. In
addition to the number of taps needed, the complexity of the math needed for each tap
increases with the number of taps. Therefore, the increase in complexity becomes an
exponential function of the bandwidth of the carrier signal. Figure 20-3 compares the
complexity rate of QAM/DFE and OFDM. Orthogonal frequency-division multiplexing
(OFDM) isdiscussed later in this paper.

Figure 20-3: Computational Complexity of QAM Versus OFDM
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Spread Spectrum

Soread spectrum is a method commonly used to modulate the information into manageable
bits that are sent over the air wirelessly. Spread spectrum was invented by Heddy Lamar, a
film actress who still retains the patent to this day and was the relatively recent recipient of a
governmental award for this accomplishment.

Essentially, spread spectrum refers to the concept of splitting information over a series of
radio channels or frequencies. Generally, the number of frequenciesisin the range of about
70, and the information is sent over al or most of the frequencies before being demodulated,
or combined at the receiving end of the radio system.

Two kinds of spread spectrum are available:

. Direct sequence spread spectrum (DSSS)

. Frequency hopping spread spectrum (FHSS)
DSSStypically has better performance, while FHSS istypically more resilient to interference.

A commonly used analogy to understand spread spectrum is that of a series of trains departing



astation at the sametime. The payload is distributed relatively equally among the trains,
which all depart at the same time. Upon arrival at the destination, the payload is taken off
each train and is collated. Duplications of payload are common to spread spectrum so that
when data arrives excessively corrupted, or fails to arrive, the redundancies inherent to this
architecture provide a more robust data link.

Direct sequence spread spectrum (DSSS) is a signaling method that avoids the complexity and
the need for equalization. Generaly, a narrowband QPSK signal is used. This narrowband
signal isthen multiplied (or spread) across a much wider bandwidth. The amount of spectrum
needed is expressed as. 10(SNR/10) ¥ narrowband symbol rate.

Therefore, if aSNR of 20 dB is required to achieve the appropriate BER, the total spread
bandwidth needed to transmit a digital signal of 6 Mbps equals 600 MHz.

Thisis not very bandwidth-efficient. In addition, the sampling rate for the receiver needsto be
about 100 times the data rate. Therefore, for this hypothetical system, the sampling rate would
also need to be 600 megasampl es per second.

With DSSS, all trains leave in an order beginning with Train 1 and ending with Train N,
depending on how many channels the spread spectrum system allocates. In the DSSS
architecture, the trains aways leave in the same order, although the numbers of railroad tracks
can bein the hundreds or even thousands.

Code division multiple access (CDMA) is used to allow several simultaneous transmissions to
occur. Each data stream is multiplied with a pseudorandom noise code (PN code). All usersin
aCDMA system use the same frequency band. Each signal is spread out and layered on top of
each other and is overlaid using code spreading in the same time slot. The transmitted signal
isrecovered by using the PN code. Data transmitted by other users looks like white noise and
drops out during the reception phase. Any narrowband noise is dispersed during the de-
spreading of the data signal. The advantage of CMDA is that the amount of bandwidth
required is now shared over severa users. However, in systems in which there are multiple
transmitters and receivers, proper power management is needed to ensure that one user does
not overpower other users in the same spectrum. These power management issues are mainly
confined to CMDA architectures.

FHHS

With the FHSS architecture, the trains leave in adifferent order—that is, not sequentially
from Train 1 to Train N. In the best of FHSS systems, trains that run into interference are not
sent out again until the interference abates. In FHSS systems, certain frequencies (channels)
are avoided until the interference abates.

Interference tends to cover more than one channel at atime. Therefore, DSSS systems tend to
lose more data from interference as the data sent out is done so over sequential channels.
FHSS systems hop between channels in nonsequential order. The best of FHSS systems adjust
channel selection so that highly interfered channels are avoided as measured by excessively
low bit error rates. Either approach is appropriate and depends on customer requirements,
with the selection criteria primarily being that of a severe multipath or interfering RF
environment.

FDM



In afrequency-division multiplexing (FDM) system, the available bandwidth is divided into
multiple data carriers. The data to be transmitted is then divided among these subcarriers.
Because each carrier is treated independently of the others, a frequency guard band must be
placed around it. This guard band lowers the bandwidth efficiency. In some FDM systems, up
to 50 percent of the available bandwidth is wasted. In most FDM systems, individual users are
segmented to a particular subcarrier; therefore, their burst rate cannot exceed the capacity of
that subcarrier. If some subcarriers areidle, their bandwidth cannot be shared with other
subcarriers.

OFDM

In OFDM (see Figure 20-4), multiple carriers (or tones) are used to divide the data across the
available spectrum, similar to FDM. However, in an OFDM system, each tone is considered
to be orthogonal (independent or unrelated) to the adjacent tones and, therefore, does not
require aguard band. Because OFDM requires guard bands only around a set of tones, it is
more efficient spectrally than FDM. Because OFDM is made up of many narrowband tones,
narrowband interference will degrade only a small portion of the signal and has no or little
effect on the remainder of the frequency components.

Figure 20-4: Example of OFDM Tones
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OFDM systems use bursts of datato minimize S| caused by delay spread. Data is transmitted
in bursts, and each burst consists of acyclic prefix followed by data symbols. An example
OFDM signal occupying 6 MHz is made up of 512 individual carriers (or tones), each
carrying asingle QAM symbol per burst. The cyclic prefix is used to absorb transients from
previous bursts caused by multipath signals. An additional 64 symbols are transmitted for the
cyclic prefix. For each symbol period, atotal of 576 symbols are transmitted by only 512
uniqgue QAM symbols per burst. In general, by the time the cyclic prefix is over, the resulting
waveform created by the combining multipath signalsis not a function of any samples from
the previous burst. Hence, thereisno ISI. The cyclic prefix must be greater than the delay
spread of the multipath signals. In a6-MHz system, the individual sample rateis 0.16 psecs.
Therefore, the total time for the cyclic prefix is 10.24 usecs, greater than the anticipated 4

psecs delay spread.

VOFDM

In addition to the standard OFDM principles, the use of spatial diversity can increase the
system's tolerance to noise, interference, and multipath. Thisis referred to as vectored OFDM,
or VOFDM (see Figure 20-5). Spatial diversity isawidely accepted technique for improving
performance in multipath environments. Because multipath is afunction of the collection of



bounced signals, that collection is dependent on the location of the receiver antenna. If two or
more antennae are placed in the system, each would have a different set of multipath signals.
The effects of each channel would vary from one antenna to the next, so carriers that may be
unusable on one antenna may become usable on another. Antenna spacing is at least ten times
the wavelength.

Significant gainsin the S/N are obtained by using multiple antennae. Typically, a second
antenna adds about 3 dB in LOS and up to 10 dB in non-L OS environments.

Figure 20-5: Spectrum Technology
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Benefits of Using Wireless Solutions
The following list summarizes the main benefits of using wireless technologies:

. Completesthe access technology portfolio—Customers commonly use more than
one access technology to service various parts of their network and during the
migration phase of their networks, when upgrading occurs on a scheduled basis.
Wireless enables a fully comprehensive access technology portfolio to work with
existing dial, cable, and DSL technologies.

. Goeswhere cable and fiber cannot—The inherent nature of wirelessisthat it doesn't
require wires or lines to accommodate the data/voice/video pipeline. As such, the
system will carry information across geographical areas that are prohibitive in terms of
distance, cost, access, or time. It also sidesteps the numerous issues of ILEC colocation.

Although paying fees for access to elevated areas such as masts, towers, and building
tops is not unusual, these fees, the associated logistics, and contractual agreements are
often minimal compared to the costs of trenching cable.

. Involvesreduced timeto revenue—Companies can generate revenue in less time



through the deployment of wireless solutions than with comparable access
technol ogies because a wireless system can be assembled and brought onlinein as
little as two to three hours.

This technology enables service providers to sell access without having to wait for
cable-trenching operations to complete or for incumbent providers to provide access or
backhaul.

. Provides broadband access extension—Wireless commonly both competes with and
complements existing broadband access. Wireless technologies play akey rolein
extending the reach of cable, fiber, and DSL markets, and it does so quickly and
reliably. It also commonly provides a competitive alternative to broadband wireline or
provides access in geographies that don't qualify for loop access.

Earth Curvature Calculation for Line-of-Sight Systems

Line-of-sight systems that carry data over distances in excess of 10 miles require additional
care and calculations. Because curvature of the Earth causes bulges at the approximate rate of
10 feet for every 18 miles, acalculation is required to maintain line-of-sight status.

The Fresnel (pronounced fren-NEL) zone refers to that which must clear the Earth's bulge and
other obstructions. Thisisthe elliptically shaped free space area directly between the
antennae. The center areaiin this zone is of the greatest importance and is called the first
Fresnel zone. Although the entire Fresnel zone covers an area of appreciable diameter
between the antennae, the first Fresnel zone is considered as a radius about the axis between
the antennae. A calculation isrequired to determine the radius (in feet) that must remain free
from obstruction for optimal data transfer rates. The formulafor this calculation is: D2/8.

Table 20-22 helpsto calculate the distance/bulge ratio.

Table 20-2: Wireless Distance Calculations

Distance Earth
(Miles) Bulge
8 8.0

10 125
12 18.0
14 24.5




16 32.0

While observing these calculations, it's important to remember that this accounts only for
Earth bulge. Vegetation such as trees and other objects such as buildings must have their
elevations added into this formula. A reasonable rule of thumb is 75 feet of elevation at both
ends of the data link for a distance of 25 miles, but this should be considered an
approximation only.

Rft = 72.1 ¥ the square root of d1 ¥ d2/ F¥D
Where:

Rft = radius of the first Fresnel zone in feet

F = carrier frequency

dl1 = distance from the transmitter to the first path obstacle
d2 = distance from the path obstacle to the receiver

D =d1+d2(inmiles)

The industry standard isto keep 60 percent of the first Fresnel zone clear from obstacles.
Therefore, the result of this calculation can be reduced by up to 60 percent without
appreciable interference. This calculation should be considered as a reference only and does
not account for the phenomenon of refraction from highly reflective surfaces.

Non-Line-of-Sight Wireless: Overcoming Multipath in
Non-Line-of-Sight High-Speed

Microwave Communication Links

Since the beginning of development of microwave wireless transmission equipment,
manufacturers and operators have tried to mitigate the effects of reflected signals associated
with signal propagation. These reflections are called multipath. In real-world situations,
microwave systems involve careful design to overcome the effects of multipath. Most existing
multipath mitigation approaches fall well short of the full reliable information rate potential of
many wireless communications systems. This section discusses how to create a digital
microwave transmission system that not only can tolerate multipath signals, but that also can
actually take advantage of them.

Digital microwave systems fall into two categories. wavelengths less than 10 GHz and
wavelengths greater than 10 GHz (referred to as millimeterwave). Several bands exist below
10 GHz for high-speed transmissions. These may be licensed bands, such asMMDS (2.5
GH2z), or unlicensed bands, such as U-NII (5.7 GHz). Bands that are below 10 GHz have long
propagation distances (up to 30 miles). They are only mildly affected by climatic changes
such asrain. These frequencies are generally not absorbed by objects in the environment.
They tend to bound and thus result in a high amount of multipath.



Bands over 10 GHz, such as 24 GHz, LMDS (28 GHz), and 38 GHz, are very limited to
distance (less than 5 miles). They are also quite susceptible to signal fades attributed to rain.
Multipath tends not to be an issue because the transmission distances are less and because
most of the multipath energy is absorbed by the physical environment. However, when these
frequencies are used in highly dense urban areas, the signals tend to bounce off objects such
as metal buildings or metalized windows. The use of repeaters can add to the multipath
propagation by delaying the received signal.

What Is Multipath?

Multipath is the composition of a primary signal plus duplicate or echoed images caused by
reflections of signals off objects between the transmitter and the receiver. In Figure 20-6, the
recelver hears the primary signal sent directly from the transmission facility, but it also sees
secondary signals that are bounced off nearby objects.

These bounced signals will arrive at the receiver later than the incident signal. Because of this
misalignment, the out-of-phase signals will cause intersymbol interference or distortion of the

received signal. Although most of the multipath is caused by bounces off tall objects,
multipath can aso occur from bounces off low objects such as lakes and pavement.

Figure 20-6: Multipath Reception
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The actual received signal is a combination of aprimary signal and several echoed signals.
Because the distance traveled by the original signal is shorter than the bounced signal, the
time differential causes two signals to be received. These signals are overlapped and
combined into asingle one. In rea life, the time between the first received signal and the last
echoed signal is called the delay spread, which can be as high as 4 pisec.

In the example shown in Figure 20-7, the echoed signal is delayed in time and reduced in
power. Both are caused by the additional distance that the bounced signal traveled over the
primary signal. The greater the distance, the longer the delay and the lower the power of the
echoed signal. Y ou might think that the longer the delay, the better off the reception would be.
However, if the delay is too long, the reception of an echoed symbol S1 and the primary
symbol S2 can aso interact. Because there may be no direct path for the incident signal in
non-line-of-sight (LOS) environments, the primary signal may be small in comparison to
other secondary signals.



Figure 20-7: Typical Multipath Example
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In analog systems such as television, this multipath situation can actually be seen by the
human eye. Sometimes there is a ghost image on your television, and no matter how much
you adjust the set, the image does not go away. In these analog systems, thisis an annoyance.
In digital systems, it usually corrupts the data stream and causes loss of data or lower
performance. Correction algorithms must be put in place to compensate for the multipath,
resulting in alower available datarate.

In digital systems, the input signal is sampled at the symbol rate. The echoed signal actually
interferes with the reception of the second symbol, thus causing intersymbol interference
(1S1). This1Sl isthe main result of multipath, and digital systems must be designed to deal
with it.

Multipath in Non-LOS Environments

In LOS environments, multipath is usually minor and can be overcome easily. The amplitudes
of the echoed signals are much smaller than the primary one and can be effectively filtered
out using standard equalization techniques. However, in non-LOS environments, the echoed
signals may have higher power levels because the primary signal may be partially or totally
obstructed, and generally because more multipath is present. This makes the equalization
design more difficult.

In all the previous discussions, the multipath has been a semifixed event. However, other
factors such as moving objects enter into play. The particular multipath condition changes
from one sample period to the next. Thisis called time variation. Digital systems must be
capable of withstanding fast changes in the multipath conditions, referred to as fast fading. To
deal with this condition, digital systems need fast AGC circuits. Adaptive equalizers,
discussed next, need fast training times.

Elements of a Total Network Solution

The issue of what comprises a solution is the subject of considerable discussion and
conjecture. Commonly, the term solution includes the following primary elements:



. Premises networks

. Access networks

. Core networks

. Network management

. Billing/OSS

A fully comprehensive wireless solution must also include the issues of deployment,
maintenance, legacy, migration, and value propositions. The scope of what comprises afully
comprehensive solution can readily exceed these items.

Premises Networks

Premises networks are the voice, data, or video distribution networks that exist or will exist
within the subscriber premises. Typical points of demarcation between the access and
premises networks for purposes of this discussion include channel banks, PBXs, routers, or
multiservice access devices.

Customer premises equipment receives signals from the hub, translates them into customer-
usable data, and transmits returning data back to the hub. The transmitter, the receiver, and the
antenna are generally housed in a compact rooftop unit (RTU) that is smaller than a satellite
TV minidish. It is mounted on the subscriber's roof in alocation where it will have aclear line
of sight to the nearest LMDS hub site. Installation includes semiprecision pointing to ensure
maximum performance of the RF link.

The indoor unit, the network interface unit (NIU), does the modulation, demodulation, in-
building wire-line interface functions, and provides an intermediate frequency to the RTU.
Many interfaces required by end customer equipment require the NIU to have a breadth of
physical and logical interfaces. The NIUs are designed to address a range of targeted
subscribers whose connectivity requirements may range from T1/E1, POTS, Ethernet, or any
other standard network interface. These interfaces are provided by the NIU with interworking
function (IWF) cards. Different types of IWF cards are required in the NIU to convert the
inputsinto ATM cells and provide the appropriate signaling. Common IWFs include
10BaseT, T1/E1 circuit emulation, and others. The NIU aso has an IF that is translated by the
CPE RTU.

Access Networks

The access networks are the transport and distribution networks that bridge the premises
network and the core network demarcation points. For purposes of this discussion, the
primary means of providing the transport from an access network point-of-presence (POP) to
the premises is radio and the distribution between access network POPs is either fiber or radio.

Core Networks

The core networks are the public or private backbone networks that, in a general sense, will
be utilized by the access network operators to connect their multitude of regionally dispersed
POPs and to interconnect to public service provider network elements. For purposes of this



discussion, the point of demarcation between the access network and the core network isa
core switch that serves as an upstream destination point for a multitude of access network
branches or elements.

Network Management

The glue that ties all the network elements together and supports the key information
processing tasks that make a business run effectively is performed by the Network
Management System (NMS) inclusive of Operational Support System (OSS) functionality. In
its full implementation, the NMS is an exceptionally complex set of moderately to highly
integrated software platforms. For the purposes of this document, the element managers
necessary within each system-level piece of the access network are assumed, but the
overarching NMS is beyond the intended scope of this document.

Ideally, the NM S should provide end-to-end functionality throughout both the wireless and
wireline elements of the network, including the backbone and the customer premises. A
network management system performs service, network, and element management across
multivendor and multitechnology networks, including these:

. Topology management
. Connectivity management

. Event management
The functions of the network management system can be further outlined as follows:

. Integrated topology map that displays an entire set of nodes and links in the network,
shown with mapped alarms

. Store of network-wide physical (nodes/links) and logical topology (circuits/PV Cs) for
inventory

. Customer care interface to provide network and end-user status

. Performance statistics on PCR, SCR, MBS, CDVT, and network/link status

. SLA reporting with customer partitioning, and alerting of customer violations

. Alarm correlation and root-cause analysis

. Network ssimulation to test whether a problem was completely corrected

. Trouble ticketing/workforce management

. Performance reports based on statistics collected, with customer and network views
. Usage-based hilling for ATM connections

. Read-only CNM for viewing network and connection

Deployment



As stated previously, tier 1 customers will utilize Cisco's ecosystem of deployment partners.
Deployment for systems covering BTA, MTA, or nationwide footprints requires the following
areas of expertise and resources:

. Construction (towers, masts)

. Licensing (FCC and local compliance for RF, construction, and access)
. Site survey (RF environment evaluation)

. Integration (selection and acquisition of various RF compenents)

. Prime (customer engagement through contract)

. Finance (securing or provisioning of project financing)

. Installation (assembly of components)

. Provisioning (spare components)
Billing and Management of Wireless Systems

Theissue of billing and network management is a considerable one. In the most general
terms, you should consider the wireless links as a network section managed by the standard
Cisco 10S and SNMP tools. Accordingly, key customer items such as billing, dynamic host
control, testing, and configuration are managed remotely with standard router tools, as
indicated in Figure 20-8.

Figure 20-8: Management | nterfaces
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Example Implementation

Cisco's MMDS/U-NII system is designed with the following objectives:

For aservice provider to offer differentiated services via wireless access, the wireless
access system should offer higher capacity than alternative access technologies.

The capacity of the system isincreased by three items:

o A highly efficient physical layer that is robust to interference, resulting in high
bandwidth efficiency per sector

o A statistically efficient industry standard Medium Access Control (MAC)
protocol that delivers quality of service (QoS)

o A multicellular system

Large bandwidth enables differentiated services such as Voice over |P (VolP) now,
and interactive video in the future, both with QoS.

A multitiered CPE approach, satisfying the needs of small and medium businesses
(SMB), small officelhome office (SOHO) applications, and residential customers.

Ease of base installation and back-haul.

Ease of provisioning and network management.

IP Wireless System Advantages



Table 20-3 summarizes the advantages of the proposed system.

Table 20-3: Features and Benefits of Wireess Communication

Feature

Benefit

Shared-bandwidth system

Point-to-multipoint wireless architecture

Shared bandwidth among many small and
medium businesses

Burst data rate up to 22 Mbps

Dedicated high-bandwidth System

Point-to-point wireless architecture
High datarate (22 to 44 Mbps)

Shared head end with point-to-multipoint
equipment

Small-cell and single-cell deployment

Variety of available cellular deployment plans
Capability to scale with successful service
penetration from tens of customersto
thousands of customers

Single cells of up to 45-km radius

Small cells of up to 10-km radius for
maximum revenue

Third-generation microwave
technology

Higher-percentage coverage of customersin
business district

Capability of non-line-of-sight technology to
service customers that older technology
cannot service

Capability to configure marginal RF links to
improve performance

Tolerant of narrow-band interference

Receivers capable of adapting to changing
environment for every packet




Licensed frequency band

Options that include unlicensed 5.7- to 5.8-
GHz band

Open interfaces

Part of Cisco's dedication to open architectures

Partners capable of supplying outdoor unit
(ODU), antenna, cable, and all other
components outside the router

Availability of in-country manufacturers as
partners

Capability of MAC protocol to enhance
DOCSIS, a proven industry multipoint
standard

Integrated into Cisco routers

| OS system software and Cisco management
software features that treat the radio link as
simply another WAN interface

Two systems created in one unit: aradio and a
multiservice router

Wireless integrated into management,
provisioning, and billing systems

Minimized cost of spare hardware

Native IP

Voiceover IP

Video over IP

Virtual private networks
Quality of service
Queuing features

Traffic policies




Cost-effective solution Competitively priced

Large pool of personnel aready trained on
Cisco routers and protocols

Reduced training time

Addition of broadband wireless access to
Cisco's total end-to-end network solution and
support

Link encryption Privacy ensured through use of 40/56-bit DES
encryption on every user'swireless link

IP Wireless Services for Small and Medium Businesses

The small to medium business (SMB) customer requires services that range from typical
Internet data access to business voice services. Most small businesses today have separate
voice and data access lines. Almost all SMB customers use native IP in their networks. Voice
access lines are typically analog POTS lines or key telephone system (KTS) trunks. As
businesses grow, they may require adigital T1 trunk for their private branch exchange (PBX).
Data access istypically anything from dial to ISDN, fractional T1 Frame Relay, and
potentially up to adedicated leased line T1 service.

. SMB access technologies include these:
o Plain Old Telephone Service (POTS)
o KTStrunks

Digital T1 PBX trunks

O

o Internet data access (Fast Ethernet)
. SMB service technologies include these:

o Internet access (1P service)

o Intranet access (VPN)

o Voice services (VolP)

n Videoconferencing

1 Service-level agreements for guaranteed data rates
. Residential access offerings include these:

o POTS



o Internet data access
. Residential service offerings include these:
o Internet access (1P service)
o Intranet access
o Voiceservices (VolP)

o Videoconferencing

IP Point-to-MultiPoint Architecture

The point-to-multipoint (P2MP) system consists of a hub, or head end (HE), or a base station

(BS),1 which serves several sectorsin the cell. Each sector consists of one radio
communicating with many customers.

The head end is an outdoor unit, or transverter, connected to awireless modem card inside a
Cisco UBR7246 or 7223 router.

At the customers' premises is another transverter, which is connected to a wireless network
module in arouter.

Cisco P2MP objectives are these:

. Integrated end-to-end solution (one box, one management and provisioning platform)
. Complete multiservice offering (Voice over IP, data, Video over IP)

. Scalahility and flexibility (scalable head end and CPE offerings)

. Enabled for non-line-of-sight (substantially better coverage)

. Native IP packet transport

. Part of an overall standards-based strategy to provide many Cisco hosts and many
frequency bands on aglobal basis

The shared-bandwidth, or multipoint, product delivers 1 to 22 Mbps aggregate full-duplex,
shared-bandwidth, P2MP fixed-site datain the MMDS band for both residential and small
business applications, as shown in Figure 20-9.

The P2MP wireless router will be an integrated solution. At the base station (or head end, or
hub), it will consist of a base universal router (UBR 7246 or UBR7223), awireless modem
card, an outdoor unit (ODU) for the appropriate frequency band, cables, and antenna
subsystems, as shown in Figure 20-10.

At the small business customer premises, the system consists of a network module in a 3600-
family router, with an outdoor unit (ODU) and antenna. This CPE equipment is simpler and,
therefore, less expensive than the head end (HE) equipment. The 3600 family has awide
variety of interfaces to match all types of customer equipment.



At the SOHO or telecommuter customer premises, the system consists of a network module in
a 2600- or 900-family router, with an outdoor unit (ODU) and an antenna. This CPE
equipment is simpler and, therefore, less expensive than the head end (HE) equipment. The
2600 and 900 families have awide variety of interfaces to match all types of customer
equipment. A consumer unit by one or more of Cisco's ecosystem partnersis expected by the
first quarter of 2001.

These wireless broadband routers (WBBR) are then used to blanket an urban area by dividing
the business district into small cells.

The product will also be capable of working as a single cell—that is, one hub serving an
entire business district in acell of radius less than 45-miles, because the low frequenciesin
the MMDS band are not impacted by rain. However, asingle cell does not have the revenue
potential of small cells. See the section "Title" for the revenue generation potential of these
two alternatives.

Figure 20-9: Basic Components of the P2M P Base Station (Head End, Hub)

Figure 20-10: The Cisco MM DS Broadband Wireless Access System
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Technology has always been a Cisco Systems differentiator, and the proposed system fits that
market position. The proposed P2M P system uses patented third-generation microwave
technology to overcome the classical microwave constraint that the transmitter and receiver
must have a clear line of sight. The proposed technology takes advantage of waves that
bounce off buildings, water, and other objects to create multiple paths from the transmitter to
the receiver. The receivers are capable of making all these multipath signals combine into one
strong signal, rather than having them appear to be interference.

The capability to operate with high levels of multipath permits obstructed links to be
deployed. This, in turn, enables multicellular RF deployments and virtually limitless
frequency reuse. Also, the antennae in the system can be mounted on short towers or rooftops.

Although thisis primarily a savings in the cost of installing a system, it has the added benefit
of making the installation less visible to the user's neighbors, which is very important in some
regions.

The typical point-to-multipoint system for an SMB is shown in Figure 20-11.

The point-to-point system is similar, except that the customer premises equipment is another
UBR7223 or 7246 router. The point-to-point system is shown in Figure 20-12.

Some SMB customers will require adatarate that is higher than the service provider can
supply within the traffic capacity of the multipoint system. The service provider may satisfy
those customers by installing Cisco's point-to-point (P2P) links from the same hub as the
P2MP system. Thus, the hub can be a mixture of P2MP and P2P systems.

In both cases, integrating the wireless card directly into the router brings with it all the Cisco
|OS features and network management.

Figure 20-11: Har dware Components of the Point-to-Point System (Only One of Four
Possible Sector s Shown on HE Equipment)
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This open architecture permits many different vendors to participate, creating new products,
features, and services. Figure 20-13 shows why many vendors will be interested in this

approach. By using acommon IF, many different frequency bands can be utilized for many
different services.

Other router and switch vendors will also be capable of entering the market because the IF-to-
WAN conversion is something that they can work into their product line. It aso shows how
Cisco will migrate the IF into WAN interfaces in arange of existing and future router

products.

Equally important, by making the wireless interface just one more WAN interface on arouter,
Cisco hasintegrated all the network management for the wireless system into the normal
router and switch network management, such as CiscoView and CiscoWorks2000.

Figure 20-12: Har dware Components of the Point-to-Point System
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Figure 20-13: Open Standard Wireless Architecture
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IP Vector Orthogonal Frequency-Division Multiplexing

The system uses the next-generation microwave technology invented by Cisco Systems,
called vector orthogonal frequency-division multiplexing (VOFDM), to resolve the issue of
multipath signals in a radiating environment.

A transmitted signal will reflect off buildings, vegetation, bodies of water, and large, solid
surfaces, causing ghosts of the carrier (main or intentional) frequency to arrive at the receiver
later than the carrier frequency.

Multipath signal issues are aliability for al radio systems except those without VOFDM or a
feature to cancel or filter the late-arriving signals.

Embedded in the OFDM-modulated carrier frequencies are training tones. These allow
multipath-channel compensation on a burst-by-burst basis. Thisis especially important on the
uplink because each OFDM burst may be transmitted by a different subscriber unit (SU) over
adifferent multipath channel. The overall effect of the VOFDM schemeis an RF system that
is extremely resilient to multipath signals.

Multiple Access and Error Control Schemes
This section describes various multiple access techniques and error control schemes.

Channel Data Rate

Raw channel over-the-air data rates are 36, 24, 18, 12, 9, and 6 Mbps. Excluding physical
layer overhead, the user rates are different for the downstream and upstream links.
Downstream, these rates are 22.4, 17, 12.8, 10.1, 7.6, and 5.1 Mbps. Upstream, the rates are
19.3,15.2,11.4,8.1,6.2,4.4, 4.2, 3.2, and 1.4 Mbps. Various combinations of these rates are
supported, depending on the cell type.

These are configuration parameters that can be set and changed. Thus, if a customer requests
an increased data rate service, the change can be made from the network operations center
(NOC) without personnel having to visit the customer site.



The service provider can make this as simple or as complicated as desired. Thus, one service
city can have al subscribers on a single data rate plan, while another city can offer time-of-
day and day-of-week data rate premium services.

Downstream and Upstream User Bandwidth Allocation

Downstream and upstream user bandwidth can be assigned dynamically for session-based
traffic or, during initial registration for best-effort Internet data access, based on service flows
for each user.

Duplexing Techniques

Time-division duplexing and frequency-division duplexing are the two common techniques
used for duplexing. There are challenges with each of the two approaches, related to
implementation, flexibility, sensitivity, network synchronization, latency, repeaters,
asymmetrical traffic, AGC, and the number of SAW filters, among others. After a study of the
subject, it was decided that the TDD vs. FDD selection is not a simple decision to
make—indeed, the advantage marks are relatively close to one another. However, having the
benefit of the most recent information regarding the procurement of low-cost duplexors,
development priority was given to FDD scheme.

TDD is aduplexing technique that utilizes time sharing to transmit and receive datain both
directions. Each side is allotted a certain amount of time to transmit, generally in symmetric
amounts. The TDD algorithms are embedded into each of the RF processor boards and are
synched by protocol instruction when the units are first powered up. Commonly these
synching protocols are updated on aroutine basis.

In FDD, the total allocated spectrum of frequency is divided so that each end of the radio link
can transmit in parallel with the other side. FDD is commonly divided equally, but it is not
symmetric on many links.

Multiple Access Technique

User bandwidth allocation is carried out by means of a Medium Access Control (MAC)
protocol. This protocol is based on the MAC portion of DOCSIS protocol developed by the
Cable Labs consortium. The MAC protocol assigns service flows (SID) to each user;
depending on the quality of service (QoS) requirements, the upstream MAC scheduler
provides grants to fulfill the bandwidth needs. Similarly, the downstream bandwidth is
divided between active users of unicast and multicast services.

Each upstream channel is divided into intervals. Intervals are made up of one or more
minislots. A minislot isthe smallest unit of granularity for upstream transmit opportunities.

Upstream transmit opportunities are defined by the MAC MAP message. This message is sent
from the base station to all registered CPEs. In the MAP message, each interval is assigned a
usage code that defines the type of traffic that can be transmitted during that interval, as well
as whether the interval is open for contention by multiple CPEs or for the sole use of one
CPE. Theinterval types are request, request/data, initial maintenance, station maintenance,
short data grant, long data grant, and acknowledgment.



For example, the request interval is used for CPE bandwidth requests and is typically
multicast to all CPEs; therefore, it isan interval open for contention. Multiple CPEs can
attempt to send a bandwidth request; if the request is granted, the base station will assign a
series of miniglots to the CPE in the next MAP message. Contention is resolved viaa
truncated binary exponential back-off algorithm.

Figure 20-14: Frame Allocation MAP
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To support customer QoS requirements, six types of service flows are specified: Unsolicited
Grant Service (UGS), real-time Polling Service (rtPS), Unsolicited Grant Service with
Activity Detection (UGS-AD), non-real-time Polling Service (nrtPS), Best Effort (BE)
Service, and a Committed Information Rate (CIR) Service.

Unsolicited Grant Service

The intent of UGSisto reserve fixed-size data grants at periodic transmission opportunities
for specific real-time traffic flows. The MAC scheduler provides fixed-size data grants at
periodic intervals to the service flow. The QoS parameter for the given service flow sets the
grant size, the nominal grant interval, and the tolerant grant jitter.

Real-Time Polling Service

The intent of the rtPSgrantsisto reserve upstream transmission for real-time traffic flows
such as Vol P. Such service flows receive periodic transmission opportunities regardless of
network congestion, but they release their transmission reservation when they are inactive. As
such, the base station MAC scheduler sends periodic polls to rtPS service flows using unicast
request opportunities enabling subscriber wireless port to request for the upstream bandwidth
that it needs. The QoS parameter for such a service flow is nominal polling interval and the
jitter tolerance for the request/grant policy.

Unsolicited Grant Service with Activation Detection



The intent of UGS-AD is to reserve upstream transmission opportunities for real-time traffic
flows such as Vol P with silence suppression. USG-AD is designed to emulate the capabilities
of UGS service when active, and rtPS service when inactive. The QoS parameter for such a
service flow is nominal polling interval, tolerated polling jitter, nomina grant interval,
tolerated grant jitter, unsolicited grant size, and the request/transmission policy.

Non-Real-Time Polling Service

The intent of nrtPSis to set aside upstream transmission opportunities for non-real-time
traffic flows such as FTP transfer. These service flows receive a portion of transmission
opportunities during traffic congestion. The base station MAC scheduler typically polls such
service flows either in a periodic or a nonperiodic fashion. The subscriber wireless port can
use either the unicast request opportunities or contention request opportunities to request
upstream grants. The QoS parameter for such a service flow is nominal polling interval,
reserved minimum traffic rate, maximum allowed traffic rate, traffic priority, and request/
transmission policy.

Best Effort Service

The intent of the BE serviceisto provide an efficient way of transmission for best-effort
traffic. Assuch, the subscriber wireless port will use either contention or unicast request
opportunities to request upstream grants. The QoS parameter for such aservice flow is
reserved minimum traffic rate, maximum sustained traffic rate and traffic priority.

Committed Information Rate

CIR can be implemented in several different ways. As an example, it could be a BE service
with areserved minimum traffic rate, or nrtPS with areserved minimum traffic rate.

Frame and Slot Format

The frame and slot format is based on the MAC protocol. The downstream transmission is
broadcast, similar to Ethernet, with no association with framing or aminislot. The recipients
of downstream packets perform packet filtering based on the Layer 2 address—the Ethernet
MAC or SID vaue.

The upstream transmission is based on a time-division multiple access (TDMA) scheme, and
the unit of timeisaminislot. The minislot size varies based on upstream configuration
settings and can carry data between 8 bytes and approximately 230 bytes. TDMA
synchronization is done by time-stamp messages, and the time of transmission is
communicated to each subscriber by the MAP messages (a MAP message carries the schedule
information (map) for each minislot of the next data protocol data unit (PDU)). MAP
messages are initiated by the MAC scheduler in the base station and thus convey how each
minislot is used (reserved for user traffic, for initial invitation, or as contention slots). The
contention slots are used for best-effort traffic to request bandwidth from the scheduler. The
frame time is programmable and can be optimized for a given network.

Synchronization Technique (Frame and Slot)

Accurately receiving an orthogonal frequency-division multiplexing (OFDM) burst requires
burst timing and frequency offset estimation. Burst timing means determining where in time



the OFDM burst begins and ends. Determining the difference between the local demodulating
oscillator and the modulating oscillator at the transmitter is called frequency synchronization,
or frequency offset estimation.

Burst timing and frequency offset are determined simultaneously through the use of the extra-
cyclic-prefix samplesin every downstream OFDM burst. Regardless of the channel, the
samples in the extra-cyclic-prefix will be equal to a set of time-domain samplesin the OFDM
burst. This structure is optimally exploited to simultaneously identify the correct OFDM burst
timing and frequency offset. These estimates are then filtered over successive OFDM bursts.

Burst timing and frequency synchronization are required for the downstream link. The
upstream link will be frequency locked once the subscriber unit frequency locks the
downstream signal. That is, the local oscillator at the subscriber unit is synchronized to the
base station oscillator by use of a frequency-locked loop. In thisway, the upstream
transmission that arrives at the base station receiver will have nearly zero frequency offset.

Asinany TDMA upstream, each subscriber unit must lock to the TDMA slot when
transmitting on the upstream. Thisis referred to as ranging each subscriber. As prescribed by
the MAC layer, a subscriber fills periodic ranging slots with a known sequence. This known
sequence is used at the base station to determine proper slot timing.

The upstream TDMA synchronization is done via time-stamp messages that carry the exact
timing of the base station clock. Each subscriber phase locks its local clock to the base station
clock and then synchronizes its minislot (unit of TDMA) counter to match that of the base
station. Furthermore, ranging is performed as part of initial acquisition to advance the
transmission time of the subscriber so that the precise arrival of itstransmission is
synchronized with the expected minislot time of the base station.

Average Overall Delay over Link

The average overall delay in the link depends on the particular bandwidth and spectral
efficiency setting. In all cases, the physical layer delay islimited to 5 msin the downstream.
The upstream physical layer delay islessthan 2 ms.

Power Control

Power control isdonein real time to track rapidly changing environment. It is one facet of the
system capability to adjust on a packet-by-packet basis.

The power control is capable of adjusting for fades as deep as 20 dB.

Recelver signal power at the subscriber is controlled through the use of an Automatic Gain
Control (AGC) system. The AGC system measures received power at the analog-to-digital
converter (ADC) and adaptively adjusts the analog attenuation. With AGC, channel gain
variations on the order of 200 Hz can be accommodated without impacting the OFDM signal
processing.

Receive power at the base station is regulated through the use of an Automatic Level Control
(ALC) system. This system measures power levels of each subscriber and creates transmit
attenuator adjustments at the subscriber so that future communication is done with the correct
transmit power level. This power control loop isimplemented in the physical layer hardware



so as hot to impact the MAC-layer performance.

Power measurements for the purposes of ALC occur on upstream traffic. Specific power
bursts may be requested by the base station MAC to power control subscribers.

Admission Control

A new user is admitted to the system by means of a software suite. Components of this suite
are User Registrar, Network Registrar, Modem Registrar, and Access Registrar.

User Registrar enables wireless network subscribers to self-provision viaaweb interface.
Subscriber self-provisioning includes account registration and activation of the subscriber's
CPE and personal computers over the wireless access network. User Registrar activates
subscriber devices with account-appropriate privileges through updates to an LDAPv3
directory.

Network Registrar supplies DHCP and DNS services for the CPEs and personal computers.
Network Registrar DHCP allocates | P addresses and configuration parameters to clients based
on per-device policies, which are obtained from an LDAP directory. Network Registrar
alocates limited | P ad-dresses and default configuration parameters to inactivated devices, to
steer usersto the User Reg-istrar activation page.

Modem Registrar adds TFTP and time services to Network Registrar for the CPEs. The
Modem Reg-istrar TFTP builds DOCSIS configuration files for clients based on per-CPE
policies, which are obtained from an LDAP directory. Modem Registrar builds limited-
privilege configuration files to inactivated CPEs.

Access Registrar supplies RADIUS services for the CPEs and the clients that are connected to
the CPEs. Ac-cess Registrar RADIUS returns configuration parameters to NAS clients based
on per-subscriber policies, which are obtained from an LDAP directory. Access Registrar
returns limited-privilege NAS and PPP pa-rameters to unregistered subscribers and to
inactivated CPEs.

Requirement to Cell Radius

As stated previously, the system employs frequency-division duplexing (FDD). Unlike time-
division multiplexing (TDD) systems, the equipment is not subject to cell radius limits. The
only limitation to cell radius is that imposed by free space attenuation (FSA) of the radio
signals. Timing limitations imposed by the MAC protocol on upstream and downstream
channels would permit the cell radius to be beyond the radio horizon (FSA notwithstanding).

Unless the subscriber density isvery low, asin rural areas, very large cells are not
recommended because they may quickly become capacity-limited and are difficult to scale to
meet the higher capacity demand.

Requirement for Frequency Reuse

Two architectures are described in this section. Thefirst isamulticellular architecture, called
the small-cell pattern. The second architecture is known as a single-cell architecture. The
baseline small-cell architecture employs a4 ¥ 3 frequency reuse pattern. This means that a



four-cell reuse pattern and three sectors are employed within each cell or base station (BS).
Within a cellularized network, a hexagonal cell istiled out to completely cover the service
area. In our system, afour-cell tiling pattern is repeated over the service area. Thistiling
pattern puts a lower limit on the reuse distance, thereby controlling interference levels.
Employing three sectors within each BS further reduces interference compared to
omnidirectional antennae. A 4 ¥ 3 reuse pattern works well for operations using obstructed
(OBY) links. It uses atotal of 24 channels: 12 channels downstream, plus 12 channels
upstream.

Note that the number of MMDS channels used may be different than 12 + 12 because the
system supports channels narrower than 6 MHz. At any given BS, signals are received from
subscriber units (SUs) over both OBS links and line-of-sight (LOS) links. In general, OBS
links are attenuated at 40 dB/decade; that is, R*# path loss. LOS links, however, propagate
based on R-2 path loss. Thus, if an SU hasaLOS link to its BS, it likely also hasa LOS link
to areuse BS. To suppress cochannel interference from LOS links, horizontal and vertical
polarization are aternatively used on reuse cells. Thisresultsin an overall reuse scheme of 4
¥ 3¥ 2 and (still) using atotal of 24 channels. This reuse pattern can be continued to cover as
large a geographical area as desired. Improved frequency reuse can occur when networks are
of more limited extent. Thisis because there are fewer tiers of interfering cells. In these cases,
greater C/I ratios are obtained, along with greater network capacity (given a fixed amount of
spectrum).

Our approach to frequency reuse for OBS links is conservative in that it does not rely on
polarization discrimination. Signals transmitted over multipath channels often experience
depolarization. If adual polarization reuse scheme were employed, it may be very difficult to
achieve 99.99 percent link availability because as a reuse (undesired) channel is depolarized,
it resultsin higher levels of interference to the cochannel (desired) signal.

Radio Resource Management
Radio resource management falls under the following broad categories:

. Spectrum management in a cell

. Load balancing of CPEs within an upstream channel
. Time-dlotted upstream architecture

. Contention resolution

. Traffic policing

. Traffic shaping

. Quality of service controls
Spectrum Management in a Cell

Within acell, the upstream frequency band can be split into as many as four channels. The
channel bandwidths that can be configured are 1.5 MHz, 3 MHz, and 6 MHz. The
downstream frequency consists of one channel that again can be configured as one of 1.5, 3,
or 6 MHz. The capability of the Cisco wireless products to operate in these wide ranges of



channel bandwidths allows the operator great flexibility in designing the network for efficient
usage.

Load Balancing of CPEs Within an Upstream Channel

A cell within the Cisco wireless access architecture consists of a downstream channel with up
to four upstream 1.5-MHz channels. By default, load balancing is performed on the upstream
channels as CPEs enter the network. Special algorithms run on CPE and the head end to
ensure a uniformity of CPE loading on the upstream channels. This allocation of CPES across
the upstream channels can also be done under user control.

Time-Slotted Upstream

Cisco's wireless access solution uses a MAC protocol based on DOCSIS. This protocol is
based on a broadcast downstream architecture and a time-slotted upstream architecture. The
time sots for the upstream govern the access rights of each CPE on to the upstream channdl.
Thereisavery sophisticated scheduler that runs on the head end and allocates these time slots
to all the CPEs. Resource sharing of the upstream bandwidth is realized by each CPE making
its request to send in a contention time slot, the head end responding to it in a subsequent
message downstream (called aMAP message), and the CPE using the information in the
MAP message to send the data in an appropriate time slot upstream.

Contention Resolution

The DOCSIS protocol uses the notion of contention time slots in the upstream. These time
slots are used by the CPEs to send a request to the head end for atime slot grant to send data.
In aloaded upstream network, it is possible for these contention slots to become very
congested themselves and nonproductive. Cisco's wireless head end uses an intelligent
algorithm to ensure that the contention slots are evenly spaced, especially in times of high
upstream load. The CPEs a so implement an intelligent algorithm that ensures that the request
grants from the CPEs are spaced evenly over all the contention slotsin a given MAP message.

Traffic Policing

One of the most important features of the wireless access channel isits shared nature. At any
given time, several hundreds or thousands of CPE subscribers may be sharing an upstream or
downstream channel. Although this shared nature is useful for reducing the per-subscriber
investment for the operator, two important aspects must be considered while providing this
access service:

. The need to allocate this bandwidth fairly among al the users

. The need to prevent misbehaving users from completely monopolizing the access

The Cisco solution uses sophisticated algorithms at the head end to police the traffic from
each subscriber CPE.

Traffic Shaping

The traffic from each CPE can also be shaped by algorithms running at the head end. This
allows the operator to provision services to the CPE based on the critical nature of the traffic,



customer needs, and so on. The peak rates of traffic from each subscriber are measured on a
continuous basis and are policed at every request from the CPE. If the request from the CPE
exceeds its alotted rate, the grant is delayed, thereby effectively controlling the rate of data
transfer from the CPE. Differentiated services can be offered to subscribers. The operator can
configure different maximum data rates for different wireless subscribers and can charge
accordingly. Subscribers requiring higher peak rates and willing to pay for the same can be
configured with a higher peak rate limit dynamically or statically.

Interface Specifications Based on the Generic Reference Model
We will use the generic reference model in Figure 20-15 . In this figure, reference points1-

V111 refer to specific interfaces and/or functions. We describe each of these interfaces or
functions below.

Figure 20-15: Generic Reference Model for Broadband Wir eless Access
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. Interfacel: Wireless Subscriber Interface
. Interfacell: Subscriber Indoor Unit PHY/MAC Interface

. Interface lll: Subscriber Radio IF/RF Interface—This interface is a physical coaxial
cable carrying IF, digital control information, and DC powering for the ODU.

. Interface IV: RF Air Interface—This interface is the over-the-air RF interface. It isin
the MMDS frequency band (2.500 to 2.690 GHz, and 2.150 to 2.162 GHz). The energy
radiated from the antennais governed by FCC Rules and Regulations, Part 21.

The above descriptions of interfaces| to 111 represent Cisco Systems products by way of
example. Such products will interwork with the base station described next, viainterface IV
compatibility, but will have many new and different CPE interfaces, features, and services.

. Interface V: Base Station RF/IF Interface—This interface at the base stationisa
physical coaxial cable carrying intermediate frequency (IF), digital control



information, and DC powering for the outdoor unit (ODU).

. Interface VI: Base Station Indoor PHY/MAC Interface—This interface isinternal to
the Cisco router.

. Interface VII: Network Connection Interface
Wireless Protocol Stack

The access wireless architecture consists of a base station system that serves a community of
subscriber systems. It is a point-to-multipoint architecture in the sense that the entire
bandwidth on the upstream and downstream is shared among all the subscribers. The protocol
stack implemented to make all thiswork is based on the DOCSI S standards devel oped by the
Cable Labs consortium.

The current state of the art is the version by Cisco that includes a base station end (a
UBR7200 router); the subscriber end isin the 3600 or a 900 router series. The base station
end and the subscriber end operate as forwarding agents and also as end systems (hosts). As
forwarding agents, these systems can also operate in bridging or routing mode. The principal
function of the wireless system is to transmit Internet Protocol (I1P) packets transparently
between the base station and the subscriber location. Certain management functions also ride
on IP that include, for example, spectrum management functions and the software
downloading.

Both the subscriber end and the base station end of the wireless link are I P hosts on a network,
as shown in Figure 20-16, and they fully support standard IP and Logical Link Control (LLC)
protocols, as defined by the IEEE 802 LAN/MAN Standards Committee standards. The IP
and Address Resolution Protocol (ARP) protocols are supported over DIX and SNAP link
layer framing. The minimum link layer minimum transmission unit (MTU) on transmit from
the base station is 64 bytes; there is no such limit for the subscriber end. |EEE 802.2 support
for TEST and XID messagesis provided.

The primary function of the wireless system is to forward packets. As such, data forwarding
through the base station consists of transparent bridging or network layer forwarding such as
routing and IP switching. Data forwarding through the subscriber system islink layer
transparent bridging as with Layer 3 routing based on IP. Forwarding rules are similar to [ SO/
IEC10038], with modifications as described in DOCSI'S specifications Section 3.1.2.2 and
Section 3.1.2.3. Both the base station end and the subscriber end support DOCSIS-modified
spanning-tree protocols and include the capability to filter 802.1d bridge PDUs (BPDUSs). The
DOCSIS specification also assumes that the subscriber units will not be connected in a
configuration that would create network |oops.

Both the base station end and the subscriber end provide full support for Internet Group
Management Protocol (IGMP) multicasting.

Above the network layer, the subscribers or end users can use the transparent | P capability as
abearer for higher-layer services. Use of these services will be transparent to the subscriber
end and the base station end.

In addition to the transport of user data, several network management and operation
capabilities are supported by the base station end and the subscriber end:



. Simple Network Management Protocol (SNMP), [RFC-1157], for network
management

. Trivia File Transfer Protocol (TFTP), [RFC-1350], afile transfer protocoal, for
downloading software and configuration information, as modified by RFC 2349,
"TFTP Timeout Interval and Transfer Size Options® [RFC-2349]

. Dynamic Host Configuration Protocol (DHCP), [RFC-2131], aframework for passing
configuration information to hosts on a TCP/IP network

. Timeof Day Protocol [RFC-868], to obtain the time of day

Figure 20-16: Wireless Protocol Stack for Network Management and Oper ation
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Link layer security is provided in accordance with DOCSI S baseline privacy specifications.

System Performance Metrics

Table 20-4 shows the network capacity for High Capacity Suburban/Urban Small-Cell
Network.

Table 20-4: Networ k Capacity for High-Capacity Suburban/Urban Small-Cell Network

Cdl No. Small Small Households Household
Radius of Businesses Business Served Penetration
(Mile) Cells Served Penetration

2.2 83 5,229 10.5% 126,990 15.9%

These capacities are based on 6-MHz downstream channels and 3-MHz upstream channels:

. Downstream—6 MHz; at the medium VOFDM-throughput setting, 17.0 Mbps.

. Upstream—3.0 MHz; at the low VOFDM-throughput setting, 4.4 Mbps. The low
setting has been chosen so that both SB and residential SUs may be serviced by the



same upstream channels.

This high-capacity network has 83 cellsin the network, each with 3 sectors. A total of 249
sectors are in the network, each serving 21 SB and 510 HH. Overall, atotal of 249 ¥ 21, or
5,229, SBs are served by the network; similarly, atotal of 126,990 HHs are served.

This network design graphically illustrates the power and scalability of Cisco's technology.
Supercell Network Design

The supercell (very large cell) network design is one that provides low coverage and low
overall network capacity. However, it may be attractive for initial network rollout because of
the availability of existing (tall) towers. In our supercell design, assuming that a sufficient
number of MMDS channels are available, up to 18 sectors may be used. No frequency reuse
is performed within the supercell, again because of sector-to-sector isolation requirements that
are greater than sector antennae can provide. Each sector operates independently. Also, at
least four MM DS-channels must be set aside as guard bands.

The number of sectors deployed on the supercell may be scaled as the demand for capacity
grows. Because there is no frequency reuse, no special requirements are placed on the design
of the sector antennae. For example, the same panel antenna used for a 3-sector supercell
could also be used al the way up to 18 sectors. However, to increase RF coverage, narrower-
beam antennae may be employed to increase EIRP. Thiswill be effective aslong as the
supercell isn't capacity-limited (which is often the case).

The capacity of the supercell isgiven in Table 20-5. In this deployment model, we have not

differentiated between suburban and urban deployments. The assumption is that the desireis
to provide service primarily to subscribersin which LOS operation is possible. Because
macrodiversity is not possible in a supercell design, coverage becomes difficult. For example,
the COST-231 Hata model predicts an 80 percent coverage at aradius of only

15 miles—much smaller than the desired cell radius. Moreover, this coverage is computed at
the limits of the model's antenna heights—200 m for the HE, and 10 m for the SU over
suburban terrain.

Table 20-5: Network Capacity for Super cell

Number Cdl Small Small Households Household
of Radius Businesses Business Served Penetration
Sectors (Mile) Served Penetration

3 16 1,116 2% 26,856 3%

18 23 2,232 4% 53,712 7%

These capacities are based on 6-MHz downstream channels and 3-MHz upstream channels,
both at the medium VOFDM-throughput setting.



If alower availability objective were desired, the fade margin could be greatly reduced,
thereby extending the cell radius. More importantly, the sector-to-sector isolation would be
greatly reduced, perhaps admitting frequency reuse within the supercell. Because the cell is
capacity-limited (there are many more subscribers in the cell's radio footprint than thereis
capacity to service), this would be a tremendous benefit.

The multipath channel from both the front (desired) antenna and the rear (undesired) antenna
must be the same so that the fading from the desired and undesired antennae must be highly
correlated.

The time rate-of-change of the multipath channel must be slow enough such that power
control errors are very small.

The following sections present both the general functions performed by the various
configuration items or building blocks segmented into transport and services products.

Transport Layer Products

The transport layer is composed of the equipment that provides the transmission and reception
of IF signals between the rooftop and router equipment and the RF signals over the air. The
transport equipment is designed to work in an outdoor environment mounted on buildings or
telecommunications towers. The P2MP transport layer is physically segmented into hub and
terminal equipment categories, as depicted in Figure 20-17.

Figure 20-17: Hub Site Equipment (Per Sector)
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P2MP Transport Equipment Element—Customer Premises

The terminal equipment consists of an integrated RF transceiver/antenna, commonly referred
to as the rooftop unit (RTU). This equipment is easily installed on any customer rooftop using
a standard mounting device. The RTU requires two RG-11 coaxial cablesto the indoor
equipment for transmit, receive, and power. The RTU operates on 12.5VDC (nominal) at the
input and in standard configuration must be installed within 60 m of the network interface unit
(NIU), although longer spans can be engineered and supported.

Rooftop Unit

The sole element of the P2MP transport layer at the terminal siteisthe RTU. The RTU isan
integrated antenna and RF transceiver unit that provides wireless transmission and reception



capabilitiesin the 5.7 GHz frequency region. Received and transmitted signals are frequency
tranglated between the 5.7 GHz region and an intermediate frequency (IF) in the 400 MHz
range to the network interface unit (NI1U).

The RTU consists of an antenna(s), a down-converter/IF strip, and an up-converter/
transmitter. It receives/transmits using orthogonal polarization. Selection of polarization
(horizontal/vertical) occurs at installation and is dictated by the hub-sector transmitter/
receiver. This selection remains fixed for the duration that service is provided to that site.

The RTU mounts on the exterior of a subscriber's building. Some alignment is required to
gain line of sight (LOS) to the hub serving the RTU. Multiple RTUs can be deployed to
provide path redundancy to alternate hub sites. The RTU requires dual coax cable (RG-11)
runs to the NIU for signal and power. The maximum standard separation between the RTU
and the NIU is 60 m. This separation can be extended via application-specific designs.

Basic Receiver

A single basic receiver isrequired per 90° sector, if no return-path redundancy is required.
The receive module is an integrated 5.7-GHz receiver/down-converter/antenna. A collection
of signalsis received from customer units operating in the 5.7 GHz band and is block down-
converted to an intermediate frequency signal. Thissignal is provided to any of the channel
group types. Vertical or horizontal polarization is selectable, and a redundant receiver per
sector can be deployed as an option.

High-Gain Receiver

A high-gain receiver isused in lieu of the basic receiver when higher link margin is required
because of the specific geographic conditions of deployment. The high-gain receive moduleis
intended to be matched only with the high-gain transmit module. The specifications are
identical to those of the basic receive module, except for physical package and antenna gain.

Because of the modularity of the SP2200 products, there is no one standard rack or set of
racks. All SP2200 elements are designed to mount in a standard 19-inch (48.3-cm) open relay
rack with a standard EIA hole pattern or an equipment enclosure with 19 inches (48.3 cm) of
horizontal equipment mounting space. Final assembly of the equipment into racksis
accomplished on site at initial install or over time as capacity demands.

LMDS Environmental Considerations

Environmental conditions such as rain and smog must be considered when deploying RF
systems that transmit at frequencies above 10 GHz because these conditions degrade the
signal path and shorten the maximum range for a given data link.

LMDS data links are generally about one-fourth that of MMDS or U-NIII links and require
fairly strict adherence to aline-of-sight implementation. One of the more favorabl e aspects of
the LM DS freguency, however, isthat it has exceptional frequency reuse capabilities.

Data link availability is expressed in terms of the number of nines that follow the decimal
point. For example, 99.999 percent link availability means that a data link will be up and
online (available) for all but .001 percent of the year. Link availability is dependent on awide
range of items, but these generally begin with fundamental RF system design issues such as



antenna size, range between antennae, and atmospheric conditions (for LMDS band).

WLAN Standards Comparison

Table 20-6 provides a brief comparison of WLAN standards.

Table 20-6: A Brief Comparison of HomeRF, Bluetooth, and 802.11 WL AN Standards

HomeRF Bluetooth 802.11
Physical L ayer FHSSL FHSS FHSS, DSSS2,
IR3
Hop Frequency 50 hops per 1600 hops per 2.5 hops per
second second second
Transmitting 100 mwW 100 mW 1w
Power
Data Rates 1or 2 Mbps 1 Mbps 11 Mbps
Max # Devices Upto 127 Up to 26 Up to 26
Security Blowfish format 0-, 40-, and 64-hit 40- to 128-hit
RC4
Range 150 feet 30 to 300 feet 400 feet indoors,
1000 feet LOS
Current Version V1.0 V1.0 V1.0

1IFHSS-frequency hopping spread spectrum
2DSSS-direct sequence spread spectrum
3IR-infrared

The following should be noted in Table 20-6:



. 40- to 128-hit RC4 refersto very robust data security algorithms.

. An 802.11 range of 1,000 feet refers to outdoor conditions. Indoor conditions are more
difficult for these types of RF systems.

. 802.11 power output of 1W is substantial.
. The maximum number of devices supported depends on data rate per device.

. The Aironet acquisition uses 802.11.

Although there are three standards in use in the United States, and an additional two arein use
in Europe (HyperLAN and HyperLANZ2), the FCC thinks highly of the 802.11b standard, and
a close relationship exists between the FCC and the |EEE, which backs the standard.

Summary

At least 18 different types of wireless are in commercial use today. Therefore, as this
technology becomes more mainstream, users will need to be increasingly specific in their
reference to the term. The different types of wireless are quite unique to each other on
numerous levels, and they require specific types of expertise to deploy, use, and maintain.

In its state-of-the-art deployment, awireless link emulates all the capabilities of afully
featured router, which means that awireless link can provide VPN, enterprise toll bypass, and
MDU/MTU access services. Thisis one of the primary differences between aLayer 2 product
as provided by the majority of wireless vendors and the Layer 3 solution provided by Cisco
Systems.

Regardless of the provider of awireless system, the fundamental elements remain relatively
constant:

. Data or network

. Edge or access router

. DSPmedium

« RF medium (coax, modul ator/demodulator, antenna)

. RF management software

Like every access medium or technology, wireless has its pros and cons. The prosinclude
these:

. It'smuch less expensive to deploy than trenching for cabling.

. It'smuch quicker to deploy—allink can be up in acouple of hours.

. Wireless can go where cables can't, such as mountainous or inaccessible terrain.

. Lessredtapeisinvolved for deployment, if roof rights or elevation accessis available.

. Itinvolves aninherent high degree of security, and additional security layers can be



added.
. Wireless provides broadband mobility, portability that tethered access doesn't provide.
Review Questions
Q—What isthe primary difference between narrowband and broadband wireless?
A—Broadband wireless offers bandwidth in excess of 1.5 Mbps.
Q—What isthe primary difference between WLAN and fixed wireless?

A—WLAN enables the user mobility up to pedestrian speeds. Fixed wireless requires that
both antennae remain stable and fixed in their positions.

Q—Identify three different applications for wireless.
A—LAN, backhaul, toll bypass, and VPNs.
Q—Whnat are the fundamental hardware el ements of a wireless solution?

A—Data or network, edge or access router, DSP medium, RF medium (coax, modulator/
demodulator, antenna).

Q—What are the primary benefits of wireless?

A—Wirelessis much less expensive to deploy than trenching for cabling; is much quicker to
deploy because alink can be up in a couple of hours; can go where cables can't, such asin
mountainous or inaccessible terrain; involves less red tape for deployment; and comes with an
inherent high degree of security. In addition, wireless provides broadband
mobility—portability that tethered access doesn't provide.

For More Information

. http://winwww.rutgers.edu/pub/Links.html (Wireless links)

. http://home.earthlink.net/~aareiter/introto.htm (Guide to wireless Internet)

. http://www.airlinx.com/products.htm (RF product menu)

. http://www.allnetdevices.com/news/index.html (allNetDevices news)

. http://www.americasnetwork.com/issues/97issues/971001/100197 futurebb.html
(Broadband's evolution)

. http://www.broadbandforum.com (Cable Broadband Forum)

. http://www.businesswire.com/cnn/wcii.htm (WinStar press rel eases)

. http://www.comet.columbia.edu/~angin/e6950/cool sites.html (Wireless topics home
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page)

. http://www.ctimag.com/ (CTI newsdl etter)

. http://www.data.com/tutorials/'web connection.html (Wireless web tutorial)

. http://www.dectweb.com/sitemap.htm (DECTweb)

. http://www.dnspublishing.com/rc/rcindex.cfm (Reciprocal Compensation site)

. http://www.ericsson.com/BN/dect2.html (Ericsson DECT)

http://www.fcc.gov/Bureaus/Common Carrier/Reports/FCC-State Link/recent.html

(FCC carrier data)

. http://www.fiberopticsonline.com (Fiberoptics Online)

. http://www.gbmarks.com/wireless.ntm (Goodman's Wireless Telecomm links)

. http://www.globalwirelessnews.com/ (RCR Global Wireless news)

. http://www.herring.com/mag/issue48/comm.html (Ericsson's broadband plans)

http://www.hometoys.com/htinews/oct99/articles/allied/allied.htm

. http://http.cs.berkeley.edu/~gribble/cs294-7 wireless/'summaries/index.html (UC

Berkeley course in wireless)

. http://www.internettel ephony.com (Internet telephony)

. http://www.internettel ephony.com/archive/featurearchive/7.06.98.html (FSAN

overview)

. http://www.it.kth.se/edu/gru/Fingerinfo/tel esys.finger/Mobile.V T96/DECT .html

(DECT)

« http://www.itu.int/imt/2-radio-dev/proposal s/index.html (ITU world radio standards)

. http://www.mobilecomputing.com/ (Mobile Computing & Communications)

. http://www.phonezone.com/tutorial/nextgen.htm (Next-generation phone systems)

. http://www-star.stanford.edu/~osama/links.html (Single-chip 2.4GHz radio)

. http://www.tek.com/M easurement/App_Notes/ap-Wireless/welcome.html (Wireless

digital modulation)

. http://www.telecomweb.com/ct/ (Communications Today)

. http://www.ti.com/sc/docs/wirel ess/cellterm.htm (Glossary of wireless terms)

. http://www.ti.com/sc/data/wirel ess/panosl.pdf (Wireless systems and technology

overview)


http://www.ctimag.com/
http://www.data.com/tutorials/web_connection.html
http://www.dectweb.com/sitemap.htm
http://www.dnspublishing.com/rc/rcindex.cfm
http://www.ericsson.com/BN/dect2.html
http://www.fcc.gov/Bureaus/Common_Carrier/Reports/FCC-State_Link/recent.html
http://www.fiberopticsonline.com/
http://www.gbmarks.com/wireless.htm
http://www.globalwirelessnews.com/
http://www.herring.com/mag/issue48/comm.html
http://www.hometoys.com/htinews/oct99/articles/allied/allied.htm
http://http.cs.berkeley.edu/~gribble/cs294-7_wireless/summaries/index.html
http://www.internettelephony.com/
http://www.internettelephony.com/archive/featurearchive/7.06.98.html
http://www.it.kth.se/edu/gru/Fingerinfo/telesys.finger/Mobile.VT96/DECT.html
http://www.itu.int/imt/2-radio-dev/proposals/index.html
http://www.mobilecomputing.com/
http://www.phonezone.com/tutorial/nextgen.htm
http://www-star.stanford.edu/~osama/links.html
http://www.tek.com/Measurement/App_Notes/ap-Wireless/welcome.html
http://www.telecomweb.com/ct/
http://www.ti.com/sc/docs/wireless/cellterm.htm
http://www.ti.com/sc/data/wireless/panos1.pdf

. http://www.tiap.org (Guide to evolving wireless services)

. http://www.tr.com/ (Telecommunications Reports)

. http://www.trio.ca/annual/thrusts/mobsat.htm (Ontario, Canada, wireless and mobile

research)

. http://www.wapforum.org/what/technical.htm (WAP Forum specs)

. http://www.webproforum.com/wpf_wireless.html (Wireless tutorials)

. http://www.wirel essdata.org (Wireless Data Forum)

. http://www.wirel essdata.org/news/currenttxt.asp (Current newsl etter)

. http://www.wirelessdesignonline.com (Wireless Design Online)

http://www.wirelessweek.com/industry/indtoc.htm (Wireless Week industry
information and statistics)

. http://www.wow-com.com/index.cfm (CTIA wireless web page: World Of Wireless)

. http://www.wow-com.com/wirelesssurvey/1298datasurvey.pdf (1998 U.S. Wireless

Survey)

. http://www.zdnet.com/anchordesk/story/story 1384.html (Survey of access

technologies by ZD Anchordesk)

http://www.zdnet.com/intweek/print/971013/158897.html (October 1997 survey of
access technologies)

Regulation and Government

. http://www.broadband-guide.com/Iw/reg/index.html (Pennwell pubs)

. http://www.commnow.com/3rd Generation.html (Article about TR-45 workshop on

IMT-2000)

. http://www.fcc.gov/bandwidth/ (FCC bandwidth home page)

. http://www.itu.ch/imt/ (International Mobile Telecommunications-2000 [ITU R/T

Initiative])

. http://www.ntia.doc.gov/osmhome/allochrt.html (U.S. Spectrum chart)

WLL

. http://www.analysys.co.uk/publish/registered/| ocloop/defaul t. htm#contents (LL

competition)

. http://www.globaltel ephony.com/archives/GT598/GT598cover.html (WLL cover

feature)
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. http://www.internettel ephony.com/content/html/focus/featurel.html (Feb 1998 Next-
generation WLL)

. http://www.isir.com/wireless/ (WLL world)

. http://www.ntia.doc.gov/forums/wireless/index.html (WLL forum)

. http://www.verticom.com/cieee 1/index.htm (Steve Goldberg's |IEEE talk on Wireless
LL)

. http://www.wavespan.com/sol utions/ultraman.shtml (Wavespan Stratum 100)

LMDSMMDS (Wireless Cable)

. http://businesstech.com/tel ecom/btfreetelecom9902.html (History of MMDYS)

. http://grouper.ieee.org/groups/802/16/ (IEEE 802.16 BroadBand Fixed Wireless home
page)

. http://nwest.nist.gov/tutorial _ets.pdf (A good LMDS context briefing)

. http://nwest.nist.gov/ (Click on News for current standards activity)

. http://www.americasnetwork.com/i ssues/98issues/980801/980801 |mds.html

. http://www.americasnetwork.com/issues/99suppl ements/990601I mds/990601 toc.htm

. http://www.cabledatacomnews.com/wireless/cmic12.html (North American MMDS
trials)

. http://www.fcc.gov/Bureaus/Wirel ess/Factsheets/Imds.html (FCC fact sheet on LMDS
auction results)

. http://www.nmcfast.com (IBM and NewMedia partner in MMDYS)

. http://www.tel edotcom.com/1097/features/tdc1097tel cos.html (Bell South MMDS
writeup)

. http://www.WCAI.com/index.htm (The WCA's home page for the Wireless Cable
Association)

. http://www.webproforum.com/nortel4/ (Nortel tutorial on LMDYS)

. http://www.zdnet.com/intweek/print/970630/inwk0009.html (Broadband wireless
aternatives)

Cordless

. http://www.broadband-guide.com/wi/techupdate/techupjf98.html (Wireless in-building
telephone systems)
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Satellite

. http://sat-nd.com/news/ (Satellite news)

. http://tcpsat.grc.nasa.gov/tcpsat/ (TCP over Satellite WG)

. http://www.data.com/issue/990707/satellite.ntml (Internet satellite links)

. http://www.ee.surrey.ac.uk/Personal/L .\Wood/constellations/ (The orbits)

. http://www.herring.com/mag/issue48/space.html (Loral portrait)

. http://www.iridium.com/index.html (Iridium home page)

. http://www.msua.org/mobile.htm (Mobile Satellite Users Association)

. http://www.project77.com Project77 (Iridium pricing)

. http://www.satphone.com/ (Overview of programs)

. http://www.satphone.net (Iridium Service Provider Satellite Warehouse)

. http://www.skybridgesatel lite.com/ (SkyBridge)

. http://www.skyreport.com/ (Research and reporting for the satellite industry)

. http://www.spotbeam.com/links.htm (Internet, satellite links)

. http://www.spotbeam.com/mansum.htm (GEO summary)

. http://www.spotbeam.com/mansum99.htm (Internet and ISP summary)

. http://www.techweb.com/se/directlink.cgi ?NWC19980315S0017 (Broadband Ka
satellites)

. http://www.techweb.com/se/directlink.cgi?NWC19980315S0011 (Satellite insecurity)

. http://www.wizard.net/~vvaughn/sat.htm (Satellite voice system comparisons)

Modulations

. http://diva.eecs.berkeley.edu/~linnartzZMCCDMA .html (OFDM definitions)

. .[.1.1./lib/help.htm (Effects of clouds and rain)

. http://sss-mag.com/favlinks/index.html (Many modulation links)

. http://wireless.stanford.edu/research.html (Stanford University wireless research)

. http://www.catv.org/modem/technical/ofdm.html (OFDM, the next upstream
modulation)

. http://www.ee.mtu.edu/courses/ee465/groupe/index.html (CDMA class)
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. http://www.gr.ssr.upm.es/~ana/ofdm_links.htm (OFDM sites)

. http://www.sm.luth.se/csee/sp/projects/ofdm/ofdm.html (OFDM description)

Interfaces

. http://cx667314-a.chndl.az.home.com/13941 nformer/990800.htm 1394 (News home
page)

« http://skipstone.com/compcon.html (IEEE 1394 overview)

. http://www-europe.cisco.com/warp/public/459/8.html (HSSI)

. http://www.mfsdatanet.com/mfs-international/hssi.html (HSSI)

. http://www.sdlcomm.com/ (HSSI PCI module)

Glossary Terms

The following list of terms was selected by their frequency of use when discussing Cisco
wireless interests. Thislist should not be considered comprehensive with respect to the
wireless industry in general. Furthermore, certain aspects of these acronyms remain in a state
of flux and should be considered accurate per the date of this document.

. adjacent channel—A channel or frequency that is directly above or below a specific
channel or frequency.

. amplitude—The magnitude or strength of avarying waveform. Typically, thisis
represented as a curve along the x-axis of agraph.

. analog signal—The representation of information with a continuously variable
physical quantity, such as voltage. Because of this constant change of the wave shape
asit passes agiven point in time or space, an analog signal may have avirtually
indefinite number of states or values. This contrasts with adigital signal, whichis
expressed as a square wave and therefore has a very limited number of discrete states.

. antenna—A device for transmitting or receiving aradio frequency (RF). Antennae are
designed for specific and relatively tightly defined frequencies, and are quite varied in
design. An antennafor a2.5 GHz (MMDYS) system will not work for a 28 GHz
(LMDS) design.

. antenna gain—The measure of an antenna assembly performance relative to a
theoretical antenna called an isotropic radiator (radiator is another term for antenna).
Certain antenna designs feature higher performance relative to vectors or frequencies.

. bandwidth—The frequency range necessary to convey asigna measured in units of
hertz (Hz). For example, voice signals typically require approximately 7 kHz of
bandwidth, and data traffic typically requires approximately 50 kHz of bandwidth.

. BTA—Basic trading area; an area or footprint in which an entity islicensed to transmit
its frequencies. BTAs were established by Rand McNally and are defined as county
lines. Rand McNally licensed its mapping data to the FCC for ease of designation for
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site licenses.

. broadband—In general, an RF system is deemed broadband if it has a constant data

rate at or in excess of 1.5Mbps. Its corresponding opposite is narrowband.

. broadcast—In generdl, thisisthe opposite of narrowcast and infersthat asignal is

sent to many points at the same time or is transmitted in an omnidirectional pattern.

. CDMA—Code division multiple access; atransmission scheme that allows multiple

users to share the same RF range of frequencies. In effect, the system divides a small
range of frequencies out of alarger set and divides the data transmission among them.
The transmitting device divides the data among a presel ected set of nonsequential
frequencies. The receiver then collates the various data pieces from the disparate
frequenciesinto a coherent data stream. As part of the RF system setup, the receiver
components are advised of the scrambled order of the incoming frequencies. An
Important aspect of this scheme isthat the receiver system filters out any signal other
than the ones specified for a given transmission.

. channel—A communications path wide enough to permit a single RF transmission.

. coax cable—Thetype of cable used to connect Cisco equipment to antennae.

. converter—RF systems have two fundamental frequencies: that which is sent over the

air (carrier frequency), and that which is sent back and forth between Cisco equipment
and the antennae (intermediate frequency). Thisis performed by a converter; aso
known as up or down converters or transverters. The intermediate frequencies are split
into a higher and lower frequency that is used for either transmission or reception of
data between the antenna assembly and Cisco devices.

dB—Decibel; aunit for measuring relative power ratios in terms of gain or loss. Units
are expressed in terms of the logarithm to base 10 of aratio and typically are expressed
in watts. dB is not an absolute value—rather, it is the measure of power loss or gain
between two devices. As an example, a-3 dB loss indicates a 50 percent loss in power,
a+3 dB reading is adoubling of power. The rule of thumb to remember isthat 10 dB
indicates an increase (or loss) by afactor of 10. Likewise, 20 dB indicates an increase
(or loss) of afactor of 100, and 30 dB indicates an increase (or loss) by a factor of
1000.

Because antennae and other RF devices/systems commonly have power gains or losses
on the order of magnitude of 4, dB is amore easily used expression.

. dBi—dB referenced to an isotropic antenna (hence the "i") that is theoretically perfect

in terms of symmetric patterns of radiation. Real-world antennae do not perform with
even nomina amounts of symmetry, but this effect is generally used to the advantage
of the system designer.

. dBm—dB referencing 1 milliwatt; 0 dBm isdefined as 1 mW at 1 kHz of frequency at

600 ohms of impedance.

dBW—dB referencing 1 waitt.

. demodulator—A device for assembling signals after they have been received by an

antenna. A demodulator istypically the first major device downstream from an
antenna receiving system, and it exists on the block diagram before various Cisco



devices. The corresponding device on the transmission side of a system is a modulator.

. EIRP—Effectiveisotropic radiated power; the term for the expression of the

performance of an antennain a given direction relative to the performance of a
theoretical (isotropic) antenna. Thisis expressed in watts or dBW. EIRP is the sum of
the power sent to the antenna plus antenna gain.

. electromagnetic spectrum—The full range of electromagnetic (same as magnetic)

frequencies, the subset of which is used in commercial RF systems. Commercial RF
systems are typically classified in ranges that include MF, HF, VHF, SHF, and EHF.
Military systemstypically include frequencies outside these types.

. fixed wireless—The type of Cisco wirelessin which both the transmitter and the

receiver are not mobile. Cisco wireless is always broadband wireless, with dataratesin
excess of 1.5 Mbps.

. footprint—The geographical areain which an entity is licensed to broadcast its signal.

. frequency reuse—One of the fundamental concepts on which commercial wireless

systems are based. It involves the partitioning of an RF radiating area (cell) into
segments of a cell—for Cisco purposes, this means that the cell is broken into three
equal segments. One segment of the cell uses afrequency that isfar enough away from
the frequency in the bordering segment to provide interference problems. The same
frequency isused at least two cells apart from each other. This practice enables cellular
providers to have many times more customers for a given site license.

. gain—Theratio of the output amplitude of asignal to the input amplitude of asignal.

Thisratio istypically expressed in decibels. The higher the gain, the better the antenna
recelves or transmits, but also the more noise it includes.

. license—The purchased right to transmit RF waves over aBTA istypically given for a

ten year period. The license tightly governs the design parameters of an RF system and
its use. RF licenses are (typically) purchased from the FCC on an auction basis.

The FCC provides licenses to ensure maximum competition in a free market (although
thisis not always obviousin the way the FCC manages the auctions) and spectral
efficiency, which is another way of stating efficient use of the RF spectrum.

. LMDS—Loca Multipoint Distribution Service; arelatively low-power license for

broadcasting voice, video, and data. Typically two licenses are granted in three
frequencies each to separate entities within a BTA. These licenses are known as Block
A or Block B licenses. Block A licenses operate from 27.5 to 28.35 GHz, 29.10 to
29.25 GHz, and 31.075 to 31.225 GHz, for atotal of 1.159 MHz of bandwidth. Block
B licenses operate from 31.00 to 31.075 GHz, and 31.225 to 31.300 GHz, for atotal of
150 MHz of bandwidth. LMDS systems have atypical maximum transmission range
of approximately 3 miles, as opposed to the transmission range of an MMDS system,
which istypically 25 miles. This differencein rangeis primarily afunction of physics
and FCC-allocated output power rates.

. LOS—Line of sight; refersto the fact that there must be a clear, unobstructed path

between transmitters and receivers. Thisis essential for LMDS products and enhances
genera performance in every RF deployment, compared to partial or completely
obstructed data paths. The opposite of LOS is non-line-of-sight (NLOS).



.« MMDS—Multichannel Multipoint Distribution Service; thisis comprised of as many
as 33 discrete channels that are transmitted in a pseudorandom order between the
transmitters and the receivers. The FCC has allocated two bands of frequencies for
each BTA—2.151t0 2.161 GHz, and 2.5 to 2.686 GHz.

. mobile wireless—Cisco does not provide mobile wireless components; instead, it
provides backbone devices such asa GGSN that support mobile wireless
infrastructures.

. NLOS—Non-line-of-sight; also known as obstructed path or pathway.

. parabolic antenna—A dishlike antenna that sends RF waves in a highly focused
manner. Such antennage provide very large power gains and are highly efficient. This
antennaistypical to Cisco's LMDS, U-NII, and MMDS systems, but thisis not the
only design available or appropriate for those frequencies.

. path loss—The power loss that occurs when RF waves are transmitted through the air.
Thisloss occurs because the atmosphere provides afiltering effect to the signal.
Certain electromagnetic frequencies (very high and noncommercial) are completely
blocked or filtered by the atmosphere.

. point-to-multipoint—P2MP; generally infers the communication between a series of
receivers and transmitters to a central location. Cisco P2MP istypically set up in three
segments to enable frequency reuse. Cisco offers MMDS, U-NII, and LMDS systems
in P2MP.

. Point-to-point—P2P; has a higher bandwidth than P2M P because, among other
things, it has less overhead to manage the data paths and only one receiver exists per
transmitter. Cisco offers MMDS, U-NII, and LMDS systemsin P2P.

. RF—Radio frequency; generally refers to wireless communications with frequencies
below 300 GHz.

. TDMA—Time-division multiple access; atechnique for splitting transmissions into
time slots, which enables a greater number of usersfor a given frequency. A technique
commonly used, as opposed to CDMA.

« U-NIT1—Unlicensed National Information Infrastructure. Cisco offers awireless
product for thisin the 5.7 GHz frequency. This frequency does not require the use or
purchase of asite license, but, as with all electronic devices sold commercially, it does
require registration with the FCC.

The NIl isaterm coined by federal regulators to describe the access of information to
citizens and business. Equivalent to the term "information superhighway," it does not
describe system architecture or topology.

. Wireless Access Protocol—A language used for writing web pages that uses far less
overhead, which makes it more preferable for wireless access to the Internet. WAP's
corresponding OS is that created by 3Com in its Palm Pilot. Nokia has recently
adopted the Palm OS for its web-capable cellular phone.

1 In this document, terms Base Station (BS), Head End (HE), and Hub are used



interchangeably.
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Glossary Terms

Chapter Goals
« Identify and discuss different types of digital subscriber line (DSL) technologies.
¢ Discuss the benefits of using xDSL technologies.
¢ Explain how ASDL works.
¢ Explain the basic concepts of signaling and modulation.

e Discuss additional DSL technologies (SDSL, HDSL, HDSL-2, G.SHDSL, IDSL,
and VDSL).

Digital Subscriber Line

Introduction

Digital Subscriber Line (DSL) technology is a modem technology that uses existing twisted-pair
telephone lines to transport high-bandwidth data, such as multimedia and video, to service
subscribers. The term xDSL covers a humber of similar yet competing forms of DSL
technologies, including ADSL, SDSL, HDSL, HDSL-2, G.SHDL, IDSL, and VDSL. xDSL is
drawing significant attention from implementers and service providers because it promises to
deliver high-bandwidth data rates to dispersed locations with relatively small changes to the
existing telco infrastructure.

XDSL services are dedicated, point-to-point, public network access over twisted-pair copper
wire on the local loop (last mile) between a network service provider's (NSP) central office and
the customer site, or on local loops created either intrabuilding or intracampus. Currently, most
DSL deployments are ADSL, mainly delivered to residential customers. This chapter focus
mainly on defining ADSL.

Asymmetric Digital Subscriber Line

Asymmetric Digital Subscriber Line (ADSL) technology is asymmetric. It allows more bandwidth
downstream—from an NSP's central office to the customer site—than upstream from the
subscriber to the central office. This asymmetry, combined with always-on access (which
eliminates call setup), makes ADSL ideal for Internet/intranet surfing, video-on-demand, and
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remote LAN access. Users of these applications typically download much more information
than they send.

ADSL transmits more than 6 Mbps to a subscriber and as much as 640 kbps more in both
directions (shown in Figure 21-1). Such rates expand existing access capacity by a factor of 50
or more without new cabling. ADSL can literally transform the existing public information
network from one limited to voice, text, and low-resolution graphics to a powerful, ubiquitous
system capable of bringing multimedia, including full-motion video, to every home this century.

Figure 21-1 The Components of an ADSL Network Include a Telco and a CPE
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ADSL will play a crucial role over the next decade or more as telephone companies enter new
markets for delivering information in video and multimedia formats. New broadband cabling will
take decades to reach all prospective subscribers. Success of these new services depends on
reaching as many subscribers as possible during the first few years. By bringing movies,
television, video catalogs, remote CD-ROMSs, corporate LANs, and the Internet into homes and
small businesses, ADSL will make these markets viable and profitable for telephone companies
and application suppliers alike.

ADSL Capabilities

An ADSL circuit connects an ADSL modem on each end of a twisted-pair telephone line,
creating three information channels: a high-speed downstream channel, a medium-speed
duplex channel, and a basic telephone service channel. The basic telephone service channel is
split off from the digital modem by filters, thus guaranteeing uninterrupted basic telephone
service, even if ADSL fails. The high-speed channel ranges from 1.5 to 9 Mbps, and duplex
rates range from 16 to 640 kbps. Each channel can be submultiplexed to form multiple lower-
rate channels.

ADSL modems provide data rates consistent with North American T1 1.544 Mbps and
European E1 2.048 Mbps digital hierarchies (see Figure 21-2), and can be purchased with
various speed ranges and capabilities. The minimum configuration provides 1.5 or 2.0 Mbps
downstream and a 16-kbps duplex channel; others provide rates of 6.1 Mbps and 64 kbps for
duplex. Products with downstream rates up to 8 Mbps and duplex rates up to 640 kbps are
available today. ADSL modems accommodate Asynchronous Transfer Mode (ATM) transport
with variable rates and compensation for ATM overhead, as well as IP protocols.

Figure 21-2 This Chart Shows the Speeds for Downstream Bearer and Duplex
Bearer Channels



Downstream bearer channals

nx1.538 Mbps 1.538 Mbps
A072 Mbps
4.608 Mbps
&.144 Mbps
2.048 Mbps

4,006 Mbps

nx2.048 Mbps

Duplex bearar channels

C channeal 16 Kbps

&4 Kbps
160 Kbps
284 Kbps
544 Kbps

576 Kbps

Optional channeks

Downstream data rates depend on a number of factors, including the length of the copper line,
its wire gauge, the presence of bridged taps, and cross-coupled interference. Line attenuation
increases with line length and frequency, and decreases as wire diameter increases. Ignoring
bridged taps, ADSL performs as shown in Table 21-1.

Table 21-1 Claimed ADSL Physical-Media Performance

Data Rate Wire Gauge |Distance Wire Size |Distance
(Mbps) (AWG) (feet) (mm) (km)
150r2 24 18,000 0.5 5.5
150r2 26 15,000 0.4 4.6

6.1 24 12,000 0.5 3.7

6.1 26 9,000 0.4 2.7

Although the measure varies from telco to telco, these capabilities can cover up to 95 percent of
a loop plant, depending on the desired data rate. Customers beyond these distances can be
reached with fiber-based digital loop carrier (DLC) systems. As these DLC systems become
commercially available, telephone companies can offer virtually ubiquitous access in a relatively
short time.

Many applications envisioned for ADSL involve digital compressed video. As a real-time signal,
digital video cannot use link- or network-level error control procedures commonly found in data
communications systems. Therefore, ADSL modems incorporate forward error correction that
dramatically reduces errors caused by impulse noise. Error correction on a symbol-by-symbol
basis also reduces errors caused by continuous noise coupled into a line.

ADSL Technology

ADSL depends on advanced digital signal processing and creative algorithms to squeeze so
much information through twisted-pair telephone lines. In addition, many advances have been
required in transformers, analog filters, and analog/digital (A/D) converters. Long telephone
lines may attenuate signals at 1 MHz (the outer edge of the band used by ADSL) by as much
as 90 dB, forcing analog sections of ADSL modems to work very hard to realize large dynamic
ranges, separate channels, and maintain low noise figures. On the outside, ADSL looks simple
—transparent synchronous data pipes at various data rates over ordinary telephone lines. The
inside, where all the transistors work, is a miracle of modern technology. Figure 21-3 displays
the ADSL transceiver-network end.

Figure 21-3 This Diagram Provides an Overview of the Devices That Make Up the
ADSL Transceiver-Network End of the Topology
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To create multiple channels, ADSL modems divide the available bandwidth of a telephone line
in one of two ways: frequency-division multiplexing (FDM) or echo cancellation, as shown in
Figure 21-4. FDM assigns one band for upstream data and another band for downstream data.
The downstream path is then divided by time-division multiplexing into one or more high-speed
channels and one or more low-speed channels. The upstream path is also multiplexed into
corresponding low-speed channels. Echo cancellation assigns the upstream band to overlap
the downstream, and separates the two by means of local echo cancellation, a technique well
known in V.32 and V.34 modems. With either technique, ADSL splits off a 4-kHz region for
basic telephone service at the DC end of the band.

Figure 21-4 ADSL Uses FDM and Echo Cancellation to Divide the Available
Bandwidth for Services

FDM
Lpstream Downstram
™\ Basic
telephone
sarvios
Frequency 1 Mhz
Echo cancellation
Lpstream Downstream
™\ Basic
telephone
sorvios
Frequency 1 Mhz

An ADSL modem organizes the aggregate data stream created by multiplexing downstream
channels, duplex channels, and maintenance channels together into blocks, and it attaches an
error correction code to each block. The receiver then corrects errors that occur during
transmission, up to the limits implied by the code and the block length. At the user's option, the
unit also can create superblocks by interleaving data within subblocks; this allows the receiver
to correct any combination of errors within a specific span of bits. This, in turn, allows for
effective transmission of both data and video signals.

Signaling and Modulation



This section includes the following:
¢ CAP and DMT Modulated ADSL

« ADSL Standards and Associations

CAP and DMT Modulated ADSL

DMT and CAP are line-coding methods for modulating the electrical signals sent over the
copper wire in the local loop. Carrierless Amplitude and Phase (CAP) is a common line-coding
method. CAP is a well-understood technology because of its similarity with QAM. Although CAP
is well-understood and relatively inexpensive, some argue that it is difficult to scale because it is
a single-carrier modulation technique and is susceptible to narrowband interference. DMT uses
multiple carriers. At this point, DMT is capable of more speed than CAP. This is one reason that
the ANSI committee T1E1.4 accorded it standards status in document T1.413.

This standard calls for 256 subbands of 4 KHz each, thereby occupying 1.024 GHz. Each
subband can be modulated with QAM 64 for clean subbands, down to QPSK. If each of the
subbands can support QAM-64 modulation, then the forward channel supports 6.1 Mbps. On
the return path are 32 subbands, with a potential for 1.5 Mbps.

CAP and DMT Compared

CAP is a single-carrier technigue that uses a wide passband. DMT is a multiple-carrier
technique that uses many narrowband channels. The two have a number of engineering
differences, even though, ultimately, they can offer similar service to the network layers
discussed previously.

Adaptive Equalization

Adaptive equalizers are amplifiers that shape frequency response to compensate for
attenuation and phase error. Adaptive equalization requires that the modems learn line
characteristics and do so by sending probes and looking at the return signals. The equalizer
then knows how it must amplify signals to get a nice, flat frequency response. The greater the
dynamic range, the more complex the equalization. ADSL requires 50 dB of dynamic range,
complicating adaptive equalization. Only with recent advances in digital signal processing
(number crunching) has it become possible to have such equalization in relatively small
packaging.

Adaptive equalization is required for CAP because noise characteristics vary significantly
across the frequency passband. Adaptive equalization is not needed for DMT because noise
characteristics do not vary across any given 4-KHz subband. A major issue in comparing DMT
with CAP is determining the point at which the complexity of adaptive equalization surpasses
the complexity of DMT's multiple Fourier transform calculations. This is determined by further
implementation experience.

Power Consumption

Although DMT clearly scales and does not need adaptive equalization, other factors must be
considered. First, with 256 channels, DMT has a disadvantage regarding power consumption
(and, therefore, cost) when compared with CAP. DMT has a high peak-to-average power ratio
because the multiple carriers can constructively interfere to yield a strong signal. DMT has
higher computational requirements, resulting in more transistors than the transceiver chips.
Numbers are mostly proprietary at this point, but it is estimated that a single transceiver will
consume 5 W of power, even with further advances. Power consumption is important because
hundreds or thousands (as carriers dearly hope) of transceivers might be at the central office,
or CEV. This would require much more heat dissipation than CAP requires.

Latency

Another issue for DMT is that latencies are somewhat higher than with CAP (15). Because each
subband uses only 4 KHz, no bit can travel faster than permitted by a QAM-64. The trade-off
between throughput and latency is a historical one in data communications and has normally
been settled in the marketplace.

Speed

DMT appears to have the speed advantage over CAP. Because narrow carriers have relatively
few equalization problems, more aggressive modulation techniques can be used on each
channel. For CAP to achieve comparable bit rates, it might be necessary to use more
bandwidth, far beyond 1 MHz. This creates new problems associated with high frequencies on
wires and would reduce CAP's current advantage in power consumption.



ADSL Standards and Associations

The American National Standards Institute (ANSI) Working Group T1E1.4 recently approved an
ADSL standard at rates up to 6.1 Mbps (DMT/ANSI Standard T1.413). The European Technical
Standards Institute (ETSI) contributed an annex to T1.413 to reflect European requirements.
T1.413 currently embodies a single terminal interface at the premises end. Issue Il expands the
standard to include a multiplexed interface at the premises end, protocols for configuration and
network management, and other improvements.

The ATM Forum and the Digital Audio-Visual Council (DAVIC) have both recognized ADSL as a
physical layer transmission protocol for UTP media.

Additional DSL Technologies

This section discusses the following DSL technologies:

e SDSL
« HDSL
e HDSL-2
¢ G.SHDSL
* |ISDN Digital Subscriber Line (DSL)
¢ VDSL
SDSL

Symmetric Digital Subscriber Line (SDSL) is a rate-adaptive version of HDSL and, like HDSL, is
symmetric. It allows equal bandwidth downstream from an NSP's central office to the customer
site as upstream from the subscriber to the central office. SDSL supports data only on a single
line and does not support analog calls. SDSL uses 2B1Q line coding and can transmit up to
1.54 Mbps to and from a subscriber, or can be configured to offer a variable range of bandwidth
up to 1.45 Mbps.

The symmetry that SDSL offers, combined with always-on access (which eliminates call setup),
makes it a favorable WAN technology for small to medium businesses and branch offices, and
can be an affordable alternative to dedicated leased lines and Frame Relay services. Because
traffic is symmetrical, file transfer, web hosting, and distance-learning applications can
effectively be implemented with SDSL.

HDSL

Originally developed by Bellcore, high bit-rate DSL (HDSL)/T1/E1 technologies have been
standardized by ANSI in the United States and by ETSI in Europe. The ANSI standard covers
two-pair T1 transmission, with a data rate of 784 kbps on each twisted pair. ETSI standards
exist both for a two-pair E1 system, with each pair carrying 1168 kbps, and a three-pair E1
system, with 784 kbps on each twisted pair.

HDSL became popular because it is a better way of provisioning T1 or E1 over twisted-pair
copper lines than the long-used technique known as Alternative Mark Inversion (AMI). HDSL
uses less bandwidth and requires no repeaters up to the CSA range. By using adaptive line
equalization and 2B1Q modulation, HDSL transmits 1.544 Mbps or 2.048 Mbps in bandwidth
ranging from 80ntrast to the 1.5 MHz required by AMI. (AMI is still the encoding protocol used
for the majority of T1.)

T1 service can be installed in a day for less than $1,000 by installing HDSL modems at each
end of the line. Installation via AMI costs much more and takes more time because of the
requirement to add repeaters between the subscriber and the CO. Depending on the length of
the line, the cost to add repeaters for AMI could be up to $5,000 and could take more than a
week.

HDSL is heavily used in cellular telephone buildouts. Traffic from the base station is backhauled
to the CO using HDSL in more than 50 percent of installations. Currently, the vast majority of
new T1 lines are provisioned with HDSL. However, because of the embedded base of AMI, less
than 30 percent of existing T1 lines are provisioned with HDSL.

HDSL does have drawbacks. First, no provision exists for analog voice because it uses the
voice band. Second, ADSL achieves better speeds than HDSL because ADSL's asymmetry
deliberately keeps the crosstalk at one end of the line. Symmetric systems such as HDSL have
crosstalk at both ends.

HDSL-2



HDSL-2 is an emerging standard and a promising alternative to HDSL. The intention is to offer
a symmetric service at T1 speeds using a single-wire pair rather than two pairs. This will enable
it to operate for a larger potential audience. It will require more aggressive modulation, shorter
distances (about 10,000 feet), and better phone lines.

Much of the SDSL equipment in the market today uses the 2B1Q line code developed for
Integrated Services Digital Network. The Bell companies have insisted that using this SDSL at
speeds higher than 768 kbps can cause interference with voice and other services that are
offered on copper wire within the same wire bundle.

The biggest advantage of HDSL-2, which was developed to serve as a standard by which
different vendors' equipment could interoperate, is that it is designed not to interfere with other
services. However, HDSL-2 is full rate only, offering services only at 1.5 Mbps.

G.SHDSL

G.SHDSL is a standards-based, multirate version of HDSL-2 and offers symmetrical service.
The advantage of HDSL-2, which was developed to serve as a standard by which different
vendors' equipment could interoperate, is that it is designed not to interfere with other services.
However, the HDSL-2 standard addresses only services at 1.5 Mbps. Multirate HDSL-2 is part
of Issue 2 of the standard known as G.SHDSL, and is ratified by the ITU. G.SHDSL builds upon
the benefits of HDSL-2 by offering symmetrical rates of 2.3 Mbps.

ISDN Digital Subscriber Line

ISDN digital subscriber line (IDSL) is a cross between ISDN and xDSL. It is like ISDN in that it
uses a single-wire pair to transmit full-duplex data at 128 kbps and at distances of up to RRD
range. Like ISDN, IDSL uses a 2B1Q line code to enable transparent operation through the
ISDN "U" interface. Finally, the user continues to use existing CPE (ISDN BRI terminal
adapters, bridges, and routers) to make the CO connections.

The big difference is from the carrier's point-of-view. Unlike ISDN, ISDL does not connect
through the voice switch. A new piece of data communications equipment terminates the ISDL
connection and shuts it off to a router or data switch. This is a key feature because the
overloading of central office voice switches by data users is a growing problem for telcos.

The limitation of ISDL is that the customer no longer has access to ISDN signaling or voice
services. But for Internet service providers, who do not provide a public voice service, ISDL is
an interesting way of using POTS dial service to offer higher-speed Internet access, targeting
the embedded base of more than five million ISDN users as an initial market.

VDSL

Very-High-Data-Rate Digital Subscriber Line (VDSL) transmits high-speed data over short
reaches of twisted-pair copper telephone lines, with a range of speeds depending on actual line
length. The maximum downstream rate under consideration is between 51 and 55 Mbps over
lines up to 1000 feet (300 m) in length. Downstream speeds as low as 13 Mbps over lengths
beyond 4000 feet (1500 m) are also common. Upstream rates in early models will be
asymmetric, just like ADSL, at speeds from 1.6 to 2.3 Mbps. Both data channels will be
separated in frequency from bands used for basic telephone service and Integrated Services
Digital Network (ISDN), enabling service providers to overlay VDSL on existing services.
Currently, the two high-speed channels are also separated in frequency. As needs arise for
higher-speed upstream channels or symmetric rates, VDSL systems may need to use echo
cancellation.

Summary

ASDL technology is asymmetric, allowing more bandwidth for downstream than upstream data
flow. This asymmetric technology combined with always-on access makes ASDL ideal for users
who typically download much more data than they send.

An ASDL modem is connected to both ends of a twisted-pair telephone line to create three
information channels: a high-speed downstream channel, a medium-speed duplex channel, and
a basic telephone service channel. ADSL modems create multiple channels by dividing the
available bandwidth of a telephone line using either frequency-division multiplexing (FDM) or
echo cancellation. Both techniques split off a 4-kHz region for basic telephone service at the DC
end of the band

Synchronous Digital Subscriber Line (SDSL) provides variable, symmetric, high-speed data
communication up to 1.54 Mbps. But SDSL doesn't allow analog on the same line, as ADSL
does. SDSL uses 2B1Q line coding, a technology employed in ISDN and T1 services. SDSL is
a viable business option because of its capability to transmit high-speed data over longer



distances from the CO and because of its ease of deployment made possible by its spectral
compatibility.

High Bit-Rate DSL (HDSL) is a symmetric version of DSL that uses 2B1Q like SDSL, but over
two-wire pairs. HDSL is targeted at business deployment because it offers full-rate symmetrical
1.5 Mbps service. HDSL-2 is a standards-based version of HDSL offering symmetrical 1.5
Mbps service like HDSL, but with a single twisted pair of wires. HDSL is full-rate and does not
offer variable rates.

G.SHDSL does offer multirate service with symmetrical speeds of up to 2.3 Mbps.

ISDN digital subscriber line (IDSL) is similar in many ways to ISDN. The primary difference is
that IDSL is always on and can reach speeds up to 512 kbps with compression. IDSL uses
2B1Q line coding and does not support analog.

On the other hand, IDSL does allow data communications over longer distances than other DSL
options (up to 26,000 feet) and is considerably less expensive than ISDN service, in most
cases. Because IDSL supports existing ISDN CPE, it makes it easy to convert from ISDN to
IDSL.

Very-High-Data-Rate Digital Subscriber Line (VDSL) transmits high-speed data over short
distances through twisted-pair copper telephone lines. VDSL technology is still in the definition
stage, but additional research is required before it can be standardized. VSDL and ADSL are
similar technologies. However, although VSDL transmits data at nearly 10 times the rate of
ADSL, ADSL is the more complex transmission technology.

Review Questions
Q—Name the current versions of DSL technology.
A— ADSL, SDSL, HDSL, HDSL-2, G.SHDL, IDSL, and VDSL.
Q—What are the two-line coding methods used for ADSL?
A—DMT and CAP.
Q—Which versions of DSL offer symmetrical service?
A—SDSL, HDSL, and HDSL-2.
Q—What symmetrical version of DSL offers multirate service over a single pair of wire?
A—G.SHDSL
Q—How far of a reach can IDSL achieve from the CO?
A—26,000 feet.
Q—What downstream and upstream rates are proposed for VDSL?

A—The maximum downstream rate under consideration is between 51 and 55 Mbps over lines
up to 1000 feet (300 m) in length. Downstream speeds as low as 13 Mbps over lengths beyond
4000 feet (1500 m) are also common. Upstream rates in early models will be asymmetric, just
like ADSL, at speeds from 1.6 to 2.3 Mbps.

For More Information

ADSL Forum (http://www.adsl.com/)
Cisco DSL Depot (http://lwww.cisco.com/warp/public/779/servpro/promotions/dsldepot/)

Glossary Terms

* G.SHDSL—Asymmetrical Digital Subscriber Line. The upstream data rate is different
from the downstream (typically the downstream is greater than the upstream). It is
applicable to many DSL technologies offered today; however, this term typically assumes
DMT as defined in the ANSI T1.413 specification.

¢ CPE—Customer premises equipment, including devices such as CSU/DSUs, modems,
and ISDN terminal adapters, required to provide an electromagnetic termination for wide-
area network circuits before connecting to the router or access server. This equipment was
historically provided by the telephone company, but it is now typically provided by the
customer in North American markets.

* CSU/DSU—Channel service unit/data service unit. Provides electromagnetic
termination of the digital (WAN) signal at the customer premises. Performs line conditioning
and equalization functions, and responds to loopback commands sent from the central
office. In North America, the customer supplies the device providing CSU/DSU functionality;
outside North America, the telecommunications service provider usually provides this



device.

¢ DMT —Discrete Multitone is the ANSI specified modulation technique for G.SHDSL
(ANSI-T1.413). DMT is theoretically capable of more speed than CAP. The key providers of
DMT are Alcatel, Amati, Aware/ADI, and Orckit.

« Downstream—Refers to the transmission of data from the central office (CO or COE)
to the customer premise equipment (CPE).

« HDSL—High-speed Digital Subscriber Line. This is a symmetrical modulation technique
that uses two or three pairs of wires.

« HDSL2—High-speed Digital Subscriber Line. This is a symmetrical modulation
technique that can achieve speeds in the T1 (1.5 Mbps) range using one copper pair.

« POTS —Plain old telephone service.
¢ QAM —Quadrature amplitude phase modulation.

¢ RG.SHDSL—Rate Adaptive Digital Subscriber Line. This refers to the CAP2 and QAM
technologies that use variable data rates to maximize the utilization of various loop lengths.

«  SDSL—Symmetric Digital Subscriber Line. This indicates a subscriber line service that
utilizes the same data rate for upstream and downstream. This term is applicable to MDSL
and HDSL technologies.

e Upstream—Refers to the transmission of data from the customer premises equipment
(CPE) to the central office equipment (CO or COE).

* VDSL—Very-High-Data-Rate Digital Subscriber Line. This is a high-speed asymmetrical
service in the 10 to 25 Mbps range, typically limited to less than 5,000 feet. The targeted
application for this technology is a hybrid fiber copper system (fiber to the neighborhood).
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Chapter Goals
.« Understand hybrid fiber coax (HFC) networking concepts as a viable data medium.

. ldentify and characterize dominant HFC limitations associated with Data Over
Cable Service Interface Specifications (DOCSIS) data transmission.

. Understand the (DOCSIS) standard for data transport over Cable Television
System (CATV).

. Become familiar with DOCSIS hardware deployment and resulting capabilities.

. Become aware of future applications of the DOCSIS standard to support advanced
services.

Cable Access Technologies

Introduction

Historically, CATV has been a unidirectional medium designed to carry broadcast anal og
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video channels to the maximum number of customers at the lowest possible cost. Since the
introduction of CATV more than 50 years ago, little has changed beyond increasing the
number of channels supported. The technology to provide high-margin, two-way services
remained elusive to the operator.

During the 1990s, with the introduction of direct broadcast satellite (DBS) and digital
subscriber line (DSL), the cable operators experienced a serious challenge to their
existence by competing technologies threatening to erode market share of their single
product.

DBS operators marketed more choice and better quality entertainment product through
digital technology, whereas the incumbent local exchange carriers (LEC) proposed to offer
a combination of voice, video, and data by meansof DSL.

Fearing loss of market share and the need to offer advanced services to remain
economically viable, key multiple system operators (M SOs) formed the Multimedia Cable
Network System Partners, Ltd. (MCNS), with the purpose of defining a product and
system standard capable of providing data and future services over CATV plants. MCNS
proposed a packet-based (IP) solution in contention with a cell-based (ATM) solution
promoted by IEEE 802.14. MCNS partners included Comcast Cable Communications,
Cox Communications, Tele-Communications Inc., Time Warner Cable, MediaOne,
Rogers CableSystems, and Cable Television Laboratories (Cablel abs).

The Data Over Cable Service Interface Specification (DOCSIS) 1.0 standard that resulted
from the MCNS effort was unanimously accepted as the North American standard, and
vendors aggressively introduced products in compliance with this standard. M SOs defined
upgrade and construction programs to increase the supporting bandwidth of their plants
and to provide two-way functionality.

The DOCSIS 1.0 standard prescribes multivendor interoperability and promotes aretall
model for the consumer's direct purchase of a cable modem (CM) of choice. To ensure
multivendor interoperability, Cablel abs subjects all products offered to rigorous testing.
Equipment successfully passing all tests will be Cablel abs Qualified for head-end Cable
Modem Terminating System (CMTS), and Cablel abs Certified for CM devices.

To date, the DOCSIS 1.0 standard is proving to be a universal success, with deployments
now in operation worldwide.

Cablel abs, in conjunction with the vendor and user communities, is now in the process of
defining DOCSIS 1.1 for the purpose of supporting Voice Over Internet Protocol (VolP)
and advanced security, and is also paving the way for advanced future multimedia services.

Evolution from One-Way Broadcast to Two-Way Hybrid
Fiber Coax

A CATV network consists of a head-end location where all incoming signals are received
and, regardless of their source, frequency-division multiplexing (FDM) is applied,
amplified, and transmitted downstream for distribution to the complete cable plant.



Original CATV networks, as shown in Figure 22-1, were exclusively one-way, comprised
of diverse amplifiersin cascade to compensate for the intrinsic signal loss of the coaxial
cable in series with taps to couple video signal from the main trunks to subscriber homes
viadrop cables.

Figure22-1: A Smple, One-Way Video Broadcast Topology Using Coaxial Cabling
Exclusively
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Besides being unidirectional, the long amplifier cascades resulted in a system with high
noise that was inherently unreliable and failure-prone, in addition to being susceptible to
lightning strikes and ingress noise from foreign radio frequency (RF) signals.

The first significant improvement to the CATV plant was the introduction of fiber-optic
technology and the advent of the HFC plant (see Figure 22-2).

Figure 22-2: Simple HFC Distribution Networ k
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Portions of the coaxial cable and supporting amplification elements are replaced with
multifiber optic cable from a head end or hub location. The aggregated video signal is
used to modulate a downstream laser, which transmits the optical signal to an optical node,
which in turn converts the signal from an optical to an electrical signal that can then be
propagated downstream to the entire customer serving area.

It can be readily seen that the introduction of the fiber can significantly reduce the number
of cascaded amplifiers consequently improving system reliability, the signal-to-noise ratio
(SNR) of the downstream video signal, and potential system bandwidth. In addition, this
makes the system ready for the next step to two-way operation. As an added benefit, HFC
reduces operational and maintenance costs, and improves the immunity of the system to
INgress noises.



Two-way operation is achieved by the addition of requisite upstream amplifiersin the
amplifier housings, the addition of a narrow-band upstream laser in the optical node, a
dedicated upstream fiber to the head end, and a compatible optical receiver to convert any
upstream information to an electrical signal. When all components are in place, proper
return path alignment is required.

By means of adding an optical RING topography, the cable network affords greater
reliability, supports greater bandwidth with the capability to transport more information,
and is ready to support two-way operation by the ssmple addition of requisite components,
asillustrated in Figure 22-3.

Figure 22-3: Advanced HFC Network with Ring Topography
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Network robustness, scalability, and flexibility is further improved by the introduction of
the intermediate hub from which advanced services can ultimately be launched.

The HFC network and topography as outlined become the basic building blocks for
developing access transport capabilities needed by the M SOs to compete in the dynamic
communication environment.

Limitations and Specifications of the HFC Plant

The HFC network has the potential to offer tremendous bandwidth in the downstream or
forward direction from the head end or hub to the customer. Depending upon the extent of
the plant upgrade, the avail able bandwidth could be as much as from 54 to 860 MHz.
Downstream channel bandwidths are determined by the individual country's video
broadcast standards.

The historical broadcast video channel assignments limit the upstream or reverse direction
from the customer to the spectrum between 5 to 42 MHz. This upstream spectrum is
frequently hostile to return path connectivity due to the ingress of foreign interfering



signals such as ham radio citizen band (CB), among other legitimate RF emissions.

Table 22-1 summarizes the specifications for the downstream direction, and Table 22-2
summarizes the specifications for the upstream direction.

A DOCSIS system must provide greater than 99 percent availability when forwarding
1500-byte packets at the rate of at least 100 packets per second. To achieve these criteria,
certain CATV performance specifications are mandated on both the upstream and
downstream spectrum.

Table 22-1: Downstream Cable Specifications

Downstream Parameter

Assumes nominal analog video
carrier level (peak envelope
power) in a 6-MHz channel with
all conditions present concurrently
and referenced to frequencies
greater than 88 MHz

RF channel spacing (BW)

6 MHz

Transit delay, CMTS to most distant
customer

Less than or equal to 0.800 ms

CNR in a6-MHz band

Not less than 35 dB (analog video
level)

Cl/l ratio for total power (discrete and
broadband ingress signals)

Not less than 35 dB within the
design BW

Composite triple-beat distortion for analog-
modulated carriers

Not greater than -50 dBc within the
design BW

Composite second-order distortion for
analog-modulated carriers

Not greater than -50 dBc within the
design BW

Cross-modulation level

Not greater than -40 dBc within the
design BW




Amplituderipple 0.5 dB within the design BW

Group delay ripple in the spectrum 75 ns within the design BW

occupied by the CMTS

Microreflections bound for dominant echo -10 dBc at less than or equal to 0.5
ms

-15 dBc at lessthan or equal to 1.0
ms

-20 dBc at less than or equal to 1.5
ms

-30 dBc at lessthan or equal to 1.5

ms

Carrier hum modulation Not greater than -26 dBc (5 percent)

Burst noise Lessthan 25 msat a10 Hz average
rate

Seasonal and diurnal signal level variation 8dB

Signal level slope (50 to 750 MHz) 16 dB

Maximum analog video carrier level at the 17 dBmV
CM input, inclusive of above signa level
variations

Lowest analog video carrier level at the -5dBmV
CM input, inclusive of above signa level
variation

Good engineering, design, and maintenance practices for CATV plants ensure that these
traditional video parameters can easily be met and maintained for operational systems.



Parameters of primary concern, however, relate to signal level and noise.

Table 22-2: Upstream Cable Specifications

Upstream Assumes all conditions present
concurrently

Frequency range 5to 42 MHz, edge to edge
Transit delay, most distant CM to nearest Less than or equal to 0.800 ms
CM or CMTS

Carrier-to-noise ratio Not less than 25 dB
Carrier-to-ingress power (the sum of Not lessthan 25 dB

discrete and broadband ingress signals) ratio

Carrier-to-interference (the sum of noise, Not less than 25 dB
distortion, common path distortion, and
cross-modulation) ratio

Carrier hum modulation Not greater than -23 dBc (7 percent)

Burst noise Not longer than 10 msat a1 kHz
average rate for most cases

Amplitude ripple 0.5dB/MHz (5 - 42 MHz)

Group delay ripple 200 ns'MHz (5 - 42 MHz)




Microreflections: single echo -10 dBc at less than or equal to 0.5
ms

-20 dBc at lessthan or equal to 1.0
ms

-20 dBc at less than or equal to 1.0
ms

Seasonal and diurnal signal level variation Not greater than 8 dB min to max

The greater challenge for the operator is to realize sufficient usable upstream bandwidth to
achieve the systems throughput requirements for data or other services. The limited
upstream bandwidth must often be shared with other services, ranging from impulse pay-
per-view (IPPV), telemetry, and alarm gathering information from the active elementsin
the cable plant, as well as having to compete with interfering signals that radiate into the
lower frequency range.

Because of the limited and often-hostile upstream bandwidth, the hardware design must
implement diverse countermeasures to mitigate the effects of both fixed and transient
harmful noise. In addition, the network designer must choose from the available remaining
spectrum and often must implement bandwidth compromises for a DOCSIS deployment.

A combination of upstream signal quality measured by carrier-to-noise ratio (CNR),
anticipated market penetration, services offered, and available upstream spectrum will
ultimately dictate the physical configuration of the return-path physical layer.

DOCSIS Standards, Signaling Protocols, and
Applications

The DOCSIS interface specifications enabled the development and deployment of data-
over-cable systems on a nonproprietary, multivendor, interoperable basis for transparent
bidirectional transfer of Internet Protocol (1P) traffic between the cable system head end
and customer locations over an all-coaxia or hybrid-fiber/coax (HFC) cable network.

The system consists of aCM TS located at the head end, a coaxial or HFC medium, and a
CM located at the premises of the customer, in conjunction with DOCSI S-defined layers
that support interoperability and evolutionary feature capabilities to permit future value-
added services.

DOCSIS layer definitions are as follows:
. IPnetwork layer

. Datalink layer comprised of:



o Logical Link Control (LLC) sublayer conforming to Ethernet standards
o Link security sublayer for basic privacy, authorization, and authentication

o Media Access Control (MAC) sublayer for operation supporting variable-
length protocol data units (PDU) and featuring:

CMTS control of contention and reservation transmission opportunities
A stream of minislots in the upstream

Bandwidth efficiency through variable-length packets

Extensions for the future support of Asynchronous Transfer Mode (ATM)
or other types of PDU

Support for multiple grade of service and wide range of data rates

. Physical (PHY) layer comprised of:
o Downstream convergence layer conforming to MPEG-2 (Rec. H.222.0)
o Physical Media Dependent (PMD) sublayer for:

Downstream based on ITU-T Rec J.83 Annex B with either 64 or 256
guadrature amplitude modulation (QAM), concatenation of Reed-Solomon
and Trellisforward error correction (FEC), in addition to variable-depth
interleaving

Upstream, employing:

Quadrature phase shift keying (QPSK) or 16 QAM

Support for multiple symbol rates

CM controlled and programmable from the CMTS

Frequency agility

Support for fixed-frame and variable-length PDU formats
Time-division multiple access (TDMA)

Programmabl e Reed-Solomon FEC and preambles

Capability to support future physical layer technologies

In addition, the specification defines means by which a CM can self-discover the
appropriate upstream and downstream frequencies, bit rates, modulation format, error
correction, and power levels. To maintain equitable service levels, individual CMs are not
allowed to transmit except under defined and controlled conditions.

The DOCSIS layers are represented by Figure 22-4 and are compared with the classic OS|
layer.

Figure 22-4. DOCSISand OSI Protocol Layers
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The DOCSIS physical layer permits considerable flexibility to ensure quality transmission
can be achieved over cable plants of varying quality. Of significance are the optional
upstream channel bandwidths and modulation choices available for both the upstream and
downstream signal flows.

Based upon bandwidth and modulation options, in addition to DOCS| S-specified symbol
rates, the total and effective datarates of DOCSI S facilities are summarized in Tables 22-3
through 22-5. The overhead generated by FEC inefficiency represents the difference
between the respective rates.

Table 22-3: Nominal DOCSI S Downstream Data Ratesin 6-MHz Channe€

Modulation type 64 QAM 256 QAM
Symbol rate 5.057 MSs 5.360 MSs
Total datarate 30.34 Mbps | 42.9 Mbps
Effective datarate | 27 Mbps 38 Mbps

Table 22-4: Nominal DOCSI S Upstream Data Rates for QPSK

Bandwidth 200 kHz 400 kHz 800 kHz 1600 3200
kHz kHz
Symbol rate 0.16 MSs | 0.32MSs | 0.64MSs | 1.28MSs | 2.56 MSs




Total datarate 0.32 0.64 1.28 2.56 512
Mbps Mbps Mbps Mbps Mbps

Effective data 0.3Mbps | 0.6Mbps | 1.2Mbps | 23 Mbps | 4.6 Mbps
rate

Table 22-5: Nominal DOCSI S Upstream Data Ratesfor 16 QAM

Bandwidth 200 kHz 400 kHz 800 kHz 1600 3200 kHz
kHz

Symbol rate 0.16 0.32 0.64 1.28 2.56 MSs
MSs MSs MSs MSs

Total datarate 0.64 1.28 2.56 5.12 10.24
Mbps Mbps Mbps Mbps Mbps

Effective Data 0.6 Mbps | 1.2Mbps | 23Mbps | 45Mbps | 9 Mbps

Rate

DOCSI S further specifies that for a system to become functional and operational,
mandatory servers must interface the CMTS and CM deployments. These serversinclude
the following:

. Dynamic Host Configuration Protocol (DHCP) server, as defined by RFC 2181.
This server provides needed | P addresses for both the CM and subsequent PC
devicesthat follow.

. Timeof Day (TOD) server, as defined by RFC 868 for the purpose of time-
stamping operational system events.

. Trivia File Transfer Protocol (TFTP) server, as defined by RFC 1350 for the
purpose of registering and downloading CM configuration files for individual
customer service. These configurations could include quality of service (QoS)
parameters, baseline privacy (BPI) implementation, operating frequency
assignments, the number of host devices, and so on.

For large-scale deployments, it is recommended that these servers be supported by
dedicated hardware platforms to ensure rapid system response and scal ability.



The DOCSIS specifications dictate a CM registration process as represented by Figure 22-
5. In an environment equipped with a CM TS and supported with the required servers, a
CM scans the downstream spectrum when it isinitially powered on for a compatible RF
channel carrying data adhering to DOCSIS physical layer characteristics. The CMTS
periodically broadcasts upstream channel descriptors (UCD) over the DS channel, from
which a CM will learn its assigned upstream operational frequency. The CM has now
established both aUS and a DS frequency.

Figure 22-5: Cable Modem Registration Sequence
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The CMTS periodically transmits upstream bandwidth allocation maps (henceforth
referred to as MAP) in shared time otsin the DS direction.

The CMTS assigns atemporary service identifier (SID) (typicaly SID = 0) to the CM,
which begins a coarse power ranging (R1 using 3 dB increments) and time
synchronization process between itself and the CMTS on a contention basis using shared
time dots.

The CMTS periodically sends keepalive messages to verify link continuity between itself
and all CM unitsin the same domain. When a CM recelvesits first keepalive message, it
revertsto afine power ranging (R2 using 0.25 dB increments).

Following the R2 process, a CM is considered to have established a link between itself and
the CMTS, but the link will be broken if 16 consecutive keepalive messages are |ost.

On a contention basis in shared time dlots, using atemporary SID, a CM forwards a
bandwidth request to the CM TS, which in turn forwards a grant to the CM, permitting

it to forward upstream information in allocated time slots. The CM subsequently

makes a DHCP discovery followed by a DHCP request. The CM TS forwards a DHCP
acknowledgment from the DHCP server containing an I P address, a default gateway, the
addresses of aTFTP and TOD server, and a TFTP configuration file name.

The CM subsequently initiates the TOD and TFTP process. From the TFTP server, the
CM receives a configuration file containing QoS, security, applicable frequency



assignments, and any new software images.

The CM forwards this configuration file to the CMTS and initiates a registration request.
If the configuration fileisvalid, the CMTS assigns the CM a permanent SID and registers
the CM to online status.

Following registration, the CM optionally initiates the activation of the 56-bit DES
encryption algorithm to provide security between the CMTS and itself over the cable plant.

As CMsregister, their individual status can be monitored remotely via access commands
to the CMTS. Table 22-6 defines status messages from a Cisco universal broadband
router.

Table 22-6: List and Definition of Show Cable M odem State Commands from a Cisco
CMTS

M essage M essage Definition

Offline Modem is considered offline

init(rl) Modem is sent initial ranging

init(r2) Modem is ranging

init(rc) Ranging is complete

init(d) DHCP request was received

init(i) DHCP reply was received; | P address was assigned
init(t) TOD request was received

init(o) TFTP request was received

online Modem is registered and enabled for data




online(d) Modem is registered, but network access for the CM is disabled

online(pk) | Modem isregistered, BPI is enabled, and KEK was assigned

online(pt) Modem isregistered, BPI is enabled, and TEK was assigned

reject(m) Modem did attempt to register; registration was refused due to bad
MIC

reject(c) Modem did attempt to register; registration was refused due to bad
COSs

reject(pk) KEK modem key assignment was rejected

reject(pt) TEK modem key assignment was rejected

DOCSIS prescribes that data forwarding through the CMTS may be transparent bridging
or, as an aternate, may employ network layer routing or IP switching. It also specifies that
data forwarding through the CM islink layer transparent bridging with modifications
allowing the support of multiple network layers.

In addition, DOCSIS defines generic CMTS and CM hardware specifications to ensure
multivendor interoperability in field deployments. These are summarized in Table 22-7.

Table 22-7: A Generic CM TS Hardwar e Specification

Par ameter Characteristic

Frequency range Upstream 51042 MHz (5 to 65 MHz offshore)

Downstream 88 to 860 MHz




Bandwidth Upstream 200, 400, 800, 1600, 3200 kHz

Downstream | 6 MHz (8 MHz offshore)

M odulation modes Upstream QPSK or 16 QAM

Downstream | 64 or 256 QAM

Symbol rates Upstream 160, 320, 640, 1280, 2560 Ksymbols/
Sec

Downstream
5.056941 or 5.360537 Msymbols/sec

CMTS power level range
upstream

downstream

For the DOCSI S availahility criteriato be realized or exceeded, the hardware must support
noise-mitigating countermeasures or properties to operate in the hostile upstream. For the
upstream, the operator has a choice of either QPSK or 16 QAM enabling operation within
adegraded CNR, but with reduced spectral efficiency.

Additionally, forward error correction (FEC) can be optionally configured to reduce the
amount of data corrupted by noise. Furthermore, an optimal upstream BW can be selected
by the operator to fit data channels between either noisy spectrum or spectrum assigned to
other services.

The last countermeasure available is a concept of spectrum management, in which the
selected upstream frequency, modulation, and channel bandwidth can be altered to ensure
reliable access transmission between the CMTS and CM in case of transitory noise
periods.

The physical characteristics of the generic DOCSIS 1.0 hardware, noise-mitigating
countermeasures, and the associated cable plant parameters have been defined and
specified in Table 22-8. Based on this information, and knowing the actual cable plants
characteristics, the operator can now consider deploying hardware to develop a network.

Table 22-8: Generic CM Hardwar e Specification



Parameter Characteristic

CM power level range: | QPSK: 8to 58 dBmV

Output 16 QAM: 8to 55 dBmV
Input -15to 15 dBmV
Transmission level -6t0-10dBc

DOCSIS Hardware Deployment and Resulting Service
Capabilities

Assuming HFC CATV topography as shown in Figure 22-6, CM TS equipment could be
deployed at both the hub and the head end locations. For the purpose of this application,
the Cisco universal broadband router is considered. The uBR7246 is an integrated router
with a capacity of up to four CMTS units, with CM TS units available with one
downstream port and from one to six upstream ports. In addition, the universal broadband
router can be equipped for backbone connectivity from alarge selection of port adapters,
ranging from T1/E1 seria to Packet Over SONET (POS), to Dynamic Packet Transport
(DPT) and from 10BaseT Ethernet to High-Speed Serial Interface (HSSI).

Figure 22-6: CM TS Deployment Possibilitiesin a Typical HFC CATV Plant
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When selecting the backbone connection option, an assessment of the total backbone



traffic and the available medium must be considered. In al likelihood, for our example,
the backbone from the hub location would be transported optically to the head end, where
all traffic would be aggregated by either arouter or an | P switch before being forwarded to
the Internet or to the public switched telephone network (PSTN). Often, the M SO will
provision a cache engine at the head end to reduce the bandwidth to the Internet and
consequently reduce the facility lease cost.

Connectivity to the PSTN is often required to support either dialup Internet service, voice,
or Telco return data service.

Telco return, if available from the MSO, is as an interim service offering because its plant
topography has not been fully upgraded to two-way operation. In such applications, a high-
speed downstream connection is established over the HFC plant, whereas the upstream
connection is established via a Point-to-Point Protocol (PPP) connection over the
telephone network, with a dialup modem at the customer premise and an access server
located electrically before connecting to the Internet.

To emphasize the engineering considerations evaluated for establishing aDOCSIS
network, a simple business case model will be evaluated. The relevant business parameters
are summarized in Table 22-9. The analysis considers only residential and limited business
customers supported by the head end location.

Table 22-9: Five-Year Business Plan Summary

Plant Growth 0.75 Percent per Annum

High-speed data service offered: | 256 kbps DS 128 kbps US

Residential 1.5 Mbps DS 512 kbps US

Business

Penetration rates: 3 percent in first year with 30 percent CAGR
Residentia Two in year two; add one per year thereafter

Business




Analysis assumptions: 25 percent

Residential activity factor 25 percent
Business activity factor 8 percent
Data peak factor

The business plan indicates that the DOCSIS service isfor an existing serving area that
will experience moderate growth, probably limited to new home construction, over the

plan period. The operator intends to offer a single data product to each of the residential
and business users within the serving area.

Penetration rate is the percentage of total homes passed in the serving area and represents
the number of customers who buy the service.

The activity factor represents the percentage of subscribers who are actively online either
uploading or downloading information.

The peak factor represents the relationship between the perceived or apparent bandwidth
load of a system compared to the actual finite bandwidth available from the physical
CMTS deployment. Peaking reflects the fact that data transfer to an individual user is
typically during intervals of instantaneous duration.

The cable plant infrastructure (head end serving area) that is considered for this
deployment has characteristics, assigned spectrum, and selected modulation as
summarized in Table

22-10.

Table 22-10: Head End Serving Area Characteristics and Available Spectrum

HFC characteristics Downstream: 88 to 750 MHz

Upstream: 5to 42 MHz

Head end serving area | 25,000 homes passed
25 nodes (average of 1,000 homes each)

CNR varying between 30 and 36 dB; average of 32 dB




Available spectrum Downstream: EIA channel 60 at 439.25 MHz

Upstream: 32 MHz, 800 kHz bandwidth

Modulation Downstream: 64 QAM

Upstream: QPSK

The head end supports alocal serving area of 25,000 homes passed, distributed among 25
optical nodes with upstream CNR ranging from 30 to 36 dB. The CNR isa significant
parameter because it dictates the number of nodes that can be combined into asingle
receive port. DOCSIS requires a CNR of 25 dB, irrespective of the upstream modul ation
chosen for certified operation.

The selection of QPSK and bandwidth of 800 kHz will impact the return path data
throughput rate.

From the business case variables, afive-year customer and traffic profile summary is
prepared and summarized asin Table 22-11.

The table indicates that the number of homes passed and the penetration rates have
increased considerably over the evaluation, with the resultant perceived bandwidth to be
processed by the CMTS equipment at the head end.

The number of CM TS units to support the perceived load must be determined considering
the use of the Cisco uBR-MC16C consisting of one downstream and six upstream ports.
First, however, avalid upstream aggregation scenario must be established.

Consider combining three nodes, each having a CNR of 36 dB, resulting in an aggregated
CNR of approximately 27 dB that comfortably exceeds the DOCSIS criteria.

We must now determine the quantity of CM TS units to satisfy this application:
25 nodes/3 nodes per receiver = 9 receivers, indicating a need for two uBR-MC16C units

Considering the 800 kHz QPSK upstream limitations, the hardware selection must be
validated against the traffic analysis for the business plan, as summarized in Table 22-11.

Table 22-11: Head End Customer and Traffic Profile

Year 1 Year 2 Year 3 Year 4 Year 5

Homes passed 25,000 25,188 25,376 25,666 25,758




Residential 750 982 1286 1685 2207
customer

Business 2 3 4 5
customer
Total traffic DS 48M DS 64M DS 84M DS 100M DS 144M

UsS 24M uSs 32M uS 42mM US 55M US72M

. Downstream Validation

Two uBR-MC16C resulting in 2 ¥ 27 = 54 Mbps, compared to Y ear 5 requirement
of 144/8 = 18.1 Mbps (where 144 MBpsisthe Y ear 5 apparent BW and 8 isthe
data peaking factor)

. Upstream Validation

Two uBR-MC16C with 9 active receivers configured for QPSK and 800 kHz BW,
resultingin 9 ¥ 1.2 = 10.8 Mbps, compared to Y ear 5 requirement of 72/8 = 9 Mbps
(where 72 MBpsisthe Year 5 apparent BW and 8 is the data peaking factor)

. Subscriber Limit Validation

The total number of Y ear 5 subscribersis 2207 + 5 = 2212 which is well within the
suggested limit of 1200 subscribers per CMTS.

Based on the analysis of this simple business case, the initial deployment of CMTS
hardware will meet the needs of the entire five-year plan and beyond, without compelling
the operator to upgrade the configuration.

Future DOCSIS Applications

This chapter describes the DOCSIS 1.0 product definition intended to support high-speed
data over a cable network. The standard is evolving to DOCSIS 1.1 to support additional
services and future applications, which coincide with product enhancements to support the
needs of the market to ensure network reliability, and high system availability.

Planned future services and applications include telephony based upon Voice over Internet
Protocol (VolP), video over |P using Motion Picture Expert Group (MPEG) frame format,
quality of service (QoS), and enhanced security definitions. At the same time, CM and set
top box (STB) devices capable of supporting these and other services are being introduced.

When considering the simultaneous support of these new services and applications, amore
extensive planning concept must be considered.



Summary

Historical coaxial broadcast networking was described in this chapter, and its inherent
detriments to advanced services were identified. HFC networking was included, with a
brief description of its advantages and benefits capable of supporting high-speed data
connectivity.

The limitations of prevailing HFC designs, DOCSIS availability criteria, and requisite
cable plant specifications and terminology were addressed as well.

In addition, this chapter summarized the DOCSIS standard, signaling protocol, requisite
supporting servers, generic product specifications, and applications. Representative CM
status messages as viewed at the CMTS were provided to reflect parameters and tools
critical for the operational aspects of a DOCSIS system.

Finally, future services and applications were identified to coincide with the evolution to
DOCSIS1.1.

Review Questions
Q—Describe the advantages or benefits offered by an HFC network.

A—HFC networks provide increased bandwidth, increased reliability, ready support for
two-way operation, improved noise immunity, and reduced operation and maintenance
costs.

Q—Identify the process of providing two-way operation of an HFC cable plant.

A—Two-way operation can be established on an HFC cable plant by installing the narrow-
band upstream amplifiersin the amplifier housings, adding a narrow-band return laser at
the optical node, providing an optical return path, and placing an optical receiver at the
head end or hub location. Proper alignment procedure of the return path is also required.

Q—Describe the upstream and downstream bandwidths associated with the DOCS S
standard.

A—The DOCSI S bandwidth limitations are 5 to 42 MHz for the upstream direction, and
54 to 860 MHz for the downstream direction.

Q—Summarize the DOCS Savailability criteria.

A—A DOCSIS system must provide greater than 99 percent availability when forwarding
1500-byte packets at arate of 100 packets per second when the cable plant meets the
published DOCSI S system specifications.

Q—Identify the DOCS S-defined networking layers.

A—The DOCSIS-defined layers consist of the | P network Layer, the datalink layer, and



the physical (PHY) layer.

Q—Identify the DOCS S 1.0 servers, and describe their respective purposesin the
network.

A—DOCSIS serversinclude the DHCP server (RFC 2181), which provides | P addresses
to both the CM and PC devices, the TFTP server (RFC 1350), which registers and
downloads CM configuration files; and the TOD server (RFC 868), which provides atime
stamp to operational system events.

Q—What are the facilities in which an MSO might deploy the universal broadband router?

A—The universal broadband router can be deployed as needed in both the head end and
hub locations.

Q—Define Telco return and tell when this application might be considered.

A—Telco return describes a data service that provides high-speed downstream
connectivity over the coax plant, and low-speed connectivity over the PSTN. This
application istypically used in rural networks, where the upgrade cost is prohibitive, or as
an interim networking solution permitting the M SO to offer service while the cable plant
is being upgraded for two-way service.

Q—List a few of the properties and future applications associated with DOCSS1.1.

A—DOCSIS 1.1 will support Vol P, enhanced security, packet concatenation and
fragmentation, as well as QoS. Service applications include telephony and video.
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Chapter Goals

. Understand transparent bridge processes of learning, filtering, forwarding, and
flooding.

. Explain the purpose of the spanning-tree algorithm.

. Describe the bridge and port modes in a spanning-tree network.

Transparent Bridging

Transparent bridges were first developed at Digital Equipment Corporation (Digital) in
the early 1980s. Digital submitted its work to the Institute of Electrical and Electronic
Engineers (IEEE), which incorporated the work into the IEEE 802.1 standard. Transparent
bridges are very popular in Ethernet/| EEE 802.3 networks. This chapter provides an
overview of transparent bridging's handling of traffic and protocol components.

Transparent Bridging Operation

Transparent bridges are so named because their presence and operation are transparent to
network hosts. When transparent bridges are powered on, they learn the workstation
locations by analyzing the source address of incoming frames from all attached networks.
For example, if a bridge sees aframe arrive on port 1 from Host A, the bridge concludes
that Host A can be reached through the segment connected to port 1. Through this process,
transparent bridges build atable (the learning process), such asthe onein Figure 23-1.
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Figure 23-1: Transparent Bridges Build a Table That Determinesa Host's
Accessibility

The bridge usesits table as the basis for traffic forwarding. When aframeis received on
one of the bridge's interfaces, the bridge looks up the frame's destination addressin its
internal table. If the table contains an association between the destination address and any
of the bridge's ports aside from the one on which the frame was received, the frameis
forwarded out the indicated port. If no association is found, the frameis flooded to all
ports except the inbound port. Broadcasts and multicasts also are flooded in this way.

Transparent bridges successfully isolate intrasegment traffic, thereby reducing the traffic
seen on each individual segment. Thisis called filtering and occurs when the source and
destination MAC addresses reside on the same bridge interface. Filtering usually improves
network response times, as seen by the user. The extent to which traffic is reduced and
response times are improved depends on the volume of intersegment traffic relative to the
total traffic, as well as the volume of broadcast and multicast traffic.

Bridging Loops

Without a bridge-to-bridge protocol, the transparent-bridge algorithm fails when multiple
paths of bridges and |ocal-area networks (LANS) exist between any two LANsin the
internetwork. Figure 23-2 illustrates such a bridging loop.

Suppose that Host A sends aframe to Host B. Both bridges receive the frame and correctly
learn that Host A is on segment 2. Each bridge then forwards the frame onto segment 2.
Unfortunately, not only will Host B receive two copies of the frame (once from bridge 1
and once from bridge 2), but each bridge now believes that Host A resides on the same
segment as Host B. When Host B repliesto Host A's frame, both bridges will receive and
subsequently filter the replies because the bridge table will indicate that the destination
(Host A) is on the same network segment as the frame's source.

Figure 23-2: Bridging L oops Can Result in Inaccurate Forwarding and Learningin
Transparent Bridging Environments
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In addition to basic connectivity problems, the proliferation of broadcast messagesin
networks with loops represents a potentially serious network problem. Referring again to
Figure 23-2, assume that Host A'sinitial frame is a broadcast. Both bridges forward the
frames endlessly, using all available network bandwidth and blocking the transmission of
other packets on both segments.

A topology with loops, such as that shown in Figure 23-2, can be useful aswell as
potentially harmful. A loop implies the existence of multiple paths through the
internetwork, and a network with multiple paths from source to destination can increase
overall network fault tolerance through improved topological flexibility.

Spanning-Tree Algorithm

The spanning-tree algorithm (STA) was developed by Digital Equipment Corporation, a
key Ethernet vendor, to preserve the benefits of loops while eliminating their problems.
Digital's algorithm subsequently was revised by the IEEE 802 committee and was
published in the |EEE 802.1d specification. The Digital algorithm and the |EEE 802.1d
algorithm are not compatible.

The STA designates a loop-free subset of the network's topology by placing those bridge
ports that, if active, would create loops into a standby (blocking) condition. Blocking
bridge ports can be activated in the event of aprimary link failure, providing a new path
through the internetwork.

The STA uses a conclusion from graph theory as abasis for constructing aloop-free
subset of the network's topology. Graph theory states the following:

For any connected graph consisting of nodes and edges connecting pairs of nodes, a
spanning tree of edges maintains the connectivity of the graph but contains no loops.

Figure 23-3 illustrates how the STA eliminates loops. The STA callsfor each bridge to be
assigned a unique identifier. Typically, thisidentifier is one of the bridge's Media Access
Control (MAC) addresses, plus an administratively assigned priority. Each port in every
bridge also is assigned a unique identifier (within that bridge), which istypically its own



MAC address. Finally, each bridge port is associated with a path cost, which represents the
cost of transmitting aframe onto a LAN through that port. In Figure 23-3, path costs are
noted on the lines emanating from each bridge. Path costs are usually defaulted but can be
assigned manually by network administrators.

Figure 23-3: STA-Based Bridges Use Designated and Root Portsto Eliminate L oops
X
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Thefirst activity in spanning-tree computation is the selection of the root bridge, which is
the bridge with the lowest-value bridge identifier. In Figure 23-3, theroot bridgeis
Bridge 1. Next, the root port on all other bridgesis determined. A bridge's root port isthe
port through which the root bridge can be reached with the least aggregate path cost, a
value that is called the root path cost.

Finally, designated bridges and their designated ports are determined. A designated bridge
Isthe bridge on each LAN that provides the minimum root path cost. A LAN's designated
bridge is the only bridge allowed to forward frames to and from the LAN for whichiit is
the designated bridge. A LAN's designated port is the port that connectsit to the
designated bridge.

In some cases, two or more bridges can have the same root path cost. In Figure 23-3, for
example, Bridges 4 and 5 can both reach Bridge 1 (the root bridge) with a path cost of 10.
In this case, the bridge identifiers are used again, this time to determine the designated
bridges. Bridge 4s LAN V port is selected over Bridge 5'sLAN V port.

Using this process, all but one of the bridges directly connected to each LAN are
eliminated, thereby removing all two-LAN loops. The STA aso eliminates |oops
involving more than two LANS, while still preserving connectivity. Figure 23-4 shows the
results of applying the STA to the network shown in Figure 23-3. Figure 23-4 shows the
tree topology more clearly. It also shows that the STA has placed both Bridge 3 and
Bridge 5's portsto LAN V in standby mode.

Figure 23-4: A Loop-Free Tree Topology and an STA-Based Transparent-Bridge
Networ k
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The spanning-tree cal culation occurs when the bridge is powered up and whenever a
topology change is detected. The calculation requires communication between the
spanning-tree bridges, which is accomplished through configuration messages (sometimes
called bridge protocol data units, or BPDUSs). Configuration messages contain information
identifying the bridge that is presumed to be the root (root identifier) and the distance from
the sending bridge to the root bridge (root path cost). Configuration messages also contain
the bridge and port identifier of the sending bridge, as well as the age of information
contained in the configuration message.

Bridges exchange configuration messages at regular intervals (typically 1 to 4 seconds).
If abridge fails (causing atopology change), neighboring bridges will detect the lack of
configuration messages and will initiate a spanning-tree recal cul ation.

All transparent-bridge topology decisions are made locally by each bridge. Bridges
exchange configuration messages with neighboring bridges, and no central authority exists
to determine network topology or administration.

Frame Format

Transparent bridges exchange configuration messages and topol ogy-change messages.
Configuration messages are sent between bridges to establish a network topology.

Topol ogy-change messages are sent after atopology change has been detected to indicate
that the STA should be rerun. This forces bridges to relearn the location of hosts because a
host may originally have been accessed from port 1, although after the topology change it
may be reached through port 2.

Figure 23-5 illustrates the IEEE 802.1d configuration-message format.

Figure 23-5: Twelve Fields Comprise the Transparent-Bridge Configuration M essage
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Thefields of the transparent bridge configuration message are as follows:



. Protocol Identifier—Contains the value zero.
. Version—Contains the value zero.
. Message Type—Contains the value zero.

. Flag—Contains 1 byte, of which only 2 bits are used. The topology-change (TC)
least significant bit signals atopology change. The topol ogy-change
acknowledgment (TCA) most significant bit is set to acknowledge receipt of a
configuration message with the TC bit set.

. Root | D—Ildentifies the root bridge by listing its 2-byte priority followed by its
6-byte ID.

. Root Path Cost—Contains the cost of the path from the bridge sending the
configuration message to the root bridge.

. Bridge | D—Identifies the priority and ID of the bridge sending the message.

. Port | D—Identifies the port from which the configuration message was sent. This
field allows loops created by multiple attached bridges to be detected and handled.

. Message Age—Specifies the amount of time since the root sent the configuration
message on which the current configuration message is based.

. Maximum Age—Indicates when the current configuration message should be
deleted.

. Hello Time—Provides the time period between root bridge configuration messages.

. Forward Delay—Provides the length of time that bridges should wait before
transitioning to a new state after atopology change. If a bridge transitions too soon,
not all network links might be ready to change their state, and loops can result.

Topology-change messages consist of only 4 bytes. These include a Protocol-Identifier
field, which contains the value zero; a Version field, which contains the value zero; and a
Message-Type field, which contains the value 128.

Review Questions
Q—What three frame types does a transparent bridge flood?

A—Transparent bridges flood unknown unicast frames (where the bridge has no entry in
its table for the destination MAC address), broadcast frames, and mulitcast frames.

Q—How does a bridge learn the relative location of a workstation?

A—A bridge learns about the direction to send frames to reach a station by building a



bridge table. The bridge builds the table by observing the source MAC address of each
frame that it receives and associating that address with the received port.

Q—What two bridge PDUs does a transparent bridge generate, and what are they used
for?

A—Transparent bridges create either a configuration PDU or a topology-change PDU.
Configuration PDUs help bridges learn about the network topology so that loops may be
eliminated. Topology-change PDUs enable bridges to relearn the network topol ogy
whenever a significant change occurs when a segment may no longer have connectivity or
when anew loop is created.

Q—What is the difference between forwarding and flooding?

A—-Bridges forward frames out a single interface whenever the bridge knows that the
destination is on adifferent port than the source. On the other hand, bridges flood
whenever the bridge does not know where the destination is located.

Q—After bridges determine the spanning-tree topology, they will take on various roles
and configure ports into various modes. Specifically, the roles are root and designated
bridges, and the modes are designated ports and root ports. If there are 10 bridgesand 11
segments, how many of each are there in the broadcast domain?

A—There is one and only one root bridge in a broadcast domain, and all other bridges are
designated bridges. Therefore, there is one root bridge and nine designated bridges. There
must be one designated port for each segment, so there are ten. Each bridge, except the
root, must have one and only one root port. Therefore there are nine root ports.

For More Information

Clark, Kennedy, and Kevin Hamilton. CCIE Professional Development: Cisco LAN
Switching. Indianapolis: Cisco Press, 1999.

Perlman, Radia. Interconnections, Second Edition: Bridges, Routers, Switches, and
I nter networking Protocols. Boston: Addison Wesley, 1999.
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Chapter Goals
. Understand bridging in a mixed Ethernet and Token Ring environment.

. Describe the differences between source-route transparent and transl ational
bridging.

. List some of the challenges of translational bridging.

Mixed-Media Bridging

Background

Transparent bridges are found predominantly in Ethernet networks, and source-route
bridges (SRBs) are found almost exclusively in Token Ring networks. Both transparent
bridges and SRBs are popular, so it is reasonable to ask whether a method exists to
directly bridge between them. Several solutions have evolved.

Trandational bridging provides arelatively inexpensive solution to some of the many
problems involved with bridging between transparent bridging and SRB domains.
Trandational bridging first appeared in the mid- to late-1980s but has not been
championed by any standards organization. As aresult, many aspects of trandational
bridging are left to the implementor.

In 1990, IBM addressed some of the weaknesses of trandational bridging by introducing
source-route transparent (SRT) bridging. SRT bridges can forward traffic from both
transparent and source-route end nodes and can form a common spanning tree with
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transparent bridges, thereby alowing end stations of each type to communicate with end
stations of the same type in a network of arbitrary topology. SRT is specified in the |IEEE
802.1d Appendix C.

Ultimately, the goal of connecting transparent bridging and SRB domainsisto allow
communication between transparent bridges and SRB end stations. This chapter describes
the technical problems that must be addressed by algorithms attempting to do this and
presents two possible solutions: tranglational bridging and SRT bridging.

Translation Challenges

Many challenges are associated with allowing end stations from the Ethernet/transparent
bridging domain to communicate with end stations from the SRB/Token Ring domain:

. Incompatible bit ordering—Although both Ethernet and Token Ring support 48-
bit Media Access Control (MAC) addresses, the internal hardware representation of
these addresses differs. In a seria bit stream representing an address, Token Ring
considers the first bit encountered to be the high-order bit of a byte. Ethernet, on
the other hand, considers the first bit encountered to be the low-order bit. The
Ethernet format is referred to as canonical format, and the Token Ring method is
noncanonical. To translate between canonical and noncanonical formats, the
trandational bridge reverses the bit order for each byte of the address. For example,
an Ethernet address of 0C-00-01-38-73-0B (canonical) transates to an address of
30-00-80-1C-CE-DO (noncanonical) for Token Ring.

. Embedded MAC addresses—In some cases, MAC addresses actually are carried
in the data portion of aframe. The Address Resolution Protocol (ARP), a popular
protocol in Transmission Control Protocol/Internet Protocol (TCP/IP) networks, for
example, places hardware addresses in the data portion of alink layer frame.
Conversion of addresses that might or might not appear in the data portion of a
frameis difficult because these must be handled on a case-by-case basis. IPX aso
embeds Layer 2 addresses in the data portion of some frames. Trangdlational bridges
should resequence the bit order of these embedded addresses, too. Many protocols
respond to the MAC addresses embedded in the protocol rather than in the Layer 2
headers. Therefore, the trandational bridge must resequence these bytes as well, or
the device will not be capable of responding to the correct MAC address.

.« Incompatible maximum transfer unit (M TU) sizes—Token Ring and Ethernet
support different maximum frame sizes. Ethernet's MTU is approximately 1500
bytes, whereas Token Ring frames can be much larger. Because bridges are not
capable of frame fragmentation and reassembly, packets that exceed the MTU of a
given network must be dropped.

. Handling of frame-status bit actions—Token Ring frames include three frame-
status bits: A, C, and E. The purpose of these bitsisto tell the frame's source
whether the destination saw the frame (A bit set), copied the frame (C bit set), or
found errorsin the frame (E bit set). Because Ethernet does not support these bits,
the question of how to deal with them is|eft to the Ethernet-Token Ring bridge
manufacturer.



. Handling of exclusive Token Ring functions—Certain Token Ring bits have no
corollary in Ethernet. For example, Ethernet has no priority mechanism, whereas
Token Ring does. Other Token Ring bits that must be thrown out when a Token
Ring frame is converted to an Ethernet frame include the token bit, the monitor bit,
and the reservation bits.

. Handling of explorer frames—Transparent bridges do not inherently understand
what to do with SRB explorer frames. Transparent bridges learn about the
network's topology through analysis of the source address of incoming frames.
They have no knowledge of the SRB route-discovery process.

. Handling of routing information field (RIF) infor mation within Token Ring
frames—The SRB algorithm places routing information in the RIF field. The
transparent-bridging algorithm has no RIF equivalent, and the idea of placing
routing information in aframe isforeign to transparent bridging.

. Incompatible spanning-tree algorithms—Transparent bridging and SRB both use
the spanning-tree algorithm to try to avoid loops, but the particular agorithms
employed by the two bridging methods are incompatible.

. Handling of frameswithout route infor mation—SRBs expect al inter-LAN
frames to contain route information. When a frame without a RIF field (including
transparent bridging configuration and topol ogy-change messages, aswell asMAC
frames sent from the transparent-bridging domain) arrives at an SRB bridge, it is
ignored.

Translational Bridging

Because there has been no real standardization in how communication between two media
types should occur, no single transational bridging implementation can be called correct.
This section describes severa popular methods for implementing tranglational bridging.

Trandational bridges reorder source and destination address bits when translating between
Ethernet and Token Ring frame formats. The problem of embedded MAC addresses can
be solved by programming the bridge to check for various types of MAC addresses,

but this solution must be adapted with each new type of embedded MAC address. Some
tranglational -bridging solutions simply check for the most popular embedded addresses. I
trand ational-bridging software runs in a multiprotocol router, the router can successfully
route these protocols and avoid the problem entirely.

The RIF field has a subfield that indicates the largest frame size that can be accepted
by a particular SRB implementation. Trandlational bridges that send frames from the
transparent-bridging domain to the SRB domain usually set the MTU size field to 1500
bytes to limit the size of Token Ring frames entering the transparent-bridging domain.
Some hosts cannot correctly process thisfield, in which case trandational bridges are
forced to drop those frames that exceed Ethernet's MTU size.

Bits representing Token Ring functions that have no Ethernet corollary typically are
thrown out by trandational bridges. For example, Token Ring's priority, reservation, and



monitor bits (contained in the access-control byte) are discarded. Token Ring's frame
status bits (contained in the byte following the ending delimiter, which follows the data
field) are treated differently depending on the bridge manufacturer. Some bridge
manufacturers simply ignore the bits. Others have the bridge set the C bit (to indicate that
the frame has been copied) but not the A bit (which indicates that the destination station
recognizes the address). In the former case, a Token Ring source node determines whether
the frame it sent has become lost. Proponents of this approach suggest that reliability
mechanisms, such as the tracking of lost frames, are better |eft for implementation in
Layer 4 of the OSlI model. Proponents of setting the C bit contend that this bit must be set
to track lost frames but that the A bit cannot be set because the bridge is not the final
destination.

Trandational bridges can create a software gateway between the two domains. To the SRB
end stations, the tranglational bridge has a ring number and a bridge number associated
with it, so it looks like a standard SRB. The ring number, in this case, actually reflects the
entire transparent-bridging domain. To the transparent-bridging domain, the translational
bridge is another transparent bridge.

When bridging from the SRB domain to the transparent-bridging domain, SRB
information is removed. RIFs usually are cached for use by subsequent return traffic.
When bridging from the transparent bridging to the SRB domain, the translational bridge
can check the frame to seeif it has a unicast destination. If the frame has a multicast or
broadcast destination, it is sent into the SRB domain as a spanning-tree explorer. If the
frame has a unicast address, the trandlational bridge looks up the destination in the RIF
cache. If apath isfound, it isused, and the RIF information is added to the frame;
otherwise, the frame is sent as a spanning-tree explorer.

Figure 24-1 shows a mix of Token Ring and Ethernet, with atranglational bridge
interconnecting the Token Ring to the Ethernet. A unicast transfer sourced by station 1 on
the Token Ring to station 2 on the Ethernet segment passes through two bridges. Station 1
generates aframe with a RIF that lists Ringl-Bridgel-Ring2-Bridge2-Ring3 as the path.
Note that Ring3 isreally the Ethernet segment. Station 1 does not know that Station 2 is
on Ethernet. When station 2 responds to station 1, it generates a frame without a RIF.
Bridge 2, the trandlational bridge, notices the destination MAC address (station 1), inserts
aRIF in the frame, and forwards it toward station 1.

Figure 24-1: A Network to Demonstrate a Unicast Transfer Between a Token Ring
and an Ethernet-Attached Station
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Because the two spanning-tree implementations are not compatible, multiple paths



between the SRB and the transparent-bridging domains typically are not permitted.
Figures 24-2 through 24-4 illustrate frame conversions that can take place in translational
bridging.

Figure 24-2 illustrates the frame conversion between |EEE 802.3 and Token Ring. The
destination and source addresses (DASA), service-access point (SAP), Logical Link
Control (LLC) information, and data are passed to the corresponding fields of the
destination frame. The destination and source address bits are reordered. When bridging
from |EEE 802.3 to Token Ring, the length field of the IEEE 802.3 frame is removed.
When bridging from Token Ring to IEEE 802.3, the access-control byte and the RIF are
removed. The RIF can be cached in the translational bridge for use by return traffic.

Figure 24-2: Four Fields Remain the Samein Frame Conversion Between |EEE
802.3 and Token Ring
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Figure 24-3 illustrates the frame conversion between Ethernet Type Il and Token Ring
Subnetwork Access Protocol (SNAP). (SNAP adds vendor and type codes to the Data
field of the Token Ring frame.) The destination and source addresses, type information,
and data are passed to the corresponding fields of the destination frame, and the DASA
bits are reordered. When bridging from Token Ring SNAP to Ethernet Type |1, the RIF
information, SAP, LLC information, and vendor code are removed. The RIF can be
cached in the tranglational bridge for use by return traffic. When bridging from Ethernet
Type |l to Token Ring SNAP, no information is removed.

Figure 24-3: Three Fields Remain the Samein Frame Conversion Between Ether net
Typell and Token Ring SNAP
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Figure 24-4 illustrates the frame conversion between Ethernet Type Il 0x80D5 format and
Token Ring. (Ethernet Type || 0x80D5 carries IBM SNA datain Ethernet frames.) The
DASA, SAP, LLC information, and data are passed to the corresponding fields of the
destination frame, and the destination and source address bits are reordered. When
bridging from Ethernet Type |1 0x80D5 to Token Ring, the Type and 80D5 Header fields
are removed. When bridging from Token Ring to Ethernet Type 11 0x80D5, the RIF is
removed. The RIF can be cached in the tranglational bridge for use by return traffic.

Figure 24-4. Four Fields Remain the Samein Frame Conversion Between Ether net
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Source-Route Transparent Bridging

SRT bridges combine implementations of the transparent-bridging and SRB algorithms.
SRT bridges use the routing information indicator (RI1) bit to distinguish between frames
employing SRB and frames employing transparent bridging. If the RII bitis1, aRIFis
present in the frame, and the bridge uses the SRB algorithm. If the RII bitis0, aRIF is not
present, and the bridge uses transparent bridging.

Aswith trandational bridges, SRT bridges are not perfect solutions to the problems of
mixed-media bridging. SRT bridges still must deal with the Ethernet/Token Ring
incompatibilities described earlier. SRT bridging is likely to require hardware upgrades to
SRBs to allow them to handle the increased burden of analyzing every packet. Software
upgrades to SRBs aso might be required. Furthermore, in environments of mixed SRT
bridges, transparent bridges, and SRBs, source routes chosen must traverse whatever SRT
bridges and SRBs are available. The resulting paths potentially can be substantially
inferior to spanning-tree paths created by transparent bridges. Finally, mixed SRB/SRT
bridging networks lose the benefits of SRT bridging, so users feel compelled to execute a
complete cutover to SRT bridging at considerable expense. Still, SRT bridging permits the
coexistence of two incompatible environments and allows communication between SRB
and transparent-bridging end nodes.

Review Questions

Q—Trandational bridging addresses several issues when interconnecting different media
types such as Ethernet and Token Ring. List and describe four of the methods described in
the chapter.

A—Answer isin the text and does not need to be restated.

Q—One of the challenges of trandlational bridging is the reordering of bits whenever a
frame moves from an Ethernet to a Token Ring segment. If an Ethernet station targetsa
Token Ring station with a destination MAC address of 00-00-0C-11-22-33 (canonical

format), what would the MAC address |ook like on Token Ring (honcanonical format)?

A—To convert the address between canonical and noncanonical format, invert each byte
of the address. For example, the third octet (OxOC) looks in binary like 00001100.

Reversing the bit order produces 00110000. Thistranslates to a hex value of 0x30. Doing
this for each byte of the address produces a noncanonical address of 00-00-30-88-44-CC.

Q—Can atrandational bridge work for all Ethernet and Token Ring networks and
protocol s?



A—Not necessarily. For atrandational bridge to correctly trandate all pertinent fieldsin
the frame, the bridge must understand the protocol format. Therefore, if the bridge does
not understand the protocal, it will not make all changes, breaking the protocol.

Q—What is the difference between a source-route bridge and a source-route transparent
bridge?

A—A source-route transparent bridge understands both source-route frames and
transparently bridged frames. Therefore, it bridges frames both with and without a RIF
field. A pure source-route bridge, on the other hand, can forward frames only if the frame
containsaRIF.

For More Information

Clark, Kennedy, and Kevin Hamilton. CCIE Professional Development: Cisco LAN
Switching. Indianapolis: Cisco Press, 1999.

Perlman, Radia. Interconnections, Second Edition: Bridges, Routers, Switches, and
Inter networking Protocols. Boston: Addison Wesley, 1999.
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Chapter Goals
. Describe when to use source-route bridging.
. Understand the difference between SRB and transparent bridging.
. Know the mechanism that end stations use to specify a source-route.

. Understand the basics of source-route frame formats.

Source-Route Bridging

Background

The source-route bridging (SRB) algorithm was developed by IBM and was proposed to
the IEEE 802.5 committee as the means to bridge between all LANS. Sinceitsinitial
proposal, IBM has offered a new bridging standard to the IEEE 802 committee: the source-
route transparent (SRT) bridging solution. SRT bridging eliminates pure SRBS, proposing
that the two types of LAN bridges be transparent bridges and SRT bridges. Although SRT
bridging has achieved support, SRBs are still widely deployed. SRT is covered in Chapter
24, "Mixed-Media Bridging." This chapter summarizes the basic SRB frame-forwarding
algorithm and describes SRB frame fields.

SRB Algorithm
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SRBs are so named because they assume that the compl ete source-to-destination route is
placed in al inter-LAN frames sent by the source. SRBs store and forward the frames as
indicated by the route appearing in the appropriate frame field. Figure 25-1 illustrates a
sample SRB network.

In Figure 25-1, assume that Host X wants to send aframeto Host Y. Initially, Host X does
not know whether Host Y resides on the same LAN or adifferent LAN. To determinethis,
Host X sends out atest frame. If that frame returnsto Host X without a positive indication
that Host Y has seen it, Host X assumesthat Host Y is on aremote segment.
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To determine the exact remote location of Host Y, Host X sends an explorer frame. Each
bridge receiving the explorer frame (Bridges 1 and 2, in this example) copies the frame
onto all outbound ports. Route information is added to the explorer frames as they travel
through the internetwork. When Host X's explorer frames reach Host Y, Host Y repliesto
each individually, using the accumulated route information. Upon receipt of all response
frames, Host X chooses a path based on some predetermined criteria.

In the example in Figure 25-1, this process will yield two routes:
. LAN 1toBridgeltoLAN 3toBridge3to LAN 2
. LAN 1toBridge2toLAN 4toBridge4to LAN 2

Host X must select one of these two routes. The |IEEE 802.5 specification does not
mandate the criteriathat Host X should use in choosing aroute, but it does make several
suggestions, including the following:

. First framereceived

. Response with the minimum number of hops



. Response with the largest allowed frame size
. Various combinations of the preceding criteria
In most cases, the path contained in the first frame received is used.

After arouteis selected, it isinserted into frames destined for Host Y in the form of a
routing information field (RIF). A RIF isincluded only in those frames destined for other
LANSs. The presence of routing information within the frame isindicated by setting the
most significant bit within the Source Address field, called the routing information
indicator (RII) bit.

Frame Format
The IEEE 802.5 RIF is structured as shown in Figure 25-2.

The RIF illustrated in Figure 25-2 consists of two main fields: Routing Control and
Routing Designator. These fields are described in the summaries that follow.

Figure 25-2: An |EEE 802.5 RIF IsPresent in Frames Destined for Other LANSsS
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Routing Control Field

The Routing Control field consists of four subfields: Type, Length, D Bit, and Largest
Frame. The fields are summarized in the following list:

. Type—Consists of three possible types of routing controls:

o Specifically routed—Used when the source node supplies the route in the
RIF header. The bridges route the frame by using the route designator field

(s).

o All paths explorer—Used to find aremote node. The route is collected as
the frame traverses the network. Bridges add to the frame their bridge
number and the ring number onto which the frame is forwarded. (The first



bridge also adds the ring number of the first ring.) The target destination
will receive as many frames as routes to that destination.

o Spanning-tree explorer—Used to find aremote node. Only bridgesin the
spanning tree forward the frame, adding their bridge number and attached
ring number asit is forwarded. The spanning-tree explorer reduces the
number of frames sent during the discovery process.

. Length—Indicates the total length (in bytes) of the RIF. The value can range from
2 to 30 bytes.

. D Bit—Indicates and controls the direction (forward or reverse) that the frame
traverses. The D bit affects whether bridges read the ring number/bridge number
combinations in the route designators from right to left (forward) or from left to
right (reverse).

. Largest Frame—Indicates the largest frame size that can be handled along a
designated route. The source initialy sets the largest frame size, but bridges can
lower it if they cannot accommodate the requested size.

Routing Designator Fields
Each routing designator field consists of two subfields:

. Ring Number (12 bits)—Assigns a value that must be unique within the bridged
network.

. Bridge Number (4 bits)—Assigns avalue that follows the ring number. This
number does not have to be unique unlessit is parallel with another bridge
connecting two rings.

Bridges add to the frame their bridge number and the ring number onto which the frameis
forwarded. (The first bridge also adds the ring number of thefirst ring.)

Routes are aternating sequences of ring and bridge numbers that start and end with ring
numbers. A single RIF can contain more than one routing designator field. The IEEE
specifies amaximum of 14 routing designator fields (a maximum of 13 bridges or hops
because the last bridge number always equals zero).

Until recently, IBM specified a maximum of eight routing designator fields (a maximum
of seven bridges or hops), and most bridge manufacturers followed IBM's implementation.
Newer IBM bridge software programs combined with new LAN adapters support 13 hops.

Review Questions

Q—Describe a basic difference between transparent bridges and source-route bridges
relative to the forwarding processes.



A—In atransparent bridged environment, bridges determine whether a frame needs to be
forwarded, and through what path based upon local bridge tables. In an SRB network, the
source device prescribes the route to the destination and indicates the desired path in the
RIF.

Q—Recall that the SRB standards do not specify how a source selects a path to the
destination whenever multiple choices exist. The chapter listed four methods that a source
could use to make the decision and said that the first received frame (path) was the most
commonly used method. What assumptions might the sour ce make about the network when
using this method?

A—The source may assume that the frame arrived first because of more bandwidth on the
links, less congestion in the system, and less latency in the bridge equipment. Therefore,
this may be a preferred route over the other choices.

Q—How do stations and bridges know if there is a source route defined in the frame?
A—BYy thevalue of the RII bit. The RIl isset if thereisaRIF included in the frame.

Q—What problems might you anticipate in a large SRB network with many alternate
paths?

A—With this network topology, many explorer frames may propagate throughout the
network. Because explorers are broadcast frames, they consume bandwidth throughout the
entire broadcast domain and consume CPU cycles within end stations.

Q—Because only 4 bits are used to define bridge numbers, does this mean that there can
be only 16 bridges (24=16)? Why or why not?

A—No. This means only that there can be no more than 16 bridgesin parallel between the
same two adjacent rings.

Q—Can you have a large number of bridges attached to a central ring, all with the same
bridge value?

A—Yes, aslong as none of the bridges directly interconnects the same two rings.

Q—A 12-hit value defines ring numbers. Can you have more than 4096 ringsin the
network (212=4096)? Why or why not?

A—No, you cannot, because this value defines the total number of rings. Each ring
number must be unique in the network.

For More Information

Computer Technology Research Corporation. The IBM Token Ring Network. New Y ork:
Prentice Hall, 1990.



|[EEE. "IEEE Standard for Local Area Networks: Token Ring Physical Layer
Specifications.” June 1989.

Although not directly related to source-route bridging, an effort to define a high-speed
Token Ring standard for IEEE 802.5 is underway. Details may be monitored at the Web
site http://www.hstra.com/.

HOME CONTENTS  PREWIOUS WEXT GLOSSARY FEEDBACK SEARCH HELP

Posted: Wed Feb 20 21:33:26 PST 2002
All contents are Copyright © 1992--2002 Cisco Systems, Inc. All rights reserved.
Important Notices and Privacy Statement.



http://www.hstra.com/
http://www.cisco.com/univercd/home/home.htm
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm
http://www.cisco.com/feedback
http://www.cisco.com/univercd/home/search.htm
http://www.cisco.com/univercd/cc/lib/help.htm
http://www.cisco.com/public/copyright.html
http://www.cisco.com/public/privacy.html

Documentation
HOME CONTENTS PREVIOUS NEXT GLOSSARY FEEDBACK SEARCH HELP

Table of Contents E

Chapter Goals

LAN Switching and VLANSsS

Histor
L AN Switch Operation
VLANSs Defined
Switch Port Modes
LAN Switching Forwarding
LAN Switching Bandwidth
L AN Switch and the OSI M odel
Review Questions
For Morelnformation

Chapter Goals

. Understand the relationship of LAN switching to legacy internetworking devices
such as bridges and routers.

. Understand the advantages of VLANS.
. Know the difference between access and trunk links.
. Know the purpose of atrunk protocol.

. Understand Layer 3 switching concepts.

LAN Switching and VLANS

A LAN switch is adevice that provides much higher port density at alower cost than
traditional bridges. For thisreason, LAN switches can accommodate network designs
featuring fewer users per segment, thereby increasing the average available bandwidth per
user. This chapter provides a summary of general LAN switch operation and maps LAN
switching to the OSI reference model.

The trend toward fewer users per segment is known as microsegmentation. Micro-
segmentation allows the creation of private or dedicated segments—that is, one user per
segment. Each user receives instant access to the full bandwidth and does not have to
contend for available bandwidth with other users. As aresult, collisions (a normal
phenomenon in shared-medium networks employing hubs) do not occur, aslong as the
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equipment operates in full-duplex mode. A LAN switch forwards frames based on either
the frame's Layer 2 address (Layer 2 LAN switch) or, in some cases, the frame's Layer 3
address (multilayer LAN switch). A LAN switch is also caled aframe switch because it
forwards Layer 2 frames, whereas an ATM switch forwards cells.

Figure 26-1 illustrates a LAN switch providing dedicated bandwidth to devices and
illustrates the relationship of Layer 2 LAN switching to the OSI datalink layer.

Figure 26-1: A LAN Switch Isa DataLink Layer Device
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History

The earliest LAN switches were developed in 1990. They were Layer 2 devices (bridges)
dedicated to solving desktop bandwidth issues. Recent LAN switches evolved to
multilayer devices capable of handling protocol issues involved in high-bandwidth
applications that historically have been solved by routers. Today, LAN switches are used
to replace hubs in the wiring closet because user applications demand greater bandwidth.

LAN Switch Operation

LAN switches are similar to transparent bridges in functions such as learning the topol ogy,
forwarding, and filtering. These switches also support several new and unique features,
such as dedicated communication between devices through full-duplex operations,
multiple simultaneous conversations, and media-rate adaption.

Full-duplex communication between network devices increases file-transfer throughput.
Multiple simultaneous conversations can occur by forwarding, or switching, severd
packets at the same time, thereby increasing network capacity by the number of
conversations supported. Full-duplex communication effectively doubles the throughput,
while with media-rate adaption, the LAN switch can translate between 10 and 100 Mbps,
allowing bandwidth to be allocated as needed.

Deploying LAN switches requires no change to existing hubs, network interface cards
(NICs), or cabling.

VLANSs Defined



A VLAN isdefined as a broadcast domain within a switched network. Broadcast domains
describe the extent that a network propagates a broadcast frame generated by a station.
Some switches may be configured to support asingle or multiple VLANs. Whenever a
switch supports multiple VLANS, broadcasts within one VLAN never appear in another
VLAN. Switch ports configured as a member of one VLAN belong to a different
broadcast domain, as compared to switch ports configured as members of a different
VLAN.

Creating VLANSs enables administrators to build broadcast domains with fewer usersin
each broadcast domain. This increases the bandwidth available to users because fewer
users will contend for the bandwidth.

Routers also maintain broadcast domain isolation by blocking broadcast frames.
Therefore, traffic can pass from one VLAN to another only through arouter.

Normally, each subnet belongs to adifferent VLAN. Therefore, a network with many
subnets will probably have many VLANSs. Switches and VLANS enable a network
administrator to assign users to broadcast domains based upon the user's job need. This
provides a high level of deployment flexibility for a network administrator.
Advantages of VLANSs include the following:

. Segmentation of broadcast domains to create more bandwidth

. Additional security by isolating users with bridge technologies

. Deployment flexibility based upon job function rather than physical placement

Switch Port Modes

Switch ports run in either access or trunk mode. In access mode, the interface belongs to
one and only one VLAN. Normally a switch port in access mode attaches to an end user
device or aserver. The frames transmitted on an access link look like any other Ethernet
frame.

Trunks, on the other hand, multiplex traffic for multiple VLANSs over the same physical
link. Trunk links usually interconnect switches, as shown in Figure 26-2. However, they
may also attach end devices such as servers that have special adapter cards that participate
in the multiplexing protocol.

Figure 26-2: Switches Interconnected with Trunk Links
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Note that some of the devices attach to their switch using access links, while the
connections between the switches utilize trunk links.

To multiplex VLAN traffic, special protocols exist that encapsulate or tag (mark) the
frames so that the receiving device knows to which VLAN the frame belongs. Trunk
protocols are either proprietary or based upon IEEE 802.1Q. For example, a proprietary
trunk protocol may be like Cisco's proprietary Inter-Switch Link (ISL), which enables
Cisco devicesto multiplex VLANs in amanner optimized for Cisco components. Or, an
intervendor solution may be implemented, such as 802.1Q, which enables products from
more than one vendor to multiplex VLANs on atrunk link.

Without trunk links, multiple access links must be installed to support multiple VLANs
between switches. Thisis not cost-effective and does not scale well, so trunks are
preferable for interconnecting switches in most cases.

LAN Switching Forwarding

LAN switches can be characterized by the forwarding method that they support. In the
store-and-forward switching method, error checking is performed and erroneous frames
are discarded. With the cut-through switching method, latency is reduced by eliminating
error checking.

With the store-and-forward switching method, the LAN switch copies the entire frame into
its onboard buffers and computes the cyclic redundancy check (CRC). The frameis
discarded if it containsa CRC error or if it isarunt (less than 64 bytes, including the
CRC) or agiant (more than 1518 bytes, including the CRC). If the frame does not contain
any errors, the LAN switch looks up the destination address in its forwarding, or
switching, table and determines the outgoing interface. It then forwards the frame toward
its destination.

With the cut-through switching method, the LAN switch copies only the destination
address (the first 6 bytes following the preamble) into its onboard buffers. It then looks up
the destination address in its switching table, determines the outgoing interface, and
forwards the frame toward its destination. A cut-through switch provides reduced latency



because it begins to forward the frame as soon as it reads the destination address and
determines the outgoing interface.

Some switches can be configured to perform cut-through switching on a per-port basis
until a user-defined error threshold is reached, when they automatically change to store-
and-forward mode. When the error rate falls below the threshold, the port automatically
changes back to store-and-forward mode.

LAN switches must use store-and-forward techniques to support multilayer switching. The
switch must receive the entire frame before it performs any protocol-layer operations. For
this reason, advanced switches that perform Layer 3 switching are store-and-forward
devices.

LAN Switching Bandwidth

LAN switches also can be characterized according to the proportion of bandwidth
allocated to each port. Symmetric switching provides evenly distributed bandwidth to each
port, while asymmetric switching provides unlike, or unequal, bandwidth between some
ports.

An asymmetric LAN switch provides switched connections between ports of unlike
bandwidths, such as a combination of 10BaseT and 100BaseT. Thistype of switching is
also called 10/100 switching. Asymmetric switching is optimized for client/server traffic
flows in which multiple clients simultaneously communicate with a server, requiring more
bandwidth dedicated to the server port to prevent a bottleneck at that port.

A symmetric switch provides switched connections between ports with the same
bandwidth, such asall 10BaseT or all 100BaseT. Symmetric switching is optimized for a
reasonably distributed traffic load, such asin a peer-to-peer desktop environment.

A network manager must eval uate the needed amount of bandwidth for connections
between devices to accommodate the data flow of network-based applications when
deciding to select an asymmetric or symmetric switch.

LAN Switch and the OSI Model

LAN switches can be categorized according to the OS| layer at which they filter and
forward, or switch, frames. These categories are: Layer 2, Layer 2 with Layer 3 features,
or multilayer.

A Layer 2 LAN switch is operationally similar to a multiport bridge but has a much higher
capacity and supports many new features, such as full-duplex operation. A Layer 2 LAN
switch performs switching and filtering based on the OSI datalink layer (Layer 2) MAC
address. Aswith bridges, it is completely transparent to network protocols and user
applications.

A Layer 2 LAN switch with Layer 3 features can make switching decisions based on more
information than just the Layer 2 MAC address. Such a switch might incorporate some
Layer 3 traffic-control features, such as broadcast and multicast traffic management,



security through access lists, and IP fragmentation.

A multilayer switch makes switching and filtering decisions based on OSI datalink layer
(Layer 2) and OSI network layer (Layer 3) addresses. This type of switch dynamically
decides whether to switch (Layer 2) or route (Layer 3) incoming traffic. A multilayer LAN
switch switches within aworkgroup and routes between different workgroups.

Layer 3 switching allows data flows to bypass routers. The first frame passes through the
router as normal to ensure that all security policies are observed. The switches watch the
way that the router treats the frame and then replicate the process for subsequent frames.
For example, if aseries of FTP frames flows from a 10.0.0.1 to 192.168.1.1, the frames
normally pass through a router. Multilayer switching observes how the router changes the
Layer 2 and Layer 3 headers and imitates the router for the rest of the frames. This reduces
the load on the router and the latency through the network.

Review Questions

Q—A multilayer switch mimics the actions of a router when an initial frame passes
through a router. What things does the multilayer switch do to the Layer 2 and Layer 3
headers to thoroughly imitate the router?

A—The switch must modify the source and destination MAC addressesin the Layer 2
header so that the frame appears to come from/to the router/workstation. Furthermore, the
switch must change thingsin the Layer 3 header such asthe | P time-to-live value.

Q—A LAN switch most closely resembles what type of inter networking device?
A—A LAN switch behaves like a multiport bridge.

Q—Two trunk protocols were described. For what situation would you use the IEEE
802.1Q mode?

A—Whenever you deploy a hybrid of switches from multiple vendors and need to trunk
between them. All other trunk protocols work within specific vendor equipment
environments.

Q—Which switching method protects networ k segment bandwidth from errored frames?

Store-and-forward transmits frames only if the frame's integrity is assured. If the switch
receives an errored frame, then the switch discardsit.

Q—How does a store-and-forward switch know if a frame is errored?

A—The switch uses the CRC to determine whether any changes occurred to the frame
since the source generated it. The switch calculates CRC for the received frame and
compares it with the CRC transmitted with the frame. If they differ, the frame changed
during transit and will be discarded in a store-and-forward switch.

Q—Do VLAN borders cross routers?



A—No. VLANSs are broadcast domains and describe the extent that broadcast frames
transit the network. Routers do not pass broadcasts. Therefore, the same VLAN cannot
exist on two ports of arouter.

Q—How does a trunk link differ from an access link?

A—An access link carries traffic for asingle VLAN. The traffic on an access link looks
like any other Ethernet frame. A trunk link transports traffic for multiple VLANS across a
single physical link. Trunks encapsulate Ethernet frames with other information to support
the multiplexing technology employed.

Q—Before switches and VLANS, administrators assigned users to a network based not on
the user's needs, but on something else. What determined the user network assignment?

A—Administrators previously assigned users to a network based upon the user's physical
proximity to a network device or cable.

For More Information

Breyer, Robert, and Sean Riley. Snitched and Fast Ethernet. New Y ork: Ziff-Davis Press,
1997.

Clark, Kennedy, and Kevin Hamilton. CCIE Professional Development: Cisco LAN
Switching. Indianapolis: Cisco Press, 1999.

Hein, Mathias, and David Griffiths. Switching Technology in the Local Network. New
Y ork: International Thomson Publishing, 1997.

Perlman, Radia. Interconnections, Second Edition: Bridges, Routers, Snitches, and
Inter networking Protocols. Boston: Addison Wesley, 1999.
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Chapter Goals
e Understand the ATM cell structure.
* Identify the ATM model layers.
¢« Know the ATM connection types.
« Describe the call establishment process.
¢ Understand the purpose of each LANE component.
* Describe LANE operations.

¢ Know the purpose of MPOA.

Asynchronous Transfer Mode Switching
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Asynchronous Transfer Mode (ATM) is an International Telecommunication Union-
Telecommunications Standards Section (ITU-T) standard for cell relay wherein information for
multiple service types, such as voice, video, or data, is conveyed in small, fixed-size cells. ATM
networks are connection-oriented. This chapter provides summaries of ATM protocols, services,
and operation. Figure 27-1 illustrates a private ATM network and a public ATM network carrying
voice, video, and data traffic.

Figure 27-1 A Private ATM Network and a Public ATM Network Both Can Carry
Voice, Video, and Data Traffic

Private ATH netwark

Standards

ATM is based on the efforts of the ITU-T Broadband Integrated Services Digital Network (B-
ISDN) standard. It was originally conceived as a high-speed transfer technology for voice, video,
and data over public networks. The ATM Forum extended the ITU-T's vision of ATM for use over
public and private networks. The ATM Forum has released work on the following specifications:

« User-to-Network Interface (UNI) 2.0

* UNI3.0
« UNI3.1
« UNI4.0

¢ Public-Network Node Interface (P-NNI)
¢ LAN Emulation (LANE)
e Multiprotocol over ATM

ATM Devices and the Network Environment

ATM is a cell-switching and multiplexing technology that combines the benefits of circuit
switching (guaranteed capacity and constant transmission delay) with those of packet switching
(flexibility and efficiency for intermittent traffic). It provides scalable bandwidth from a few
megabits per second (Mbps) to many gigabits per second (Gbps). Because of its asynchronous
nature, ATM is more efficient than synchronous technologies, such as time-division multiplexing
(TDM).

With TDM, each user is assigned to a time slot, and no other station can send in that time slot. If
a station has much data to send, it can send only when its time slot comes up, even if all other
time slots are empty. However, if a station has nothing to transmit when its time slot comes up,
the time slot is sent empty and is wasted. Because ATM is asynchronous, time slots are
available on demand with information identifying the source of the transmission contained in the
header of each ATM cell.

ATM Cell Basic Format



ATM transfers information in fixed-size units called cells. Each cell consists of 53 octets, or bytes.
The first 5 bytes contain cell-header information, and the remaining 48 contain the payload (user
information). Small, fixed-length cells are well suited to transferring voice and video traffic
because such traffic is intolerant of delays that result from having to wait for a large data packet
to download, among other things. Figure 27-2 illustrates the basic format of an ATM cell.

Figure 27-2 An ATM Cell Consists of a Header and Payload Data
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An ATM network is made up of an ATM switch and ATM endpoints. An ATM switch is
responsible for cell transit through an ATM network. The job of an ATM switch is well defined: It
accepts the incoming cell from an ATM endpoint or another ATM switch. It then reads and
updates the cell header information and quickly switches the cell to an output interface toward its
destination. An ATM endpoint (or end system) contains an ATM network interface adapter.
Examples of ATM endpoints are workstations, routers, digital service units (DSUs), LAN
switches, and video coder-decoders (CODECS). Figure 27-3 illustrates an ATM network made up
of ATM switches and ATM endpoints.

Figure 27-3 An ATM Network Comprises ATM Switches and Endpoints
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ATM Network Interfaces

An ATM network consists of a set of ATM switches interconnected by point-to-point ATM links or
interfaces. ATM switches support two primary types of interfaces: UNI and NNI. The UNI

connects ATM end systems (such as hosts and routers) to an ATM switch. The NNI connects
two ATM switches.

Depending on whether the switch is owned and located at the customer's premises or is publicly
owned and operated by the telephone company, UNI and NNI can be further subdivided into
public and private UNIs and NNIs. A private UNI connects an ATM endpoint and a private ATM
switch. Its public counterpart connects an ATM endpoint or private switch to a public switch. A
private NNI connects two ATM switches within the same private organization. A public one
connects two ATM switches within the same public organization.

An additional specification, the broadband intercarrier interface (B-1CI), connects two public
switches from different service providers. Figure 27-4 illustrates the ATM interface specifications



for private and public networks.

Figure 27-4 ATM Interface Specifications Differ for Private and Public Networks
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ATM Cell Header Format

An ATM cell header can be one of two formats: UNI or NNI. The UNI header is used for
communication between ATM endpoints and ATM switches in private ATM networks. The NNI
header is used for communication between ATM switches. Figure 27-5 depicts the basic ATM
cell format, the ATM UNI cell header format, and the ATM NNI cell header format.

Figure 27-5 An ATM Cell, ATM UNI Cell, and ATM NNI Cell Header Each Contain 48
Bytes of Payload
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Unlike the UNI, the NNI header does not include the Generic Flow Control (GFC) field.
Additionally, the NNI header has a Virtual Path Identifier (VPI) field that occupies the first 12 bits,
allowing for larger trunks between public ATM switches.

ATM Cell Header Fields

In addition to GFC and VPI header fields, several others are used in ATM cell header fields. The
following descriptions summarize the ATM cell header fields illustrated in Figure 27-5:

e Generic Flow Control (GFC)—Provides local functions, such as identifying multiple
stations that share a single ATM interface. This field is typically not used and is set to its
default value of 0 (binary 0000).

* Virtual Path Identifier (VPI)—In conjunction with the VCI, identifies the next destination
of a cell as it passes through a series of ATM switches on the way to its destination.



¢ Virtual Channel Identifier (VCI)—In conjunction with the VPI, identifies the next
destination of a cell as it passes through a series of ATM switches on the way to its
destination.

« Payload Type (PT)—Indicates in the first bit whether the cell contains user data or
control data. If the cell contains user data, the bit is set to 0. If it contains control data, it is set
to 1. The second bit indicates congestion (0 = no congestion, 1 = congestion), and the third
bit indicates whether the cell is the last in a series of cells that represent a single AAL5 frame
(1 = last cell for the frame).

¢ Cell Loss Priority (CLP)—Indicates whether the cell should be discarded if it encounters
extreme congestion as it moves through the network. If the CLP bit equals 1, the cell should
be discarded in preference to cells with the CLP bit equal to 0.

e Header Error Control (HEC)—Calculates checksum only on the first 4 bytes of the
header. HEC can correct a single bit error in these bytes, thereby preserving the cell rather
than discarding it.

ATM Services

Three types of ATM services exist: permanent virtual circuits (PVC), switched virtual circuits
(SVC), and connectionless service (which is similar to SMDS).

PVC allows direct connectivity between sites. In this way, a PVC is similar to a leased line.
Among its advantages, PVC guarantees availability of a connection and does not require call
setup procedures between switches. Disadvantages of PVCs include static connectivity and
manual setup. Each piece of equipment between the source and the destination must be
manually provisioned for the PVC. Furthermore, no network resiliency is available with PVC.

An SVC is created and released dynamically and remains in use only as long as data is being
transferred. In this sense, it is similar to a telephone call. Dynamic call control requires a
signaling protocol between the ATM endpoint and the ATM switch. The advantages of SVCs
include connection flexibility and call setup that can be handled automatically by a networking
device. Disadvantages include the extra time and overhead required to set up the connection.

ATM Virtual Connections

ATM networks are fundamentally connection-oriented, which means that a virtual channel (VC)
must be set up across the ATM network prior to any data transfer. (A virtual channel is roughly
equivalent to a virtual circuit.)

Two types of ATM connections exist: virtual paths, which are identified by virtual path identifiers,
and virtual channels, which are identified by the combination of a VPI and a virtual channel
identifier (VCI).

A virtual path is a bundle of virtual channels, all of which are switched transparently across the
ATM network based on the common VPI. All VPIs and VCls, however, have only local
significance across a particular link and are remapped, as appropriate, at each switch.

A transmission path is the physical media that transports virtual channels and virtual paths.
Figure 27-6 illustrates how VCs concatenate to create VPs, which, in turn, traverse the media or
transmission path.

Figure 27-6 VCs Concatenate to Create VPs
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ATM Switching Operations

The basic operation of an ATM switch is straightforward: The cell is received across a

link on a known VCI or VPI value. The switch looks up the connection value in a local translation
table to determine the outgoing port (or ports) of the connection and the new VPI/VCI value of
the connection on that link. The switch then retransmits the cell on that outgoing link with the
appropriate connection identifiers. Because all VCIs and VPIs have only local significance across
a particular link, these values are remapped, as necessary, at each switch.

ATM Reference Model

The ATM architecture uses a logical model to describe the functionality that it supports. ATM



functionality corresponds to the physical layer and part of the data link layer of the OSI reference
model.

The ATM reference model is composed of the following planes, which span all layers:
¢« Control—This plane is responsible for generating and managing signaling requests.
« User—This plane is responsible for managing the transfer of data.
¢ Management—This plane contains two components:

— Layer management manages layer-specific functions, such as the detection of
failures and protocol problems.

— Plane management manages and coordinates functions related to the complete
system.

The ATM reference model is composed of the following ATM layers:

« Physical layer—Analogous to the physical layer of the OSI reference model, the ATM
physical layer manages the medium-dependent transmission.

¢ ATM layer—Combined with the ATM adaptation layer, the ATM layer is roughly
analogous to the data link layer of the OSI reference model. The ATM layer is responsible for
the simultaneous sharing of virtual circuits over a physical link (cell multiplexing) and passing
cells through the ATM network (cell relay). To do this, it uses the VPI and VCI information in
the header of each ATM cell.

¢ ATM adaptation layer (AAL)—Combined with the ATM layer, the AAL is roughly
analogous to the data link layer of the OSI model. The AAL is responsible for isolating higher-
layer protocols from the details of the ATM processes. The adaptation layer prepares user
data for conversion into cells and segments the data into 48-byte cell payloads.

Finally, the higher layers residing above the AAL accept user data, arrange it into packets, and
hand it to the AAL. Figure 27-7 illustrates the ATM reference model.

Figure 27-7 The ATM Reference Model Relates to the Lowest Two Layers of the OSI
Reference Model
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The ATM Physical Layer

The ATM physical layer has four functions: Cells are converted into a bitstream, the transmission
and receipt of bits on the physical medium are controlled, ATM cell boundaries are tracked, and
cells are packaged into the appropriate types of frames for the physical medium. For example,
cells are packaged differently for SONET than for DS-3/E-3 media types.

The ATM physical layer is divided into two parts: the physical medium-dependent (PMD)
sublayer and the transmission convergence (TC) sublayer.



The PMD sublayer provides two key functions. First, it synchronizes transmission and reception
by sending and receiving a continuous flow of bits with associated timing information. Second, it
specifies the physical media for the physical medium used, including connector types and cable.
Examples of physical medium standards for ATM include Synchronous Digital Hierarchy/
Synchronous Optical Network (SDH/SONET), DS-3/E3, 155 Mbps over multimode fiber (MMF)
using the 8B/10B encoding scheme, and 155 Mbps 8B/10B over shielded twisted-pair (STP)
cabling.

The TC sublayer has four functions: cell delineation, header error control (HEC) sequence
generation and verification, cell-rate decoupling, and transmission frame adaptation. The cell
delineation function maintains ATM cell boundaries, allowing devices to locate cells within a
stream of bits. HEC sequence generation and verification generates and checks

the header error control code to ensure valid data. Cell-rate decoupling maintains
synchronization and inserts or suppresses idle (unassigned) ATM cells to adapt the rate of valid
ATM cells to the payload capacity of the transmission system. Transmission frame adaptation
packages ATM cells into frames acceptable to the particular physical layer implementation.

ATM Adaptation Layers: AAL1

AAL1, a connection-oriented service, is suitable for handling constant bit rate sources (CBR),
such as voice and videoconferencing. ATM transports CBR traffic using circuit-emulation
services. Circuit-emulation service also accommodates the attachment of equipment currently
using leased lines to an ATM backbone network. AAL1 requires timing synchronization between
the source and the destination. For this reason, AAL1 depends on a medium, such as SONET,
that supports clocking.

The AALL1 process prepares a cell for transmission in three steps. First, synchronous samples
(for example, 1 byte of data at a sampling rate of 125 microseconds) are inserted into the
Payload field. Second, Sequence Number (SN) and Sequence Number Protection (SNP) fields
are added to provide information that the receiving AAL1 uses to verify that it has received cells
in the correct order. Third, the remainder of the Payload field is filled with enough single bytes to
equal 48 bytes. Figure 27-8 illustrates how AAL1 prepares a cell for transmission.

Figure 27-8 AAL1 Prepares a Cell for Transmission So That the Cells Retain Their
Order

ATM call Header =M

SNP ‘ ‘ : ‘

bytes -—— & -

. &
LB i

Pay lcad

ATM Adaptation Layers: AAL2

Another traffic type has timing requirements like CBR but tends to be bursty in nature. This is



called variable bit rate (VBR) traffic. This typically includes services characterized as packetized
voice or video that do not have a constant data transmission speed but that do have
requirements similar to constant bit rate services. AAL2 is suitable for VBR traffic. The AAL2
process uses 44 bytes of the cell payload for user data and reserves 4 bytes of the payload to
support the AAL2 processes.

VBR traffic is characterized as either real-time (VBR-RT) or as non-real-time (VBR-NRT). AAL2
supports both types of VBR traffic.

ATM Adaptation Layers: AAL3/4

AAL3/4 supports both connection-oriented and connectionless data. It was designed for network
service providers and is closely aligned with Switched Multimegabit Data Service (SMDS).
AAL3/4 is used to transmit SMDS packets over an ATM network.

AAL3/4 prepares a cell for transmission in four steps. First, the convergence sublayer (CS)
creates a protocol data unit (PDU) by prepending a beginning/end tag header to the frame and
appending a length field as a trailer. Second, the segmentation and reassembly (SAR) sublayer
fragments the PDU and prepends a header to it. Then the SAR sublayer appends a CRC-10
trailer to each PDU fragment for error control. Finally, the completed SAR PDU becomes the
Payload field of an ATM cell to which the ATM layer prepends the standard ATM header.

An AAL 3/4 SAR PDU header consists of Type, Sequence Number, and Multiplexing Identifier
fields. Type fields identify whether a cell is the beginning, continuation, or end of a message.
Sequence number fields identify the order in which cells should be reassembled. The
Multiplexing Identifier field determines which cells from different traffic sources are interleaved on
the same virtual circuit connection (VCC) so that the correct cells are reassembled at the
destination.

ATM Adaptation Layers: AAL5

AALS is the primary AAL for data and supports both connection-oriented and connectionless
data. It is used to transfer most non-SMDS data, such as classical IP over ATM and LAN
Emulation (LANE). AALS5 also is known as the simple and efficient adaptation layer (SEAL)
because the SAR sublayer simply accepts the CS-PDU and segments it into 48-octet SAR-PDUs
without reserving any bytes in each cell.

AALS prepares a cell for transmission in three steps. First, the CS sublayer appends a variable-
length pad and an 8-byte trailer to a frame. The pad ensures that the resulting PDU falls on the
48-byte boundary of an ATM cell. The trailer includes the length of the frame and a 32-bit cyclic
redundancy check (CRC) computed across the entire PDU. This allows the AAL5 receiving
process to detect bit errors, lost cells, or cells that are out of sequence. Second, the SAR
sublayer segments the CS-PDU into 48-byte blocks. A header and trailer are not added (as is in
AAL3/4), so messages cannot be interleaved. Finally, the ATM layer places each block into the
Payload field of an ATM cell. For all cells except the last, a bit in the Payload Type (PT) field is
set to 0 to indicate that the cell is not the last cell in a series that represents a single frame. For
the last cell, the bit in the PT field is set to 1.

ATM Addressing

The ITU-T standard is based on the use of E.164 addresses (similar to telephone numbers) for
public ATM (B-ISDN) networks. The ATM Forum extended ATM addressing to include private
networks. It decided on the subnetwork or overlay model of addressing, in which the ATM layer is
responsible for mapping network layer addresses to ATM addresses. This subnetwork model is
an alternative to using network layer protocol addresses (such as IP and IPX) and existing
routing protocols (such as IGRP and RIP). The ATM Forum defined an address format based on
the structure of the OSI network service access point (NSAP) addresses.

Subnetwork Model of Addressing

The subnetwork model of addressing decouples the ATM layer from any existing higher-layer
protocols, such as IP or IPX. Therefore, it requires an entirely new addressing scheme and
routing protocol. Each ATM system must be assigned an ATM address, in addition to any higher-
layer protocol addresses. This requires an ATM address resolution protocol (ATM ARP) to map
higher-layer addresses to their corresponding ATM addresses.

NSAP Format ATM Addresses

The 20-byte NSAP-format ATM addresses are designed for use within private ATM networks,
whereas public networks typically use E.164 addresses, which are formatted as defined by ITU-
T. The ATM Forum has specified an NSAP encoding for E.164 addresses, which is used for
encoding E.164 addresses within private networks, but this address can also be used by some



private networks.

Such private networks can base their own (NSAP format) addressing on the E.164 address of
the public UNI to which they are connected and can take the address prefix from the E.164
number, identifying local nodes by the lower-order bits.

All NSAP-format ATM addresses consist of three components: the authority and format identifier
(AFI), the initial domain identifier (IDI), and the domain-specific part (DSP). The AFI identifies the
type and format of the IDI, which, in turn, identifies the address allocation and administrative
authority. The DSP contains actual routing information.

S

Note Summarized another way, the first 13 bytes form the NSAP prefix that answers the
guestion, "Which switch?" Each switch must have a prefix value to uniquely identify it. Devices
attached to the switch inherit the prefix value from the switch as part of their NSAP address. The
prefix is used by switches to support ATM routing.

The next 6 bytes, called the end station identifier (ESI), identify the ATM element attached to the
switch. Each device attached to the switch must have a unique ESI value.

The last byte, called the selector (SEL) byte, identifies the intended process within the device
that the connection targets.

Three formats of private ATM addressing differ by the nature of the AFI and IDI. In the NSAP-
encoded E.164 format, the IDI is an E.164 number. In the DCC format, the IDI is a data country
code (DCC), which identifies particular countries, as specified in ISO 3166. Such addresses are
administered by the ISO National Member Body in each country. In the ICD format, the IDI is an
international code designator (ICD), which is allocated by the ISO 6523 registration authority (the
British Standards Institute). ICD codes identify particular international organizations.

The ATM Forum recommends that organizations or private network service providers use either
the DCC or the ICD formats to form their own numbering plan.

Figure 27-9 illustrates the three formats of ATM addresses used for private networks.

Figure 27-9 Three Formats of ATM Addresses Are Used for Private Networks
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The following descriptions summarize the fields illustrated in Figure 27-9:
¢ AFl—Identifies the type and format of the address (E.164, ICD, or DCC).
«  DCC—ldentifies particular countries.

¢ High-Order Domain-Specific Part (HO-DSP)—Combines the routing domain (RD) and
the area identifier (AREA) of the NSAP addresses. The ATM Forum combined these fields to
support a flexible, multilevel addressing hierarchy for prefix-based routing protocols.

« End System ldentifier (ESI)—Specifies the 48-bit MAC address, as administered by the
Institute of Electrical and Electronic Engineers (IEEE).

«  Selector (SEL)—Is used for local multiplexing within end stations and has no network
significance.

¢ ICD—lIdentifies particular international organizations.
« E.164—Indicates the BISDN E.164 address.

ATM Connections

ATM supports two types of connections: point-to-point and point-to-multipoint.

Point-to-point connects two ATM end systems and can be unidirectional (one-way
communication) or bidirectional (two-way communication). Point-to-multipoint connects a single-
source end system (known as the root node) to multiple destination end systems (known as
leaves). Such connections are unidirectional only. Root nodes can transmit to leaves, but leaves
cannot transmit to the root or to each other on the same connection. Cell replication is done
within the ATM network by the ATM switches where the connection splits into two or more
branches.

It would be desirable in ATM networks to have bidirectional multipoint-to-multipoint connections.
Such connections are analogous to the broadcasting or multicasting capabilities of shared-media
LANS, such as Ethernet and Token Ring. A broadcasting capability is easy to implement in
shared-media LANs, where all nodes on a single LAN segment must process all packets sent on
that segment.

Unfortunately, a multipoint-to-multipoint capability cannot be implemented by using AAL5, which
is the most common AAL to transmit data across an ATM network. Unlike AAL3/4, with its
Message ldentifier (MID) field, AAL5 does not provide a way within its cell format to interleave
cells from different AAL5 packets on a single connection. This means that all AAL5 packets sent
to a particular destination across a particular connection must be received in sequence;
otherwise, the destination reassembly process will be incapable of reconstructing the packets.

This is why AAL5 point-to-multipoint connections can be only unidirectional. If a leaf node were to
transmit an AAL5 packet onto the connection, for example, it would be received by both the root
node and all other leaf nodes. At these nodes, the packet sent by the leaf could be interleaved
with packets sent by the root and possibly other leaf nodes, precluding the reassembly of any of
the interleaved packets.

ATM and Multicasting

ATM requires some form of multicast capability. AAL5 (which is the most common
AAL for data) currently does not support interleaving packets, so it does not support multicasting.

If a leaf node transmitted a packet onto an AAL5 connection, the packet could be intermixed with
other packets and be improperly reassembled. Three methods have been proposed for solving
this problem: VP multicasting, multicast server, and overlaid point-to-multipoint connection.

Under the first solution, a multipoint-to-multipoint VP links all nodes in the multicast group, and
each node is given a unique VCI value within the VP. Interleaved packets hence can be identified
by the unique VCI value of the source. Unfortunately, this mechanism would require a protocol to
uniquely allocate VCI values to nodes, and such a protocol mechanism currently does not exist.
It is also unclear whether current SAR devices could easily support such a mode of operation.

A multicast server is another potential solution to the problem of multicasting over an ATM
network. In this scenario, all nodes wanting to transmit onto a multicast group set up a point-to-
point connection with an external device known as a multicast server (perhaps better described
as a resequencer or serializer). The multicast server, in turn, is connected to all nodes wanting to
receive the multicast packets through a point-to-multipoint connection. The multicast server
receives packets across the point-to-point connections and then retransmits them across the
point-to-multipoint connection—but only after ensuring that the packets are serialized (that is,
one packet is fully transmitted before the next is sent). In this way, cell interleaving is precluded.

An overlaid point-to-multipoint connection is the third potential solution to the problem of



multicasting over an ATM network. In this scenario, all nodes in the multicast group establish a
point-to-multipoint connection with each other node in the group and, in turn, become leaves in
the equivalent connections of all other nodes. Hence, all nodes can both transmit to and receive
from all other nodes. This solution requires each node to maintain a connection for each
transmitting member of the group, whereas the multicast-server mechanism requires only two
connections. This type of connection also requires a registration process for informing the nodes
that join a group of the other nodes in the group so that the new nodes can form the point-to-
multipoint connection. The other nodes must know about the new node so that they can add the
new node to their own point-to-multipoint connections. The multicast-server mechanism is more
scalable in terms of connection resources but has the problem of requiring a centralized
resequencer, which is both a potential bottleneck and a single point of failure.

ATM Quality of Service

ATM supports QoS guarantees comprising traffic contract, traffic shaping, and traffic policing.

A traffic contract specifies an envelope that describes the intended data flow. This envelope
specifies values for peak bandwidth, average sustained bandwidth, and burst size, among
others. When an ATM end system connects to an ATM network, it enters a contract with the
network, based on QoS parameters.

Traffic shaping is the use of queues to constrain data bursts, limit peak data rate, and smooth
jitters so that traffic will fit within the promised envelope. ATM devices are responsible for
adhering to the contract by means of traffic shaping. ATM switches can use traffic policing to
enforce the contract. The switch can measure the actual traffic flow and compare it against the
agreed-upon traffic envelope. If the switch finds that traffic is outside of the agreed-upon
parameters, it can set the cell-loss priority (CLP) bit of the offending cells. Setting the CLP bit
makes the cell discard eligible, which means that any switch handling the cell is allowed to drop
the cell during periods of congestion.

ATM Signaling and Connection Establishment

When an ATM device wants to establish a connection with another ATM device, it sends a
signaling-request packet to its directly connected ATM switch. This request contains the ATM
address of the desired ATM endpoint, as well as any QoS parameters required for the
connection.

ATM signaling protocols vary by the type of ATM link, which can be either UNI signals or NNI
signals. UNI is used between an ATM end system and ATM switch across ATM UNI, and NNI is
used across NNI links.

The ATM Forum UNI 3.1 specification is the current standard for ATM UNI signaling. The UNI 3.1
specification is based on the Q.2931 public network signaling protocol developed by the ITU-T.
UNI signaling requests are carried in a well-known default connection:

VPI =0, VPI = 5.

The ATM Connection-Establishment Process

ATM signaling uses the one-pass method of connection setup that is used in all modern
telecommunication networks, such as the telephone network. An ATM connection setup
proceeds in the following manner. First, the source end system sends a connection-signaling
request. The connection request is propagated through the network. As a result, connections are
set up through the network. The connection request reaches the final destination, which either
accepts or rejects the connection request.

Connection-Request Routing and Negotiation

Routing of the connection request is governed by an ATM routing protocol (Private Network-
Network Interface [PNNI], which routes connections based on destination and source
addresses), traffic, and the QoS parameters requested by the source end system. Negotiating a
connection request that is rejected by the destination is limited because call routing is based on
parameters of initial connection; changing parameters might affect the connection routing. Figure
27-10 highlights the one-pass method of ATM connection establishment.

Figure 27-10 ATM Devices Establish Connections Through the One-Pass Method
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ATM Connection-Management Messages

A number of connection-management message types, including setup, call proceeding, connect,
and release, are used to establish and tear down an ATM connection. The source end system
sends a setup message (including the address of the destination end system and any traffic QoS
parameters) when it wants to set up a connection. The ingress switch sends a call proceeding
message back to the source in response to the setup message. The destination end system next
sends a connect message if the connection is accepted.

The destination end system sends a release message back to the source end system if the
connection is rejected, thereby clearing the connection.

Connection-management messages are used to establish an ATM connection in the following
manner. First, a source end system sends a setup message, which is forwarded to the first ATM
switch (ingress switch) in the network. This switch sends a call proceeding message and invokes
an ATM routing protocol. The signaling request is propagated across the network. The exit switch
(called the egress switch) that is attached to the destination end system receives the setup
message. The egress switch forwards the setup message to the end system across its UNI, and
the ATM end system sends a connect message if the connection is accepted. The connect
message traverses back through the network along the same path to the source end system,
which sends a connect acknowledge message back to the destination to acknowledge the
connection. Data transfer can then begin.

PNNI

PNNI provides two significant services: ATM topology discovery and call establishment. For
switches to build connections between end points, the switch must know the ATM network
topology. PNNI is the ATM routing protocol that enables switches to automatically discover the
topology and the characteristics of the links interconnecting the switches. A link-state protocol
much like OSPF, PNNI tracks things such as bandwidth on links. When a significant event occurs
that changes the characteristics of a link, PNNI announces the change to the other switches.

When a station sends a call setup request to its local switch, the ingress switch references the
PNNI routing table to determine a path between the source and the intended destination that
meets the QoS requirements specified by the source. The switch attached to the source then
builds a list defining each switch hop to support the circuit to the destination. This is called the
designated transit list (DTL).

VCI = 18 is reserved for PNNI.

Integrated Local Management Interface

Integrated Local Management Interface (ILMI) enables devices to determine status of
components at the other end of a physical link and to negotiate a common set of operational
parameters to ensure interoperability. ILMI operates over a reserved VCC of VPI = X, VCI = 16.

Administrators may enable or disable ILMI at will, but it is highly recommended to enable it.
Doing so allows the devices to determine the highest UNI interface level to operate (3.0, 3.1,
4.0), UNI vs. NNI, as well as numerous other items. Furthermore, ILMI allows devices to share
information such as NSAP addresses, peer interface names, and IP addresses. Without ILMI,
many of these parameters must be manually configured for the ATM attached devices to operate
correctly.
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Note The VCI values of 0 through 31 are reserved and should not be used for user traffic. Three
frequently encountered VCI values are shown in Table 27-1.

Table 27-1 Commonly Used VCI Values

VCI | Function

5 Signaling from an edge device to its switch (ingress switch)

16 ILMI for link parameter exchanges

18 PNNI for ATM routing

LAN Emulation

LAN Emulation (LANE) is a standard defined by the ATM Forum that gives to stations attached
via ATM the same capabilities that they normally obtain from legacy LANSs, such as Ethernet and
Token Ring. As the name suggests, the function of the LANE protocol is to emulate a LAN on top
of an ATM network. Specifically, the LANE protocol defines mechanisms for emulating either an
IEEE 802.3 Ethernet or an 802.5 Token Ring LAN. The current LANE protocol does not define a
separate encapsulation for FDDI. (FDDI packets must be mapped into either Ethernet or Token
Ring-emulated LANs [ELANS] by using existing translational bridging techniques.) Fast Ethernet
(100BaseT) and IEEE 802.12 (100VG-AnyLAN) both can be mapped unchanged because they
use the same packet formats. Figure 27-11 compares a physical LAN and an ELAN.

Figure 27-11 ATM Networks Can Emulate a Physical LAN
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The LANE protocol defines a service interface for higher-layer (that is, network layer) protocols
that is identical to that of existing LANs. Data sent across the ATM network is encapsulated in
the appropriate LAN MAC packet format. Simply put, the LANE protocols make an ATM network
look and behave like an Ethernet or Token Ring LAN—albeit one operating much faster than an
actual Ethernet or Token Ring LAN network.

It is important to note that LANE does not attempt to emulate the actual MAC protocol of the
specific LAN concerned (that is, CSMA/CD for Ethernet or token passing for IEEE 802.5). LANE
requires no modifications to higher-layer protocols to enable their operation over an ATM
network. Because the LANE service presents the same service interface of existing MAC
protocols to network layer drivers (such as an NDIS- or ODI-like driver interface), no changes are
required in those drivers.

The LANE Protocol Architecture

The basic function of the LANE protocol is to resolve MAC addresses to ATM addresses. The
goal is to resolve such address mappings so that LANE end systems can set up direct
connections between themselves and then forward data. The LANE protocol is deployed



in two types of ATM-attached equipment: ATM network interface cards (NICs) and
internetworking and LAN switching equipment.

ATM NICs implement the LANE protocol and interface to the ATM network but present the
current LAN service interface to the higher-level protocol drivers within the attached end system.
The network layer protocols on the end system continue to communicate as if they were on a
known LAN by using known procedures. However, they are capable of using the vastly greater
bandwidth of ATM networks.

The second class of network gear to implement LANE consists of ATM-attached LAN switches
and routers. These devices, together with directly attached ATM hosts equipped with ATM NICs,
are used to provide a virtual LAN (VLAN) service in which ports on the LAN switches are
assigned to particular VLANSs independently of physical location. Figure 27-12 shows the LANE
protocol architecture implemented in ATM network devices.

Figure 27-12 LANE Protocol Architecture Can Be Implemented in ATM Network

Devices
Higher-layar Higher-layer
protocols protocols
IF/IPX, atc. IFIPX, etc.
MO MO
ool (o ln]
LAMNE
LIMI LI A ."I
signaling signaling II". /
A AAL 5 MALC MALC
\\‘ I
ATM ATM Y ;J, ATM ATM
PHY PHY PHY PHY PHY PHY
| | I | !
ATM host with ATW switch Layarz2 LAM host
LAME MIC LAM switch

S

Note The LANE protocol does not directly affect ATM switches. As with most of the other ATM
internetworking protocols, LANE builds on the overlay model. As such, the LANE protocols
operate transparently over and through ATM switches, using only standard ATM signaling
procedures.

LANE Components

The LANE protocol defines the operation of a single ELAN or VLAN. Although multiple ELANs
can simultaneously exist on a single ATM network, an ELAN emulates either an Ethernet or a
Token Ring and consists of the following components:

« LAN Emulation client (LEC)—The LEC is an entity in an end system that performs data
forwarding, address resolution, and registration of MAC addresses with the LAN Emulation
Server (LES). The LEC also provides a standard LAN interface to higher-level protocols on
legacy LANs. An ATM end system that connects to multiple ELANs has one LEC per ELAN.

e LES—The LES provides a central control point for LECs to forward registration and



control information. (Only one LES exists per ELAN.) The LES maintains a list of MAC
addresses in the ELAN and the corresponding NSAP addresses.

e« Broadcast and Unknown Server (BUS)—The BUS is a multicast server that is used to
flood unknown destination address traffic and to forward multicast and broadcast traffic to
clients within a particular ELAN. Each LEC is associated with only one BUS per ELAN.

¢« LAN Emulation Configuration Server (LECS)—The LECS maintains a database of
LECs and the ELANS to which they belong. This server accepts queries from LECs and
responds with the appropriate ELAN identifier—namely, the ATM address of the LES that
serves the appropriate ELAN. One LECS per administrative domain serves all ELANs within
that domain.

Because single server components lack redundancy, Cisco has overcome this shortcoming by
implementing a proprietary solution called Simple Server Redundancy Protocol. SSRP works
with any vendors LECs; however, it requires the use of Cisco devices as server components. It
allows up to 16 LECSs per ATM LANE network and an infinite number of LES/BUS pairs per
ELAN. The ATM Forum also released a vendor-independent method of providing server
redundancy: Lane Emulation Network-Network Interface (LNNI). Therefore, servers from different
vendors can provide interoperable redundancy.

Figure 27-13 illustrates the components of an ELAN.

Figure 27-13 An ELAN Consists of Clients, Servers, and Various Intermediate Nodes
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LAN Emulation Connection Types

The Phase 1 LANE entities communicate with each other by using a series of ATM VCCs. LECs
maintain separate connections for data transmission and control traffic. The LANE data
connections are data-direct VCC, multicast send VCC, and multicast forward VCC.

Data-direct VCC is a bidirectional point-to-point VCC set up between two LECs that want to
exchange data. Two LECs typically use the same data-direct VCC to carry all packets between
them rather than opening a new VCC for each MAC address pair. This technique conserves
connection resources and connection setup latency.

Multicast send VCC is a bidirectional point-to-point VCC set up by the LEC to the BUS.

Multicast forward VCC is a unidirectional VCC set up to the LEC from the BUS. It typically is a
point-to-multipoint connection, with each LEC as a leaf.

Figure 27-14 shows the LANE data connections.

Control connections include configuration-direct VCC, control-direct VCC, and control-distribute
VCC. Configuration-direct VCC is a bidirectional point-to-point VCC set up by the LEC to the
LECS. Control-direct VCC is a bidirectional VCC set up by the LEC to the LES. Control-distribute
VCC is a unidirectional VCC set up from the LES back to the LEC (this is typically a point-to-
multipoint connection). Figure 27-15 illustrates LANE control connections.

Figure 27-14 LANE Data Connections Use a Series of VCLs to Link a LAN Switch
and ATM Hosts
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Figure 27-15 LANE Control Connections Link the LES, LECS, LAN Switch, and ATM

Host
LAME Sarver
ILEE)
LAME Client .
LAME Cliznt
(LEC) (LEC)
Controk ——
distribute _—
Voo
o/
LAN swritch

ATM host

Configumation-
dirct
VCC

Configuration-
diract
WCC

LAME Configuration
Server (LECE)

L& M emulation contrel connections

LANE Operation

The operation of a LANE system and components is best understood by examining these stages
of LEC operation: performing initialization and configuration, joining and registering with the LES,
finding and joining the BUS, and performing data transfer.

Initialization and Configuration

Upon initialization, an LEC finds the LECS to obtain required configuration information. It begins
this process when the LEC obtains its own ATM address, which typically occurs through address
registration.

The LEC must then determine the location of the LECS. To do this, the LEC first must locate the
LECS by one of the following methods: by using a defined ILMI procedure to determine the
LECS address, by using a well-known LECS address, or by using a well-known permanent
connection to the LECS (VPI = 0, VCI = 17). (The well-known permanent connection is not
commonly used.)

After the LEC discovers the LECS's NSAP, the LEC sets up a configuration-direct VCC to the
LECS and sends an LE_ CONFIGURE_REQUEST message. If a matching entry is found, the



LECS returns a LE_CONFIGURE_RESPONSE message to the LEC with the configuration
information that it requires to connect to its target ELAN, including the following: ATM address of
the LES, type of LAN being emulated, maximum packet size on the ELAN, and ELAN name (a
text string for display purposes).

Joining and Registering with the LES

When an LEC joins the LES and registers its own ATM and MAC addresses, it does so by
following three steps:

1. After the LEC obtains the LES address, the LEC optionally clears the connec-
tion to the LECS, sets up the control-direct VCC to the LES, and sends an
LE_JOIN_REQUEST message on that VCC. This allows the LEC to register its own
MAC and ATM addresses with the LES and (optionally) any other MAC addresses for
which it is proxying. This information is maintained so that no two LECs will register the
same MAC or ATM address.

2. After receipt of the LE_JOIN_REQUEST message, the LES checks with the LECS
via its open connection, verifies the request, and confirms the client's membership.

3. Upon successful verification, the LES adds the LEC as a leaf of its point-to-
multipoint control-distribute VCC and issues the LEC a successful
LE_JOIN_RESPONSE message that contains a unique LAN Emulation client ID
(LECID). The LECID is used by the LEC to filter its own broadcasts from the BUS.

Finding and Joining the BUS

After the LEC has successfully joined the LECS, its first task is to find the BUS's ATM address to
join the broadcast group and become a member of the emulated LAN.

First, the LEC creates an LE_ARP_REQUEST packet with the MAC address OxFFFFFFFF. Then
the LEC sends this special LE_ARP packet on the control-direct VCC to the LES. The LES
recognizes that the LEC is looking for the BUS and responds with the BUS's ATM address on the
control-distribute VCC.

When the LEC has the BUS's ATM address, it joins the BUS by first creating a signaling packet
with the BUS's ATM address and setting up a multicast-send VCC with the BUS. Upon receipt of
the signaling request, the BUS adds the LEC as a leaf on its point-to-multipoint multicast forward
VCC. The LEC is now a member of the ELAN and is ready for data transfer.

Data Transfer

The final state, data transfer, involves resolving the ATM address of the destination LEC and
actual data transfer, which might include the flush procedure.

When a LEC has a data packet to send to an unknown destination MAC address, it must
discover the ATM address of the destination LEC through which the particular address can be
reached. To accomplish this, the LEC first sends the data frame to the BUS (via the multicast
send VCC) for distribution to all LECs on the ELAN via the multicast forward VCC. This is done
because resolving the ATM address might take some time, and many network protocols are
intolerant of delays.

The LEC then sends a LAN Emulation Address Resolution Protocol Request (LE_ARP_Request)
control frame to the LES via a control-direct VCC.

If the LES knows the answer, it responds with the ATM address of the LEC that owns

the MAC address in question. If the LES does not know the answer, it floods the
LE_ARP_REQUEST to some or all LECs (under rules that parallel the BUS's flooding of the
actual data frame, but over control-direct and control-distribute VCCs instead of the multicast
send or multicast forward VCCs used by the BUS). If bridge/switching

devices with LEC software participating in the ELAN exist, they respond to the
LE_ARP_REQUEST if they service the LAN device with the requested MAC address.

This is called a proxy service.

In the case of actual data transfer, if an LE_ARP message is received, the LEC sets up a data-
direct VCC to the destination LEC and uses this for data transfer rather than the BUS path.
Before it can do this, however, the LEC might need to use the LANE flush procedure, which
ensures that all packets previously sent to the BUS were delivered to the destination prior to the
use of the data-direct VCC. In the flush procedure, a control frame is sent down the first
transmission path following the last packet. The LEC then waits until the destination
acknowledges receipt of the flush packet before using the second path to send packets.

Multiprotocol over ATM



Multiprotocol over ATM (MPOA) provides a method of transmitting data between ELANs without
needing to continuously pass through a router. Normally, data passes through at least one router

to get from one ELAN to another. This is normal per-hop routing as experienced in LAN

environments. MPOA, however, enables devices in different ELANsS to communicate without

needing to travel hop by hop.

Figure 27-16 illustrates the process without MPOA in part A and with MPOA in part B. With
MPOA-enabled devices, only the first few frames between devices pass through routers. This is

called the default path. The frames pass from ELAN to ELAN through appropriate route

rs. After a

few frames follow the default path, the MPOA devices discover the NSAP address of the other

device and then build a direct connection called the shortcut for the subsequent frames
flow.

The edge devices that generate the ATM traffic are called multiprotocol clients (MPC) al

in the

nd may

be an ATM-attached workstation, or a router. The inter-ELAN routers are called multiprotocol
servers (MPS) and assist the MPCs in discovering how to build a shortcut. MPSs are always

routers.

This reduces the load on routers because the routers do not need to sustain the continuous flow
between devices. Furthermore, MPOA can reduce the number of ATM switches supporting a
connection, freeing up virtual circuits and switch resources in the ATM network. Figure 27-16

illustrates the connection before and after the shortcut is established.
Note that MPOA does not replace LANE. In fact, MPOA requires LANE version 2.

Figure 27-16 A Comparison of Inter-ELAN Communications Without (Part A) and

with (Part B) MPOA
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Review Questions

Q—Name the four components of LANE.

MPC

A—LAN Emulation client (LEC), LANE Configuration Server (LECS), LAN Emulation Server

(LES), Broadcast and Unknown Server (BUS).
Q—Which LANE component maintains an ATM ARP table?

A—The LAN Emulation Server (LES) keeps a database of LEC MAC and NSAP addresses.

Q—Which LANE component maintains policy for ELAN membership?
A—The LANE Configuration Server (LECS) acts as a membership policy device.
Q—List two functions of PNNI.



A—ATM topology discovery and switched circuit establishment.

Q—Which field in the ATM header checks the header integrity?

A—The HEC field checks for header errors and can correct a single header bit error.
Q—What is the primary difference between the UNI header and the NNI header?

A—The UNI header has an 8-bit VPI field and a 4-bit GFC, while the NNI header absorbs the
GFC field and expands the VPI field to 12 bits.

Q—Which adaptation mode is most appropriate to interconnect T1 signals from PBXs over ATM?
A—AAL1 is most suitable for constant bit rate traffic such as a T1 source.
Q—Which adaptation mode is most frequently implemented for data transport over ATM?

A—AALS5 provides an appropriate adaptation method for data traffic such as that produced by
routers and ATM-attached workstations.

Q—What VCI value is reserved for call setup requests from an ATM edge device?

A—VCI =5 is reserved for ATM edge devices to send a signaling request to the ingress ATM
switch requesting a connection to another device.

Q—What ATM protocol simplifies the ATM administrator's life by automatically ensuring that
certain ATM parameters are compatible between two devices connected to the same link?

A—ILMI enables two devices to communicate with each other and share ATM parameters that
facilitate the link functionality.

Q—What ATM protocol communicates exclusively between ATM switches?
A—PNNI, the ATM routing protocol, occurs only between ATM switches.
Q—Describe the difference between PVC and SVC.

A—A PVC (permanent virtual circuit) must be manually provisioned. Every piece of equipment
supporting the circuit between the source and destination must be configured. PVC does not
provide any resiliency for media or equipment failures. SVC (switched virtual circuit)
automatically establishes a connection between the source and the destination. The source
indicates that it desires a connection, and the network builds the circuit.

Q—What is the purpose of the adaptation layer?

A—The adaptation layer converts user data into cell payloads. Some adaptation modes use all
48 bytes of the payload, while others use extra bits from the payload for functional purposes
resulting in lower than 48 bit user data/payload size.

Q—What advantage is there to implementing MPOA?

A—MPOA provides two advantages. First, it reduces the workload for routers because the
routers will not need to support continuous flows of data. Second, MPOA can reduce the number
of times that data must cross the ATM network. Without MPOA, the data must cross all
necessary ELANS to get to the destination. With MPOA, a single circuit is built, allowing the data
to traverse the network once.
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Chapter Goals
. Understand the advantages of MPLS.
. Learn the components of an MPL S system.
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. Describe the two methods of label distribution.

. Explain the purpose of MPLS traffic engineering.

MPLS/Tag Switching

Background

In anormally routed environment, frames pass from a source to a destination in a hop-by-
hop basis. Transit routers evaluate each frame's Layer 3 header and perform aroute table
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lookup to determine the next hop toward the destination. This tends to reduce throughput
in a network because of the intensive CPU requirements to process each frame. Although
some routers implement hardware and software switching techniques to accelerate the
evaluation process by creating high-speed cache entries, these methods rely upon the
Layer 3 routing protocol to determine the path to the destination.

Unfortunately, routing protocols have little, if any, visibility into the Layer 2
characteristics of the network, particularly in regard to quality of service (QoS) and
loading. Rapid changes in the type (and quantity) of traffic handled by the Internet and the
explosion in the number of Internet usersis putting an unprecedented strain on the
Internet's infrastructure. This pressure mandates new traffic-management solutions. MPLS
and its predecessor, tag switching, are aimed at resolving many of the challenges facing an
evolving Internet and high-speed data communicationsin general.

To meet these new demands, multiprotocol label switching (MPLS) changes the hop-by-
hop paradigm by enabling devices to specify pathsin the network based upon QoS and
bandwidth needs of the applications. In other words, path selection can now take into
account Layer 2 attributes. Before MPL S, vendors implemented proprietary methods for
switching frames with values other than the Layer 3 header. (MPLS is described in more
detail in alater section.)

Based upon Cisco's proprietary tag-switching protocol, the IETF is defining MPLS as a
vendor-independent protocol. (At the time of thiswriting, the MPL S definitions were not
quite complete.) Although the two protocols have much in common, differences between
them prevent tag-switching devices from interacting directly with MPLS devices. MPLS
will likely supercede tag switching. However, this chapter starts with a comparison of
terms involved with tag switching and MPLS.

MPLS and Tag Switching

MPLS has a heritage stemming from Cisco's tag-switching protocol. Many similarities
exist between the two protocols. Significant differences exist, too, particularly between the
tag and label distribution protocols. This section focuses on vocabulary differences
between tag switching and MPLS. Table 28-1 compares tag switching with MPLS
terminology.

Table 28-1: Equivalency Tablefor Cisco Tag Switchingand IETF MPLS Terms

Old Tag Switching Terminology New MPLSIETF Terminology

Tag switching Multiprotocol label switching (MPLYS).

Tag (short for tag switching) MPLS.




Tag (item or packet)

Label.

Tag Distribution Protocol (TDP)

Label Distribution Protocol (LDP).
Cisco TDPand MPLS Label
Distribution Protocol (LDP) are nearly
identical in function, but they use
incompatible message formats and some
different procedures. Cisco is changing
from TDP to afully compliant LDP.

Tag-switched

L abel-switched

Tag forwarding information base (TFIB)

Label forwarding information base
(LFIB)

Tag-switching router (TSR)

L abel-switching router (LSR)

Tag switch controller (TSC)

Label switch controller (LSC)

ATM tag switch router (ATM-TSR)

ATM label switch router (ATM-LSR)

Tag VC, tag virtual circuit (TVC)

Label VC, labdl virtual circuit (LVC)

Tag switch path (TSP)

Label switch path (LSP)

XTag ATM (extended Tag ATM port)

XmpIsATM (extended MPLS ATM port)

Definitions follow for the MPLS terms:

. Label—A header created by an edge label switch router (edge L SR) and used by
label switch routers (L SR) to forward packets. The header format varies based
upon the network mediatype. For example, in an ATM network, the label is placed
inthe VPI/VCI fields of each ATM cell header. InaLAN environment, the header
isa"shim" located between the Layer 2 and Layer 3 headers.



. Label forwarding information base—A table created by alabel switch-capable
device (L SR) that indicates where and how to forward frames with specific label
values.

. Label switch router (L SR)—A device such as aswitch or arouter that forwards
labeled entities based upon the label value.

. Edgelabél switch router (edge L SR)—The device that initially adds or ultimately
removes the label from the packet.

. Label switched—When an L SR makes aforwarding decision based upon the
presence of alabel in the frame/cell.

. Label-switched path (L SP)—The path defined by the labels through L SRs
between end points.

. Label virtual circuit (LVC)—An LSP through an ATM system.

. Label switch controller (L SC)—An LSR that communicates with an ATM switch
to provide and provision label information within the switch.

. Label distribution protocol (L DP)—A set of messages defined to distribute |abel
information among L SRs.

« XmpIsATM—The virtual interface between an ATM switch and an LSC.

MPLS Operations

This section illustrates the passage of aframe through an MPL S system to highlight the
function of several key MPL S components. Specifically, it illustrates MPL S through a
frame-based infrastructure as opposed to a cell-based (ATM) system.

In Figure 28-1, a series of LSRs (edge and core) interconnect, forming a physical path
between two elements, Station A and Station B.

Figure 28-1: Seriesof L SRsInterconnect.
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The frame generated by Station A follows the standard Ethernet format with a normal
Layer 2 header followed by a Layer 3 header. Because the destination addressresidesin a
different network, Station A targets the Layer 2 header to its default gateway. In this case,
the default gateway also serves as the edge L SR (ingress side). The ingress L SR references
itsinternal switch table (LFIB) and determines that it needs to forward the frame out port

2 toward the next LSR.

Furthermore, the ingress LSR must insert alabel between the Layer 2 and Layer 3 headers
to indicate what path the frame should travel on its way to Station B. Router 2 looks at the
frame entering port 1 and determines that there is alabel embedded between Layers 2 and
3. Therefore, the router treats the frame according to the configuration in its LFIB, which
saysto forward the frame out port 2 and replace the label with anew value. Each of the
subsequent routers handles the frame in a similar manner until the frame reaches the
egress LSR. The egress edge L SR strips off all label information and passes a standard
frame to Station B. Because each of the routers between Stations A and B could switch the
frame based upon content in the LFIB and did not need to perform usual routing operation,
the frame was handled more quickly.

MPLS/Tag-Switching Architecture

MPLS relies on two principal components: forwarding and control. The forwarding
component uses labels carried by packets and the |abel-forwarding information maintained
by an LSR to perform packet forwarding. The control component is responsible for
maintaining correct |abel-forwarding information among a group of interconnected label
switches (LSRs). Details about MPL S's forwarding and control mechanisms follow.

Forwarding Component

The forwarding paradigm employed by MPL S is based on the notion of label swapping.
When a packet with alabel isrecelved by an LSR, the switch uses the label asanindex in
its label information base (LFIB). Each entry in the LFIB consists of an incoming label
and one or more subentries (of the form outgoing label, outgoing interface, outgoing link-
level information). If the switch finds an entry with the incoming label equal to the label



carried in the packet, then, for each component in the entry, the switch replaces the label in
the packet with the outgoing label, replaces the link-level information (such asthe MAC
address) in the packet with the outgoing link-level information, and forwards the packet
over the outgoing interface.

From the previous description of the forwarding component, we can make several
observations. First, the forwarding decision is based on the exact-match agorithm using a
fixed-length, fairly short label as an index. This enables a simplified forwarding
procedure, relative to longest-match forwarding traditionally used at the network layer.

This, in turn, enables higher forwarding performance (higher packets per second). The
forwarding procedure is simple enough to allow a straightforward hardware imple-
mentation. A second observation is that the forwarding decision is independent of the
label's forwarding granularity. The same forwarding agorithm, for example, appliesto
both unicast and multicast: A unicast entry would have a single (outgoing label, outgoing
interface, outgoing link-level information) subentry, while a multicast entry might have
one or more subentries. Thisillustrates how the same forwarding paradigm can be used in
label switching to support different routing functions.

The simple forwarding procedure is thus essentially decoupled from the control
component of label switching. New routing (control) functions can readily be deployed
without disturbing the forwarding paradigm. This means that it is not necessary to
reoptimize forwarding performance (by modifying either hardware or software) as new
routing functionality is added.

Label Encapsulation
Label information can be carried in a packet in avariety of ways:

. Asasmall, shim label header inserted between the Layer 2 and network layer
headers

. Aspart of the Layer 2 header, if the Layer 2 header provides adequate semantics
(suchasATM)

. Aspart of the network layer header (such as using the Flow Label field in IPv6
with appropriately modified semantics)

Asaresult, MPLS can be implemented over any mediatype, including point-to-point
links, multiaccess links, and ATM. The label-forwarding component is independent of the
network layer protocol. Use of control component(s) specific to a particular network layer
protocol enables the use of label switching with different network layer protocols.

Control Component

Essential to MPL S isthe notion of binding between alabel and network layer routes.
MPL S supports awide range of forwarding granularities to provide good scaling
characteristics while al so accommodating diverse routing functionality. At one extreme, a
label could be associated (bound) to a group of routes (more specifically, to the network



layer reachability information of the routesin the group). At the other extreme, alabel
could be bound to an individual application flow (such asan RSVP flow), or it could be
bound to a multicast tree. The control component creates label bindings and then
distributes the label-binding information among L SRs using a Label Distribution Protocol
(LDP).

Label Distribution Protocols

With destination-based routing, a router makes a forwarding decision based on the Layer 3
destination address carried in a packet and the information stored in the forwarding
information base (FIB) maintained by the router. A router constructsits FIB by using the
information that the router receives from routing protocols, such as OSPF and BGP.

To support destination-based routing with MPLS, an L SR participates in routing protocols
and constructsits LFIB by using the information that it receives from these protocols. In
thisway, it operates much like arouter.

An LSR, however, must distribute and use allocated labels for L SR peersto correctly
forward the frame. L SRs distribute labels using a label distribution protocol (LDP). A
label binding associates a destination subnet to alocally significant label. (Labels are
locally significant because they are replaced at each hop.) Whenever an LSR discovers a
neighbor L SR, the two establish a TCP connection to transfer label bindings. LDP
exchanges subnet/label bindings using one of two methods: downstream unsolicited
distribution or downstream-on-demand distribution. Both L SRs must agree as to which
mode to use.

Downstream unsolicited distribution disperses labels if a downstream L SR needs to
establish a new binding with its neighboring upstream L SR. For example, an edge LSR
may enable a new interface with another subnet. The L SR then announces to the upstream
router a binding to reach this network.

In downstream-on-demand distribution, on the other hand, a downstream LSR sends a
binding upstream only if the upstream L SR requests it. For each route in its route table, the
L SR identifies the next hop for that route. It then issues arequest (via LDP) to the next
hop for alabel binding for that route. When the next hop receives the request, it allocates a
label, creates an entry in its LFIB with the incoming label set to the alocated label, and
then returns the binding between the (incoming) label and the route to the L SR that sent
the original request. When the L SR receives the binding information, the LSR creates an
entry in its LFIB and sets the outgoing label in the entry to the value received from the
next hop.

Hierarchical Routing

The IP routing architecture models a network as a collection of routing domains. Within a
domain, routing is provided viainterior routing (such as OSPF), while routing across
domainsis provided via exterior routing (such as BGP). All routers within domains that
carry trangit traffic, however (such as domains formed by Internet service providers), must
maintain information provided by exterior routing, not just interior routing.



MPL S decouplesinterior and exterior routing so that only L SRs at the border of adomain
are required to maintain routing information provided by exterior routing. All other
switches within the domain maintain routing information provided by the domain's interior
routing, which usually is smaller than the exterior routing information. This, in turn,
reduces the routing load on nonborder switches and shortens routing convergence time.

To support this functionality, MPL S allows a packet to carry not one, but a set of labels
organized as astack. An LSR can either swap the label at the top of the stack, pop the
stack, or swap the label and push one or more labels into the stack. When a packet is
forwarded between two (border) LSRsin different domains, the label stack in the packet
contains just one label.

When a packet is forwarded within a domain, however, the label stack in the packet
contains not one, but two labels (the second label is pushed by the domain's ingress-border
LSR). The label at the top of the stack provides packet forwarding to an appropriate egress-
border label switch, while the next label in the stack provides correct packet forwarding at
the egress switch. The stack is popped by either the egress switch or the penultimate
switch (with respect to the egress switch).

Multicast Routing

In amulticast routing environment, multicast routing procedures (such as protocol-
independent multicast [PIM]) are responsible for constructing spanning trees, with
receivers as leaves. Multicast forwarding is responsible for forwarding multicast packets
along these spanning trees.

Multicast in an MPLS environment is still under study by the IETF. However, MPLS
supports multicast by utilizing data link layer multicast capabilities, such as those provided
by Ethernet. Details are still in progressin the IETF committees. (See the references at the
end of this chapter.)

Label Switching with ATM

Because the MPL S forwarding paradigm is based on label swapping, asisATM
forwarding, MPLS technology can be applied to ATM switches by implementing the
control component. The label information needed for tag switching can be carried in the
ATM VCI field. If two levels of |abeling are needed, then the ATM VPI field could be
used as well, although the size of the VPI field limits the size of networks in which this
would be practical. The VCI field, however, is adequate for most applications of one level
of labeling.

Implementing MPLS on an ATM switch would simplify integration of ATM switches and
routers. An ATM switch capable of MPLS would appear as arouter to an adjacent router.
That would provide a scalable alternative to the overlay model and would remove the
necessity for ATM addressing, routing, and signaling schemes. Because destination-based
forwarding is topology-driven rather than traffic-driven, application of this approach to
ATM switches does not involve high call-setup rates, nor does it depend on the longevity
of flows.



Implementing MPLS on an ATM switch does not preclude the capability to support a
traditional ATM control plane (such as PNNI) on the same switch. The two components,
MPLS and the ATM control plane, would operate independently with VPI/V CI space and
other resources partitioned so that the components would not interact.

Quality of Service and Traffic Engineering

An important proposed MPLS capability is quality of service (QoS) support. Two
mechanisms provide arange of QoS to packets passing through arouter or atag switch:

. Classification of packetsinto different classes

. Handling of packets via appropriate QoS characteristics (such as bandwidth and
loss)

MPLS provides an easy way to mark packets as belonging to a particular class after they
have been classified the first time. Initial classification uses information carried in the
network layer or higher-layer headers. A label corresponding to the resultant class then
would be applied to the packet. Labeled packets could be handled efficiently by LSRsin
their path without needing to be reclassified. The actual packet scheduling and queuing is
largely orthogonal: The key point hereisthat MPL S enables ssmple logic to be used to
find the state that identifies how the packet should be scheduled.

The exact use of MPLS for QoS purposes depends a great deal on how QoS is deployed. If
RSVPisused to request a certain QoS for aclass of packets, then it would be necessary to
allocate alabel corresponding to each RSVP session for which stateisinstalled at an LSR.

One of the fundamental properties of destination-based routing is that the only information
from a packet that is used to forward the packet is the destination address. Although this
property enables highly scalable routing, it also limits the capability to influence the actual
paths taken by packets. Thislimits the capability to evenly distribute traffic among
multiple links, taking the load off highly utilized links and shifting it toward less-utilized
links.

For Internet service providers (ISPs) who support different classes of service, destination-
based routing also limits their capability to segregate different classes with respect to the
links used by these classes. Some of the | SPstoday use Frame Relay or ATM to overcome
the limitations imposed by destination-based routing. Because of the flexible granularity
of labels, MPLS s capable of overcoming these limitations without using either Frame
Relay or ATM. To provide forwarding along the paths that are different from the paths
determined by the destination-based routing, the control component of MPLS alows
installation of label bindingsin LSRs that do not correspond to the destination-based
routing paths.

Traffic engineering allows a network administrator to make the path deterministic and
bypass the normal routed hop-by-hop paths. An administrator may elect to explicitly
define the path between stations to ensure QoS or have the traffic follow a specified path
to reduce traffic loading across certain hops. In other words, the network administrator can
reduce congestion by forcing the frame to travel around the overloaded segments. Traffic



engineering, then, enables an administrator to define a policy for forwarding frames rather
than depending upon dynamic routing protocols.

Traffic engineering is similar to source-routing in that an explicit path is defined for the
frameto travel. However, unlike source-routing, the hop-by-hop definition is not carried
with every frame. Rather, the hops are configured in the L SRs ahead of time along with
the appropriate label values. Traffic engineering may be accomplished through constraint-
based routing. Extensionsto LDP allow traffic engineering to occur. Called constraint-
based LDP (CR-LDP), it enables a network engineer to establish and maintain explicitly
routed L SPs called constraint-based routed LSPs (CR-LSP).

Review Questions

Q—In downstream-on-demand distribution, how does the upstream LSR know that it
needs a label ?

A—The unicast routing protocols distribute the presence of a network. When the upstream
L SR needsto forward a frame to the new network, it can request alabel from the
downstream L SR.

Q—FIB refersto a forwarding information base. How does this differ froman LFIB?

A—FIB tables are devel oped from routing protocols such as OSPF, BGP, IS-IS, and so
on. L SRs reference these tables whenever they need a label/route binding. The actual
bindings are contained in the LFIB that displays destination networks/labels/interfacesin
onetable.

Q—What are the two LDP modes?

A—One mode is downstream unsolicited distribution, in which an LSR announces a
binding without any request from a neighbor LSR. The other mode is downstream-on-
demand, in which an L SR requests a binding.

Q—It is highly recommended that neighbor LSRs operate in the same LDP mode. What
might result if an upstream LSR operates in downstream unsolicited distribution mode and
the downstream LSR runs in downstream-on-demand mode?

A—Thisisacase in which labels would never get distributed. The upstream LSR assumes
that it never needsto ask for a binding, while the downstream unit assumes that it should
never create one unless explicitly requested. Neither LSR will trigger alabel distribution.

Q—If avendor'srouter already uses high-speed switching and caching techniques for
forwarding frames, then performance may not be a valid motivation for using MPLS Is
there any other reason that might merit deployment of MPLSin such a network?

A—Traffic engineering could further enhance the network by enabling an administrator to
select a path between locations based on policy. The policy may take into consideration
parameters such as network loading, security, and severa other elements. Otherwise, the
administrator leaves the path selection to the destination-based routing protocols.
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Chapter Goals
. Describe the need for DL Sw.
. Know the advantages of DL Sw over source-route bridging.
. Specify the transport protocol between DL Sw switches.
. Understand the basic structure of DL Sw.
. Recognize DL Sw processes by name and function.

. Understand the circuit establishment process.

Data-Link Switching

Background

Data-link switching (DLSw) provides a means of transporting IBM Systems Network
Architecture (SNA) and network basic input/output system (NetBIOS) traffic over an IP
network. It serves as an alternative to source-route bridging (SRB), a protocol for
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transporting SNA and NetBIOS traffic in Token Ring environments that was widely
deployed before the introduction of DLSw. In general, DL Sw addresses some of the
shortcomings of SRB for certain communication requirements—particularly in WAN
implementations. This chapter contrasts DL Sw with SRB, summarizes underlying
protocols, and provides a synopsis of normal protocol operations.

DL Sw initially emerged as a proprietary IBM solution in 1992. It was first submitted to
the IETF as RFC 1434 in 1993. DL Sw is now documented in detail by IETF RFC 1795,
which was submitted in April 1995. DL Sw was jointly developed by the Advanced Peer-
to-Peer Networking (APPN) Implementors Workshop (AIW) and the Data-Link Switching
Related Interest Group (DLSw RIG).

RFC 1795 describes three primary functions of DL Sw:

. The Switch-to-Switch Protocol (SSP) is the protocol maintained between two
DL Sw nodes or routers.

. Thetermination of SNA data-link control (DLC) connections helps to reduce the
likelihood of link layer timeouts across WANS.

. Theloca mapping of DLC connectionsto a DL Sw circuit.
Each of these functions is discussed in detail in this chapter.

In 1997, the IETF released DL Sw version 2 (RFC 2166) which provides enhancements to
RFC 1795 document. The additional features include these:

. IPmulticast

. UDP unicast responses to DL Sw broadcasts
. Enhanced peer-on-demand routing

. Expedited TCP connections

Each of these features enables DL Sw as a scalable technology over WANS. In DLSw
Version 1, transactions occur with TCP. As aresult, many operationsin aDLSw
environment consumed circuits between peers. For example, a multicast required multiple
TCP connections from the source to each peer. With DLSw Version 2, multicast is
distributed using unreliable transport following traditional multicast methods.

Note that RFC 2166 does not supercede 1795, but it adds functionality and maintains
backward compatibility.

Cisco supports athird version of DLSw called DL Sw+. DL Sw+ predates DLSw Version 2
and provides even further enhancements to basic DL Sw. DL Sw+ is fully compliant with

RFC 1795. The enhancements may be used when both peers are Cisco devices running
DLSw+.



This chapter focuses on the basic function of DLSw as defined in RFC 1795.

Figure 29-1 illustrates a generalized DL Sw environment.

Figure29-1: A DL Sw Circuit Facilitates SNA Connectivity over an IP WAN

DLSw Contrasted with Source-Route Bridging

The principal difference between SRB and DL Sw involves support of local termination.
SNA and NetBIOS traffic rely on link layer acknowledgments and keepalive messages
to ensure the integrity of connections and the delivery of data. For connection-oriented
data, the local DL Sw node or router terminates data-link control. Therefore, link layer
acknowledgments and keepalive messages do not have to traverse aWAN. By contrast,
DLC for SRB is handled on an end-to-end basis, which results in increased potential for
DL C timeouts over WAN connections.

Although SRB has been a viable solution for many environments, several issues limit its
usefulness for transport of SNA and NetBIOS in WAN implementations. Chief among
them are the following constraints:

. SRB hop-count limitation of seven hops

. Broadcast traffic handling (from SRB explorer frames or NetBIOS name queries)
.« Unnecessary traffic forwarding (acknowledgments and keepalives)

. Lack of flow control and prioritization

Figure 29-2 illustrates the basic end-to-end nature of an SRB connection over aWAN link.

Figure 29-2: SRB Provides an End-to-End Connection over an IP WAN
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Local termination of DL C connections by DL Sw provides a number of advantages over
SRB-based environments. DL Sw local termination eliminates the requirement for link
layer acknowledgments and keepalive messages to flow across a WAN. In addition, local
termination reduces the likelihood of link layer timeouts across WANS. Similarly, DL Sw
ensures that the broadcast of search framesis controlled by the DL Sw when the location of
atarget system is discovered. Figure 29-3 illustrates the flow of information and the use of
local acknowledgment in a DL Sw environment.

Figure 29-3: DL Sw Uses L ocal Acknowledgment to Control Data Flow
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DLSw SNA Support

One of the advantages inherent in DLSw is that it supplies broader device and media
support than previously available with SRB. DL Sw accommodates a number of typical
SNA environments and provides for |EEE 802.2-compliant LAN support, which includes
support for SNA physical unit (PU) 2, PU 2.1, and PU 4 systems and NetBlIOS-based
systems.

DL Sw provides for Synchronous Data Link Control (SDLC) support, covering PU 2
(primary or secondary) and PU 2.1 systems. With SDL C-attached systems, each SDLC PU
Is presented to the DL Sw Switch-to-Switch Protocol (SSP) as a unique Media Access
Control (MAC)/service access point (SAP) address pair. With Token Ring-attached
systems, a DL Sw node appears as a source-route bridge. Remote Token Ring systems
accessed viaa DL Sw node are seen as attached to an adjacent ring. This apparent adjacent
ring isknown as avirtua ring created within each DL Sw node. Figure 29-4 illustrates
various IBM nodes connected to a TCP/IP WAN through DL Sw devices, which, in this
case, are routers.



Figure 29-4: SNA Nodes Connect Through TCP/IP WAN via DL Sw

H

MelBI0E
gystem

DLSw Switch-to-Switch Protocol

Switch-to-Switch Protocol (SSP) is a protocol used between DL Sw nodes (routers) to
establish connections, locate resources, forward data, and handle flow control and error
recovery. Thisistruly the essence of DLSw. In general, SSP does not provide for full
routing between nodes because thisis generally handled by common routing protocols
such as RIP, OSPF, or IGRP/EIGRP. Instead, SSP switches packets at the SNA data link
layer. It also encapsulates packetsin TCP/IP for transport over |P-based networks and uses
TCP as ameans of reliable transport between DL Sw nodes. Figure 29-5 illustrates where
SSPfallsin the overall SNA architecture, and showsiits relationship to the OSI reference
model.

Figure 29-5: SSP Mapsto the Data Link Components of SNA and the OSI Reference
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