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Foreword

One day last year, the CEO of a large media company received an alarming e-mail.
The sender said that he had gained access to the computer system of the CEO’s
company. If the CEO were willing to pay a large sum of money, the sender would reveal
the weaknesses that he had found in the company’s computer system. Just to ensure
that he was taken seriously, several sensitive files (including photographs) that could
only have come from the company’s network were attached to the e-mail. This
message was not a drill—this situation was reality.

As you might expect, this kind of problem goes straight to the top of the “to-do” list for
the victimized company. The CEO needed many immediate answers and solutions: the
true source of the e-mail, the accuracy of the claims made by the sender, the possible
weaknesses that might have been used to break into the system, why the intrusion
detection system was not triggered, the steps that could be taken to further tighten
security, the legal actions that might be possible, and the best way to deal with an
adversary who was living halfway around the world.

For several months, many people—including computer security professionals—worked
to gather information and evidence, to secure the system, and to track down the source
of the attack. Ultimately, undercover officers from New Scotland Yard and the FBI met
the unsuspecting “cyber extortionists” at a designated location in London, where they
were arrested. They are currently in jail, awaiting extradition to the United States.

For anyone who has information security experience, this case will bring many thoughts
to mind about some of the tools of the trade: logging, packet sniffers, firewalls and their
rule sets, and legal access rights to e-mail communications (concepts covered in this
book). Also, this incident raises questions about how an adversary in a remote location
can gain access to a computer network without detection.

As those of us who have been involved in this field for years know, information systems
security is achieved through intelligent risk management, rather than through risk
elimination. Computer information security professionals find themselves at the core of
a collaborative decision-making process. They must be able to provide answers and
explanations that are anchored in sound methodology.

Not all security issues that arise in the daily course of business will be as intense as the
case study cited here, and many will be quite subtle. As many of the finest minds in
technology focus more on the topic of security, there is a growing consensus that
security is ensured through a process, rather than through a blind reliance on software
or hardware products. No one in this field disputes that a computer security
professional must be armed with training and experience in order to be effective.

As you read this book, keep in mind that those people who are closest to the business
operations of an organization are in a great position to help notice anomalies. | often
point out to clients that a violation of computer security might only be apparent to
someone who is intimately familiar with the features of a given network and its file
structure. It is not just what you see, but what you know.

For example, if you went home tonight and found that your family photographs on your

bedroom nightstand had been switched around, yet everything else in the house was

still in its place, you would immediately know that someone had been in your home.

Would a security guard who does not intimately know your home be able to notice this

kind of difference, even if he or she took the time to look at your nightstand? More than

likely, the answer is no. Similarly, there are many computer network features that an
1



intruder could disturb, yet would go unnoticed by everyone except an expert who is
familiar with your system.

You must sometimes point out to clients that the most serious threat to information
systems security comes from people, not machines. A person who is an insider and is
given a user account on a computer system has an enormous advantage in targeting
an attack on that system. Computer crime statistics consistently show that insiders, as
opposed to outside hackers, do greater damage to systems. As brilliant as they might
be, computer criminals are a poor choice as computer security professionals.

Think of the concept this way: While the fictional criminal Dr. Hannibal Lechter, in the
movie “Silence of the Lambs,” was brilliant in many ways, | would not trust him with my
family. | respect the knowledge that smart people possess, but when you bring one on
the team you receive their knowledge and their ethics—a package deal.

As you study the depth of material provided in this book, keep in mind that the
information systems security professional of today is just that: a professional.
Professionals must abide by rigorous standards yet provide something that computers
cannot: human judgment. As a result, the (ISC)? requires strict adherence to its Code of
Ethics before granting CISSP certifications.

If you are beginning your Certified Information System Security Professional (CISSP)
certification, this book provides the framework to help you become a CISSP. If you are
a harried IT manager for whom security is becoming an increasingly daily concern, this
book will give you the fundamental concepts and a solid foundation to implement
effective security controls. If you are already a CISSP or an active security practitioner,
the “CISSP Prep Guide” will help you succeed in a field that has become crucial to the
success of business and to the security of a nation’s economy.

Edward M. Stroz

April 2001

Edward Stroz is president of Stroz Associates, LLC, a consulting firm specializing in
helping clients detect and respond to incidents of computer crime. He was an agent
with the FBI, where he formed and supervised the computer crime squad in its New
York office. He can be reached at www.strozassociates.com.



Introduction

You hold in your hand a key, a key to unlocking the secrets of the world of information
systems security. This world will present you with many new challenges and rewards,
because information systems security is the latest frontier in man’s continuing search
for effective communication. Communication has taken many forms over the centuries,
the Internet and electronic communications being only our most recent attempt. But for
effective communication to survive and prosper, it needs reliability, confidence, and
security. It needs security professionals who can provide the secure foundation for the
growth of this new communication. It needs professionals like you.

With the increasing use of the World Wide Web for e-business, transaction information
must be protected from compromise. Threats to networks and information systems in
general come from sources internal and external to the organization. These threats
materialize in the form of stolen intellectual property, denial of service to customers,
unauthorized use of critical resources, and malicious code that destroys or alters
valuable data.

The need to protect information resources has produced a demand for information
systems security professionals. Along with this demand came a need to ensure that
these professionals possess the knowledge to perform the required job functions. To
address this need, the Certified Information Systems Security Professional (CISSP)
certification was developed. This certification guarantees to all parties that the certified
individual meets standard criteria of knowledge and continues to upgrade that
knowledge in the field of information systems security. The CISSP initiative also serves
to enhance the recognition and reputation of the field of information security.

The (ISC)? Organization

The CISSP certification is the result of cooperation among a number of North American
professional societies in establishing the International Information Systems Security
Certification Consortium [(ISC)’] in 1989. (ISC)? is a nonprofit corporation whose sole
function is to develop and administer the certification program. The organization has
defined a common body of knowledge (CBK) that defines a common set of terms that
information security professionals can use to communicate with each other and
establish a dialogue in the field. This guide has been created based on the most recent
CBK and skills as described by (ISC)? for security professionals. At this time, the
domains, in alphabetical order, are:

. Access Control Systems and Methodology

. Application and Systems Development Security

. Business Continuity Planning and Disaster Recovery Planning

. Cryptography

. Law, Investigation, and Ethics

. Operations Security

. Physical Security

. Security Architecture and Models

. Security Management Practices

. Telecommunications and Networking Security

(ISC)? cond ucts review seminars and administers examinations for information security
practitioners seeking the CISSP certification. Candidates for the examination must
attest that they have 3 to 5 years’ experience in the information security field and
subscribe to the (ISC)?> Code of Ethics. The seminars cover the CBK from which the
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examination questions are taken. The seminars are not intended to teach the
examination.

The Examination

The examination questions are taken from the CBK and are aimed at the level of a 3-to-
5-year practitioner in the field. It comprises 250 English-language questions of which 25
are not counted. The 25 are trial questions that may be used on future exams. The 25
are not identified, so there is no way to tell which questions they are. The questions are
not ordered according to domain but are randomly arranged. There is no penalty for
answering questions that are in doubt. Six hours are allotted for the examination.

The examination questions are multiple choice with four possible answers. No
acronyms are used without being explained. It is important to read the questions
carefully and thoroughly and to choose the best possible answer of the four. As with
any conventional test-taking strategy, a good approach is to eliminate two of the four
answers and then choose the best answer of the remaining two. The questions are not
of exceptional difficulty for a knowledgeable person who has been practicing in the field.
However, most professionals are not usually involved with all ten domains in their work.
It is uncommon for an information security practitioner to work in all the diverse areas
covered by the CBK. For example, specialists in physical security may not be required
to work in depth in the areas of computer law or cryptography as part of their job
descriptions. The examination questions, also, do not refer to any specific products or
companies. Approximately 70% of the people taking the examination score a passing
grade.

The Approach of This Book

Based on the experience of the authors who have both taken and passed the CISSP
examination, there is a need for a single, high-quality, reference source that the
candidate can use to prepare for the examination and use if the candidate is taking the
(ISC)?> CISSP training seminar. Prior to this text, the candidate’s choices were as
follows:
=Buy numerous expensive texts and use a small portion of each in order to
cover the breadth of the ten domains.
= Purchase a so-called single-source book that focuses on areas in the domains
not emphasized in the CBK or that leaves gaps in the coverage of the CBK.

One-stop, up-to-date preparation

This text is truly a one-stop source of information that emphasizes the areas of
knowledge associated with the CBK and avoids the extraneous mathematical
derivations and irrelevant material that serve to distract the candidate during the
intensive period of preparation for the examination. It covers the breadth of the CBK
material and is independent of the breakdown of the domains or the possible merger
of domains. Thus, even though the domains of the CBK may eventually be
reorganized, the fundamental content is still represented in this text. Also, of equal
importance, material has been added that reflects recent advances in the information
security arena that will be \aluable to the practicing professional and may be future
components of the CBK.



Organization of the Book

The text is organized into the following chapters:

Chapter 1—Security Management Practices

Chapter 2—Access Control Systems

Chapter 3—Telecommunications and Network Security

Chapter 4—Cryptography

Chapter 5—Security Architecture and Models

Chapter 6—Operations Security

Chapter 7—Applications and Systems Development

Chapter 8—Business Continuity Planning and Disaster Recovery Planning
Chapter 9—Law, Investigation and Ethics

Chapter 10—Physical Security

A—Glossary of Terms and Acronyms

B—The RAINBOW Series

C—Answers to Sample Questions

D—A Process 1 Approach to HIPAA Compliance through an HIPAA-CMM
E—The NSA InfoSec Assessment Methodology

F—The Case for Ethical Hacking

G—The Common Criteria

H—References for Further Study

—British Standard 7799

Each domain of the CBK is accompanied by a series of sample practice questions that
are of the same format as those in the CISSP examination. Answers are provided to
each question along with explanations of the answers.

The appendices include valuable reference material and advanced topics. For example,
Appendix E summarizes the National Security Agency’s InfoSec Assessment
Methodology (IAM). Appendix G provides an excellent overview of the Common
Criteria, which is replacing a number of U.S. and international evaluation criteria
guidelines, including the Trusted Computer System Evaluation Criteria (TCSEC). The
Common Criteria is the result of the merging of a number of criteria in order to establish
one evaluation guideline that is accepted and used by the international community.

Emerging process approaches to information systems security as well as their
application to the recent Health Insurance Portability and Accountability Act (HIPAA)
are covered in Appendix D. These methodologies include the Systems Security
Engineering Capability Maturity Model (SSE-CMM) and a newly proposed HIPAA-
CMM. A brief history of the CMM, culminating in the HIPAA-CMM, is given in this
appendix.

Who Should Read This Book

There are three main categories of readers for this comprehensive guide:
1. Candidates for the CISSP examination who are studying on their own or
those taking the CISSP review seminar will find this text a valuable aid in
their preparation plan. The guide provides a no-nonsense way of obtaining
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the information needed without having to sort through numerous books
covering portions of the CBK domains and then filtering their content to
acquire the fundamental knowledge needed for the exam. The sample
guestions provided will acclimate the reader to the type of questions that
will be encountered on the exam and the answers serve to cement and
reinforce the candidate’s knowledge.

2. Students attending information system security certification programs
offered in many of the major universities will find this text a valuable
addition to their reference library. For the same reasons cited for the
candidate preparing for the CISSP exam, this book is a single source
repository of fundamental and emerging information security knowledge. It
presents the information at the level of the experienced information
security professional and, thus, is commensurate with the standards
required by universities for their certificate offerings.

3. The material contained in this book will be of practical value to information
security professionals in performing their job functions. The professional,
certified or not, will refer to the text as a refresher for information security
basics as well as a guide to the application of emerging methodologies.

Summary

The authors sincerely believe that this text will provide a more cost-effective and
timesaving means of preparing for the CISSP certification examination. By using this
reference, the candidate can focus on the fundamentals of the material instead of
spending time deciding upon and acquiring numerous expensive texts that may turn out
to be, on the whole, inapplicable to the desired domain. It also provides the breadth and
depth of coverage to avoid gaps in the CBK that are present in other “single”
references.

The information security material in the text is presented in an organized, professional
manner that will be a primary source of information for students in the information
security field as well as practicing professionals.



Chapter 1: Security Management Practices

Overview

In our first chapter we will enter the domain of Security Management. Throughout this
book you will see that many Information Systems Security (InfoSec) domains have
several elements and concepts that overlap. While all other security domains are
clearly focused, this domain, for example, introduces concepts that are extensively
touched upon in both the Operations Security (Chapter 6) and Physical Security
(Chapter 10) domains. We will try to point out those occasions where the material is
repetitive, but be aware that if a concept is described in several domains, you will need
to understand it.

From the published (ISC)* goals for the Certified Information Systems Security
Professional candidate:

“The candidate will be expected to understand the planning, organization, and roles of
individuals in identifying and securing an organization’s information assets; the
development and use of policies stating management’s views and position on particular
topics and the use of guidelines standards, and procedures to support the polices;
security awareness training to make employees aware of the importance of information
security, its significance, and the specific security-related requirements relative to their
position; the importance of confidentiality, proprietary and private information;
employment agreements; employee hiring and termination practices; and the risk
management practices and tools to identify, rate, and reduce the risk to specific
resources.”

A professional will be expected to know the following:
= Basic information about security management concepts
= The difference between policies, standards, guidelines, and procedures
= Security awareness concepts
= Risk management (RM) practices
= Basic information on classification levels

Our Goals

We will examine the InfoSec domain of Security Management using the following
elements:

= Concepts of Information Security Management

= The Information Classification Process

= Security Policy Implementation

= The roles and responsibilities of Security Administration

= Risk Management Assessment Tools (including Valuation Rationale)

= Security Awareness Training

Domain Definition

The InfoSec domain of Security Management incorporates the identification of the
information data assets with the development and implementation of policies,
standards, guidelines, and procedures. It defines the management practices of data
classification and risk management. It also addresses confidentiality, integrity, and
availability by identifying threats, classifying the organization’s assets, and rating their
vulnerabilities so that effective security controls can be implemented.



Management Concepts

Under the heading of Information Security Management Concepts, we will discuss the
following:
= The big three: Confidentiality, Integrity, and Availability
= The concepts of identification, authentication, accountability, authorization, and
privacy
= The objective of security controls — to reduce the impact of threats and the
likelihood of their occurrence

The Big Three

Throughout this book you will read about the three tenets of InfoSec: Confidentiality,
Integrity, and Availability (C.I.A.), as shown in Figure 1.1. These concepts represent the
three fundamental principles of information security. All of the information security
controls and safeguards, and all of the threats, vulnerabilities, and security processes
are subject to the C.I.A yardstick.

Confidentiality

Integrity Avollabilty
Figure 1.1: The C.I.A. triad.

Confidentiality. In InfoSec, the concept of confidentiality attempts to prevent the
intentional or unintentional unauthorized disclosure of a message’s contents. Loss of
confidentiality can occur in many ways, such as through the intentional release of
private company information or through a misapplication of network rights.
Integrity. In InfoSec, the concept of integrity ensures that:
= Modifications are not made to data by unauthorized personnel or
processes
= Unauthorized modifications are not made to data by authorized personnel
or processes
= The data are internally and externally consistent, i.e., that the internal
information is consistent among all subentities and that the internal
information is consistent with the real world, external situation.

Availability. In InfoSec, the concept of availability ensures the reliable and timely
access to data or computing resources by the appropriate personnel. In other words,
availability guarantees that the systems are up and running when they are needed. In
addition, this concept guarantees that the security services needed by the security
practitioner are in working order.

Note D.A.D. is the reverse of C.I.A.

The reverse of confidentiality, integrity, and availability is disclosure,
alteration, and destruction (D.A.D.).



Impact Value of Threat

Other Important Concepts

There are also several other important concepts and terms that a CISSP candidate
must fully understand. These concepts include identification, authentication,
accountability, authorization, and privacy.

Identification. The means in which users claim their identities to a system. Most
commonly used for access control, identification is necessary for authentication and
authorization.

Authentication. The testing or reconciliation of evidence of a user’s identity. It
establishes the user’s identity and ensures that the users are who they say they are.
Accountability. A system’s ability to determine the actions and behavior of a single
individual within a system, and to identify that particular individual. Audit trails and logs
support accountability.

Authorization. The rights and permissions granted to an individual (or process), which
enable access to a computer resource. Once a user’s identity and authentication are
established, authorization levels determine the extent of system rights that an operator
can hold.

Privacy. The level of confidentiality and privacy protection that a user is given in a
system. This is often an important component of security controls. Privacy not only
guarantees the fundamental tenet of confidentiality of a company’s data, but also
guarantees the data’s level of privacy, which is being used by the operator.

Objectives of Security Controls

The prime objective of security controls is to reduce the effects of security threats and
vulnerabilities to a level that is tolerable by an organization. This entails determining the
impact a threat may have on an organization, and the likelihood that the threat could
occur. The process that analyzes the threat scenario and produces a representative
value of the estimated potential loss is called Risk Analysis (RA).

A small matrix can be created using an x-y graph where the y-axis represents the level
of impact of a realized threat, and the x-axis represents the likelihood of the threat
being realized, both set from low to high. When the matrix is created, it produces the
graph shown in Figure 1.2. Remember the goal here is to reduce both the level of
impact and the likelihood of a threat or disastrous event by implementing the security
controls. A properly implemented control should move the plotted point from upper right
— the threat value defined before the control was implemented — to the lower left (that
is, toward 0,0), after the control was implemented. This concept is also very important
when determining a control’s cost/benefit ratio.

Threat ws. L kel ihosoe] Matrix

0 - - 13 & = -

"4
Likelihood of Threat

Figure 1.2: Threat versus likelihood matrix.

Therefore, an improperly designed or implemented control will show very little to no
movement in the point before and after the control's implementation. The point’s
movement toward the 0,0 range could be so small (or in the case of very badly
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designed controls, in the opposite direction) that it does not warrant the expense of
implementation. In addition, the 0,0 point (no threat with no likelihood) is impossible to
achieve because a very unlikely threat could still have a measurement of .000001.
Thus, it would still exist and possibly have a measurable impact. For example, the
possibility that a flaming pizza delivery van will crash into the operations center is
extremely unlikely, however, this potentially dangerous situation could still occur and
have a fairly serious impact on the availability of computing resources.

A matrix with more than four subdivisions can be used for more detailed categorization
of threats and impacts, if desired.

Information Classification Process

The first major InfoSec process we examine in this chapter is the concept of Information
Classification. The Information Classification Process is related to the domains of
Business Continuity Planning and Disaster Recovery Planning because both focus on
business risk and data valuation, yet, it is still a fundamental concept in its own right,
and is one that a CISSP candidate must understand.

Information Classification Objectives

There are several good reasons to classify information. Not all data has the same value
to an organization. Some data is more valuable to the people who are making strategic
decisions because it aids them in making long-range or short-range business direction
decisions. Some data, such as trade secrets, formulas, and new product information, is
so valuable that its loss could create a significant problem for the enterprise in the
marketplace by creating public embarrassment or by causing a lack of credibility.

For these reasons, it is obvious that information classification has a higher, enterprise-
level benefit. Information can have an impact on a business globally, not just on the
business unit or line operations levels. Its primary purpose is to enhance confidentiality,
integrity, and availability, and to minimize the risks to the information. In addition, by
focusing the protection mechanisms and controls on the information areas that need it
the most, a more efficient cost-to-benefit ratio is achieved.

Information classification has the longest history in the government sector. Its value has
been established, and it is a required component when securing trusted systems. In this
sector, information classification is primarily used to prevent the unauthorized
disclosure and the resultant failure of confidentiality.

Information classification may also be used to comply with privacy laws, or to enable
regulatory compliance. A company may wish to employ classification to maintain a
competitive edge in a tough marketplace. There may also be sound legal reasons for a
company to employ information classification, such as to minimize liability or to protect
valuable business information.

Information Classification Benefits

In addition to the reasons mentioned previously, employing information classification
has several clear benefits to an organization. Some of these benefits are as follows:
= Demonstrates an organization’s commitment to security protections
= Helps identify which information is the most sensitive or vital to an
organization
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= Supports the tenets of confidentiality, integrity, and availability as it
pertains to data

= Helps identify which protections apply to which information

= May be required for regulatory, compliance, or legal reasons

Information Classification Concepts

The information produced or processed by an organization must be classified according
to the organization’s sensitivity to its loss or disclosure. These data owners are
responsible for defining the sensitivity level of the data. This approach enables the
security controls to be properly implemented according to its classification scheme.

Classification Terms

The following definitions describe several governmental data classification levels,
ranging from the lowest level of sensitivity, to the highest:

1. Unclassified. Information that is designated as neither sensitive nor
classified. The public release of this information does not violate
confidentiality.

2. Sensitive but Unclassified (SBU). Information that has been
designated as a minor secret, but may not create serious damage if
disclosed. Answers to tests are an example of this kind of information.
Health care information is another example of SBU data.

3. Confidential. Information that is designated to be of a confidential
nature. The unauthorized disclosure of this information could cause
some damage to the country’s national security. This level is used for
documents labeled between SBU and Secret in sensitivity.

4. Secret. Information that is designated of a secret nature. The
unauthorized disclosure of this information could cause serious
damage to the country’s national security.

5. Top Secret. The highest level of information classification (actually the
President of the United States has a level only for him). The
unauthorized disclosure of Top Secret information will cause
exceptionally grave damage to the country’s national security.

In all of these categories, in addition to having the appropriate clearance to access the
information, an individual or process must have a “need-to-know’ the information. Thus,
an individual cleared for Secret or below is not authorized to access Secret material
that is not needed for him or her to perform their assigned job functions.

In addition, the following classification terms are also used in the private sector (see
Table 1.1):

1. Public. Information that is similar to unclassified information; all of a
company’s information that does not fit into any of the next categories
can be considered public. This information should probably not be
disclosed. However, if it is disclosed, it is not expected to seriously or
adversely impact the company.

2. Sensitive. Information that requires a higher level of classification than
normal data. This information is protected from a loss of
confidentiality, as well as from a loss of integrity due to an
unauthorized alteration.

3. Private. Information that is considered of a personal nature and is
intended for company use only. Its disclosure could adversely affect
the company or its employees. For example, salary levels and medical
information are considered private.
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4. Confidential. Information that is considered very sensitive and is
intended for internal use only. This information is exempt from
disclosure under the Freedom of Information Act. Its unauthorized
disclosure could seriously and negatively impact a company. For
example, information about new product development, trade secrets,
and merger negotiations is considered confidential.

Table 1.1: A Simple Private/Commercial Sector Information Classification

Scheme
Definition Description
Public Use Information that is safe to disclose publicly
Internal Use Only Information that is safe to disclose internally, but
not externally
Company Confidential The most sensitive need-to-know information

Classification Criteria

Several criteria are used to determine the classification of an information object.

Value. Value is the number one commonly used criteria for classifying data in the
private sector. If the information is valuable to an organization or its competitors, it
needs to be classified.

Age. The classification of the information may be lowered if the information’s value
decreases over time. In the Department of Defense, some classified documents are
automatically declassified after a predetermined time period has passed.

Useful Life. If the information has been made obsolete due to new information,
substantial changes in the company, or other reasons, the information can often be
declassified.

Personal Association. If information is personally associated with specific individuals
or is addressed by a privacy law, it may need to be classified. For example,
investigative information that reveals informant names may need to remain classified.

Information Classification Procedures

There are several steps in establishing a classification system. The following primary
procedural steps are listed in priority order:
1. Identify the administrator/custodian.
2. Specify the criteria of how the information will be classified and
labeled.
3. Classify the data by its owner, who is subject to review by a
supervisor.
Specify and document any exceptions to the classification policy.
Specify the controls that will be applied to each classification level.
Specify the termination procedures for declassifying the information or
for transferring custody of the information to another entity.
7. Create an enterprise awareness program about the classification
controls.

o as
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Distribution of Classified Information

External distribution of classified information is often necessary, and the inherent
security vulnerabilities will need to be addressed. Some of the instances when this
distribution will be necessary are as follows:
= Court order. Classified information may need to be disclosed to comply
with a court order.
= Government contracts. Government contractors may need to disclose
classified information in accordance with (IAW) the procurement
agreements that are related to a government project.
= Senior-level approval. A senior-level executive may authorize the
release of classified information to external entities or organizations.
This release may require the signing of a confidentiality agreement by
the external party.

Information Classification Roles

The roles and responsibilities of all participants in the information classification program
must be clearly defined. A key element of the classification scheme is the role the
users, owners, or custodians of the data play in regard to the data. The roles that
owner, custodian, and user play in information classification are described and are
important to remember.

Owner

An information owner may be an executive or manager of an organization. This person
is responsible for the asset of information that must be protected. An owner is different
from a custodian. The owner has the final corporate responsibility of data protection,
and under the concept of due care, the owner may be liable for negligence because of
the failure to protect this data. However, the actual day-to-day function of protecting the
data belongs to a custodian.

The responsibilities of an information owner could include the following:

= Making the original determination to decide what level of classification
the information requires, which is based upon the business needs for
the protection of the data.

= Reviewing the classification assignments periodically and making
alterations as the business needs change.

= Delegating the responsibility of the data protection duties to the
custodian.

Custodian
An information custodian is delegated the responsibility of protecting the information by
its owner. This role is commonly executed by IT systems personnel. The duties of a
custodian may include the following:
= Running regular backups and routinely testing the validity of the backup
data
= Performing data restoration from the backups when necessary
= Maintaining those retained records in accordance with (IAW) the
established information classification policy

In addition, the custodian may also have additional duties, such as being the
administrator of the classification scheme.
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User
In the information classification scheme, an end user is considered to be anyone (such
as an operator, employee or external party) that routinely uses the information as part
of their job. They can also be considered a consumer of the data, who needs daily
access to the information to execute their tasks. The following are a few important
points to note about end users:
= Users must follow the operating procedures that are defined in an
organization’s security policy, and they must adhere to the published
guidelines for its use.
= Users must take “due care” to preserve the information’s security during
their work (as outlined in the corporate information use policies). They
must prevent “open view” from occurring (see sidebar).
= Users must use company computing resources only for company
purposes, and not for personal use.

Open View

The term “open view” refers to the act of leaving classified documents in the open
where an unauthorized person can see them, thus violating the information’s
confidentiality. Procedures to prevent “open view” should specify that information is to
be stored in locked areas, or transported in properly sealed containers, for example.

Security Policy Implementation

Security Policies are the basis for a sound security implementation. Often organizations
will implement technical security solutions without first creating a foundation of policies,
standards, guidelines, and procedures, which results in unfocused and ineffective
security controls.

The following questions are discussed in this section:
=What are polices, standards, guidelines, and procedures?
=Why do we use polices, standards, guidelines, and procedures?
=What are the common policy types?

Policies, Standards, Guidelines, and Procedures
Policies

A policy is one of those terms that can mean several things in InfoSec. For example,
there are security policies on firewalls, which refer to the access control and routing list
information. Standards, procedures, and guidelines are also referred to as policies in
the larger sense of a global Information Security Policy.

A good, well-written policy is more than an exercise that is created on white paper, it is
an essential and fundamental element of sound security practice. A policy, for example,
can literally be a life saver during a disaster, or it may be a requirement of a
governmental or regulatory function. A policy can also provide protection from liability
due to an employee’s actions, or can form a basis for the control of trade secrets.

Policy Types
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When we refer to specific polices, rather than a group “policy,” we are generally
referring to those policies that are distinct from the standards, procedures, and
guidelines. As you can see from the Policy Hierarchy chart shown in Figure 1.3, policies
are considered the first and highest level of documentation, from which the lower level
elements of standards, procedures, and guidelines flow. This order, however, does not
mean that policies are more important than the lower elements. These higher level
policies, which are the more general policies and statements, should be created first in
the process for strategic reasons, and then the more tactical elements can follow.

Senior Management Statement of Policy

General Organizational Policies

|

Functional Policies

Mandatory Standards Baselines

Recommended Guidelines

Detailed Procedures

Figure 1.3: Policy hierarchy.

Senior Management Statement of Policy. The first policy of any policy creation
process is the Senior Management Statement of Policy. This is a general, high-level
statement of a policy that contains the following elements:
= An acknowledgment of the importance of the computing resources to
the business model
= A statement of support for information security throughout the enterprise
= A commitment to authorize and manage the definition of the lower level
standards, procedures, and guidelines

Senior Management Commitment

Fundamentally important to any security program’s success is the senior
management’s highlevel statement of commitment to the information security policy
process, and a senior management’s understanding of how important security controls
and protections are to the enterprise’s continuity. Senior management must be aware
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of the importance of security implementation to preserve the organization’s viability
(and for their own “Due Care” protection), and must publicly support that process
throughout the enterprise.

Regulatory. Regulatory policies are security policies that an organization is required to
implement, due to compliance, regulation, or other legal requirements. These
companies may be financial institutions, public utilities, or some other type of
organization that operates in the public interest. These policies are usually very detailed
and are specific to the industry in which the organization operates.

Regulatory polices commonly have two main purposes:
1. To ensure that an organization is following the standard procedures
or base practices of operation in its specific industry.
2. To give an organization the confidence that they are following the
standard and accepted industry policy.

Advisory. Advisory policies are security polices that are not mandated to be followed,
but are strongly suggested, perhaps with serious consequences defined for failure to
follow them (such as termination, a job action warning, and so forth). A company with
such policies wants most employees to consider these policies mandatory. Most
policies fall under this broad category.

These policies can have many exclusions or application levels. Thus, some employees
can be more controlled by these policies than others, according to their roles and
responsibilities within that organization. For example, a policy that requires a certain
procedure for transaction processing may allow for an alternative procedure under
certain, specified conditions.

Informative. Informative policies are policies that exist simply to inform the reader.
There are no implied or specified requirements, and the audience for this information
could be certain internal (within the organization) or external parties. This does not
mean that the policies are authorized for public consumption, but that they are general
enough to be distributed to external parties (vendors accessing an extranet, for
example) without a loss of confidentiality.

However, penalties may be defined for the failure to follow a policy, such as the failure
to follow a defined authorization procedure without stating what that policy is, and then
referring the reader to another more detailed and confidential policy.

Standards, Guidelines, and Procedures

The next level down from policies is the three elements of policy implementation —
standards, guidelines, and procedures. These three elements contain the actual details
of the policy, such as how they should be implemented, and what standards and
procedures should be used. They are published throughout the organization via
manuals, the intranet, handbooks, or awareness classes.

It is important to know that standards, guidelines, and procedures are separate, yet
linked, documents from the general polices (especially the senior-level statement).
Unfortunately, companies will often create one document that satisfies the needs of all
of these elements; this is not good. There are a few good reasons why they should be
kept separate:
= Each one of these elements serves a different function, and focuses on
a different audience. Also, physical distribution of the policies is easier.
= Security controls for confidentiality are different for each policy type. For
example, a high-level security statement may need to be available to
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investors, but the procedures for changing passwords should not be
available to anyone that is not authorized to perform the task.

= Updating and maintaining the policy is much more difficult when all the
policies are combined into one voluminous document. Mergers, routine
maintenance, and infrastructure changes all require that the policies be
routinely updated. A modular approach to a policy document will keep
the revision time and costs down.

Standards. Standards specify the use of specific technologies in a uniform way. This
standardization of operating procedures can be a benefit to an organization by
specifying the uniform methodologies to be used for the security controls. Standards
are usually compulsory and are implemented throughout an organization for uniformity.
Guidelines. Guidelines are similar to standards — they refer to the methodologies of
securing systems, but they are recommended actions only, and are not compulsory.
Guidelines are more flexible than standards, and take into consideration the varying
nature of the information systems. Guidelines may be used to specify the way
standards should be developed, for example, or to guarantee the adherence to general
security principles. The Rainbow series, described in Appendix B, and the Common
Criteria, discussed in Appendix G, are considered guidelines.

Procedures. Procedures embody the detailed steps that are followed to perform a
specific task. Procedures are the detailed actions that personnel are required to follow.
They are considered the lowest level in the policy chain. Their purpose is to provide the
detailed steps for implementing the policies, standards, and guidelines, which were
previously created. Practices is also a term that is frequently used in reference to
procedures.

Baselines. We mention baselines here because they are similar to standards, yet are a
little different. Once a consistent set of baselines has been created, the security
architecture of an organization can be designed, and standards can then be developed.
Baselines take into consideration the difference between various operating systems, for
example, to assure that the security is being uniformly implemented throughout the
enterprise. If adopted by the organization, baselines are compulsory.

Roles and Responsibilities

The phrase “roles and responsibilities” pops up quite frequently in InfoSec. InfoSec
controls are often defined by the job or role an employee plays in an organization. Each
of these roles has data security rights and responsibilities. Roles and responsibilities
are central to the “separation of duties” concept — the concept that security is
enhanced through the division of responsibilities in the production cycle. It is important
that individual roles and responsibilities are clearly communicated and understood (see
Table 1.2).

Table 1.2: Roles and Responsibilities

Role Description

Senior Manager Has the ultimate responsibility for security.
InfoSec Officer Has the functional resp