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Learning Goals
1

Distinguish between data and information.

2

Explain the role of management information systems in business.

3

Identify and briefly describe the different types of information system programs.

4

Describe the hardware and software used in managing information.

5

Identify how different types of software can help businesspeople.

6

Explain the importance of special network technologies.

7

List the ways that companies can protect themselves from computer crimes.

8

Explain the steps that companies go through in anticipating, planning for, and recovering from information system disasters.

Fighting Terrorism with Technology

Widely recognized as the world’s most security-conscious airline, El Al, the official carrier of Israel, has good reason to remember the 1968 hijacking of one of its planes. It was the first such incident for the airline—and also the last.

In the wake of the 9/11 terrorist attacks, which used airliners essentially as bombs, the outcry for tighter security at U.S. airports has focused in large part on the lessons to be learned from antiterrorist measures long in use in Israel and Western Europe. For instance, every piece of checked baggage is X-rayed on every El Al flight. Comparisons with El Al’s measures, as well as advances in technology, have led to a number of actions likely to have far-reaching consequences in the U.S. In 2003 the federal Transportation Security Administration assumed responsibility for airport security, replacing high-turnover employees from dozens of small private companies with a centralized, better qualified, and more rigorously trained staff of around 50,000 people. The agency has already increased the presence of technology at the 429 U.S. airports with regular airline service.

Bomb-screening technology includes computed tomography (CT) machines that scan closed luggage and generate three-dimensional pictures of objects inside. About 1,100 of these minivan-size scanners will eventually be in use. Up to 6,000 trace detectors have also been brought in. These devices scan cotton swabs that security agents have wiped on the outside of closed luggage or on the contents of opened bags. If the cotton picks up any residue left by explosives, the scanner will sound an alarm. All checked bags are scrutinized by one of these new technologies; some airports use both. A scanner that air-blasts particles off travelers’ clothes for a similar analysis is being laboratory tested, and powerful high-tech X-ray machines are in use to search passengers at some airports. Future improvements to X-rays, which can replace pat-down searches, include conveyor belts to move scanned passengers along.

Random identification checks may rely on face-recognition technology, which was launched in the U.S. at Tampa’s Raymond James Stadium during Super Bowl XXXV. Authorities used photography to match individual faces to people with criminal records, with the long-range goal of unveiling the system at airports and other high-security locations. Other identity-reading technology includes smart-card kiosks that can “read” passengers’ palms or fingerprints and machines that scan passengers’ retinas.

Since 650 million passengers pass through U.S. airports every year, and increases of up to 50 percent are expected in the next decade, some delays are inevitable for the nation’s fliers. Says David Stempler, president of the advocacy group Air Travelers Association, “They are going to have to grin and bear it.” Concerns about privacy will also be on the rise.

As you read this chapter, you’ll learn about other applications of information technology and about ways the interaction of computer hardware and software can help organizations of all kinds to meet their goals.1

Chapter Overview

Information is the final frontier for organizations seeking to gain an edge over their competitors. In the past, managers focused on producing quality products, hiring and training the best workers, and finding ways to create value for their customers. As competition gets tougher and tougher in the global marketplace, businesses must look for opportunities to provide the quality goods and services that customers want and need but do it faster, better, and with greater customization than anyone else. To accomplish this feat, they need information and technology.


This chapter explores how businesses successfully manage information as a resource, particularly how they use technology to do so. It looks at ways to use information systems to organize and use information, including databases and information system programs. Because computers drive information systems, the chapter also discusses computer types and their applications in business settings. Today, specialized networks make information access and transmission function smoothly, so the chapter examines new types of networks to see how businesses are applying them for competitive advantage. Finally, the chapter explores the importance of protecting valuable information and recovering from information system disasters.

Management Information Systems

Every day, businesspeople ask themselves questions such as the following:

l
How well is our brand selling in Seattle compared with Charlotte? How has the SARS epidemic affected sales in Singapore?

l
If we raise the price of our products by 2 percent, how will the change affect sales in each city? In each country?

l
What are the per-unit storage costs for our flagship model?

l
If employees can access the benefits system through our network, will it increase or decrease benefits costs?

An effective information system can help answer these and many other questions. Data consist of raw facts and figures that may or may not be relevant to a business decision. Information is the knowledge gained from processing those facts and figures. So, while businesspeople need to gather data about the demographics of a target market or the specifications of a certain product, the data are useless unless they are transformed into relevant information that can be used to make a competitive decision. Technology has advanced so quickly that all businesses, regardless of size or location, now have access to data and information that can make them competitive in a global arena. Figure 15.1 shows the increasingly rapid pace at which the U.S. adopts new technology.

They Said It

You can give people responsibility and authority, but without information they are helpless.

—Bill Gates (b. 1955)
Microsoft founder and chairman
FIGURE 15.1

Increasing Speed of Technology Acceptance

Source: The Media Management Group, “TimeLine of Music and Media Technology,” http://www.classicthemes.com/technologyTimeline.html, accessed July 9, 2003.
A management information system (MIS) is an organized method for providing past, present, and projected information on internal operations as well as external intelligence to support decision making. A large organization typically assigns responsibility for directing its MIS and related computer operations to an executive called the chief information officer (CIO). Generally, the CIO reports directly to the firm’s chief executive officer (CEO). But small companies rely just as much on an MIS as do large ones, even if they do not employ a manager assigned to this area on a full-time basis. The role of the CIO is both expanding and changing as the technology to manage information continues to develop. An effective CIO is someone who is capable of understanding and harnessing technology in such a way that the company can communicate internally and externally in one seamless operation.

management information system (MIS) organized method for providing past, present, and projected information on internal operations as well as external intelligence to support decision making.
chief information officer (CIO) executive responsible for directing the firm’s MIS and related computer operations.
Information systems can be tailored to assist many business functions and departments—providing reports for everything from marketing, to manufacturing, to finance and accounting. They can manage the overwhelming flood of information by organizing data in a logical and accessible manner. Through the system, a company can monitor all components of its business strategy, identifying problems and opportunities. Information systems gather data from inside and outside the organization; they then process the data to produce information that is relevant to all aspects of the organization. Processing steps could involve storing data for later use, classifying and analyzing it, and retrieving it easily when needed.

Many companies—and nations—use a combination of high-tech and low-tech solutions to manage the flow of information. One example found in the impoverished African nation of Mali is described in the Best Business Practices box. E-mail and videoconferencing haven’t totally replaced paper memos, phone conversations, and face-to-face meetings, but they are increasingly common. Information can make the difference between staying in business and going broke. Keeping on top of changing consumer demands, competitors’ actions, and the latest government regulations will help a firm fine-tune existing products, develop new winners, and maintain effective marketing.

Best Business Practices

Mali Closes the Information Gap

Twice a week, about 70 percent of Mali’s 11 million people tune in to a radio show that has changed their lives. Neither soap opera nor sports broadcast, it’s a report on high and low prices for grains, crops, and livestock in their West African country.


Every week officials from an enterprise called Observatoire du Marché Agricole (OMA) travel to Mali’s 58 markets, record current commodity prices, enter them on laptop computers, and e-mail the information via solar-powered radio to regional offices. There the data are sorted, compiled, and distributed (crop prices to farm country, livestock prices to herding areas) to radio stations that broadcast the reports in French and local languages. The program was begun by the U.S. Agency for International Development and others—including a group of Malian and U.S. professors at Michigan State University—to solve a situation in which some villages had grain to sell but no market while others had no food and no information about where food was available. In a country in which most people live on $1 a day and only a few per thousand have a telephone, the radio program’s ability to add about $100 to a typical farmer’s annual income is impressive.


“Wholesalers used to buy my rice at lowball prices and resell it for twice as much,” says Amadou Babalé Konate, who lives a day’s journey by donkey from the nearest market. With accurate information about retail and wholesale prices, Konate and other producers now have real bargaining power.

Questions for Critical Thinking

1.
Is the OMA program a management information system? Why or why not?

2.
When the program began, some grain merchants were suspicious of survey takers and withheld price information. What effect would you expect this action to have in the marketplace and why?

Sources: Observatory of the Agricultural Market (OMA), http://www.aec .msu.edu/agecon/fs2/mali_pasidma/mali/index.htm, accessed January 4, 2004; “Bilateral Programs,” United States Agency for International Development, http://www.usaid.gov/ml/, accessed June 26, 2002; “Fact Sheet: Mali Market Information Project (PASIDMA),” Michigan State University Agricultural Economics, http://www.aec.msu.edu/agecon/fs2/fact/malimarketfact .htm, accessed June 26, 2002; Silvia Sansoni, “Silicon Mali,” Forbes, http:// www.forbes.com, accessed July 9, 2003.
Databases are the heart of a business’s information system. IBM sells its popular DB2 software 
to other firms so they 
can collect and manage data throughout their organizations.
Databases

The heart of a management information system is its database, a centralized integrated collection of data resources. A company designs its databases to meet particular information processing and retrieval requirements that its decision makers encounter. A database serves as an electronic filing cabinet, capable of storing massive amounts of data and retrieving it within seconds. A database should be continually updated; otherwise, a firm may find itself with data that are outdated and possibly useless. One problem with databases is that they can contribute to information overload—too much data for people to absorb or data that are not relevant to decision making. Since computer processing speed and storage capacity are both increasing rapidly, and as data have become more abundant, businesspeople need to be careful that their databases contain only the facts they need, so they do not waste time wading through unnecessary data.

database centralized integrated collection of data resources.

They Said It

We are drowning in information, but starved for knowledge.

—John Naisbitt (b. 1929)
American social researcher and author
Businesses create databases in a variety of ways. They can hire a staff person to build them on site, hire an outside source to do so, or buy database programs that are readily available. One of the largest databases is available from the U.S. Census Bureau. The census of population, conducted every 10 years, attempts to collect data on 120 million households across the country. Selected participants fill out forms containing questions about marital status, place of birth, ethnic background, citizenship, place of work, commute time, income, occupation, type of housing, number of telephones and vehicles, even grandparents as caregivers. Households receiving the most recent questionnaire could respond in English, Spanish, Chinese, Tagalog, Vietnamese, or Korean. Assistance was provided for other languages as well. Not surprisingly, sifting through all the collected data takes time. Although there are certain restrictions on how marketers can access and use specific census data, the general public may access the data via the American FactFinder on the Census Bureau’s Web site (http://www.census.gov), as well as at state data centers and public libraries.

Decision makers can also look up online data. Online systems give access to enormous amounts of government data, such as the census and agency regulations. Another source of free information is company Web sites. Interested parties can visit the home pages to look for information about customers, suppliers, and competitors. Trade associations and academic institutions also maintain Web sites with information on topics of interest.

Companies also subscribe to commercial online services that provide fee-for-service databases on particular topics. In addition to broad-based online databases available through such services as Earthlink, Prodigy, and AOL, firms can access specialized databases geared to particular industries and functions. Many professional groups have set up bulletin board systems on the Internet where experts trade information. Businesspeople who gather data online should always try to verify the reliability of their sources, however.

Once a company has built a database, its managers need to be able to analyze the data in it. Data mining, described earlier, is the task of using computer-based technology to retrieve and evaluate data in a database to identify useful trends. Some consulting firms, such as Data Miners, Inc., specialize in data mining for their clients. Recently, Data Miners was asked to investigate transaction-level data from loyalty card holders of a New England health food supermarket. Data Miners found that 50 percent of the supermarket’s customers were meat eaters, and this group spent more heavily than other customers. Even though only 5 percent of the supermarket’s shoppers buy meat, they are among the store’s most valuable customers. Had the supermarket eliminated meat, assuming that its customers were vegetarians, it would have had a significant negative impact on business.2 As this example illustrates, successful data mining can help a business discover patterns in the sale of certain goods and services, find new customers, track customer complaints and requests, and evaluate the cost of materials.

Information Systems for Decision Making

So much data clog the Internet and other sources that the challenge for businesses has shifted from acquiring data to sorting through it to find the most useful elements, which can then be turned into valuable information.

New types of information system software are being developed all the time. These range from general tools that help users look up data on various topics to specialized systems that track costs, sales, inventory levels, and other data. Businesses can develop and implement their own systems or hire someone else to do so. They can even hire an outside service to manage data for them.

Decision Support System  A decision support system (DSS) is an information system that quickly provides relevant data to help businesspeople make decisions and choose courses of action. It includes software tools that help decision makers generate the type of information they need. These DSS tools may vary from company to company, but they typically include retrieval features that help users obtain needed information from a database, simulation elements that let decision makers create computer models to evaluate future company performance under different conditions, and presentation tools that help them create graphs and charts.

decision support system (DSS) information system that quickly provides relevant data to help businesspeople make decisions and choose courses of action.
An information interface is a software program between the user and the underlying information system. Advances in information interfaces have simplified and synthesized data into useful information for a variety of users. For instance, visitors to the Cooking Light Web site (http://www.cookinglight.com) can access recipes through an easy-to-use interface. Visitors can search the magazine’s vast database by main ingredient, cooking technique, ethnicity, and even special dietary requirements. Comments from users are also available. With a few mouse clicks visitors can create an entire menu, accompanied by a shopping list.3 Such sophisticated interfaces make information retrieval more efficient.

Executive Information Systems  Although the trend is increasingly toward employee empowerment and decision making at all levels of an organization, sometimes companies need to create specialized information systems to address the needs of executives. An executive information system (EIS) lets top managers access the firm’s primary databases, often by touching the computer screen, pointing with a mouse, or even speaking via voice recognition. The typical EIS allows users to choose between many kinds of data, such as the firm’s financial statements and sales figures as well as stock market trends for the company and for the industry as a whole. If they wish, managers can start by looking at summaries and then proceed toward more detailed information.

executive information system (EIS) system that allows top managers to access a firm’s primary databases.
Expert Systems  An expert system is a computer program that imitates human thinking through complicated sets of “if...then” rules. The system applies human knowledge in a specific subject area to solve the problem. Expert systems are used for a variety of business purposes: determining credit limits for credit card applicants, monitoring machinery in a plant to predict potential problems or breakdowns, making mortgage loans, or determining optimal plant layouts. They are typically developed by capturing the knowledge of recognized experts in a field whether within a business itself or outside it.

Trends in Information Systems

New information systems are being developed all the time. Today’s computer networks help businesspeople obtain and share information in real time, across departments, across the country, and around the world.

Local Area Networks and Wide Area Networks  Many companies connect their offices and buildings by creating local area networks (LANs), computer networks that connect machines within limited areas, such as a building or several buildings near one another. LANs are useful tools because they link personal computers and allow them to share printers, documents, and information.

Wide area networks (WANs) tie larger geographical regions together by using telephone lines and microwave and satellite transmission. One familiar WAN is long-distance telephone service, and MCI, AT&T, and Sprint are telecommunications companies that provide WAN services to businesses and the general public. Firms also use WANs to conduct their own operations. Typically, companies own their own network systems at their operations sites and link to outside communications equipment and services for transmission across long distances. Later in the chapter, we cover other specialized networking systems.

Wireless Local Networks  One of the newest network innovations is wireless local networks, which allow computers, printers, and other devices to be connected without the hassle of stringing cables in traditional office settings. The most popular wireless network currently is Wi-Fi. Wi-Fi—short for wireless fidelity—is a wireless network that connects various devices and allows them to communicate with one another through radio waves. Wi-Fi allows high-speed wireless Internet connections when linked to a specially equipped modem. Any PCs with Wi-Fi receptors can wirelessly connect with the Internet wherever they are—provided they are within a range of approximately 300 feet, called a hotspot.4 Industry groups are also working on two new telecommunications standards that would extend wireless connections from Wi-Fi’s local hotspots to several miles and to mobile connections.5

Wi-Fi wireless network that connects various devices and allows them to communicate with one another through radio waves; short for wireless fidelity.
Enterprise Resource Planning  As information systems developed in organizations, they were at first contained within functional departments. Soon, managers noticed that the data collected about customers during order processing were reentered by inventory control and shipping. The same duplication was found in human resource management systems and finance and accounting. To avoid such rework, eliminate mistakes or inconsistencies in data, and streamline processes, businesses began to demand a system to unify these separate systems. An enterprise resource planning (ERP) system is a set of integrated programs designed to collect, process, and provide information about all business operations. Firms such as Microsoft, Oracle, and SAP offer enterprise software programs to help companies run factories, keep track of accounting, and assist in marketing efforts.

enterprise resource planning (ERP) information system that collects, processes, and provides information about an organization’s various functions.
Oracle, for instance, offers an ERP system it calls E-Business Suite. It unifies separate systems in a variety of functional areas from customer relationship management to property management. The system works on a variety of different computer platforms. William Beaumont Hospitals, based in Royal Oak, Michigan, installed a recent version of Oracle’s E-Business Suite. Among the benefits of using an ERP system noted by the hospital company include reduced administrative supply chain spending, a rapid increase in the turnaround of basic human resource tasks, and the adoption of a single set of computing standards for the entire organization.6
Application Service Providers  Because of the increasing cost and complexity of obtaining and maintaining information systems, many firms choose to engage an application service provider (ASP), an outside supplier that provides both the computers and application support for managing an information system. An ASP can simplify complex software for its customers so it is easier for them to manage and use. When an ASP relationship is successful, the buyer can then devote more time and resources to its core businesses instead of struggling to manage its information systems. Other benefits include stretching the technology dollar farther and giving smaller companies the kind of information power that in the past has been available only to much larger organizations.

application service provider (ASP) specialist in providing both the computers and the application support for managing information systems of business clients.
Companies that decide to use ASPs should check the backgrounds and references of these firms before hiring them to manage critical systems. In addition, customers should try to ensure that the service provider has taken appropriate measures to block computer hackers or other unauthorized access to the data, that its data centers are up and running consistently, and adequate backups are maintained. Figure 15.2 shows some of the costs associated with hiring an ASP as well as outsourcing other elements of information technology.

FIGURE 15.2

Costs of Outsourcing Information Systems

Source: Data from Ian S. Hayes, President, Clarity Consulting Inc., Hamilton, Massachusetts, in Jane Salodof MacNeil, “Tracking Tech Time,” Inc. Technology, no. 4, 2000, p. 29.
Although information systems can help a company run smoothly and efficiently, the firm must carefully plan and organize them. Otherwise, it can lose control of a critical function—and tremendous amounts of time and money. Issues of privacy and security also arise. Should everyone in the company be able to access all of the company’s data? What about confidential human resource files or the corporation’s payroll system? A later section of the chapter examines several of these issues.

1. What is a management information system?

2. How are databases used?

3. Explain the role Wi-Fi is playing in contemporary business.
Computer Hardware and Software

Just a few decades ago, computers were considered exotic curiosities, used only by scientists and the military. Today, they have become indispensable not only to businesses but to households as well. Who can imagine daily life without sending e-mails to friends, booking airline tickets over the Internet, preparing reports with a word processing program, or balancing a checkbook using a personal money management program?

Types of Computer Hardware

Hardware consists of all tangible elements of a computer system—the input devices, the components that store and process data and perform required calculations, and the output devices that present the results to information users. Input devices allow users to enter data and commands for processing, storage, and output. Common input devices include the keyboard, mouse, scanner, modem, microphone, and touch screen. Storage and processing components consist of the hard drive, diskette drive, Zip drive, and CD-ROM drive. The newer CD-RW and DVD-RW drives can write disks as well as read them. Another relatively new storage device is the USB bus drive. These small portable devices can store up to 128 MB of data and plug into a computer’s USB port.

Output devices are the hardware elements that transmit or display documents and other results of a computer system’s work. Examples include the monitor, printer, fax machine, modem, and audio system. Notice that some devices, such as the monitor and modem, can perform both input and output functions. And keep in mind that the monitor, once reserved for text and still graphics display, now commonly displays video.

Computer processing units incorporate widely varying memory capacities and processing speeds. As shown in Figure 15.3, these differences define three broad classifications: mainframes, minicomputers, and personal computers. A mainframe computer is the largest type of computer system with the most extensive storage capacity and the fastest processing speeds. Especially powerful mainframes called supercomputers can handle extremely rapid, complex calculations involving thousands of variables. They are most commonly found in scientific research settings. A minicomputer is an intermediate-size computer—more compact and less expensive than a mainframe but also slower and with less memory. These intermediate computers often toil in universities, factories, and research labs. Minicomputers also appeal to many small businesses that need more power than personal computers can offer to handle specialized tasks. Sun Microsystems is a large manufacturer of minicomputers.

FIGURE 15.3

Types of Computers
Personal computers (PCs) are everywhere today—in homes, schools, businesses, nonprofit organizations, and government agencies. They have earned increasing popularity due to their ever-expanding capability to handle many of the functions that cumbersome mainframes performed only a few decades ago. These advances were made possible by the development of powerful chips—thin silicon wafers that carry integrated circuits (networks of transistors and electronic circuits). A microprocessor is a fingernail- size chip that contains the PC’s entire central processing unit. Intelligent functions of today’s new cars, toys, watches, and other household items also rely on microprocessors. Additional chips provide instruction and memory to convert a microprocessor into a PC.

Tablet PCs are the newest addition to portable computing. The screen detaches, allowing users to write or sketch directly on it with a special stylus. Diagrams and words are saved digitally. Best of all, tablet PCs can also run general-use applications.
As technology continues to advance, computers have diminished in size. Desktop computers are the standard PCs that you see in offices and homes everywhere. Notebook computers are small enough to slip into a briefcase, yet are almost as powerful as desktop computers. Virtually all notebooks today have CD-RW or DVD-RW drives and often have “docking” capabilities that allow them to plug into a desktop PC to share data. In recent years, sales of notebook computers have grown more rapidly than sales of desktop computers. During one recent month, revenue from notebook PC sales actually surpassed that of desktop PCs. “You can’t overestimate the appeal of a notebook to the consumer,” according to one industry analyst.7
A recent innovation is the tablet PC, which looks like a notebook computer but with a difference. The screen is detachable. Users can write on the screen using a special-purpose pen. The handwriting is then digitized and can be converted into a format that can be read by word processing programs. The pen can also be used to edit existing documents.

Handheld devices—made by companies like Palm, Handspring, Sony, Toshiba, and Dell—are even smaller. They fit in a shirt pocket and run on rechargeable batteries. Handhelds can run common applications like word processing and database software as well as store documents and graphics created on a desktop computer. Most handheld devices can link up through wireless connections to a variety of other devices as well as the Internet.

The future will bring even smaller PCs that can perform even more functions. Industry technologists have been developing a credit card–size computer for storing and retrieving information such as phone numbers and appointments. And voice and data communications systems are merging. A recent batch of wireless telephones can also be used as PCs. Businesspeople can use certain cell phones to browse the Internet and send and receive e-mail messages from their phones. Most are Wi-Fi certified. This capability is especially helpful for those who are traveling, calling on customers, or working at remote sites.

Types of Computer Software

The software that controls the basic workings of a computer system is its operating system. Software is all of the programs, routines, and computer languages that control a computer and tell it how to operate. Over 80 percent of personal computers use a version of Microsoft’s popular Windows operating system. Personal computers made by Apple use the Mac operating system. Handheld computers use either the Palm operating system or a special version of Windows called Pocket PC. Other operating systems include UNIX, which runs many minicomputers, and Linux, which is available for free in the public domain.

Operating-system designers have faced important challenges as businesses have shifted from stand-alone computers to networks, since computers running different operating systems may have difficulty sharing data. This problem is losing significance, however, thanks to a programming language called Java. Programs written in Java can run on any type of computer or operating system. As a result, Java applications are becoming increasingly popular for business databases and networks.

A program that performs the specific tasks that the user wants to carry out—such as writing a letter or looking up data—is called applications software. Examples of applications software include Microsoft Excel, Lotus Organizer, and Quick Books. Parents in a Pinch, Inc., located in Boston, provides babysitters and nannies to parents and to corporate clients for their employees. The firm uses Microsoft Access, Microsoft Excel, and Microsoft Word to manage the data about providers, jobs, and clients it needs to operate effectively. For instance, using Excel, Parents in a Pinch director Davida Manon creates charts of the company’s income, volume of business, and number of jobs filled on a monthly basis. Using Microsoft Outlook, she communicates with providers and clients by e-mail. Manon couldn’t imagine running her business without applications software.8 The next section discusses the major categories of applications software used by business.

1. What are handheld devices and what can they do?

2. What does applications software do and what are some examples?

How Computers Help Business

Computers and their related technologies continue to revolutionize the methods by which businesses manage information. These technologies affect contemporary business in three important ways. First, the enhanced speed and quantity of information now available improves the speed and effectiveness of decision making. Second, computers make accurate, unbiased data available to all interested parties. Third, their information-sharing capabilities support team decision making at low levels of an organization’s hierarchy. Every industry has felt at least some impact as computers and information systems have spread.

Consider the Great Harvest Bread Company, headquartered in Dillon, Montana, which operates over 180 franchised bakeries. Unlike other franchise operations, Great Harvest believes that its franchise operators should be free—after a one-year apprenticeship—to run their stores as they see fit. They aren’t required to use the same bread recipe or paint their storefronts the same color. But they are required to share information with each other, which they do via computers. The Great Harvest internal Web site, called the Breadboard, contains announcements of equipment for sale, ongoing electronic charts among franchisees, new recipes, tips for maintaining certain ovens, and archives of other information. Computers help people manage information in an industry that has historically been considered low tech.9
Some of the most widely used business applications of computers include spreadsheets, word processing, electronic mail, presentation graphics, multimedia and interactive media, and groupware. Users once acquired applications such as these as individual software packages. Today, however, they normally buy integrated software, or software suites, which combine several applications into a single package that can share modules for data handling and processing. Parents in a Pinch, for instance, uses Microsoft’s popular Office software suite, a package that includes word processing, database management, a spreadsheet, and electronic mail. Managers can import data from Access, a database program, into Excel to create needed reports and graphs. Some integrated software packages are designed to help businesses handle specific tasks. Palo Alto Software has several software packages that help businesspeople create customized advertising campaigns, marketing plans, and even overall business plans. These programs contain such features as ready-made formatting and spreadsheets, graphing, and the capability to evaluate a company’s competitiveness in the marketplace.

Despite all the advantages of computers, it is important to keep in mind that they do have their limitations and should be used to serve the mission of the organization, not just for their own sake. Many businesses have found that their use of computers is actually enhanced by maintaining a human touch—or adding it—to the process. Computers will never replace such face-to-face interactions as phone conversations and meetings.

Word Processing

One of the original business applications—and currently one of the most popular—word processing uses computers to input, store, retrieve, edit, and print various types of documents. With word processing, users can revise sentences, check spelling, correct mistakes, and move copy around quickly and cleanly.

word processing software that uses a computer to input, store, retrieve, edit, and print various types of documents.
Word processing helps a company to handle huge volumes of correspondence, process numerous documents, and personalize form letters. Today, virtually all companies use general-purpose computers running word processing software. The most popular word processing software is Microsoft Word, part of the firm’s Office suite. Other word processing programs include Corel’s Word Perfect and Lotus’s Word Pro. These three programs enable users to include graphics and spreadsheets from other programs in their documents and to create Web sites by translating documents into Hypertext Markup Language (HTML), the language of the World Wide Web.

As word processing capabilities have grown, a number of businesspeople have tried to create so-called paperless offices. They want to set achievable goals for electronically creating, transmitting, storing, and retrieving documents, eliminating any need to print them. In its attempt to create a paperless office, General Electric has embarked on a program to eliminate any machine that spits out paper and isn’t shared by a group of people. So far GE has scrapped over 30,000 machines and reduced paper consumption by almost one-third. Although the idea appeals to both efficiency and environmentalist priorities, some people are naturally resistant to change. Comments Gary Reiner, the head of GE’s Net strategy, “Big cultural shifts take time, and we’re just at the beginning of this one.”10
Desktop Publishing

Many businesses extend word processing capabilities to create sophisticated documents. Desktop publishing employs computer technology to allow users to design and produce attractively formatted printed material themselves rather than hiring professionals. Desktop publishing software combines high-quality type, graphics, and layout tools to create output that can look as attractive as documents produced by professional publishers and printers. Advanced equipment can scan photos and drawings and duplicate them on the printed page. Three popular desktop publishing programs are Microsoft Publisher, Adobe PageMaker, and QuarkXPress.

Many firms use desktop publishing systems to print newsletters, reports, and form letters. Advertising and graphic arts departments often use desktop publishing systems to create brochures and marketing materials. A good desktop publishing system can save a company money by allowing staff members to produce such documents, whether they are for internal or external use.

Ed Viesturs is in the business of climbing mountains. His current quest is to climb the 14 highest mountains on earth. He knows the importance of maintaining relationships with his sponsors and fans, so he created high-quality materials using Microsoft Publisher. One of Viesturs’s most popular pieces is a fact sheet, which combines the story of his quest with his personal background and photos.11
Spreadsheets

An electronic spreadsheet is the computerized equivalent of an accountant’s worksheet. This software permits businesspeople to manipulate decision variables and determine their impact on such outcomes as profits and sales. With a spreadsheet, a manager can have an accurate answer to a question in seconds and can often glance at the whole financial picture of a company on a single page. By far the most popular spreadsheet program is Microsoft Excel, part of the Office suite. Other spreadsheet programs include Lotus 1-2-3 and Corel Quattro Pro. Spreadsheet programs can also be used to create graphs and calculate a variety of statistics. Spreadsheets may seem daunting at first, but a good spreadsheet program is clear, even for the first-time user. When evaluating business software programs, reviewers often say how easy the spreadsheets are to navigate.

spreadsheet software package that creates the computerized equivalent of an accountant’s worksheet, allowing the user to manipulate variables and see the impact of alternative decisions on operating results.
Figure 15.4 demonstrates how a manager uses a spreadsheet to set a price for a proposed product. Note that the manager can analyze alternative decisions using a spreadsheet. For instance, he or she can estimate the impact on sales given a change in the product’s price. A more complex spreadsheet may stretch across many more columns, but the software still makes new calculations as fast as the manager can change the variables.

FIGURE 15.4

How a Spreadsheet Works

They Said It

To err is human, but to really foul up requires a computer.

—Paul Ehrlich (b. 1932)
American biologist and author
Electronic Mail

Businesspeople need to communicate directly with associates as well as customers, suppliers, and others outside their organization. Increasingly, they turn to their computers for this function, replacing much of their regular mailings (so-called snail mail) by sending messages via e-mail. Popular e-mail programs include Microsoft Outlook, Outlook Express, Netscape Mail, and Eudora. See the Solving an Ethical Controversy box for issues faced by some Internet Service Providers (ISPs) who provide Internet access and e-mail to organizations and individuals.

Solving an Ethical Controversy

Dirty Tricks in the High-Speed Internet Industry

Some broadband Internet access, called DSL, runs over phone lines, a situation that pits independent DSL providers (ISPs) against local phone companies. The Federal Communications Commission (FCC) requires phone companies to share their lines so that ISPs don’t have to build new networks from scratch. Close quarters have made uncomfortable roommates, however. ISPs charge that phone companies, which control 80 percent of all DSL lines, abuse their power to kill competition.


State regulators are reviewing ISP complaints that phone companies overcharge for phone lines, deliberately delay installation and repair of their DSL lines, make it hard for customers to switch providers, and randomly cut off service (blaming the ISP for the problem). ISPs also say phone companies give preferential treatment and prices to their own internal Internet services. “They are using marketing tactics that are at best unfair and at worst illegal,” says Lisa Bickford, general manager of a California ISP.


The phone companies deny the charges. “We are clearly working with the ISPs, and we intend to include them in our vision of the future,” says John Britton, spokesman for regional phone company SBC Communications.

Should the regional phone companies be required to share their lines and equipment with independent Internet service providers?

PRO

1. Big phone companies are using unfair practices to keep smaller independent ISPs from becoming competitive. Without regulation, the situation would be even worse. Scores of independent ISPs have gone out of business, unable to earn even slim profit margins. They can’t afford to build their own networks and still compete.

CON

1. Phone companies work with ISPs to increase the services they both offer. “No one has the exclusive right to that [access] line,” says Britton.

2. The regulations are not fair. “Would you tell Ford to design their factory so GM can use it to produce cars that will steal Ford’s market share?” asks former FCC chairman William Kennard.

SUMMARY

The Federal Communications Commission has given states the authority to deal with local phone competition, and both parties are unhappy with the ruling. Some phone companies say that being forced to lease their phone lines cheaply could result in layoffs in their ranks. Their rivals AT&T and MCI say the ruling gives phone customers more choices but will lower the quality of Internet service. And consumers fear price increases.

Sources: “Baby Bells Settle for Split Ruling from FCC,” ComputerUser.com, February 26, 2003, http://www.computeruser.com; John Rendleman, “A Step Closer to More High-Speed Internet Services?” InformationWeek.com, February 27, 2002, http://www.informationweek.com; Saumya Roy, “Broadband Gets a Boost,” PCWorld.com, February 27, 2002, http://www .pcworld.com; Darnell Little and Roger O. Crockett, “It’s Dirty Tricks—Big Time,” BusinessWeek, August 13, 2001, p. 36.
As discussed in Chapter 7, a popular adaptation of e-mail is instant messaging. Instant messaging allows users to create private chat rooms with other individuals on their private lists. The instant messaging system alerts a user whenever somebody on his or her list is online. The user can then initiate a chat session with that individual. There are several different instant messaging systems, including AOL Instant Messenger and Microsoft Windows Messenger. To communicate, however, all users must use the same instant messaging system.

E-mail and instant messaging are rapid ways to communicate both inside and outside the organization. As a means of internal communication, e-mail is especially useful in organizations with employees located in different parts of the country or in different countries altogether. Employees can typically access their organization’s e-mail anytime, anywhere. All it takes is a Web connection.

Certainly, e-mail can help companies reduce paperwork, time wasted in playing telephone tag, and similar inefficiencies. But e-mail does have its limitations. It works best for short unemotional messages. Longer documents are best sent as attachments to e-mail or via fax. And e-mail users should be aware that messages are not private; employers may be monitoring messages, so employees should refrain from sending personal messages or jokes to each other. Finally, some messages, such as those containing potentially emotional news or those that may need an explanation, are best transmitted by telephone or in person.

Presentation Graphics

Analyzing columns of numbers can be a tedious task. But when people see data displayed as charts or graphs, they can often identify patterns and relationships that raw data do not reveal. Businesspeople once had to labor to create charts and graphs or send the data or rough sketches to professional artists and then wait for the results. Computer software has greatly simplified the process of creating graphics. As noted earlier, spreadsheet programs have the capability of creating dozens of high-quality graphs. Presentation software, the most popular of which by far is Microsoft PowerPoint, goes one step further. These programs create entire presentations. Users can create bulleted lists, charts, graphs, and pictures, like those shown in Figure 15.5. By combining these elements in ways that are easy to read, a user can prepare presentations and handouts for a business meeting. To persuade management to fund a new project, an employee might create a series of graphs and charts to illustrate how the project will benefit the organization over time.

Wireless e-mail technology has brought employees closer—no matter where they roam. This BlackBerry handheld device combines both e-mail and cell phone capabilities.
FIGURE 15.5

Examples of Visuals Created with Presentation Software
Multimedia and Interactive Media

Today’s computers have leaped beyond numbers, text, and graphs to encompass multimedia and interactive media capabilities. Multimedia computing refers to technologies that integrate two or more types of media, such as text, voice, sound, full-motion video, still video, graphics, and animation into computer- based applications. Many popular business applications have multimedia computing capabilities. For example, Microsoft PowerPoint users can add audio and video clips into their presentations. Multimedia computing requires computers with fast processors and large storage capacities.

multimedia computing technologies that integrate two or more types of media, such as text, voice, sound, video, graphics, and animation into computer-based applications.
One of the growing business applications for multimedia computing is employee business presentations and conferences. And the Internet has made transmission of these meetings widely available. Many companies routinely provide multimedia Webcasts of their annual meetings for viewing on their Web sites. Salespeople use their notebook computers to make presentations to customers in the field.

Many applications of multimedia computing use interactive media—programs that allow users to interact with computer displays. Home Depot’s Expo Design Centers user interactive software allows customers to plan and design home remodeling and building projects either online or at Home Depot stores. Customers can view a variety of 3-D products, enter their room dimensions, create orders, and track the installation of their projects on a computer screen.12
Groupware

An especially useful interactive medium is groupware, computer software that combines information sharing through a common database with communication via e-mail or instant messaging. Using groupware, employees can work together on a single document at the same time, viewing one another’s changes. They can also discuss ideas and check on another’s calendars to schedule meetings or group efforts. Two of the most popular groupware packages are Lotus Notes and Domino. Microsoft recently added many groupware functions to its popular Office suite.

groupware software that combines information sharing through a common database with communication via e-mail so that employees can collaborate on projects.
Intranets, Virtual Private Networks, and Broadband Technology

A previous section discussed the use of LANs and WANs to allow businesses to communicate, transmit and print documents, and share data. These networks require businesses to install special equipment and connections between office sites. But Internet technology has also been applied to internal company communications and business tasks, tapping a ready-made network. Among these new Internet-based applications are intranets, virtual private networks (VPNs), and broadband technologies. Each has contributed to the effectiveness and speed of businesses processes.

Intranets  A broad approach to sharing information in an organization is to establish a company network patterned after the Internet. Such a network, called an intranet, links employees through Internet tools like e-mail and searches using Web browsers. Intranets are similar to extranets, but they limit access only to employees or other authorized users. An intranet blocks outsiders without valid passwords from entering its network by incorporating software known as a firewall. Firewalls are available as off-the-shelf packages such as Firewall/Plus and On Guard. They limit data transfers to certain locations and log system use so managers can identify attempts to log on with invalid passwords and other threats to system security. Highly sophisticated packages will immediately alert system administrators about suspicious activities and permit authorized personnel to use smart cards to log on from remote terminals.

intranet a network that links employees and other authorized users through Internet tools like e-mail, hypertext links, and searches using Web browsers.
Intranets offer important advantages over more familiar, and now somewhat dated, computer networks. Perhaps most important, they solve problems of linking different types of computers. Like the Internet, intranets can integrate computers running all kinds of operating systems. In addition, intranets are relatively easy and inexpensive to set up because most businesses already have some of the required tools, such as PCs and Web browser software. Intranets also support teamwork among employees who travel or work from home. Any intranet member with the right identification, a PC, and some sort of network access (either dial-up or broadband) can access the intranet and gain access to group calendars, document managers, online conferencing rooms, bulletin boards, package tracing, and instant messaging.

Keller Williams Realty of Everett, Washington, uses an intranet to help its sales agents keep track of documents, calendars, listings, and other frequently needed information. Vicky Flick, the market center administrator, says that the intranet provides agents with a single location where they can access a wide variety of documents and information. This, in turn, allows the agents to better market themselves to prospective clients and sell their listings to potential buyers. “There are many different documents and materials that agents use on a regular basis,” says Flick. “We keep all of this information on our intranet, so our people don’t have to worry if the copy in their filing cabinet is the most up-to-date version of a given document.”13
In another cutting-edge application of intranets, two Ohio schools—Bluffton College and Cedarville University—have tied their intranets to the dorm laundry rooms. Students can log on to find out whether machines are currently being used and can receive e-mails to tell them their clothes have finished washing or drying. Payments are easier, too. Students can swipe their ID cards or enter codes on keypads, and the money is automatically deducted from their accounts. Additional schools plan to implement the new technology in coming years.14

Business Tool Kit

E-Mail Etiquette

Twenty years ago, electronic mail was new and used primarily by government and academic institutions. Now it’s a necessity for everyone from grade school students to retirees, and it’s here to stay. Sending e-mail within the confines of an organization is quite different from sending jokes and chatty notes to friends and family. Here are a few tips to keep your messages professional and to the point.

1.
Communicating through e-mail requires the same skills as any other type of written communication. Make sure your message is clear and your audience is specifically targeted—and skip the fillers. Your objective is to exchange or seek out information from the other person.

2.
Always provide an accurate subject line for your e-mails. This makes it easier for the recipient to prioritize reading and responding. Blank subject lines or random characters can also indicate unwanted “spam.” These messages are often deleted unread.

3.
Use complete sentences only, please. Spelling and grammar are important in business correspondence, which applies to e-mail as well. When responding to a question, restate the question so that the recipient won’t need to scroll down to remember his or her original question. Always read over your response and run a spell-check before hitting Send.

4.
In business, response times will vary, but replying within 24 hours is a good rule to follow. With some inboxes receiving more than 90 messages a day, e-mail is no longer “instant communication.” If others do not respond to your e-mail within 24 to 48 hours, it is acceptable to resend the message. If there is still no response, you should pick up the phone.

5.
Learn how to use your reply buttons correctly. Reply will send your reply to the individual who sent you the original e-mail. Reply to All sends your message to the original sender as well as all the other addresses listed in the original To, CC (carbon copy), and BCC (blind carbon copy) fields. This can be irritating and potentially embarrassing if you aren’t careful, so always double-check before you hit Send.

6.
Save the emoticons and smiley faces for your friends and family. They can sometimes make you appear less than professional when used in a business context, so use your words to convey your message and mind-set instead.

7.
Finally, your employer has the right to monitor your e-mail usage and content. Jokes and personal messages should not be sent via your work e-mail account.

Sources: Peggy Post, “Peggy Post’s Golden Rules of E-Mail Etiquette: The Right Way to Write—In the Office and at Home,” Good Housekeeping, May 2003, p. 33; Dana May Casperson, “E-Mail Etiquette: How to Make Sure Your Message Gets Across,” American Salesman, July 2002, p. 10; Suzy Guiard, “Was It Something I Typed?” Success Magazine, February/March 2001, p. 42; Ingrid Murro Botero, “E-Mail Etiquette: Think Before Sending Messages,” The Business Journal—Serving Phoenix & the Valley of the Sun, July 21, 2000, p. 28.
Virtual Private Networks  To gain increased security for Internet communications, companies often turn to virtual private networks (VPNs), secure connections between two points on the Internet. These VPNs use firewalls and programs that encapsulate data to make them more secure during transit. Loosely defined, a VPN can include a range of networking technologies, from secure Internet connections to private networks from service providers like IBM and SBC Communications. A VPN is cheaper for a company to use than several leased lines, and while it can take months to install a leased line in some parts of the world, a new user can be added to a VPN in a day.

The Forum Corporation, a Boston-based global training and consulting firm, uses its VPN to network both internal and external users. The company’s VPN links its offices in Boston with international sites in Hong Kong, London, and Toronto. Initially, salespeople, consultants, and software developers used the VPN for e-mail, order processing, and financial tracking. Later, Forum added real-time collaboration, online learning, and videoconferencing. At the same time, the VPN also helped bring the company closer to its customers and suppliers. Several of Forum’s customers and software development partners collaborate in real-time on the development of training software over the VPN.15
Broadband Technology To maintain their competitive edge, companies want to be able to share larger chunks of information among employees and partners faster than ever before. To do so, they have turned to broadband technology—digital, fiber-optic, and wireless network technologies that compress data and transmit them at blinding speeds. Table 15.1 shows the different types of broadband technologies currently available. The growth in broadband, especially among individual computer users, has been slower than expected, partly due to cost. However, most observers still consider broadband to be the future of the Internet. Broadband technology can be thought of as a multilane communications highway in contrast to the single-lane country road represented by traditional phone transmission. With the digital data compression and bigger “lanes” of broadband technology, the same amount of information can travel faster from one destination to another.

broadband technology digital, fiber-optic, and wireless network technology that compresses data and transmits them at blinding speeds.
Table 15.1  Types of Broadband Technologies

Technology
Transmission Method

Digital Subscriber Lines (DSL)
Standard copper-wire phone lines

Cable modems
Coaxial cable (as used in cable television)

Fiber-optic network
Optical cables

Wireless network
Microwave or satellite transmission

Integrated Services Digital Network (ISDN)
Standard copper-wire phone lines and other media

T1 and T3 lines
Special dedicated phone connections
Optical networks are one of the newest broadband technologies. They convert information into tiny bits of light that are transmitted over fiber-optic cables made of glass. Long-distance phone carriers are in the process of rapidly installing optical networks to increase the number of transmissions and the speed at which they travel. Optical networks have a million times the capacity of traditional phone networks because light particles are lighter than electrical impulses, they can be separated into different colors to create separate channels, and glass allows more rapid travel than copper.

1. What does integrated software do?

2. List two or three uses of electronic spreadsheets.

3. What is groupware?
Protecting Information Systems

As information systems become increasingly important business assets, they also become progressively harder to replace. When computers are connected to a network, a problem at any location can affect the entire network. Although many computer securities issues go beyond the scope of Contemporary Business, this section discusses three important security threats: computer crime, viruses, and disasters that may damage information systems.

Computer Crime

Computers provide efficient ways for employees to share information. But they may also allow people with more malicious intentions to access information. Or they may allow pranksters—who have no motive other than to see whether they can hack into a system—to gain access to classified information. Common computer crimes involve stealing or altering data in several ways:

•
Employees or outsiders may change or invent data to produce inaccurate or misleading information.

•
Employees or outsiders may modify computer programs to create false information or illegal transactions or to insert viruses.

•
Unauthorized people can access computer systems for their own illicit benefit or knowledge or just to see if they can get in.

Computer crime is on the rise. The number of violations of Internet security as reported to the Computer Emergency Response Team Coordination Center, located on the Web at http://www .cert.org, has risen sharply in recent years. In 1988, only six incidents were reported. Recently, the number of reported incidents soared to over 82,000.16 Of course, the statistics don’t include the number of incidents that were not reported, so the total is probably much higher.

Individuals, businesses, and government agencies are all vulnerable to computer crime. Figure 15.6 shows the home page of the Federal Computer Incident Response Center (FedCIRC), which assists government agencies with computer security issues. Computer hackers—unauthorized users—sometimes work alone and sometimes in groups. One pair of hackers, nicknamed the “Deceptive Duo,” once claimed that they hacked into Midwest Express Airlines’s intranet. In an e-mail to several news organizations, the hackers said that their goal was to embarrass the airline and show how easy it is to gain access to supposedly secure networks. The hackers even posted evidence of their break-in on the Web site of the U.S. Space and Naval War Systems Command.17

FIGURE 15.6

The Federal Computer Incident Response Center: Fighting Computer Crime
In another incident, Best Buy abruptly shut off wireless cash registers at its stores. These registers use a wireless network that beams data, including credit card information, to a central computer located elsewhere in the store. Networked cash registers are an important part of most large retail operations, since they can more easily track inventory and let stores instantly change prices. Wireless networks offer added convenience, making cash registers easier to move and install. Best Buy shut down its wireless networks and switched to hardwired networks after it learned that a hacker could sit in a store’s parking lot and access the data as they were sent.18
System administrators implement two basic protections against computer crime: They try to prevent access to their systems by unauthorized users and the viewing of data by unauthorized system users. To prevent access, the simplest method requires authorized users to enter passwords. The company may also install firewalls, described earlier. To prevent system users from reading sensitive information, the company may use encryption software, which encodes, or scrambles, messages. To read encrypted messages, users must use a key to convert them to regular text. But as fast as software developers invent new and more elaborate protective measures, hackers seem to break through their defenses. So security is an ongoing battle.

Another form of computer theft is as old as crime itself: theft of equipment. As the size of computer hardware diminishes, it becomes increasingly vulnerable to theft. Handheld devices, for instance, can vanish with a pickpocket or purse snatcher. And since these machines may contain all kinds of important information for a business, employees need to be especially careful not to leave them unattended or out of reach. Many notebook computers and handheld devices now contain special security software that makes it difficult for a thief or any unauthorized person to access the data stored in the computer’s memory.

Of growing concern to the entertainment industry is the ease with which consumers can use computer technology to “pirate” copyrighted works such as films and music and share them online, as discussed in the Hits and Misses box.

Apple Computer recently offered its own solution 
to the music piracy problem—opening its online music store and drastically reducing the price of online tunes at the same time. Through its AppleMusic.com site, fans can hear a preview of a song free and download it for a mere 99 cents.
Hits & Misses

Is the Real Threat Piracy or Technology?

An industry’s profits are being stolen by pirates. It strikes back with a lawsuit to stem the tide. An open-and-shut case?


The “pirates” are four college students. The recording industry, represented by the Recording Industry Association of America (RIAA), has settled a lawsuit seeking damages for each of more than 1 million songs it says the students illegally offered their peers online. File-sharing technology uses high-speed Internet connections, such as those at the three universities the students attend, to download and store such files; one student alone is said to have made more than 650,000 music files available to others. Napster was found guilty of copyright violations and shut down by the courts. “These systems are just as illegal and operate in the same manner,” says RIAA president Cary Sherman.


The four students must pay reduced settlements of between $12,000 and $17,000 each. Their legal exposure was damages of up to $150,000 per offense—as well as criminal prosecution. But is such privacy the only reason for the documented decline in new CD sales over the last few years? Some observers suggest that the drop, the size of which varies from 6 to 2 percent depending on who is reporting it, has several causes. The music industry has released about 15 to 20 percent fewer new titles each year since 1999, a period during which the average price of a CD rose by about a dollar while consumer numbers were flat. It should not be surprising that sales have slipped in the face of sharply reduced inventory and higher prices.


Recording artists also face more competition for consumers’ time and entertainment dollars than ever before. DVDs, video games, the Internet, and even the burgeoning features of mobile phones offer dazzling alternatives. And finally, some critics point to what they perceive as a decline in quality, variety, and innovation in the music the industry is signing and promoting.


Despite all this, some research suggests that users of music-downloading systems are still the most frequent buyers of CDs. “Should the music industry clean up its own act before it tries to sue its most interested fans?” they ask.

Critical Thinking Questions

1.
Can the music industry stop the advance of file-sharing technology? Should it do so? Why or why not?

2.
A continued slide in sales could adversely affect jobs in the recording industry. What other examples can you think of that illustrate the unintended consequences of technology?

Sources: Jenny Eliscu, “Downloaders Beware,” Rolling Stone, July 24, 2003, p. 22; Ronald Grover and Heather Green, “Hollywood Heist: Will Tinseltown Let Techies Steal the Show?” BusinessWeek, July 14, 2003, pp. 74–82; David Murdoch, “Facing the Online Music,” Inc., July 2003, p. 26; Michelle Kessler, “Lawsuits May Help Net Song Sellers,” USA Today, June 30, 2003, p. B2; Colin Kruger, “Piracy Not the Burning Issue in CD Sales Slide: ARIA,” Sydney Morning Herald, January 28, 2003, http://www.smh.com.au/; Lisa Gill, “Report: File Swapping Boosts Music Sales,” News Factor Network, January 6, 2002, http://www.newsfactor.com.

Computer Viruses

Rather than directly tampering with a company’s data or computers, computer hackers may create viruses to infect computers at random. Computer viruses are programs that secretly attach themselves to other programs or files and change them or destroy data. Viruses can be programmed to become active immediately or to remain dormant for a period of time, after which the infections suddenly activate themselves and cause problems.

computer virus program that secretly attaches itself to other computer programs or files and changes them or destroys data.
A virus can reproduce by copying itself onto other programs stored in the same drive. It spreads as users install infected software on their systems or exchange files with others, usually by exchanging e-mail, accessing electronic bulletin boards, trading disks, or downloading programs or data from unknown sources on the Internet. With widespread data sharing in networks, including intranets and the Internet, viruses can do more damage today than ever before. According to Computer Economics, a company that assesses the financial impact of security threats and incidents, viruses cost organizations billions of dollars each year. The so-called “Love Bug” virus alone caused an estimated $8.75 billion in damage.19 Some viruses, as with hacking incidents, result from pranks that get out of hand. But many involve outright vandalism or crime.

As viruses become more complex, the technology to fight them must increase in sophistication as well. The simplest way to protect against computer viruses is to install one of the many available antivirus software programs, such as Norton Anti-Virus and McAfee Virus Scan. These programs continuously monitor systems for viruses and automatically eliminate any they spot. Users should regularly update them by going online to download the latest virus definitions.

But management must begin to emphasize security at a deeper level: in software design, corporate servers, Web gateways, and Internet service providers. Because around 80 percent of the world’s PCs run on Microsoft operating systems, a single virus can spread quickly among them. Individual computer users should carefully choose the files they load onto their systems, scan their systems regularly, make sure their antivirus software is up-to-date, and install software only from known sources. They should also be very careful when opening attachments to e-mails, since this is the way many viruses are spread. Both the Love Bug and more recent Klez viruses were both spread through attachments to e-mails.

Disaster Recovery and Backup

Natural disasters, power failures, equipment malfunctions, software glitches, human error, and terrorist attacks can disrupt even the most sophisticated computer systems. These disruptions can cost billions of dollars. For instance, the 9/11 terrorist attacks caused almost $16 billion in damage to information technology and communications systems. The banking and financial services industry was hit the hardest. The relocation of 100,000 people to temporary facilities and the replacement of thousands of computer servers, workstations, terminals, and printers cost over $8 billion.20 Software glitches cost organizations billions of dollars each year. Recently, a software glitch allowed passengers booking flights on United Airlines’s Web site to pay as little as $5 for Chicago–Denver flights. Another software glitch led to Starwood Hotel’s Web site showing $85 a night rates—rather than $850—for its luxurious new resort on the island of Bora Bora.21

1. Name three common computer crimes.

2. What does encryption software do?

3. How does a password help protect an information system?
Disaster recovery planning—deciding how to prevent system failures and continue operations if computer systems fail—is a critical function of all organizations. Disaster prevention programs can avoid some of these costly problems. The most basic precaution is routinely backing up software and data—at the organizational and individual levels. Most financial service firms directly impacted by 9/11 were up and running within a few days thanks to backup systems.

Companies can now back up data at such online storage services as Iron Mountain or Network Associates. Technology planners may decide to respond to the possibility of a natural disaster such as an earthquake or flood by paying for extra hardware installation in a secure location, which can be accessed during an emergency. Advanced solutions include using integrated enterprise software from suppliers such as SAP and PeopleSoft, which tie a company’s operations together in a single thoroughly tested suite. Another is for software manufacturers to reduce the complexity of programs.

Companies need to prepare for all types of disasters. With the increasing reliance on information systems, they need to plan for recovery and backup of critical data and systems. Computer Associates provides backup storage, security systems, and infrastructure software to keep information systems humming.

Did You Know?

1.
Two of every three computers are located outside the U.S.

2.
The average Internet user will send 304,200 electronic messages during his or her lifetime.

3.
The average young adult will spend 9 years 11 months on the Internet during his or her lifetime.

4.
Bell Canada has converted some public pay phones in Toronto and Montreal into terminals for Wi-Fi Internet connections.
What’s Ahead

This is the first of two chapters devoted to managing technology and information. Chapter 16, “Understanding Accounting and Financial Statements,” focuses on the functions of accounting, steps in the accounting process, functions and components of financial statements, and the role of budgets in an organization.

Summary of Learning Goals
1

Distinguish between data and information.

It is important for businesspeople to know the difference between data and information. Data are raw facts and figures that may or may not be relevant to a business decision. Information is the knowledge gained from processing those facts and figures.

2

Explain the role of management information systems in business.

An effective information system can help answer many management questions. A management information system (MIS) is an organized method for providing past, present, and projected information on internal operations as well as external intelligence to support decision making. The heart of an MIS is its database, which serves as an electronic filing cabinet for facts and figures.

3

Identify and briefly describe the different types of information system programs.

The key to a useful information system is the program that links users to data. Different types of information system programs include decision support systems (DSSs), which provide relevant data to help businesspeople make decisions and choose courses of action; executive information systems (EISs), which allow top managers to access the firm’s primary databases; and expert systems, which imitate human thinking. Trends in information systems include local area and wide area networks (LANs and WANs); wireless local networks (Wi-Fi); enterprise resource planning (ERP) systems that integrate all computer systems within a business; and application service providers (ASPs), outside firms that provide both computers and application support for managing an information system.

4

Describe the hardware and software used in managing information.

Hardware consists of all the tangible elements of a computer system, including input and output devices. Major categories of computers include mainframes, supercomputers, minicomputers, and personal computers (PCs). Newer developments in PCs include notebooks, tablet PCs, and handheld devices. Computer software provides the instructions that tell the hardware what to do. The software that controls the basic workings of the computer is its operating system. Other programs, called applications software, perform specific tasks that users want to complete.

5

Identify how specific types of software can help businesspeople.

Individual types of software can help businesses in a variety of ways. Word processing helps a company handle massive volumes of correspondence, reports, and other documents. Desktop publishing allows users to design and produce attractively formatted printed material. Spreadsheets calculate and present information clearly. Electronic mail allows businesspeople to communicate rapidly anywhere in the world. Presentation graphics provide graphs and charts that help businesspeople see patterns in data. Multimedia integrates two or more types of media. Interactive media are programs that allow users to interact with computer displays. Integrated software combines several applications into a single package that can share modules for data handling and processing. Groupware lets businesspeople anywhere in the world work together on a single project.

6

Explain the importance of special network technologies.

Intranets allow employees to share information on a ready-made company network. Virtual private networks (VPNs) help save companies money by providing a secure Internet connection. Broadband technology allows a greater amount of information to flow through a network more quickly.

7

List the ways that companies can protect themselves from computer crimes.

Companies can protect themselves from computer crime by requiring users to enter passwords, installing firewalls or encryption software, and keeping up-to-date on new security methods. In addition, managers should install antivirus security programs on all computers and networks.

8

Explain the steps that companies go through in anticipating, planning for, and recovering from information system disasters.

Businesses can avoid the results of disaster by routinely backing up software and data, both at an organizational level and at an individual level. They can back up data at online storage services or pay for extra hardware installation in a secure location. They may also want to invest in extra hardware and software sites, which can be accessed during emergencies.

Business Terms You Need to Know
management information system (MIS) 490

chief information officer 
(CIO) 490

database 491

decision support system 
(DSS) 493

executive information system (EIS) 493

Wi-Fi 494

enterprise resource planning (ERP) 494

application service provider (ASP) 494

word processing 499

spreadsheet 499

multimedia computing 502

groupware 502

intranet 503

broadband technology 505

computer virus 507

Other Important Business Terms

expert system 493

local area network (LAN) 494

wide area network (WAN) 494

hardware 495

mainframe 496

supercomputer 496

minicomputer 496

personal (desktop) computer (PC) 496

notebook computer 497

tablet PC 497

handheld devices 497

operating system 497

software 497

desktop publishing 499

presentation software 501

firewall 503

encryption 506

disaster recovery planning 508

Review Questions
 1.

Distinguish between data and information. Why is the distinction important to businesspeople in their management of information?

 2.

Describe three different types of information system programs and give an example of how each might help a particular business.

 3.

Explain how computer hardware and software work together. Cite some examples.

 4.

How might a hotel chain use desktop publishing to manage its marketing program?

 5.

What is enterprise resource planning? How has it streamlined business processes?

 6.

What is an intranet? Give specific examples of benefits that result for firms that set up their own intranets.

 7.

Define broadband technology and describe the different broadband technologies currently in use.

 8.

What steps can organizations and individuals take to prevent computer crime?

 9.

How does a computer virus work? What can individuals and organizational computer users do to reduce the likelihood of a computer virus?

10.

Why is disaster recovery important for businesses? Relate your answer to a hypothetical cyberattack.

Projects and Applications
1.
Do you believe that information overload is a serious problem in your life? What steps do you (or can you) take to reduce this overload so that you can function more effectively in all areas of your life?

2.
Suppose you were chief information officer for Great Harvest Bread Co. Describe the different parts of an integrated software package (in addition to the intranet described in the chapter) that would help your company manage its flow of information. Give an example of how each application you choose would help the company.

3.
Wi-Fi technology is becoming more widespread. Its first applications were set up in Seattle-area Starbucks and in some airports for travelers. Go online or to the library and find information about Wi-Fi’s current uses. Prepare a short report on its current uses and its future for business computing.

4.
Do you think computer hacking is a serious crime? Defend your answer.

5.
What information-related technology lessons do you think businesses learned from 9/11? How will these lessons help businesses respond to other disasters—natural as well as those caused by humans?

Experiential Exercise
Background: Assume you’re in the market for a new personal computer.

Directions: First, make a list of your needs. Needs represent the basic configuration that will meet your individual computing requirements. Next, make a list of your wants. Wants represent features you’d like to have in your new PC but don’t necessarily need. Finally, decide between a notebook computer and a desktop computer. List the reasons why you chose a desktop or a notebook.

1.
Visit the CNet (http://www.cnet.com) or ZDNet (http://www.zdnet.com) Web sites. Research different computer makes and models that meet your specifications. Make a list of the five top-rated systems. What criteria did CNet or ZDNet consider when developing the rankings?

2.
Decide where you will buy your new computer. Will you order it from a direct seller, such as Dell, or will you buy it at a retail store, like Best Buy? What are the advantages and disadvantages of each option?

3.
Finally, repeat the exercise assuming you’re buying a computer for your job. Explain any differences between a computer purchased for personal and school use and one purchased for business use.

Nothing But Net
1.
Computer viruses. Computer viruses pose a major problem for computer users and systems. Software publishers constantly scramble to update their antivirus software programs in response to newly discovered viruses. Visit the Web sites listed here, review the material, and then answer the following questions:


a.
Approximately how many different computer viruses have been discovered?


b.
How many new viruses are discovered each month?


c.
What are the names of the most recently discovered viruses?


d.
What is the best way to protect a computer from viruses?


http://www.symantec.com/avcenter


http://vil.nai.com/vil/content/alert.htm
2.
Critical data backup and recovery. After the terrorist attacks of September 11, 2001, interest in data backup and recovery software for critical computer data increased dramatically. Visit the Web sites listed and prepare a report on some of the key features of these programs.


http://www.baymountain.com


http://www.no-panic.com


http://www.unitrends.com
3.
Shopping for handheld computers. Assume you have been given the responsibility of buying new handheld computers for your company. Your manager wants you to compare and choose between handhelds that run Windows CE and those that run the Palm operating system. Visit the Web sites listed and write a brief report that compares the pros and cons of each handheld operating system. Which would you recommend and why?


http://zdnetshopper.cnet.com


http://www.microsoft.com/catalog/display.asp?sub id=22&site=10578


http://www.palmsource.com

Note: Internet Web addresses change frequently. If you do not find the exact sites listed, you may need to access the organization’s or company’s home page and search from there.

Case 15.1
Cell Phones as PCs?

Cell phones are clearly getting smarter. New models offer a wide range of features from voice mail to call waiting. Many even allow users to check their e-mail and surf the Web. The next step in cell phone evolution has added features commonly found on personal digital assistants (PDAs) and other handheld computers. Samsung, Nokia, and other cell phone manufacturers have recently rolled out devices that combine traditional cell phones with PDAs. Samsung, for instance, offers a Sprint PCS cell phone that includes a PDA that runs on the popular Palm operating system. These devices are being marketed to businesspeople who commonly carry both a cell phone and PDA. It’s one less device to carry, and important information, such as phone numbers, need to be entered only once.


The idea of cell phones as mini-PCs has caught the attention of the colossus of the PC industry, Microsoft. It teamed up with another tech heavyweight, Intel, to offer cell phone makers a blueprint of the innards of devices that would combine voice and data—literally, mini-PCs that double as cell phones. Intel supplies the chips and Microsoft supplies the software. The devices would run a version of Microsoft’s Windows CE operating system, often called Pocket PC. Versions of popular Microsoft applications, such as Outlook, Internet Explorer, and Word, run on Windows CE. It would be up to the manufacturers, however, to decide what the handset will look like and how much of the Microsoft software it will contain.


So far several U.S. wireless operators have expressed an interest in the new devices from Microsoft and Intel. Audiovox Communications Corporation has begun making a new handset, called Thera, which is offered by prominent wireless operators Sprint PCS and Verizon. In addition, U.S.-based operator VoiceStream recently began offering devices based on the Microsoft and Intel plan.


Microsoft argues that its blueprint for Pocket PC wireless devices will vastly increase the versatility of cell phones. Because the insides will become standardized, cell phones will become much easier to make. Pamela Santos of Microsoft says, “No one has ever brought this type of fully connected smart device to market. We have a comprehensive trial process in place with our partners to ensure that the devices not only work properly as mobile phones, but also as rich and comprehensive wireless data devices.” Microsoft believes it will capture upwards of 25 percent of the cell phone market.


Other industry observers are skeptical, however. For one thing, Pocket PC handhelds are more expensive than standard cell phones. According to some industry insiders, many wireless consumers view cell phones as disposable commodities, and therefore, price is an important factor when they choose a handset. For another, Pocket PC handheld computers are still dominated by handhelds running the Palm operating system. Most users prefer the simplicity of the Palm operating system over the superior applications offered by Pocket PCs. Cell phone users may have similar reactions. Nokia’s Timo Poikolainen states, “The mobile environment is not simply about downscaling the PC world.”


Nevertheless, whenever Microsoft moves into a market, everyone sits up and takes notice. The future of this industry could look very different from what it does today.

Questions for Critical Thinking

1.
Why do you think Microsoft has entered the cell phone market? Will the business model it used to dominate PCs work in the wireless industry?

2.
How will standardization benefit wireless consumers? Will standardization cause prices for wireless devices to fall? How well do you think Pocket PC wireless devices will sell? Would you consider buying such a device?

Sources: David Haskin, “Microsoft Notches Big Wireless Wins,” Wireless News, Internet News Web site, http://www.internetnews.com, accessed January 24, 2003; Elisa Batista, “Cell World Awaits 500-Lb. Gorilla,” Wired News Web site, http://www.wired.com, accessed January 24, 2003; Dan Richman, “Microsoft More Mobile,” Seattle Post-Intelligencer Web site, http://www .seattlepi.nwsource.com, accessed May 17, 2002; “Turning Your Phone into a Mini-PC,” Time, March 4, 2002, p. 48.

Video Case 15.2
Cannondale

This video case appears on page 618. A recently filmed video, designed to expand and highlight the written case, is available for class use by instructors.

