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1. Introduction

ThinkPad stores various BIOS settings in its non-volatile memory like CMOS or EEPROM. These settings are configured by using the BIOS setup menu. In general, this is done manually by the user.

However, from a deployment point of view, the BIOS settings are expected to be common to all machines and to be controlled remotely. BiosSettingsWindows is a Windows® application for this purpose.

Features

BIOS setting copy

· Copy “BIOS Setup Data” settings by BIOS Setup
· Copy “Secure Data” settings by BIOS Setup (See Appendix)
Password Setup

· Install and Update for Power on Password 
· Install for Hard Disk Password
· Copy Supervisor Password
Supported Models
T60, R60, X60, Z61 models or other new models that announced after 2006.
Supported OS
Windows® Vista® 32bit, Windows® XP®, Windows® 2000®,
2. Install
The program must be installed to both a donor ThinkPad and a target ThinkPad.

1) Logon to Windows® as an administrator account.
2) Run Bios Settings Windows Installer.exe
3) Specify directory you want to install this program. 
4) The installer just copies the files to the specified directory at step.
You can use this program just by copying whole of the directory (including sub directories) to other ThinkPad.
Silent Install
Silent operation will be done with “/S” (capitalization required) and the default directory is “C:\Program Files\BiosSettingsWindows\”)
3. How to use
BiosSettingsWindows is a tool for copying BIOS settings. You need to setup one ThinkPad machine (a donor ThinkPad) and you can copy its settings information to any number of other ThinkPads.

Notice:
· Both the donor ThinkPad and a target ThinkPad must have the same BIOS Level

· The BiosSettingsWindows version on both donor and target must be the same.
· Both donor and target must have a Supervisor Password to use this tool. This is for security reasons to prevent malicious software from setting an unknown Supervisor Password, locking all users out of the system.
· ‘Using Passphrase’ setting (Bios Setup Utility -> Security-> Password) must be the same on both donor and target ThinkPad.

3.1. Creating ThinkPad settings capture file.
The BiosSettingsWindows programs must be installed to a donor ThinkPad.
3.1.1. Setup a donor ThinkPad:

1. Power on the donor ThinkPad and access the BIOS Setup Utility.(You can access this program by pressing the F1 key during the power-on self-test (POST))
2. Set a Supervisor Password. To capture the data, the ThinkPad must have a Supervisor Password.
3. Change and save the desired settings as required.
4. Exit from the BIOS Setup utility program and restart the ThinkPad. Ensure that the ThinkPad starts up and functions properly.
3.1.2. Use BiosSettingsWindows.exe to save the current settings of the donor ThinkPad to a file.
The following action is to capture the ThinkPad BIOS Setup Data and Secure Data. Secure Data includes the Supervisor Password.

1. Power on the donor ThinkPad and logon to Windows® as an administrator account.
2. Open Command Prompt. 
For Windows® Vista® 32bit, open command prompt as “Run as administrator”. (Click Start, select All Programs, select Accessories, right click Command prompt, then click Run as administrator.)
3. Specify the BiosSettingsWindows.exe program and a setting capture file with the correct parameters.

Ex) >\path1\BiosSettingsWindows.exe \path2\file_name /c /kpap 
path1
path to BiosSettingsWindows.exe
path2
path to the settings capture file (the path directory must already exist)
file_name
the settings capture file name
/c
specify capture

/kpap
parameter for entering the Supervisor Password interactively using the keyboard 

4. If “/kpap” was specified, a prompt for the Supervisor Password appears. Type the Supervisor Password of the donor ThinkPad.
5. The capture file is created.

6. Copy the capture file by using removable media and apply the capture file to a target ThinkPad. See section3.2
3.1.3. Power on Password and Hard Disk Password

BiosSettingsWindows can distribute a Power on Password and Hard Disk Passwords.

WARNING: 

This process creates a capture file that contains the Power on Password, Hard Disk Passwords and a pointer to the system that these passwords are intended to be installed on. Please be sure to treat this intermediate file as a potential security exposure that exists until the reset process is complete. Be sure to transmit the file securely to the target system and to destroy the file when finished. Examples of secure transmission include carrying the file on removable media to the target system or encrypting the file before transmission over a network to the target system.

Execute BiosSettingsWindows.exe with the correct parameters
   > \path1\BiosSettingWindows.exe \path2\file_name /c /EP \path3\password.csv /kpap
path1
path to BiosSettingsWindows.exe
path2
path to the settings capture file (the path directory must already exist)
file_name
the settings capture file name
/c
specify capture mode
/EP
capture password settings
path3
path to the password configuration file
password.csv
The password configuration file, which contains the Power on Password and the Hard Disk Password. See Appendix for details on the format of this file
/kpap
parameter for entering the Supervisor Password interactively using the keyboard

3.2. Apply ThinkPad Settings capture data to target systems
The BiosSettingsWindows program must be installed to a target ThinkPad.

3.2.1. The target System requirement

· The BIOS level of the target system must be the same as that of the donor system.
· The program version of BiosSettingsWindows must be the same version used on the donor system.
· The target system must have a Supervisor Password.
· For Windows® Vista® 32bit, open command prompt as “Run as administrator”.
3.2.2. Use BiosSettingsWindows.exe to apply the settings of the donor ThinkPad to a target ThinkPad.
1. Power on the target ThinkPad and logon to Windows® as an administrator account.
2. Copy the ThinkPad settings capture data file to the target system.

3. Open Command Prompt.
For Windows® Vista® 32bit, open command prompt as “Run as administrator”. (Click Start, select All Programs, select Accessories, right click Command prompt, then click Run as administrator.)
4. Specify the BiosSettingsWindows.exe program and a setting capture file with an appropriate path and with the correct parameters.

Ex) \path1\BiosSettingsWindows.exe \path2\file_name /u /kpap 
path1
path to BiosSettingsWindows

path2
path to the settings capture file

file_name
the settings capture file name
/u
specify update mode

/EP
capture password settings

/kpap
parameter for entering the Supervisor Password using the keyboard

5. If /kpap was specified, a prompt for the Supervisor Password appears. Type the Supervisor Password of the target ThinkPad
6. You must restart the target ThinkPad for the changes to take effect. The Secure data copy and password setting is completed by BIOS during next boot.
Note1: Applied data 
All data captured from the donor ThinkPad is applied to the target. 

Note2: Supervisor Password

The Supervisor Password is handled as “Secure Data” So, the donor ThinkPad’s Supervisor Password is always applied to the target if the Secure Data was captured.
4. Appendix 
4.1. BIOS Setup Data and Secure Data

Most of “BIOS Setup Data” items appear in the BIOS Setup utility like this:
Setup Item


[Enabled]

The current setting is displayed in the selectable column.

On the other hand, “Secured Data” appears in the BIOS Setup utility like this:

Setup Item


[Enter]

  - Current setting

Enabled
Both data are stored to system Non-Volatile RAM. “BIOS Setup Data” is stored to CMOS and “Secure Data” is stored to EEPROM. EEPROM is more secure storage than CMOS.
4.2. CSV file for Power on Password and Hard Disk Password

Power on Password and Hard Disk Password can not be copied. You need specify the new  password/passphrase in a CSV (comma-separated value) file. 
The structure of this csv file is:

"DataFileName,POP,HDD,UserHDP,MasterHDP,KbdLang"

DataFileName - This file name is used to save the capture settings.

                 If this field is blank, the first parameter of BiosSettingsWindows is used.

POP

- Power on Password.

HDD

- Select the Hard Disk Drive to set the Hard Disk Password.
In most cases, ‘PM’ should be selected.
'PM'=Primary Master, 'PS'=Primary Slave, 

'SM'=Secondary Master, 'SS'=Secondary Slave.

UserHDP
- User Hard Disk Password.

MasterHDP
- Master Hard Disk Password.
You can set Hard Disk Password only [User only] or [User + Master ].You can not set Master Hard Disk Password only.

KbdLang  
- Language type of keyboard.
BIOSSettingsWindows supports "US", "FR", and "GR".
US - English US, English UK, Chinese-Traditional, Danish,Dutch, French-Canadian, Italian, Japanese, Korean, Norwegian, Polish, Portuguese, Spanish-Europea,               Spanish-Latin American, Swiss, Turkish

                 FR - French-European, Belgian

                 GR - German, Czech, Slovak, Slovenian
Important note for FR users:
In FR languages, the 1st row of keyboards are not assigned to a number (1-9 and 0). But, you must write the character of 1st row as a number in this file.

                ex) In France-European keyboard, If you want to set POP as "(-_", you must write to this file as "568".

`

Note:
Applicable characters are:

    Passphrase is not enabled or not supported
[a-z] and [0-9]

    Passphrase is enabled


[a-z], [0-9] and [space].

Valid sample passxword CSV files:
user01.dat,pass01,PM,pass01,ibm,US
POP, UserHDP and MasterHDP

user02.dat,pass02,PM,pass02,,US     
POP and UserHDP

user03.dat,pass03,,,,US             
POP only

user04.dat,,PM,pass04,,US           
UserHDP only

user05.dat,,PM,pass05,ibm,US        
UserHDP and MasterHDP

user06.dat,pass06,PM+PS,pass06,ibm,US 
HDP will be set to PrimaryMaster and PrimarySlave

,pop,PM,pop,ibm,US


Do not override first command-line parameter
user08.dat,the quick brown fox jumps over the lazy dog,,,,US `Using passphrase

Invalid sample password CSV files
user01.dat,pass01,,pass01,ibm,US

HDD is not selected

user01.dat,pass01,PM,,ibm,US

MasterHDP must be set with UserHDP.

user01.dat,pass01,PM,pass01,ibm,English
Invalid language definition is used

user01.dat,pass01,PM,pass01,ibm

Language is not selected

user01.dat,pass0-1,,,,US           
HDD is not selected
4.3. Complete list of BiosSettingsWindows arguments

Usage:

BiosSettingsWindows.exe filename /C [/Q] [/E] [/S] [/EP filename2] </PAP papcode|/APAP pap|/KPAP>
BiosSettinsgWindows.exe filename /U [/Q] </PAP papcode|/APAP pap|/KPAP>
Options:


filename
BiosSettingsWindows data file


/C
Capture configuration data


/U
Update configuration data


/E
Do not capture secure data. Do not use this option when using /EP option.

/S
Do not capture CMOS data


/Q
Suppress messages and user-interaction


/PAP password
Supervisor password, as scan codes


/APAP password
Supervisor password, as ASCII text


/KPAP
Supervisor password, enter from keyboard. You must use either /PAP, /APAP, or



/KPAP.


/EP filename2
Encrypt Power-On Password and/or Hard Disk



Password and save to the filename2. Refer to



Section 4.2 for details.
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