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SGI  Trusted  Edge UserΩǎ Gu ide 

Welcome 

Welcome to SGI Trusted Edge, intelligent content migration management software 
that transfers files from local or network-attached devices to a location managed by 
StorHouse/RFS.  StorHouse/RFS subsequently groups the files and transfers them in 
collection format to any StorHouse-managed media, including tape. 

SGI Trusted Edge supports such features as copy/migrate, multi-format hash 
verification, extensive include/exclude file filtering, bidirectional synchronization of 
source and destination locations, data analysis/report generation, audit trails, and a 
report-only mode. 

Purpose of This Manual 

This manual explains how to install the SGI Trusted Edge software on a Windows 
server and use the SGI Trusted Edge administration interface to create and schedule 
jobs from local or NAS storage to StorHouse/RFS. It also explains pre-installation 
steps and user/system requirements.   
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Audience  

This document is for StorHouse system administrators responsible for StorHouse 
and StorHouse/RFS operation and NAS storage managers. It assumes these people 
know how to configure NAS devices, StorHouse, and StorHouse/RFS. It also assumes 
they are familiar with StorHouse and StorHouse/RFS concepts and theory of 
operation. 

Contents 

This manual contains seven chapters and five appendices: 

Â /ƘŀǇǘŜǊ мΣ άIntroducing SGI Trusted EdgeΣέ ŘŜŦƛƴŜǎ SGI Trusted Edge and 
explains how it works. It also describes software and user login 
requirements. 

Â /ƘŀǇǘŜǊ нΣ άInstalling SGI Trusted EdgeΣέ ŜȄǇƭŀƛƴǎ Ƙƻǿ ǘƻ ƛƴǎǘŀƭƭ the SGI 
Trusted software on a Windows Server. 

Â Chapter 3Σ άUsing the SGI Trusted Edge Server Administration InterfaceΣέ 
describes how to use the SGI Trusted Edge graphical user interface to copy 
and migrate files, schedule jobs, verify hashes, synchronize source and 
destination directories, run in simulation mode only, create shortcuts, and 
generate reports. 

Â /ƘŀǇǘŜǊ пΣ ά¦ǎƛƴƎ ǘƘŜ SGI Trusted Edge Server Administration Interface with 
ŀ [ƛƴǳȄ {ŜǊǾŜǊΣέ ŘŜǎŎǊƛōŜǎ Ƙƻǿ ǘƻ ŎǊŜŀǘŜ [ƛƴǳȄ ŎƻƴƴŜŎǘƛƻƴΣ ŘŜŦƛƴŜ ŀ [ƛƴǳȄ-to-
Linux job, and work with Trusted Edge-created symlinks for Linux files. 

Â Chapter 5Σ ά¦ǎƛƴƎ the SGI Trusted Edge Enterprise Edition ConsoleΣέ ŜȄǇƭŀƛƴǎ 
how to use and configure the Enterprise Edition console, including 
adding/deleting servers and groups and managing remote Trusted Edge 
servers. 

Â Chapter 6Σ ά/ƻƴŦƛƎǳǊƛƴƎ SGI Trusted Edge 9Ƴŀƛƭ !ƭŜǊǘǎΣέ ŘŜǎŎǊibes how to 
configure email alerts and triggers. 
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Â /ƘŀǇǘŜǊ тΣ ά¦ǎƛƴƎ /ŀƳƛƴƻ{ƻŦǘ ǘƻ /ǊŜŀǘŜ ¢ǊǳǎǘŜŘ 9ŘƎŜ wŜŎŀƭƭŀōƭŜ {ȅƳōƻƭƛŎ 
[ƛƴƪǎ ŦƻǊ ²ƛƴŘƻǿǎΣέ ŜȄǇƭŀƛƴǎ Ƙƻǿ ǘƻ ƛƴǎǘŀƭƭΣ ŎƻƴŦƛƎǳǊŜΣ ŀƴŘ ǾŜǊƛŦȅ ǘƘŜ 
CaminoSoft software. 

Â !ǇǇŜƴŘƛȄ !Σ ά!ōƻǳǘ {ȅƳōƻƭƛŎ [ƛƴƪǎΣέ contains important information about 
symbolic links and discusses symbolic link evaluation. 

Â !ǇǇŜƴŘƛȄ .Σ άSorting Data in the User Interface DisplayΣέ ŜȄǇƭŀƛƴǎ Ƙƻǿ ǘƻ 
customize the job name display and filter job run results manually. 

Â !ǇǇŜƴŘƛȄ /Σ ά¦ǎƛƴƎ tƻǿŜǊ{ƘŜƭƭ Options to Manage SGI Trusted EdgeΣέ 
explains the various PowerShell commands and how to execute them. 

Â !ǇǇŜƴŘƛȄ 5Σ άtŜǊŦƻǊƳƛƴƎ ŀ {ƛƭŜƴǘ LƴǎǘŀƭƭŀǘƛƻƴΣέ ŜȄǇƭŀƛƴǎ Ƙƻǿ ǘƻ ŜȄŜŎǳǘŜ ŀ 
silent installation of the SGI Trusted Edge software. 

Â !ǇǇŜƴŘƛȄ 9Σ ά¢ŜŎƘƴƛŎŀƭ bƻǘŜǎΣέ ǇǊƻǾƛŘŜǎ ǘŜŎƘƴƛŎŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ¢ǊǳǎǘŜŘ 
Edge operation. 
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C   H    A    P    T    E    R 1  

Introducing SGI Trusted Edge 

This chapter introduces the SGI Trusted Edge software and provides pre-installation 
and system/user requirements. 

About SGI Trusted Edge 

SGI Trusted Edge intelligent migration management software simplifies moving 
forever-read data to a StorHouse repository for storage, retrieval, backup, and data 
protection throughout the content lifecycle. The product copies/moves files from 
local or NAS storage to a location managed by StorHouse/RFS according to 
administrator-specified policies. StorHouse/RFS subsequently groups the files and 
transfers them in collection format to any StorHouse-managed media, including 
tape.  

SGI Trusted Edge features include: 

Â Connectivity to both Windows and Linux servers 

Â An intuitive, easy-to-use administrator interface  
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Â Policy-driven data migration operations 

Â Extensive file filtering characteristics 

Â Multi-format hash verification to ensure data integrity throughout the 
migration process 

Â Bidirectional synchronization of multiple source and target locations 

Â Target location analysis and reporting 

Â Ability to run in report-only (simulation) mode to confirm policy settings 
prior to running jobs in a production environment 

Â Intelligent file stubbing that enables direct user access to files without the 
need to re-stage data  

Â Policy-driven deletes of source files and shortcuts 

Â Detailed reporting capability 

Â Ability to send email alerts and set up job triggers 

 SGI Trusted Edge uses SQL local database files to store information about job 
parameters, job runs, file and folder hash values, and other logging information..  
The software executes as a service on the Windows server and spawns a new 
process for each job that runs. 

Figure 1-1 illustrates a sample SGI Trusted Edge architecture.   
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Figure 1-1: Sample SGI Trusted Edge Architecture 

In this example, SGI Trusted Edge executes on a separate Windows server. It can 
also run on a StorHouse/RFS Windows server if your system uses that type of 
StorHouse/RFS configuration. 
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About the SGI Trusted Edge Enterprise Edition 
Console 

The SGI Trusted Edge Enterprise Edition console enables you to manage multiple 
Trusted Edge servers from a single graphical user interface. You determine whether 
a particular server has Enterprise Edition console privileges during Trusted Edge 
installation. Your customer license agreement controls the number of servers you 
can manage through this interface.  

Note the following: 

Â If a Trusted Edge server is Enterprise Edition-console enabled, Trusted Edge 
displays the Enterprise Edition console Main window at startup. Refer to 
Chapter 5 for an example of this window and for information about how to 
use the Enterprise Edition console. 

Â For all other servers, Trusted Edge displays the server administration 
interface Main window at startup. Refer to Chapter 3 for an example of this 
window and for information about how to use it. 

Software Requirements 

For installation, the SGI Trusted Edge software requires: 

Â  The full version of Microsoft .NET Framework Version 4.  This is available 
from: 

 http:// www.microsoft.com/download/en/details.aspx?id=17851 

Â An SqlLocalDB database.  You can download the Sqllocaldb.msi that is 
specific to your system platform (x86/x64) at: 

http://www.microsoft.com/en-us/download/details.aspx?id=35579 

SqlLocalDB (and therefore SGI TE) is supported on these Operating Systems: 
Windows 7, Windows 8, Windows Server 2008 R2 SP1, Windows Server 
2012, Windows Vista Service Pack 2, and Windows Server 2008 SP2. 

The
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Â Update 4.0.2 for Microsoft .NET Framework 4 ς Runtime Update 

(KB2544514) in order for SGI Trusted Edge to use SqlLocalDB. This update is 
available from: 

 http://www.microsoft.com/en-us/download/details.aspx?id=27756 

Â Windows Installer 4.5, which is available from: 

http://www.microsoft.com/download/en/details.aspx?id=8483 

Note:  You must reboot your system after you install Windows Installer 4.5. 

In addition, if you are using Trusted Edge in a Workgroup rather than a Domain 
environment, the account running the Enterprise Edition Console interface must 
have a corresponding local account with a matching user name and password on the 
remotely-administered server(s).  This account must also belong to the defined SGI 
Trusted Edge Write UserΩǎ ƎǊƻǳǇΦ ¢ƘŜ ŘŜŦŀǳƭǘ ƳŜƳōŜǊǎƘƛǇ ŦƻǊ ǘƘƛǎ ƎǊƻǳǇ ƛǎ ǘƘŜ 
BUILTIN\Administrators group. 

General User Login Requirements 

During installation, you specify the account that will be used to run the local SGI 
Trusted Edge Service.  You must define this account prior to installation as: 

Â Being a member of the local Administrators group on the Windows machine 

Â Having  the local security User right ǘƻ ά[ƻƎ ƻƴ ŀǎ ŀ ǎŜǊǾƛŎŜέ (this right is not 
assigned to the Administrators group by default on Windows 2008 servers) 

Â Having permission to access/ read from job sources 

Â Having write access to the job destination directories  

In addition, you must assign the following rights to the account from the Local 
Security Policy screen in Admin Tools. 
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Â Back up files and directories 

Â Create symbolic links (if you desire this capability) 

Â Log on as a batch job  

Refer to the highlighted sections of Figure 1-2. 

 
Figure 1-2: Local Security Policy 



 

SGI, Corp. 11 

Additional User Login Requirements When 
Installing SGI Trusted Edge on a Workgroup 
Machine 

To install SGI Trusted Edge on a machine that belongs to a workgroup (for example, 
a non-domain or test environment for proof of concept purposes), you must add the 
following credentials during installation on the service account details window 
(Figure 1-3): 

. \ Local UserAccount or MachineName \ LocalUserAccount  

 

 

Figure 1-3: Service Account Details Window 
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Local accounts still require the standard local User ǊƛƎƘǘ ƻŦ ά[ƻƎ ƻƴ ŀǎ ŀ ǎŜǊǾƛŎŜΦέ If 
you add this permission for a local account, the account user must log off and then 
re-log on to the computer to initiate the account change.  

If there are multiple machines in a workgroup and SGI Trusted Edge must write to 
files on a remote machine, you must also create the SGI Trusted Edge service 
account credentials on the remote machine. In other words, you must add the same 
user name and password on the remote machine for SGI Trusted Edge to function in 
a workgroup.  

Miscellaneous Information 

SGI Trusted Edge: 

Â Supports migrating files with names greater than 256 characters 

Â Copies 0-byte files 

Â Performs MD5 and SHA1 hash verification for files and folders 

Â Runs as a background Windows service 

Â Copies NTFS file streams 

Â Deletes all instances of a job that already ran (job history) when you delete a 
job definition from the SGI Trusted Edge left main window pane 

Â Refreshes the user interface every 30 seconds by default 

Â Uses SFTP to copy data between Linux servers 

Â Uses Rsync (if available) to copy data between local folders on the same 
Linux server 
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C    H    A    P    T    E    R 2  

Installing the SGI Trusted Edge 
Software 

This chapter explains how to install an evaluation edition or a full edition of the SGI 
Trusted Edge software on a Windows Server. The installer Welcome screen specifies 
which edition you are installing. Both versions have the same Trusted Edge 
functionality. The difference is that the evaluation edition will expire 90 days from 
the date of installation. There is no expiration date for the full edition.  

Use the following procedure to install the SGI Trusted Edge software. 

 To install the SGI Trusted Edge software on a Windows Server 

1. Depending on your processor, double-click SGI Trusted Edge-x64.msi or SGI 
Trusted Edge-x86.msi. 
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2. Click Next. 
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3. Select the checkbox to accept the License Agreement, and then click Next. 

SGI Trusted Edge displays the following Licensed Customer window. 
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4. On the Licensed Customer window, type your customer name, and then click 
Next. 
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5. On the Destination Folder window, accept the default location, or click Change 
to browse to another directory to store installation and database files. Then 
click Next.  
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6. On the SGI Trusted Edge Service Account window, type the Windows user 
credentials (Account Name and Password) that will be used to run the local SGI 
Trusted Edge Service.  Re-enter the password for confirmation, and then click 
Next.    
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7. On the SGI Trusted Edge Enterprise screen, select one or both checkboxes or 
leave both checkboxes empty: 

- Select the Enable Remote Administration checkbox to allow the local 
instance of Trusted Edge to be managed remotely. Otherwise, leave the 
checkbox empty. 

If you selected the checkbox, accept the default port number of 16016 or 
type a different port number. 

- Select the Enterprise Administration Console checkbox to allow multiple 
Trusted Edge servers to appear in a single user interface on the current 
server for ease of administration. Otherwise leave the checkbox empty.  
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Note that the installation will automatically open the local port specified to 
enable remote administration. 

8. Click Next. 
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9. On the Ready to install SGI Trusted Edge window, click Install to proceed with 
the installation, or click Cancel to quit.  

 Allow the installer to run. 
























































































































































































































































































































































































































































