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Welcome

Welcome toSGI Trusted Edgmtelligent content migration managenm software

that transfers filedrom local or networkattached device$o a location managed by
StorHowse/RFS StorHouse/RFS subsequently groups the files and transfers them in
collection format to any StorHouseanaged media, including tape.

SGI Truste&dgesupports such features aspy/migrate multi-format hash
verification, extensivénclude/excluddile filtering, bidirectional synchronization of
source and destination locations, data analysipbrt generation, audit trailsand a
report-only mode,

Purpose of This Manual

This manual explains how iostall theSGI Trusted Edgeftwareon a Windows
server anduse theSGI Trusted Edgaelministration interface ta@reate and schedule
jobsfrom local or NAS storade StorHouséRFS It also explains grinstallation
steps anduser/system requirements.
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Audience

This document is for StorHousgstem administratorsesponsible foiStorHouse
and StorHouse/R& operation and NAS storage managlrassumeshese people
know how toconfigureNAS devicesorHouse and StorHouse/RF8.also assumes
they are familiar witifStorHouse anétorHouse/RFS concepts and theory of
operation.

Contents

This manual contairsevenchaptersandfive appendices

A

/ K LI BthdlueirigSGh Trusted Edgeé R SGI Arysfl Edgeand
explains how it works. It alstescribessoftwareand user login
requirements

/ Kl LI BbllingSGl Trusted Edgeé SELX F Ay dheBR ¢ (2 Ayadl
Trusted software on a Windows Server.

Chapter I Usingthe SGI Trusted EddggerverAdminigration Interfacex €
describes how tase theSGI Trusted Edggaphical user interface to copy
and migrate filesschedule jobsyerify hashes, synchronize source and
destination directories, run isimulationmode only, create shortcuts, and
generate repats.

/ Kl LJi SNJ n SGI tristed BAdgervérkdinistration Interface with

I [ AydzE { SNOSNE¢ RSAONAROSAa K2gto-i2 ONBIGS
Linux job, and work with Trusted Edgesated symlinks for Linux files.

Chapter5s & !thie $GfTRusted Edg&nterprise EditioiConsol& ¢ SELJX | Ay &
how to useand configurghe Enterprise Edition consqglancluding

adding/deleting servers and groups and managing remote Trusted Edge
servers.

Chapter6z @G/ 2 Y FGI BuithAEA@RY I A f | { iBedicivIoé RS a ONJ
configure email alerts and triggers.
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/ KFLIWISNI T2 a! &
[Ayla F2N 2AYyR
CaminoSoft software.

/ Ay2{?2 Fa
Zé SEL I Aya K
 LIWSYRAE | ' a&! 0 2odsirsifporiadt hforin&ion[aBoyt] & X é
symbolic links and discusses symbolic link evaluation.

| LILIS ¥ RSbriing Dafa indthe User Interface Display SELJX | Aya K2 ¢ (2
customize the job name display afiler job run results manually.

I LIWSYRAE [/ I @OpHohsfdManag&GCh NYstEdEHFet
explains the various PowerShell commands and how to execute them.

' LIS YRAE 5% at SNF2NYAY3I + {AtSyd Lyadlttl
silent installation of theSGI Trusted Edg®ftware.

' LIIJSYRAE 920 86SOKYNRPWARSE GSOKYyAOFt AyT2N
Edge operation.
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Introducing SGI Trusted Edge

This chapter introducethe SGI Trusted Edg®ftwareand provides prénstallation
andsystemiser requirements.

About SGI Trusted Edge

SGI Trusted Edgetelligent migration management softwamemplifies moving
foreverread data to a StorHougepository for storage, retrieval, backup, addta
protectionthroughout thecontentlifecycle.The producicopies/moves files from
local or NAS storage a location managed by StorHouse/RFS according to
administratorspecified plicies.StorHouse/RE subsequently groups the filaad
transfersthem in collection format to any StorHouseanaged media, including
tape.

SGI Trusted Eddeatures include:

=

Connectivity to both Windows and Linux servers

=

An intuitive, esyto-use administrator interface

SGl, Corp.



=

=

=

=

A

A

Policydriven data migration operations
Extensive file filtering characteristics

Multi-format hash verification t@nsuredata integrity thraighout the
migration process

Bidirectional synchronization of multiple source and target locations
Target location analysis andperting

Ability to run in reportonly (simulation) mode to confirm policy settings
prior to running jobs in a production engimment

Intelligent file stubbing that enables direct user access to files without the
need to restage data

Policydriven deletes ofource files and shortcuts
Detailed reporting capability

Ability to send email alerts and set up job triggers

SGI Truste@Edge uses SQL local database files to store information about job
parameters, job runs, file and folder hash values, and other logging information.
The softwareexecutes as a service on the Windows server and spawns a new
process for each job that runs.

Figure 11 illustrates a sampl&GI Trusted Edgechitecture.

SGil, Corp.



Trusted Edge

Server (Windows)
LAN

d— Sources

StorHouse/RFS
Server

Destination

StorHouse

StorHouse
Storage Location

Figure 11: SampleSGI Trusted Edg&rchitecture
In this exampleSGI Trusted Edgexecutes on a separate Windows server. It can

also run on a StorHouse/RFS Windows sdfwgrur system ges thattype of
StorHouse/RFS configuration
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About the SGI Trusted Edge Enterprise Edition
Console

TheSGI Trusted Eddenterprise Editioonsole enables you tmanage multiple
Trusted Edge servers from a single graphical user interfamedetermine whther

a particular server has Enterprise Edition console privileges during Trusted Edge
installation. Yur customer license agreemeabntrolsthe number of servers you
can manage through this interface.

Note the following:

A If a Trusted Edge server is Emirise Editiorconsole enabled, Trusted Edge
displays the Enterprise Edition console Main window at stafgder to
Chapter 5 for an example of this window and for information about how to
use the Enterprise Edition console.

A For all other servers, Triesd Edge displays the server administration
interface Main window at startufRefer to Chapter 3 for an example of this
window and for information about how to use it.

Software Requirements

For installation, thesGI Trusted Edgeftware requires:

A Thefull version oMicrosoft.NET Framework Version 4. This milable
from:

http:// www.microsoft.com/download/en/details.aspx?id=17851

A An SqglLocalDB database. You cawrdoad theSgllocaldmsi that is
specific to your system platfornx§6/x64) at:

http://www.microsoft.com/en-us/download/details.aspx?id=35579
SqlLocalDB (and therefore SGI TE) is supported on these Operating Systems:

Windows 7, Windows 8, Windows Server 2008 R2 SP1, Windows Server
2012, Windows Vista Service Packrx]Windows Server 2008 SP2

8 SGl, Corp.
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A Update 4.0.2 for Microsoft .NET Framewdrg Runtime Update
(KB2544514) in order for SGI Trusted Edge to use SqglLocalDB. This update is
available from:

http://iwww.microsoft.com/en-us/download/details.aspx?id=27756

A Windows Instaltr 4.5, which isvailable from:

http://www.microsoft.com/download/en/details.aspx?id=8483
Note: You must reboot your system after you install Windows Installer 4.5.

In addition, if you are using Triesl Edgdn a Workgroup rather than a Domain

environmert, the account running the Enterpridgdition Consolénterface must

have a corresponding local account with a matching user name and password on the
remotely-administered server(s). This account must also belong to the deStdd

Trusted EdgéVrite UseQ&d 3INR dzLJd ¢ KS RSTFLdzZ G YSYOSNBKAL)
BUILTINAdministrators group.

General User Login Requirements

During installation, yospecifythe accountthat will be usedo run the localSGI
Trusted Edg&ervice You must define this @ount pror to installation as:

A Beinga member of the local Administrators groop the Windows machine

A Having the local security User rigiit2 & [ 2 3 2 y(this dghtisnai S NIJA OS¢
assigned to the Administrators group by default on Windows 2008 servers)

A Havingpermission to acceseead from jobsources
A Having wite access to the jodestination directories

In addition,you must assigthe following rights to the account from the Local
Security Policgcreenin Admin Tools.

SGl, Corp. 9



Chapterl ¢ Introducting SGI Trusted Edge

p

>

p>

Backup files and directories

Log on as a batch job

Createsymbolic linkgif you desire this capability)

Refer to the highlighted sections of Figur2.1

Ele Acton View Help

| 2EIX = HE

S Security Settings
e

[ Seauity se

‘Access Credential Manager as a trusted caller
Access this computer from the network

| Act as part of the operating system

| Add workstations to domain

5] Adjust memory quotas for a process

&, 1P Security Policies on Local Computer
B (] Advanced Audit Policy Configuration

Allow log on through Remote Desktop Services
[ Back up files and drectories |

T Bypass taverse checking

{£2] Change the system time

Change the time zone

] Create a pagefile

] Create a token object

Create global objects

| Deny log on as a batch job

|Deny log on as a service

[ Deny log on locally

Deny log on through Remote Desktop Services

Generate security audits
| Impersonate a dient after authentication

52 Force shutdown from a remote system

2| Log on as a batch jot
[ logonasaservice |

2] Shut down the system
Synchronize directory service data
5] Take ownership of files or other objects

Enable computer and user accounts to be trusted for delegation

Everyone, Administrators, Users, Backup Operators

TEQA\Domain Admins

LOCAL SERVICE,NETWORK SERVICE, SQLE
Administrators, Users Backup Operators.
Administrators,Remote Desktop Users
Administrators,Backup Operators
Everyone,LOCAL SERVICE,NETWORK SERVICE,
LOCAL SERVICE, Administrators

LOCAL SERVICE, Administrators

Administrators

EXPRESS, SQLServerSQLAgentUser $VM-CH

LOCAL SERVICE,NETWORK SERVICE, SQLServerDTSUser $VM-CH-W2KBR 2, Administrators, SERVICE

Administrators
Administrators

Administrators

LOCAL SERVICE,NETWORK SERVICE, Classic .NET AppPool, TrustedEdge, DefauitAppPool
LOCAL SERVICE,NETWORK SERVICE, SUser:

Users

Administrators

Administrators

TIS_IUSRS, SERVICE

w 4 ers, 1IS_IUSRS
SYSTEM,LOCAL SERVICE,NETWORK SERVICE, TEQA\chsada_admin, SQLServer20055QLBrowserUser $VM-CH-W2K8R2,SQL Server]
Administrators

Administrators

Administrators

Administrators,NT SERVICE\WdiServiceHost

Administrators

LOCAL SERVICE,NETWORK SERVICE, SQLServerSQLs cH QLServerSQLAgentUser $VM-CH
Administrators,Backup Operators

Administrators,Backup Operators

Administrators

10

Figure 1-2: Local Security Policy
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Additional User Login Requirements When
Installing SGI Trusted Edge on a Workgroup
Machine

To installSGI Trusted Edge a machine that belongs to a workgroup (for example,
a nondomain or test environment foproof of conceppurposes), younustadd the

following credentials during installation on the service account details window
(Figure 13):

.\ Local UserAccount or MachineName \ LocalUserAccount

fi¥ SGI Trusted Edge il =101 x|

SGI Trusted Edge Service Account - -
Please enter SGI Trusted Edge service account credentials. b S I

Account Name: ||
(Examples: 'domainiuser' or 'machinellocaluser’)

Password: [

Confirm Password: [

' Please make sure that the account information is correct and that the account

< has proper permissions to the StorHouse/RFS destination and network source
folders. Use the Local Security Settings (Secpol.msc) to assign the pre-requisite
user rights.

Figure 1-3: Service Account Details Window

SGl, Corp. 11



Local accountstill require the standard loc&dserNA A K 2F G[ 2H 2V
you add this permission for a local accouthie accountuser must log off aththen
re-log on to the computer to initiate the account change.

If there are multiple machines eaworkgroup andSGI Trusted Edgeust write to
fileson a remotemachine you must alsareate theSGI Trusted Edgervice
account credentialen the remoe machineln other words, you musadd the same
user nameand passworan the remote machine fo8GI Trusted Edge function in
a workgroup

Miscellaneous Information
SGI Trusted Edge

A Supports migrating files with names greater than 256 characters
A Copes Obyte files

A Performs MD5 and SHA1 hash verification for files and folders
A Runs as a background Windows service

A CopiesNTFS file streams

A Deletes all instances of a job that already ran (job history) when you delete a
job definition from theSGI Truste&dgeeft main window pane

A Refreshes the user interface every 30 seconds by default
A UsesSFTP taopy data between Linux servers

A Uses Rsync (if available) to copy data between local folders on the same
Linux server

12 SGl, Corp.



Installing the SGI Trusted Edge
Software

This chapter explains how tostallan evaluation edition or a full edition of tH&GI
Trusted Edgsoftwareon a Windows ServeThe installer Welcome screen specifies
which edition you are installing. Both versions h#we same Trusted Edge
functionality. The difference is that the evaluation edition will expire 90 days from
the date of installation. There is no expiration date for the full edition.

Use the following procedure to install tHf&GI1 Trusted Edgeftware.

¥ Toinstall the SGI Trusted Edge software on a Windows Server

1. Depending on your processomuble-clickSGITrusted Edge64.msior SGI
TrustedEdgex86.msi

SGl, Corp. 13



i'-.‘!:“ SGI Trusted Edge ;IEIEI

Welcome to the 561 Trusweu Edge
(B4-bit) Setup Wizard

The Setup Wizard will install 561 Trusted Edge 4 (64-hik)
on your computer, Click Mext ko continue or Cancel o exit
the Setup Wizard,

Enterprise Edition (Full)

Back

Zancel |

2. ClickNex.

14
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eI
End-User License Agreement -
Flease read the Fallowing license agreement carefully 3 5 l
SILICON GRAPHICS INTERNATIONWAL CORP.("5GI™) ﬂ

END U3EER LICENEE AGREEMENT (“License™)

CAUTION! THIS LICEMSE APPLIES TO SOFTWARE WHICH IS IN
ACCOMPANYING PACKAGING, INCLUDED WITH 331 HARDWARE
PRODUCTS ANDADR DOWHLOADED FROM AN 301 31TE (collectively, the
"Licensed Software™. OFEMING THE LICENSED SOFTWAFRE™S
PACKAGING DOWHNLOADING THE SOFTWAERE FROM AN 3G1 SITE,
CLICIKING “ACCEPT™ ANDYOR VOUR UIE OF IN3TALLATION OF THE
LICEMSED SOFTWARE INDICATES YOUR ACCEFTAMCE OF THE TERMS
AMND CONDITIONS OF THIZ LICENZE. Eeferences hereinn to "You" or "Your™

refer to hioth won and such nerson or entitw in whose hehalf wou act. if answ. asll

¥ 1 accept the terms in the License Agresment

Erint Back, I Mk I Zancel

3. Select the checkbax accept the License Agreemeand thenclickNext

SGITrusted Edge displays the followihigensd Qustomerwindow.

SGl, Corp. 15



mmmm  Chapter2 ¢ Installing he SGI Trusted Edge Software

il SGI Trusted Edge

Licensed Customer
Please enter customer name.

4. On theLicensel Customemindow, type your customer name, anthén click
Next

16 SGl, Corp.



i SGI Trusted Edge _|3] =
L~

Destination Folder SR
Click Mext to install ko the defaulk folder or click Change to choose another, DS l

Install SGI Trusted Edge

IC:'I,F‘rn:ngram Files!5GI Trusted Edags),

Change... |

Back

Cancel |

5. On theDestination Foldewindow, acept the default location, orlick Change
to browseto anotherdiredory to storeinstallation and database file$hen
clickNext

SGl, Corp. 17



LR Chapter2 ¢ Installing he SGI Trusted Edge Software

eI

SGI Trusted Edge Service Account
Flease enter SGI Trusted Edge service account credentials, 35 I

Account Name: ||
{Examples: ‘domain\user’ or ‘machinellocaluser’)

Password: |

Confirm Password: I

has proper permissions to the StorHouse/RFS destination and network source
folders, Use the Local Security Settings (Secpol.msc) to assign the pre-requisite
user rights,

'2 Please make sure that the account information is correct and that the account
L]

Back I Mext I Cancel

18

On theSGI Trusted Edge Service Accowmdow, type the Windows user
credentials Account Nameand Password that will be used to run the locaG$
Trusted Edge Service. -Bater the pasword for confirmation, and thealick
Next

SGl, Corp.



{5 SGI Trusted Edge 101 x|

SGI Trusted Edge Service Account -
Please enter SGI Trusted Edge service account credentials. 35 I

Account Name: |teq a\jhowley_admin
(Examples: 'domaintuser’' or 'machinellocaluser’)

Password: [o...oo..ooo

Confirm Password: I sesssessese

has proper permissions to the StorHouse/RFS destination and network source
folders. Use the Local Security Settings (Secpol.msc) to assign the pre-requisite
user rights.,

": Please make sure that the account information is correct and that the account
L]

Back I Next I Cancel

7. On the SGI Trusted Eddgenterprisescreen select one or both checkboxes or
leave both checkboxes empty

- Select theEnable Remote dministration checkbox to allow the local
instance of Trusted Edge to beamaged remotely. Otherwise, leave the
checkboxempty.

If you selected the checkbox, accept the default port number of 16016 or
type a different port number.

- Select theEnterprise AdministrationConsolecheckbox to allow multiple

Trusted Edge servets appear ina single user interfacen the current
serverfor ease of administration. Otherwise leave the checkémpty.

SGl, Corp. 19



mmmm  Chapter2 ¢ Installing he SGI Trusted Edge Software

ii¥ SGI Trusted Edge

SGI Trusted Edge Enterprise Sgi

Please enter SGI Trusted Edge Enterprise administration details.

Note that the installatiorwill automaticdly open the local prt specifiedto
enable remote administration.

8. ClickNext.
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9. On theReady to install SGI Trusted Edgeéndow, dick Installto proceed with
the installation or clickCanceto quit.

Allow the installer to run.

SGl, Corp.
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